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I. HRS File Distribution System: User Perspective 

1. Overview 
The Health and Retirement Study File Distribution System is designed to provide researchers with 
access to all the HRS public limited access data products listed on the What’s Available page. HRS data 
are provided at no cost; the only input required from users is identification information such as email 
address and institutional affiliation. Information on user identities gives HRS the ability to provide 
funding agencies with usage information; it also lets us keep in touch with users. 
 
 To access HRS public release data, users begin by filling out a registration form to obtain a username 
and password. This username/password combination must be used whenever the user wishes to 
download data files. Users can change their registration information at any time by logging in to the file 
distribution site. By registering, the user agrees to the Conditions of Use1 governing access to HRS 
public data. Users have privacy rights to the information they provide: it will not be used for commercial 
purposes, and will not be redistributed to third parties. See the Privacy Statement2 for more information. 
 

 

2. Privacy and Security: Additional Issues 

2a. IP Logging 
The HRS provides the file distribution system as a public service. As part of the management process, 
certain user information (in addition to registration information) is automatically logged.  
Although the user’s IP address is may be logged to help diagnose problems with the Apache Web server, 
MySQL database server, for statistical purposes and for other site administration purposes, we do not 
link IP addresses to anything personally identifiable. This means that a user's session will be tracked, but 
the user will be anonymous. When we do save personal information about a user (e.g., when registering 
for access to public data files) we do not save any information about which IP address they used. Except 
for authorized law enforcement investigations, no other attempts are made to identify individual users or 
their usage habits. Raw data logs are used for no other purposes and are scheduled for regular 
destruction.  

                                                 
1 http://hrsonline.isr.umich.edu/index.php?p=regcou  
2 http://hrsonline.isr.umich.edu/index.php?p=regpriv  

http://hrsonline.isr.umich.edu/index.php?p=regcou
http://hrsonline.isr.umich.edu/index.php?p=regpriv
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2b. Cookies 
Our site uses cookies for authentication purposes during the login process and while during the file 
access process. The cookie contains a hash that uniquely identifies the user session. Thus the user must 
accept cookies from the HRS file download site and keep them for the duration of the session. The 
cookie is created by \\linux-src\www\htdocs\ssl\maintain2\cookietokenauth2.php 

2c. Registration Form 
Our site's registration form requires users to give us contact information (such as their name, e-mail 
address, and telephone number) and demographic information (such as their state/province and 
institutional affiliation). Users are also requested to provide information on research interests and 
environment as well as educational background). Users must provide a valid email address; if they do 
not, then they will not receive username and password information and will not be able to login to the 
site. 
 

 

2d. Security 
We rely on the security measures put in place by CMT to protect against the loss, misuse and alteration 
of the information under our control. However it is our responsibility to make sure that the security 
model embedded in the registration process is operating correctly, that file and directory permissions are 
properly set, that user behavior is monitored, and that the site in general operates correctly. 

3. User Actions  

3a. Login Process 
From the user’s perspective, the first step is to visit the site and register. Once the registration process is 
complete, the new user will receive an email message containing a username (unique and chosen by the 
user) and password. The password contains random numbers and characters and generated by the 
registration program. Users are not allowed to create their own passwords. The password is not stored in 
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the MySQL database. Instead a SHA-256 hash of the password (plus a salt value) is stored in the user 
table. Unique salt values are created for each user record from an SHA-1 hash of a randomly determined 
value. 
 

 

3b. Product Selection 
Following a successful login, the user is presented with a welcome page that outlines the various 
products that can be downloaded from the site. Users then follow a link to the Data Downloads page. 
 

 
 

3c. File Downloads 
When the user selects a data product from the Datasets and Files page, s/he is presented with a list of 
files for that product. The file list page may also contain special information about the data product. 



HRS Website Documentation Series - 1  ****Draft 

FileDistro.doc 5 July 2012 

 
 
The user selects one or more files from the download page (instructions provided); download should 
begin automatically. 
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4. Registration/Login to Download – Step by step 
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II. HRS File Distribution System: Management Perspective 

1. Overview 
Distribution system administrators will probably want to use the Microsoft Access front end database 
(\\isr-hrs\hrs\UserReg\userreg_linux.mdb) to add new products and/or files, change 
product and/or file information, manage users, and generate reports. The tables in the MySQL database 
are linked to Access via ODBC. See Appendix B for an overview of table relationships.3 
 

 
Table Name Purpose 
 accgroup Define access groups 
 accgroupuser Define which users can see which access groups 
 file Information about each file: name, description, date, type flag; availability (accgroupid) 
 filetype File types: name, icon, mime type 
 product Name of the product; user notes; availability (accgroupid) 

 user Information for each user: username, userid, password, email, research interests, institutional 
affiliation 

 userauth Session information  
 userlog Information on user activities 
 userold Old version of user table records 
 version Used in conjunction with the Product table 

 

                                                 
3 An alternative method for maintaining the file download database is to use the MySQL Workbench, an open-source 
application provided by Oracle. The Workbench provides tools for SQL development, Data Modeling, and Server 
Administration. The SQL Development option allows the user to connect to existing databases and run SQL Queries and 
SQL Scripts, to edit data, and to manage database objects. The Server Administration option can be used to configure the 
database server, to setup user accounts, to browse status variables and server logs, and to import/export database content 
to/from the project folder used for backup.  Note: Certain administrative functions that are theoretically available through the 
MySQL Workbench actually require special permissions from the MySQL system administrator. 
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2. User Management 
As noted above, users need only provide a unique username and a valid email address to obtain HRS 
public data, although we ask them to provide much more information on their research interests and 
institutional affiliation.  In general, users are responsible for updating their information. There may be 
times, however, when HRS staff may need to change information in the user table. This can be done 
directly or through the user_maintenance form. (See below for special issues related to limited access 
files.) 
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3. Adding a Product and Files 

3a. New Products 
 Information for new products should be added to the product and version tables via the product 
form: 
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3b. Product Files 
Information in the file table can be added directly to the table or via the file_maintenance form: 

 

 
 

 

4. Installing Product Files 
Once information about a product and its files has been added to the MySQL database, the next step is to 
add the files that make up the data set to the distribution file system. There are two methods for file 
transfer: 

• Map the distribution system disc folder to a local letter on your workstation 
• Connect to linux-src using your SSH client 

 
The following set of instructions assumes an SSH connection; 
 

1. Log in and then move to the File Distribution System Storage area 
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2. Copy the file(s) to the appropriate area under ./hrsSSL/disc/storage 

 

 
 

3. The next step is to associate a file with its counterpart row in the file table. To establish the 
association between file and database, create a symbolic link. 
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4. As a final step, make sure that the new files have the correct permissions: 
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III. Special Procedures for Limited Access Files 
The HRS File Distribution System is also used to distribute limited access files such as production 
review data and sensitive health data. Using the site for these purposes requires that both administrators 
and users follow special procedures.  

1. User Registration Procedures 

1a. Procedures for Sensitive Health Data Users 
Users must register on the site and obtain a username and password. Applicants for sensitive health data 
products should:  

• Identify the desired data set(s) under the Requesting HRS Special Access File heading. 
• Download and complete the appropriate Data Use Agreement for each product selected 

(hardcopy format) 
• Send a signed copy of the agreement via surface mail or fax to the HRS DUA Review 

Committee 
 
An HRS representative (Mary Cheatham) reviews sensitive health requests, and based on the 
researcher's registration information verifies her/his identity and institutional affiliation. Once this 
authentication process has been completed an HRS system administrator (Janet Keller) will authorize 
access to the desired data set(s), communicating with the researcher at the email address in the user 
registration database via the HRS Data Requests mailbox. At this point the user can download the 
encrypted file. 

1b. Procedures for Production Data Reviewers 
Prior to each new wave of interviews, the HRS management team obtains a commitment from interested 
users (co-investigators and others) to review production data as it is received from the field. They are 
emailed a DUA which they return via email or fax, having signed both the ISR Policy on Safeguarding 
Respondent Confidentiality and the HRS Pre-release Production Data Conditions of Use agreement. 
Janet Keller creates a group in the file distribution system for the production data product. Users be 
registered on the site (e.g., have a username and password) and have returned their DUA before they can 
be added to the accgroupuser table (see below). 

1c. Download Process for All Limited Access Files 
• The user receives notification of access approval 
• The user logs in at the HRS File Distribution System Web site. 
• In the HRS Special Access Files box on the right hand side of the page the user should now see 

links to the data set(s) that were requested and approved 
 

The approved encrypted files can now be downloaded in the standard fashion. 

2. Administrative Procedures 
Information for the limited access data process should be entered into the product, version, and file 
tables as described above for public data products. In the case of limited access data, two additional 
administrative steps are necessary: First, the administrator should add a record to the accgroup table 
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for the limited access data product in question.4 Then add a record to the accgroupuser table linking 
the researcher's userid to the limited access data product. This will make the product visible to the 
applicant. 

2b. accgroup Table Modification 
 

 
 

                                                 
4 Be sure to check the effect of these changes on the operation of files.php 
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2b. User permission change 
Give the user permission to see/download products tagged with a limited access identifier. 
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Appendix A: How the Server System Works 

Starting Point: LAMP Software 
The acronym LAMP refers to a solution stack of software, usually free and open source software, used 
to run dynamic Web sites or servers. The original expansion is as follows: 

• Linux, referring to the operating system; 
• Apache, the Web server; 
• MySQL, the database management system (or database server); 
• Perl, Python, and PHP, the programming languages. 

 
The combination of these technologies is used primarily to define a web server infrastructure, define a 
programming paradigm of developing software, and establish a software distribution package. 
 
Though the originators of these open source programs did not design them all to work specifically with 
each other, the combination has become popular because of its low acquisition cost and because of the 
ubiquity of its components (which come bundled with most current Linux distributions). When used in 
combination they represent a solution stack of technologies that support application servers. Source: 
Wikipedia, the free encyclopedia 
http://en.wikipedia.org/wiki/LAMP_(software_bundle) 

Linux 
Linux is a Unix-like computer operating system kernel. For more information, start with the Wikipedia 
entry: http://en.wikipedia.org/wiki/Linux 

Apache HTTP Server 
Apache HTTP Server is a free software/open source web server, primarily used to serve both static 
content and dynamic Web pages on the World Wide Web. Many web applications are designed 
expecting the environment and features that Apache provides. Apache is the web server component of 
the popular LAMP web server application stack, alongside MySQL, and the PHP/Perl/Python 
programming languages. Go to Wikipedia, the free encyclopedia, for more information: 
http://en.wikipedia.org/wiki/Apache_HTTP_Server 

MySQL 
MySQL is a multithreaded, multi-user, SQL Database Management System (DBMS) owned by Sun 
Microsystems. Libraries for accessing MySQL databases are available in all major programming 
languages with language-specific APIs. In addition, an ODBC interface called MyODBC allows 
additional programming languages that support the ODBC interface to communicate with a MySQL 
database, such as ASP or ColdFusion. The MySQL server and official libraries are mostly implemented 
in ANSI C/ANSI C++. MySQL is popular for web applications and acts as the database component of 
the LAMP platform (Linux-Apache-MySQL-PHP/Perl/Python) Go to Wikipedia, the free encyclopedia, 
for more information: http://en.wikipedia.org/wiki/MySQL 
 

http://en.wikipedia.org/wiki/LAMP_(software_bundle)
http://en.wikipedia.org/wiki/Linux
http://en.wikipedia.org/wiki/Apache_HTTP_Server
http://en.wikipedia.org/wiki/MySQL
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PHP: Hypertext Preprocessor 
PHP is a reflective programming language designed for producing dynamic Web pages. PHP is used 
mainly in server-side application software (it generally runs on a web server), but can be used from a 
command line interface or in standalone graphical applications. PHP is especially suited for web 
development and can be embedded into HTML. Sometimes Perl and Python are used in place of PHP. 
Go to Wikipedia, the free encyclopedia, for more information: http://en.wikipedia.org/wiki/PHP 

http://en.wikipedia.org/wiki/PHP
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Appendix B:  MySQL Database Design Overview 
 

userlog

PK userlogid

FK2,I1 userid
FK1,I2 fileid
 datedownloaded
 surveyflag

filetype

PK filetypeid

 filetypename
 mimetype
 iconfile
 filetypedescription
 filetypesortkey
 suffix
FK1 fileid

version

PK versionid

FK1,I1 productid
 versionname
 versiondate

product

PK productid

 seqnum
 productname
 productnotes
 accgroupid

user

PK userid

 username
 password
 fname
 lname
 middle
 email
 telephone
 orgname
 orgaddress1
 orgaddress2
 orgcity
 orgstate
 orgpostcode
 orgcountry
 orgtype
 orgpos
 hidegree
 reswork
 collaborator
 resdemo
 resecon
 resepid
 resgrnt
 reshlhs
 respols
 resscoi
 resanthro
 reshlthsv
 respub
 respsych
 resothr
 resothsp
 articlehrs
 getalert
 getconfr
 registrationdate
 timestamp

accgroup

PK accgroupid

 accgroupname
 permcode
FK1 accgroupuserid
FK2 productid

accgroupuser

PK accgroupuserid

I1 accgroupid
I2 userid
FK1 userauthid

file

 fileid

FK1,I1 versionid
I2 filetypeid
 filename
 supercedesfileid
 filedescription
 enableflag
 filedate
 filelastupdate
I3 accgroupid

userauth

PK userauthid

FK1,I1 userid
 userauthcode
 userauthlogtime
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