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I. HRS File Distribution System: User Perspective

1. Overview

The Health and Retirement Study File Distribution System is designed to provide researchers with
access to all the HRS public limited access data products listed on the What’s Available page. HRS data
are provided at no cost; the only input required from users is identification information such as email
address and institutional affiliation. Information on user identities gives HRS the ability to provide
funding agencies with usage information; it also lets us keep in touch with users.

To access HRS public release data, users begin by filling out a registration form to obtain a username
and password. This username/password combination must be used whenever the user wishes to
download data files. Users can change their registration information at any time by logging in to the file
distribution site. By registering, the user agrees to the Conditions of Use® governing access to HRS
public data. Users have privacy rights to the information they provide: it will not be used for commercial
purposes, and will not be redistributed to third parties. See the Privacy Statement? for more information.

Data Products » Access to Public Data
Registered Users

Why You Must Register...

In order to access Health and Retirement Study public release data, you must first register and obtain a username and
password. This username/password combination must be used whenever you wish to download data files. By registering at
this site, you are agreeing to the Conditions of Use governing access to Health and Retirement public release data. You can
change your registration information at any time by simply logging in to this site.

Through your registration, we are able to convey to our sponsors the size and diversity of our user community, allowing us to
continue to collect these important data. Registered users will receive user support, as well as information related to errors in
the data, future releases, workshops, and publication lists. The information you provide will net be used for commercial
purposes, and will not be redistributed to third parties. For more information concerning privacy issues, please read our
Privacy and Security Statement

2. Privacy and Security: Additional Issues

2a. IP Logging

The HRS provides the file distribution system as a public service. As part of the management process,
certain user information (in addition to registration information) is automatically logged.

Although the user’s IP address is may be logged to help diagnose problems with the Apache Web server,
MySQL database server, for statistical purposes and for other site administration purposes, we do not
link IP addresses to anything personally identifiable. This means that a user's session will be tracked, but
the user will be anonymous. When we do save personal information about a user (e.g., when registering
for access to public data files) we do not save any information about which IP address they used. Except
for authorized law enforcement investigations, no other attempts are made to identify individual users or
their usage habits. Raw data logs are used for no other purposes and are scheduled for regular
destruction.

! http://hrsonline.isr.umich.edu/index.php?p=regcou
2 http://hrsonline.isr.umich.edu/index.php?p=regpriv
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2b. Cookies

Our site uses cookies for authentication purposes during the login process and while during the file
access process. The cookie contains a hash that uniquely identifies the user session. Thus the user must
accept cookies from the HRS file download site and keep them for the duration of the session. The
cookie is created by \\linux-src\www\htdocs\ssI\maintain2\cookietokenauth2.php

2c. Registration Form

Our site's registration form requires users to give us contact information (such as their name, e-mail
address, and telephone number) and demographic information (such as their state/province and
institutional affiliation). Users are also requested to provide information on research interests and
environment as well as educational background). Users must provide a valid email address; if they do
not, then they will not receive username and password information and will not be able to login to the

site.
HEALTH AND
RETIREMENT STUDY
at the University of Michigan

HRS Data Download System : User Registration —=|[Login]

Note: Fields marked with an asterisk (*) must be entered.

*Username: | (5 to 8 letters or numbers; first character must be a letter)
Your username will be used for all current and future transactions.

*E-mail address: |
Avalid, current email address is required for password processing and account
renewal.

*First Name: |
Middle: |
*Last Name: |

*Telephone: |

*Organization: |

2d. Security

We rely on the security measures put in place by CMT to protect against the loss, misuse and alteration
of the information under our control. However it is our responsibility to make sure that the security
model embedded in the registration process is operating correctly, that file and directory permissions are
properly set, that user behavior is monitored, and that the site in general operates correctly.

3. User Actions

3a. Login Process

From the user’s perspective, the first step is to visit the site and register. Once the registration process is
complete, the new user will receive an email message containing a username (unique and chosen by the
user) and password. The password contains random numbers and characters and generated by the

registration program. Users are not allowed to create their own passwords. The password is not stored in
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the MySQL database. Instead a SHA-256 hash of the password (plus a salt value) is stored in the user
table. Unique salt values are created for each user record from an SHA-1 hash of a randomly determined
value.

HEALTH AND
RETIREMENT STUDY
at the University of Michigan

HRS Data Download System

Userid |
Password |

Login |

Register to use this system.

If you have forgotten your password or wish to change your password,
you may have a passwaord emailed to you.

[Register] [HRS Home] [Documentation] [Data Products] [Privacy Policy] [Conditions of Use]

3b. Product Selection

Following a successful login, the user is presented with a welcome page that outlines the various
products that can be downloaded from the site. Users then follow a link to the Data Downloads page.

HEALTH AND

RETIREMENT STUDY

at the University of Michigan

Data Downloads = [Log in/Log off]
HRS Data Products Researcher Contributions
1092 HRS (Final) (v.2.0) 1092 HRS 401K Flag (v.1.0)
1992 HRS Imputations (Final) (v.3.0) 1992 HRS Pension (Level 1) Present Value Database (v.1.0)
1992 HRS Core Fat Files (Final) RAND (v.B) 1992 HRS Self-Reported Pension Wealth (v.1.0)
1992 HRS Core Income and Wealth Imputations (Final) RAND (v.A) 1994 HRS Imputed Medical Expenses (v.1.0)
Second Home Ownership and Equity Corrections (v.1.0)

1993 AHEAD (Final) (v.2.10) Tax Calculations for HRS 2000 and 2002 (v.A)

3c. File Downloads

When the user selects a data product from the Datasets and Files page, s/he is presented with a list of
files for that product. The file list page may also contain special information about the data product.
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HEALTH AND
RETIREMENT STUDY
at the University of Michigan

Researcher Contribution: 1992 HRS 401K Flag (v.1.0) < [Data Downloads]

Note: This file is an HRS Researcher Contribution file. Researcher contribution files are provided by fellow researchers interested in
sharing their work. Interested researchers are encouraged to contribute their own files by sending electronic mail to HRS User Support

at hrsquest@isr.umich.edu.
HRS did not produce this file and thus can not support it, nor be responsible for its content or use. It is provided only as a senvice to the

research community. %

Please view the File Merge Cross-Reference Table at the HRS Restricted Data Web site (http://hrsonline.isr.umich.edu/rda/xref4 html)
for information on merging this file with restricted data files.

@ a_401kzip HRS Wave 1 Respondent 401K information 31.81 KB 07/15/1999

Instructions:
Download: To download .zip or .exe files lefi-click on the file icon or the file name beside it and choose the "Save File" option. Alternate method

(.zip. .exe, .pdf, txf): Right-click on the file icon/name and then select "Save link as", "Save target as", "Download linked file"... depending on your

browser and operating system.
View: To view a .pdf or .t file, click on the file icon or the file beside it. Use the browser's back arrow icon (<) to return to the file download page.

[Login/Log off] [Data Downloads] [Documentation] [Data Products]

The user selects one or more files from the download page (instructions provided); download should
begin automatically.

HEALTH AND
RETIREMENT STUDY
at the University of Michigan

Researcher Contribution: 1992 HRS 401K Flag (v.1.0) < [Data Downloads]

Note: This file is an HRS Researcher Contribution file. Researcher contribution files are provided by fellow researchers interested in

sharing their work. I x|pn files by sending electronic mail to HRS User Support

at hrsquest@isr.um
HRS did not produg Yo have chesen to open its content or use. It is provided only as a service to the

research communitt =l a_401kzip
which is a: WinZip File
Please view the File from: hittps:/fesl.isr.umich.edu 4 Web site (http-//hrsonline.isr.umich.edufrda/xref4.html)

for information onmr  ~What should Firefox do with this file?

] " openith | winzip (defaul) |
@ a_401kzip & Smve e 31.81 KB 07/15/1999

Instructions: ™ Do this automatically for files like this from now on.

Download: To downlo:
(.zip, .exe, .pdf, ). F

browser and operating cancel |

View: To view a _pdf ol

e it and choose the "Save File" option. Alternate method
ave target as", "Download linked file"... depending on your

r's back arrow icon (<) to retumn to the file download page.

[Log in/Log off] [Data Downloads] [Documentation] [Data Products]
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4. Registration/Login to Download — Step by step

****Draft

%

user

Internet

https://ssl.isr.umich.edu/hrs/

Registered user login

HEALTH AND
RETIREMENT STUDY
at the University of Michigan

HRS

RS Data Doverboad Sysines

Wweed
Password

1 P 500500 ot 5 W 1 T O DRSNS,
o e 3 s iz you

b

Plrpser] 5 Homel [Donumentstor] [Data Proets| Prvacy Pokcy] (Conons of se]

Successful login; product list displayed

cookietokenauth.php

HEALTH AND
RETIREMENT STUDY
at the University of Michigan

HRS

S Data Products

gLy o) [t Domeionc] Dot Dt Procixcis].

File selected for download

HEALTH AND
RETIREMENT STU
at the University of Michig

HRS

Fissnarcher Coniiion: 1952 MR 4011 Flag (410}

oY

| file(s) downloaded I_l
to user space —

user

“Orgarzation

HRS

HEALTH AND
RETIREMENT STUDY
at the University of Michigan

HRS Data Download System : User Registration = [Login]
Note: Fiekts marked with an astersk ") must be entered
“Usemame: [ (5108 leffers or rembers; irst characler must be a lefter)
be used
Avaiid, or password account

Unregistered sod
9 — P mtasse

renewal
FistMame [
Mdge [
nasthame [

N

Registration processJ
(reg_pub.php)

login.php,

files.php

files.php

filedownload.php

Authentication info to user
via email

MySQL Database: HRS
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[I. HRS File Distribution System: Management Perspective

1. Overview

Distribution system administrators will probably want to use the Microsoft Access front end database
(\\isr-hrs\hrs\UserReg\userreg linux.mdb) to add new products and/or files, change
product and/or file information, manage users, and generate reports. The tables in the MySQL database
are linked to Access via ODBC. See Appendix B for an overview of table relationships.®

Table Name | Purpose

accgroup Define access groups

accgroupuser | Define which users can see which access groups

file Information about each file: name, description, date, type flag; availability (accgroupid)

filetype File types: name, icon, mime type

product Name of the product; user notes; availability (accgroupid)

user Infp_rmation for each user: username, userid, password, email, research interests, institutional
affiliation

userauth Session information

userlog Information on user activities

userold Old version of user table records

version Used in conjunction with the Product table

® An alternative method for maintaining the file download database is to use the MySQL Workbench, an open-source
application provided by Oracle. The Workbench provides tools for SQL development, Data Modeling, and Server
Administration. The SQL Development option allows the user to connect to existing databases and run SQL Queries and
SQL Scripts, to edit data, and to manage database objects. The Server Administration option can be used to configure the
database server, to setup user accounts, to browse status variables and server logs, and to import/export database content
to/from the project folder used for backup. Note: Certain administrative functions that are theoretically available through the
MySQL Workbench actually require special permissions from the MySQL system administrator.
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2. User Management

As noted above, users need only provide a unique username and a valid email address to obtain HRS
public data, although we ask them to provide much more information on their research interests and
institutional affiliation. In general, users are responsible for updating their information. There may be
times, however, when HRS staff may need to change information in the user table. This can be done
directly or through the user_maintenance form. (See below for special issues related to limited access
files.)

Euser_maintenance =0 X

4 uzerd |—2 LizErnams IW emnail alerts? |1_ email events? |1_ =
frarne |Michae| rniddle |.i‘-. Iname |ante 7
Org Marme ISR-HRS Organization Type I‘l_

Address 1 426 Thompzon St Frimary role |3_
Address 2 Foarm 2100 Highes:t degree |3_
City/State Anin Arbor |MI HFS Pubs? I‘l_
Fostal Code  [45704 Country IUS!—\
email manolbel@izr umich. edu
telephone T34.936.1903
Anthropology I_ E pidemiology I_ Health Services I_ Fublic Paolicy I_
Demography I_ Gerontology I_ Palitical Science I_ Sociology I_
Economics I_ Health Sciences I_ Paychalogy |1_
Other |1_ |Inf0rmati0n Syztems

Co-workers? |2_ Janet Keller

accgroupuserid accgroupid userid ‘_‘

4 [ B | 1
|?318 |4 |2 ﬁl
572 B B | i+ |

-
Record: M 1of 14 L Search
Record: M A 2;’8?62 L Search
FileDistro.doc 8 July 2012
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3. Adding a Product and Files

3a. New Products

Information for new products should be added to the product and version tables via the product
form:

E product =X

> productid I 1256 producthame |HF|S 2008 Production Data Modules Delete |
ZEGHLIM I 9036 accgroupid: I 15 gLk

productnotes [<khd>Conditions of Used hdx

<pxPre-releaze production data gets are made available to HRS investigators, project staff members, and
aszociates for quality cantrol and external review purposes. Although great care is taken ta remove identifying
information, theze early releases must be tieated az restricted data. They are provided zolely for internal
o pent and irnprovernent of the HR'S instrurnent,

<b>Publication and/or presentation of analyzes bazed on pre-release production data iz not allowed. </be Pre-
release production data must not be merged with any other restricted data sets. Merging with prior waves is
permizzible where neceszsary for evaluating the data in the curent wave. </px

<pxdpon completion of quality contral waork, or upon request, uzer must agree to destroy the original data set
and all derived data zetz. User must alzo agree bo make no attempt to identify members of the data set and not
to distribute or make the data acceszible to third parties. </p:

<p

Izer alzo agrees to provide additional protection for these data. At a minirmurn this means: </pe

LUl

product
table
it

product-version

4

vergionid  productid  wersiohname verziondate

3 | ELL 125 [40 \ [ 05/08/2008 T |
*| [ 125 | \ [ o -

version table input

Save
Record

e

Fecord: 4 4 53 of 88 | ¢ M W Unfiltered | [Search
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3b. Product Files
Information in the fi le table can be added directly to the table or via the file_maintenance form:

Eﬂle_mamtenance - =X

=] | file

3] I
fileid: enahleflag Y
versionid: 26 filedate: 03/08/2007
filetypeid: 1 filelastupdata: |03/08/2007
filename: h9esta.zip accgroupic 1

supercedesfileid: |0

filedescription: Stata data descriptions

Record: M 1 [N % Unfiltered | [Search

4. Installing Product Files

Once information about a product and its files has been added to the MySQL database, the next step is to
add the files that make up the data set to the distribution file system. There are two methods for file
transfer:

e Map the distribution system disc folder to a local letter on your workstation
e Connect to Iinux-src using your SSH client

The following set of instructions assumes an SSH connection;

1. Log in and then move to the File Distribution System Storage area

manoltelgalatia: ~> od hra3sL/s

manoltelgalatia: ~hra3sls 1s

dhdumps filedowmload.php hrslogol.gif reg_cou.html

dbwork fileicons index.html reg_infocollect.html
disc filez_Z00705Z6. php index_tomp. html reg priv.html
discdownload files 200580314, php  login.php reqg_pub.php
errfunc.php files.php maintain reg_update.php
fawvicon.ico forgotten. php old source

fdumgy hrs001.cas pics test_php
manoltefgalatia: ~ hes350s I

FileDistro.doc 10 July 2012
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2. Copy the file(s) to the appropriate area under ./hrsSSL/disc/storage

****Draft

Folders ® || Mame ~ Size | Type Date Modified
+]-“## Removable Disk (H:) - Cetogzhrs | File Folder 09/01/2004 11:05 AM
%@ Removable Disk (1:) 91993ahd File Folder  09/16/2003 5:43 PM
-E‘ﬂ Manolte on 'Src-kahn'l,Users' I:J:I ﬂ 1994hrs File Folder 11}'19]’2004 2:01 PM
52 Share on 'Src-kahn' (k) 91995ahd File Folder  04/27/2004 4:12 PM
S Data on 'Src-angusival (Li) )1998hrs File Folder  04/27/2004 4:12 PM
S Pragrams on 'Src-rensisiol1’ (M1} i1998hrs File Folder  02/10{2006 9:16 AM
-5 manolte on MAS Server (inux-src) (N:) Ch199hrs File Folder  05/12{2003 11:50 AM
-5 Data on ‘Src-hess' (1) h2000hrs File Folder  07/06{2006 11:57 AM
S Hrsstaff on Linux-srcmmihtdocs' (P2} Chz00thrs File Folder  07/20{2004 1:37 PM
S Hrs on Ter-hrs' (Q1) Chz00zhrs File Folder  10/02/2006 5:35 PM
S Hrspart on Linux-srclwhmiHtdocs' (1) Ch2003hrs File Folder  01/03/2007 10:15 AM
: 3 hr= on 'Linux-src'l,www'l,htdocs' (5:} El2DD4hrs File Folder 1|:|,|'24,|'2|:|DEI 1,37 PM
-2 hrs on 'Linux-srciuwihtdocstss! (T:) g;gg::rs E:e :z':':jer ;?i:ﬁgg? ?I:ZISESPEM
G rs ile: Folder g
iy climes [ contributions File Folder 06/2972005 1:17 PM
J:l disc [Jrstrdat File Folder 10/2712007 1:07 PM
_} storage [Jsoftware File Folder 01/25/2005 2:56 PM
E=Sndiccdownion bk File Folder 062572005 2:16 PM
B3 Fdump Cxwave File Folder  01/31/2008 2:46 PM
B1-£3) Fileicons makelinks SKB Fils 02/21/2001 5:17 PM
15 mainkain makelinks2 1KE File 05/14/2001 £:07 PM

3. The next step is to associate a file with its counterpart row in the file table. To establish the
association between file and database, create a symbolic link.

total 632
drmmrmr-x
drw=rms-——
lrw ri E
1 EW ET P
lEWE BT LT
1 EWE ETE E

nanoltefgalatia: ~/hra33il> od disc =}
manoltefgalatia: ~ hrs35L/disce: 15 -1a | more

3 manolte hrs §1%2 Z005-04-04
13 root hrs 4086 2003-04-07
1l manolte 23 35 2006-03-15
1l manolte 23 35 2006-03-15
1l manolte Z3 27 20086-03-15
1 manolte 23 27 2006-03-15

15:
15:
13:
15:
135:
102 103.=zip -=

13

zymbalic links in folder di=sc map the value of Fleéd in tahle

file to the actual file located in the sub-folder storage

a3 Example: the fileid value for the rowe in table file that

48

DH‘!Ii;;xt -
0z 10l.zip ->
0z 10Z.txt ->

A containg information on b1 295t eguals 100

. Satorage/1998hrs inpute /h19951. tt
JSetorage/1998hrefinpute /hl995i. zip
. Astorage/1999hr=/maila. txt
LAstorage/1999hrs/maila. =ip

manoltedgalatia: ~/ hra33ls od disc
manoltedgalatia: ~/ hr333l/disc: 1ln -5 . /storage/1993hra/impute /h19951i. t=t lDD.txtI

FileDistro.doc
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4. As afinal step, make sure that the new files have the correct permissions:

FileDistro.doc

£ Z:linux-src.isr.umich.edu - linux-src - 95H Secure File Transfer

“ File Edit Miew Operation ‘Window Help

B8 = a0 %l s ez

W ©

“ &1 quick Connect [ Profiles

EEERIEE

]| add [[@y

b1 9981 bt

hake sure that the files in the storage subfolders are
given approprigte permissions . Only the file owner and
file group members should have wwrite access.

Type: Text Document
L ocatian: faredhomefmanolteshrsS 5L Adiscd storage/1998khredmpute
Size: 1.00K.E [1028 Bytes]
Modified date:  Tuesday, December 17, 2002 03:30:30 PM
| Permisziohs: Read Write Execute P/

Owrer, ¥ v 1
Group: |V 7 [
Other: v [ [

Permiszion mode: GE.

Remaote Mare & | Size | Type | Modified | Aktribukes
_. hi1998i. bk 1,028 TextDoc... 12[17)2002 03:30:... _-rw-Fu-r--
Ehi99gi.zip 3,302,419 WinZipFle  05/27j2003 11:16:...  -rgfre-r-
mhl?gﬁi_ald.zip 3,302,712 WinZip File 12/15§2002 12:18:..,
h1998i.txt Properties
General |

|2 o T
o
=

irectory

rsfimpute

12
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lll. Special Procedures for Limited Access Files

The HRS File Distribution System is also used to distribute limited access files such as production
review data and sensitive health data. Using the site for these purposes requires that both administrators
and users follow special procedures.

1. User Registration Procedures

la. Procedures for Sensitive Health Data Users

Users must register on the site and obtain a username and password. Applicants for sensitive health data
products should:
e Identify the desired data set(s) under the Requesting HRS Special Access File heading.
e Download and complete the appropriate Data Use Agreement for each product selected
(hardcopy format)
e Send a signed copy of the agreement via surface mail or fax to the HRS DUA Review
Committee

An HRS representative (Mary Cheatham) reviews sensitive health requests, and based on the
researcher's registration information verifies her/his identity and institutional affiliation. Once this
authentication process has been completed an HRS system administrator (Janet Keller) will authorize
access to the desired data set(s), communicating with the researcher at the email address in the user
registration database via the HRS Data Requests mailbox. At this point the user can download the
encrypted file.

1b. Procedures for Production Data Reviewers

Prior to each new wave of interviews, the HRS management team obtains a commitment from interested
users (co-investigators and others) to review production data as it is received from the field. They are
emailed a DUA which they return via email or fax, having signed both the ISR Policy on Safeguarding
Respondent Confidentiality and the HRS Pre-release Production Data Conditions of Use agreement.
Janet Keller creates a group in the file distribution system for the production data product. Users be
registered on the site (e.g., have a username and password) and have returned their DUA before they can
be added to the accgroupuser table (see below).

1c. Download Process for All Limited Access Files

e The user receives notification of access approval

e The user logs in at the HRS File Distribution System Web site.

e Inthe HRS Special Access Files box on the right hand side of the page the user should now see
links to the data set(s) that were requested and approved

The approved encrypted files can now be downloaded in the standard fashion.

2. Administrative Procedures

Information for the limited access data process should be entered into the product, version, and file
tables as described above for public data products. In the case of limited access data, two additional
administrative steps are necessary: First, the administrator should add a record to the accgroup table
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for the limited access data product in question.” Then add a record to the accgroupuser table linking
the researcher’s userid to the limited access data product. This will make the product visible to the
applicant.

2b. accgroup Table Modification

j dCcgroup

i = | GCCOroUpnams - BEr
| ¢ { PUBLIC PUB -
| 2 RESTRICTED RE=]
] 3| PRODLCTION PROD Public (default
| 4| ADAMS A0S
] 5| DIABETES )

B PRODLUCTIONZ PRODZ

| 7/PDS FOS | coding for
] 8| IMPUT & TION [P limited access
] "2 cosumon COG flles.
] 10 PRODLCTIONS PRODINT
| 11| PRODUCTION PRODINTZ
] 12| BIO2005 BI2006
| 13 PROD200GRT PROD200GRT
] 14| PROD2008ALL PROCZ00GALL
] 15 PRODZ00BMOD PROCZO0GMOD ||
*

* Be sure to check the effect of these changes on the operation of Fi les.php
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2b. User permission change
Give the user permission to see/download products tagged with a limited access identifier.

—5| user_maintenance - =X
4 usernd I 2 uzername Imanolte email alerts? |1_ email events? |1_ =
7

frhamme: [Michael middle |4 Iname [Halte

Org Mame ISR-HRS Organization Type |1_

Address 1 426 Thompzon St Primary role |3_

Address 2 Room 3100 Highest degree |3_

Citp#State &nn Arbar IMI HRS Pubs? |1_

Postal Code (437104 Country IUSA

email manolted@isr. urnich. edu

telephone 734.936.1903

Anthropology I_ Epidemiclogy I_ Health Services I_ Public: Policy I_

Demography I_ Gerontology I_ Political Science I_ Sociology I_
Economics I_ Health Sciences I_ Peypchology |1_
Other |1_ |Information Systems

Co-waorkers? |2_ | anet Keller
accgroupuserid accgroupid usend >
1mom 15 2 7.8
| N | |
I‘I 0o& 14 |2 ﬂ
= «
2 - e
l | | ? _|
Record: W 1of14 L { \ﬁdd accgroup value corresponding
to the limited access dataset
in question
Record: M4 4 [20f 760 |+ H b i Sedln
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Appendix A: How the Server System Works

Starting Point: LAMP Software
The acronym LAMP refers to a solution stack of software, usually free and open source software, used
to run dynamic Web sites or servers. The original expansion is as follows:

e Linux, referring to the operating system;

e Apache, the Web server;

e MySQL, the database management system (or database server);

e Perl, Python, and PHP, the programming languages.

The combination of these technologies is used primarily to define a web server infrastructure, define a
programming paradigm of developing software, and establish a software distribution package.

Though the originators of these open source programs did not design them all to work specifically with
each other, the combination has become popular because of its low acquisition cost and because of the
ubiquity of its components (which come bundled with most current Linux distributions). When used in
combination they represent a solution stack of technologies that support application servers. Source:
Wikipedia, the free encyclopedia
http://en_wikipedia.org/wiki/LAMP_ (software bundle)

Linux

Linux is a Unix-like computer operating system kernel. For more information, start with the Wikipedia
entry: http://en_wikipedia.org/wiki/Linux

Apache HTTP Server

Apache HTTP Server is a free software/open source web server, primarily used to serve both static
content and dynamic Web pages on the World Wide Web. Many web applications are designed
expecting the environment and features that Apache provides. Apache is the web server component of
the popular LAMP web server application stack, alongside MySQL, and the PHP/Perl/Python
programming languages. Go to Wikipedia, the free encyclopedia, for more information:
http://en.wikipedia.org/wiki/Apache HTTP_Server

MySQL

MySQL is a multithreaded, multi-user, SQL Database Management System (DBMS) owned by Sun
Microsystems. Libraries for accessing MySQL databases are available in all major programming
languages with language-specific APIs. In addition, an ODBC interface called MyODBC allows
additional programming languages that support the ODBC interface to communicate with a MySQL
database, such as ASP or ColdFusion. The MySQL server and official libraries are mostly implemented
in ANSI C/ANSI C++. MySQL is popular for web applications and acts as the database component of
the LAMP platform (Linux-Apache-MySQL-PHP/Perl/Python) Go to Wikipedia, the free encyclopedia,
for more information: http://en.wikipedia.org/wiki/MySQL
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PHP: Hypertext Preprocessor

PHP is a reflective programming language designed for producing dynamic Web pages. PHP is used
mainly in server-side application software (it generally runs on a web server), but can be used from a
command line interface or in standalone graphical applications. PHP is especially suited for web
development and can be embedded into HTML. Sometimes Perl and Python are used in place of PHP.
Go to Wikipedia, the free encyclopedia, for more information: http://en.wikipedia.org/wiki/PHP
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userauth user
PK userauthid userid
. >
product FK1,11 |userid username
N userauthcode password
PK | productid userauthlogtime fname
> A Iname
seqnum middle
productname accgroupuser email
productnotes -
i PK |accgroupuserid telephone
accgroupid orgname
A 11 accgroupid orgaddress1
12 userid orgaddress2
: FK1 |userauthid orgeity
version orgstate
PK versionid f orgpostcode
orgcountry
accgrou

FK1,11 | productid group g:gtggse
versionname PK | accaroupid "
versiondate :‘e";svgors(e
A zgfg]rgéjdp: ame collaborator

FK1 | accgroupuserid resdemo

FK2 | productid resecon

file resepid
resgrnt

fileid > reshlhs
M respols

FK1,11 |versionid resscori]

12 filetypeid 3 resanthro
filename iz reshithsv
supercedesfileid PK | filetypeid respub
filedescription P respsych
gnableflag <« filetypename userlog resothr
filedate mimetype res_othsp
filelastupdate iconfile PK userlogid articlehrs

13 accgroupid filetypedescription > getalert

filetypesortkey FK2,11 |userid getconfr
suffix FK1,12 |fileid registrationdate
FK1 |fileid datedownloaded timestamp
surveyflag
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