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by Claude Warren
Contract tests help to prove code correctness. If every object 
interface is defined as an interface, and every interface has a 
contract test that covers all methods and their expected op-
eration, and all objects have tests that mock the objects they 
call as per the interface definition, then running the entire 
suite of tests demonstrates that the interconnection between 
each object works and is correct.

12 The Relationship Between Testability and 
Good Design
by Michael Feathers
There seems to be an eerily consistent connection between 
testability at the unit level and good design. Almost 
uniformly, code that is hard to test has design problems. 
When you fix the design problems, it becomes easy to test.

15 From the Vault: Unit Testing in C: Tools and 
Conventions
By James W. Grenning
A unit test harness is a software package that allows a pro-
grammer to express how production code should behave. 
A unit test harness’s job is to provide a common language
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Keep 
Connected

More and more development teams are standard-

izing on static code analysis tools to improve testing  

efficiency and build better code. Are they more trouble 

than they’re worth? Here’s the real story.

What do static code analysis tools do?

They find bugs so you don’t have to. It’s as 

simple as that. SCA boils down to three things:  

better code at check-in, less costly development  

cycles and shorter time-to-market. Why? Because you 

don’t have to worry about finding these bugs.

How efficient are they?

There are two ways to think about this. First, it’s 

easy to save time on finding the most common 

defects (null pointer use, buffer overflow, unreach-

able code, etc.) through automation. Second, finding 

the most complex problems is best solved by proven 

algorithms that understand inter-procedural depen-

dencies and cover every execution path better than 

any person can.

What’s a good example of SCA?

Consider a function that dereferences a pointer 

set by another function. Manual unit testing 

of either function in isolation may not reveal that the 

pointer being dereferenced could be NULL. Static 

code analysis, on the other hand, would find the prob-

lem. Going further, consider the same situation but 

having the two functions developed by two different 

teams. The chances of the NULL pointer dereference 

reaching the customer becomes higher if the test  

coverage isn’t there. Again, SCA covers everything.

Capers Jones of Namcook Analytics found that, 

without tools and processes like static code analysis, 

developers are less than 50 percent efficient at finding 

bugs in their own software.

What about false positives?

Static analysis tools emphasize reducing false 

negatives rather than false positives, so that 

you get the most rigorous coverage possible. It’s 

critical then, to allow easy tuning of the analysis to  

account for the unique rules of your project and  

include or exclude code (such as macros or condition-

ally compiled code) appropriately.

We’re great programmers already, why waste 

time with SCA?

SCA follows a strict set of rules and never gets 

tired, allowing developers to focus on the right things. 

A busy developer may miss an issue or think that it’ll 

never happen. How many times have you miscounted 

loop iterations or got lost when tracing conditional 

logic? Because static code analysis understands the 

entire state space of your software, it never gets lost 

or assumes a problem is too insignificant.

Development timelines are short, how do I fit 

SCA in?

The best SCA tools aren’t standalone products, 

rather ones that allow you to work within your exist-

ing environments (such as your command line or IDE). 

Even better, they give you feedback at the earliest 

possible point: as you’re typing code. This way, the 

tool fits you.

Overall, how do I get the best measure of  

security and reliability in my code?

Modern SCA pushes code quality onto the desk-

top, as code is written, well before it’s checked in. But 

it’s just one piece of the puzzle. Combine it with deep 

scanning tools for open source software and visual 

debugging for multi-CPU apps and you’ll have a bullet-

proof analysis strategy for efficient and reliable testing.
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Simplifying Contract 
Testing

Contract testing — the testing of specified interfaces and actions 
promised in documentation — is crucial to program validation, but 

difficult to do on Java classes that extend multiple interfaces.

T he Interface Segregation Principle (ISP), which is the 
“I” in the list of SOLID coding principles, states that 
a client should not rely on interfaces it does not use 
(http://is.gd/et4PS6). That is, large interfaces should 
be made small enough that clients actually will use 

them. ISP therefore implies that an application should have many 
small interfaces that are combined to create more-complex ob-
jects. Contract testing holds that the correctness of an application 
or component can be assured by producing unit tests, also called 
isolated object tests, that validate interface implementations to 
ensure that they do not violate the interface contract. There have 
been several articles discussing the advantage of this type of test-

ing (see http://is.gd/sUF2cj and http://is.gd/4DQ3Pk); however, I 
can find none that addresses how to test the implementation of the 
contract when several interfaces are combined in a single object.

Contract tests check the contract that is defined by a Java interface 
and associated documentation. The interface defines the method 
signatures, while the documentation often expands upon that defini-
tion to specify the behavior the interface is expected to perform. For 
example, the Map interface defines put(), get(), and remove(). 
But the human-readable documentation tells the developer that if 
you put() an object, you must be able to get() it unless the  
remove() method has been called. That last statement defines 
two tests in the contract.

By Claude Warren
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Another example can be found in the Apache Jena Graph interface 
(http://is.gd/KF6Lbq), which has an add(Triple) method. From 
the interface, it is obvious that this method adds a triple to the graph. 
What is not clear is that when a triple is added, the graph must report 
that addition to all the registered listeners. The Graph contract test 
validates that this action occurs.

A more extreme case is java.io.Serializable, where there are 
no methods to test but the documentation (http://is.gd/dvYM7O) tells 

us that all serializable objects must contain only serializable objects or 
implement three private methods with very specific signatures (only 
two methods prior to Java 1.4). In addition, all classes derived from 
Serializable classes are themselves serializable. See the Seri-
alizable javadoc for details. (An example contract test for the Se-
rializable interface is provided in the examples for junit-contracts; 
see http://is.gd/XK8H2W.) The basic argument for the use of contract 
tests is that they can help prove code correctness. That is, if every ob-
ject interface is defined as an interface, and every interface has a con-
tract test that covers all methods and their expected operation, and all 
objects have tests that mock the objects they call as per the interface 
definition, then running the entire suite of tests demonstrates that the 
interconnection between each object works and is correct.

If we know that A calls B properly, and B calls C properly, then we 
can infer by transitivity that A calls C properly. Thus we can, with some 
work, prove that the code is correct.

Contract tests will not discover misconfiguration. For example, if 
class A uses a map and expects a map that can accept null keys, but 
the configuration specifies a map implementation that does not ac-
cept null keys, the contract test will not detect the error. But then, 
this error is a configuration error caused by a missing requirement 
for the configuration. Contract tests will also not uncover misuse of 
methods or classes. In the simple case, if A calls a power function on 
B instead of an intended multiplication function, the contract test will 
not discover it. However, the other side of the testing equation — col-
laboration testing — should catch it.

The Problem
At its most basic level, contract testing says that if you have an interface 
A there should be a test AT that tests the contracts that the interface 
prescribes. For example, in the Apache Jena project, there is an in-
terface Model (http://is.gd/csmsn6 )that has a method createRe-
source(). In addition to returning that resource, the implementation 
must assure that if the getModel() is called on the returned resource, 
the model that created the resource is returned. The Model contract 
test would perform that test.

Because A is an interface, AT must be able to test any instance of A; 
thus, it must be either be a class with an abstract method that gets the 
implementation of A under test or a concrete class with a setter that 
sets the implementation of A under test.

For the simple solution, assume AImpl is the concrete implementa-
tion of A under test, and ATImpl is the concrete implementation of 
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AT. ATImpl is a fairly simple class that extends AT and implements 
the abstract getter or setter. So far, things are clear. However, unlike 
classes, multiple interfaces may be implemented by a class or ex-
tended by another interface. This leads us to the case where multiple 
abstract tests must be combined to create a complete contract test.

Assume that interfaces A and B are defined and that interface C ex-
tends them. Each has abstract tests: AT, BT, and CT, respectively. As we 
have seen, AT and BT are simple and fairly straightforward to write. The 
problem is with CT. Because CT is an abstract class, it can only derive 
from one base class, not both AT and BT as is required for complete test-
ing. In addition, in keeping with DRY principles (http://is.gd/Om7K7H), 
we don’t want to reimplement AT or BT, particularly since a change 
in A or B would not necessarily be picked up by the embedded imple-

mentation of AT or BT. The problem becomes more complex when 
we consider that C may be an interface published as part of a library 
or utility project where integrators are expected to implement or ex-
tend that interface as represented by D in Figure 1. In this instance, DT 
should not have to be recoded when A or B or C change. The impact 
of changes to the interfaces higher up the tree should be limited to 
only the associated test class. 

The problem then becomes how to implement a test suite where, 
given a starting class, multiple abstract tests can be discovered and 
included.

The Solution
The solution I propose is to create a framework that allows the stan-
dard JUnit test engine to discover and aggregate multiple test imple-
mentations into a single test suite. This framework introduces three 
new annotations and a class: @Contract, @Contract.Inject, 
@ContractImpl, and the class ContractSuite:

•	 @Contract is applied to a test class and specifies that the class 
is a contract test for another class. So, in our example, the class AT 
would have the annotation @Contract(A.class). 

•	 The @Contract.Inject annotation denotes a getter and setter 
methods for the class under test.

•	 The @ContractImpl annotation is applied to a concrete test class im-
plementation. This identifies the class under test. In our example, CTImpl 
would have the annotation @ContractImpl(CImpl.class).

•	 The @ContractTest annotation is replaces the standard JUnit @
Test annotation to keep JUnit from running contract tests with-
out proper configuration.

May 2014  6
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•	 The ContractSuite class is used with the standard JUnit @RunWith annotation 
to indicate that the class is defining a suite of contract tests to run. In our example, CT-
Impl would have the annotation @RunWith(ContractSuite.class).

Examples for @Contract and ContractSuite
The example code presented here is refactored slightly to achieve a couple of goals. I 
want to define an abstract test (CT) that is the contract test for the interface C. I want 
a concrete implementation of that class (CImplTest) that executes just the tests de-
fined in CT, and a contract test CImpleContractTest that executes the CImplTest 
tests as well as the AT and BT tests.

C, extending A and B

public interface C extends A, B {}

// a single abstract CT test -- tests just the C interface (not A or B)

@Contract(C.class)

public abstract class CT<T extends C> {

...

}

// implements the single CT test – 

// Tests just the implementation of interface C

public class CImplTest extends CT<CImpl> {

...

}

// implements the suite of CT tests 

// Tests interface C

// as well as the A and B interfaces

[TESTING]

Table of Contents

Previous Next

Previous Next

DownloadDownload

RegisterRegister

SubscribeSubscribe

Previous Next

Previous Next

www.drdobbs.com

Symantec Resource Center
J�Protect Your Applications—

and Reputation—with  
Symantec EV Code Signing

DOWNLOAD NOW

J�Protecting AndroidTM 

Applications with Secure 
Code Signing Certificates

DOWNLOAD NOW

J�Protect Your Brand Against 
Today’s Malware Threats 
with Code Signing

DOWNLOAD NOW

J��Securing Your  
Software for the Mobile 
Application Market

DOWNLOAD NOW

J�Securing the Mobile 
App Market

DOWNLOAD NOW

http://twimgs.com/designcentral/IWFS_DIGITAL/b-protect_apps_reputation_ev_cs_WP.pdf
http://twimgs.com/designcentral/IWFS_DIGITAL/b-code_signing_for_android_WP.pdf
http://twimgs.com/designcentral/IWFS_DIGITAL/Protecting_Your_Brand_Against_Malware_Threats_With_Code_Signing.pdf
http://twimgs.com/designcentral/IWFS_DIGITAL/Securing_Your_Software_For_The_Mobile_Application_Market.pdf
http://twimgs.com/designcentral/IWFS_DIGITAL/Securing_The_Mobile_Apps_Market.pdf
http://www.drdobbs.com


May 2014  8

@RunWith(ContractSuite.class)

@ContractImpl(CImpl.class)

public class CImpleContractTest{}

Assume that A and B have similar AT and BT classes associated with 
them via the @Contract annotation.

When JUnit runs the CImplContractTest test, it uses the Con-
tractSuite class. That class discovers all the interfaces imple-
mented by CImpl and then locates their associated tests. It uses the 
implementation of interface C specified by the ContractImpl an-
notation.

Introduction of the Producer
While the preceding discussion talks about injecting the class under 
test, the contract testing system actually uses an IProducer inter-
face to define an object that can create new instances of the class un-
der test and provides a mechanism to clean up after the test runs. The  
@Contract.Inject annotation is used on a method that returns 
the IProducer for the class under test. The Interface is defined as:

public interface IProducer<T> {

    public T newInstance();

    public void cleanUp();

 } 

Expanding the Example
The @ContractTest annotation was added because several test 
runners attempt to instantiate and execute generic test classes, while 
others do not. (It appears that the JUnit classes could use some con-

tract tests of their own.) Use of this annotation prevents these test run-
ners from reporting false failures.

// define the contract test

@Contract(C.class)

public abstract class CT<T extends C> {

    private IProducer<T> producer;

    @Contract.Inject

    protected abstract IProducer<T> 

           setProducer(IProducer<T> producer) {

       this.producer = producer;

    }

    protected final IProducer<T> getProducer() {

          return producer;

    }

    @After

    public final void cleanupCT()

       {

	 producer.cleanUp();

    }

    @Test

    public void testCMethod() {}

}

[TESTING]
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// a test that only runs the contract test

// This is useful for debugging the contract test.

public class CImplTest extends CT<CImpl> {

    public CImplTest() {

        setProducer( new IProducer<CImpl>() {

            @Override

            public CImpl newInstance() {

                return new CImpl();

            }

            @Override

            public void cleanUp() {

             // does nothing

            }

	  });

	 }

}

// A contract suite.

// run as a contract suite

@RunWith(ContractSuite.class)

// is the suite for CImpl

@ContractImpl(CImpl.class)

public class CImplContractTest {

    // the producer for the CImpl

    private IProducer<CImpl> producer = 

         IProducer<CImpl>() {

             @Override

             public CImpl newInstance() {

                 return new CImpl();

             }

             @Override

             public void cleanUp() {

                 // does nothing

             }

         };

   // method to inject our test instance into test classes

     @Contract.Inject

   public IProducer<CImpl> getProducer() {

       return producer;

   }

}

When JUnit runs the CImplTest test, only testCMethod() will run. 
However, when the CImplContractTest class is run, all of the AT, BT 
and CT tests will be run using the producer from CTImplContract-
Test to create an instance of CImpl, which is the instance of C, B, or A 
depending on the test.

Real-Life Usage
As noted previously, Apache Jena has an interface called Graph. At this 
time, Apache Jena experimental new tests (http://is.gd/v7ecTw) are 
written using the junit-contracts package to test its framework and to 
provide packaged tests for integrators developing new instances of 
the Graph interface.

Graph is an extension point in the Jena project that enables integra-
tors to quickly add additional storage types and strategies. It is expected 
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that integrators will create implementations of this class that function 
deep inside the Jena application architecture. It is imperative then that 
the implementors correctly implement the contract of the interface. 
There are several tests currently provided by the Apache Jena team that 
the implementer can run. However, there is not one clear test that tests 
the complete Graph contract.  If the experimental tests are accepted by 
the Jena project, then they will provide a GraphContract test and an 
abstract GraphProducer that implements IProducer<Graph>. 
The reason for the abstract GraphProducer is that some graphs must 
be closed to properly shut them down, but the test interface may create 
multiple graphs. The AbstractGraphProducer tracks the graphs 
that are created and properly closes them during cleanup. It also has ex-
tension points to handle additional operations after the graph is closed. 
The AbstracGraphProducer code looks something like this:

public abstract class AbstractGraphProducer<T extends Graph> 
implements

        IProducer<T> {

    /**

     * List of graphs opened in this test.

     */

    protected List<Graph> graphList = 

         new ArrayList<Graph>();

    /**

     * The method to create a new graph.

     * 

     * @return a newly constructed graph of 

     * type under test.

     */

     abstract protected T createNewGraph();

     @Override

     final public T newInstance() {

         T retval = createNewGraph();

         graphList.add(retval);

         return retval;

     }

     /**

      * Method called after the graph is closed. 

      * This allows the implementer to perform

      * extra cleanup activities, such as deleting 

      * the file associated with a file-based graph.

      * 

      * By default this does nothing.

      * 

      * 

      * @param g The graph that is closed

      */

     protected void afterClose(Graph g) {

     };

     @Override

     final public void cleanUp() {

         for (Graph g : graphList) {

             if (!g.isClosed()) {

                 g.close();

[TESTING]
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             }

             afterClose(g);

         }

         graphList.clear();

     }

}

Implementers of the Graph interface only need to include the Jena test 
classes in their project test and code a simple contract running test class.

// A contract suite.

// run as a contract suite

@RunWith(ContractSuite.class)

// is the suite for MyGraphImpl

@ContractImpl(MyGraph.class)

public class MyGraphContractTest {

    // the producer for the MyGraph

       private IProducer<MyGraph> producer = 

        new AbstractGraphProducer<MyGraph>() {

        @Override

        public MyGraph createNewGraph() {

            return new MyGraphImpl();

        }

    };

// method to inject our test instance into test classes

    @Contract.Inject

    public IProducer<MyGraph> getProducer() {

        return producer;

    }

}

Running this test will execute all of the contract tests that are ap-
plicable to the MyGraph class. If Apache Jena updates their tests, 
they will be executed. The MyGraph developer does not need to 
know that the Graph interface extends GraphAdd, nor is the devel-
oper concerned with the organization of the interfaces that Graph 
implements. The contract with the developer is that Apache Jena will 
provide contract tests that will test the Graph interface hierarchy. The 
advantage for the developer is that he/she does not have to respond 
to refactoring of the interfaces except where the signature of Graph 
methods change. Furthermore, since the contract tests are from the 
team that developed the interface, the developer can be fairly certain 
the tests are correct and that if the code passes them, it will function 
correctly in the environment.

Claude Warren is an IT Architect and Java Developer with more than 20 years of development 
experience. He is also a committer on the Apache Jena project. Code discussed in this article 
is available under the Apache 2.0 license at https://github.com/Claudenw/junit-contracts.
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The Relationship  
Between Testability and 

Good Design
Problems writing good unit tests reveal shortcomings in design and coding.

R
ecently, the profile of unit testing has risen dramatically. 
In the 1990s and early 2000s, it was a practice that seemed 
to languish. As is often the case when people adopt a new 
technology — back then, organizations were moving from 

structured design toward object-oriented design — they place all 
their focus on getting the essentials right and discard practices that 
don’t seem to fit neatly into the new picture. And so they neglected 
unit testing.

But if we’ve learned anything over the past 10 years, it is that unit 
testing is an essential discipline. Tests help us better reason about 
our code, and they form a regression bedrock that makes refac-
toring and feature addition much easier. There is, however, a very 
subtle effect of unit testing that few people discuss. There seems 

to be an eerily consistent connection between testability at the 
unit level and good design. Almost uniformly, code that is hard to 
test has design problems. When you fix the design problems, it be-
comes easy to test.

Let’s take a look at an example.
In Figure 1, we have a class that seems to have decent structure. 

There is one public method, evaluate(), which is the user’s 
point of contact with the class. It delegates its work to a series of 
private methods. Overtly, there is nothing wrong with this — class  
RuleEvaluator does the job we’ve intended it to. Now, how 
should we write unit tests for this class? We should be able to in-
stantiate it, call evaluate() with various arguments, and check 
the results. But suppose we wanted to test getNextToken()? 

By Michael Feathers
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The getNextToken method is private. Theoretically, we should 
be able write tests for evaluate that exercise getNextToken(), 
but sometimes it is difficult to engineer the inputs we’d want to test a 
deeply called method specifically. And, if we go down this route, the 
tests we write might be indirect and not very self-explanatory.

People often run into this problem and think that it is just a case of 
testing being difficult work. But let’s look again.

Is there a problem with RuleEvaluator? It turns out that there is.  
RuleEvaluator has three separate responsibilities: It evaluates, 
parses, and tokenizes. While code can often exist well for a while in 
that state, invariably, the separate responsibilities become tangled and 
the class becomes difficult to maintain. Let’s see what happens when 
we start to fix the design problems.

Figure 2 shows the system after we’ve extracted a class for tokeniza-
tion. Our testing situation is much better now. The getNextToken 

method is public on a new class and we can test it easily. Improving 
the design also fixed the testing problem.

This example might annoy you. You may think that without any need 
to reuse the code in getNextToken() or hasMoreTokens(), 
pulling them out into their own class is pointless — it increases the 
number of classes needlessly. But making this move does make the 
code more modular. We could reuse RuleTokenizer at some point 
in the future. At the very least, it is now very clear where we have to go 
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Rule Evaluator

+ evaluate(string) : value

- parseTermExpression()

- parseReference()

- parseValueExpression()

- hasMoreTokens() : boolean

- getNextToken() : String

Rule Evaluator

+ evaluate(string) : value

- parseTermExpression()

- parseReference()

- parseValueExpression()

Rule Tokenizer

+ hasMoreTokens() : boolean

+ getNextToken() : String

Figure 1: A typical class.

Figure 2: An improved version.
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in the code to make changes in tokenization functionality. Our code is 
more orthogonal and it is easier to change one thing without impact-
ing another.

If this were the only example of lack of testability being an indicator 
of poor design, it could just be considered a fluke, but it isn’t. In gen-
eral, pain in unit testing is an indication that there is something wrong. 
Sometimes this pain is very obvious. For example, if you have to create 
too many objects to get the one you want to test, it is often an indica-
tion of excessive coupling. Other cases are subtler. Let’s examine a few.

Other Indicative Smells
It’s generally accepted that unit tests should run in isolation. We 
should be able to execute each of them without affecting the state 
of any other test. When we don’t work this way, we end up with un-
explained failures that are hard to reproduce. It often takes a consid-
erable amount of debugging to find the source of these problems. 
The design problem that this indicates is global mutable state. We’ve 
known for decades that global variables can be problematic. Unit test-
ing makes the pain evident and, once again, if we work on the design 
problem, unit testing becomes easier.

The fact that each of our tests should execute as if they were in a 
hermetically sealed container often helps us see other design issues. 
Often, I notice that when teams try to make key classes of their system 
independently testable, they discover that various objects don’t re-
lease resources when they are destroyed. In the application, this sort of 
thing may never be noticed. When you are running thousands of unit 
tests, however, resource leaks become evident very quickly.

One of the most pervasive testing challenges points toward design 
issues as well. Teams often notice that unit testing in the presence of 

a third-party API is difficult. A classic example is UI-intensive code. De-
velopers often place computational code in event handlers. It would 
be nice to be able to test those computational pieces independently, 
but it is nearly impossible because you can only exercise the code by 
triggering events from the UI. The design problem is lack of separation 
of concerns. Again, once the computation concern is separated from 
the UI concern, the computation is easily tested.

The big question at the end of all of this is, “Why?” Why do testing 
problems indicate design problems? A few years ago, I read an inter-
esting paper by Thomas Mullen (http://is.gd/ExNVcV). In it, he hypoth-
esized that many of the generally accepted principles of good design 
are “good” because they mirror our cognitive processes. It is easier for us 
to understand things in small chunks, and it helps when those chunks 
are independent. Perhaps the reason why unit testing serves as a good 
probe of design is because it is, essentially, a cognitive process. When 
we write tests, we are going through a reasoning process, and we are 
making our reasoning explicit in test code. Pieces of a program that are 
hard to understand with tests are likely to be hard to understand with-
out them.

It’s an odd situation to be in, isn’t it? Pain isn’t fun. We can create 
tooling that eliminates much of the pain of unit testing, but then what 
would we have? We might just end up with less of the feedback that 
could trigger us to discover better design.

Michael Feathers is the founder and Director of R7K Research & Conveyance, a company spe-
cializing in software and organization design. He is also the author of Working Effectively 
with Legacy Code (http://is.gd/K5FXn2).
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Unit Testing in C:  
Tools and Conventions

Two lightweight testing frameworks make it easy to unit test C code.

I n this article, I look at unit tests using two unit test harnesses 
that work in C. Along the way, I will also discuss some of the 
common terminology of automated unit testing. 

Let me start by discussing the fundamental tool: the test 
harness. 

What Is A Unit Test Harness?
A unit test harness is a software package that allows a programmer 
to express how production code should behave. A unit test har-
ness’s job is to provide these capabilities: 

•	 A common language to express test cases 
•	 A common language to express expected results 
•	 Access to the features of the production code programming language 

•	 A place to collect all the unit test cases for the project, system, 
or subsystem 

•	 A mechanism to run the test cases, either in full or in partial 
batches 

•	 A concise report of the test suite success or failure 
•	 A detailed report of any test failures 

I’ll shortly look at two popular harnesses for testing embedded 
C.They are both easy to use and are descendants of the xUnit family 
of unit test harnesses. 

First, I’ll employ Unity, a C-only test harness (http://is.gd/tJc88X). 
Later, I will use CppUTest, a unit test harness written in C++, but not 
requiring C++ knowledge to use. You’ll find that the bulk of the ma-
terial in this article can be applied using any test harness. 

By James W. Grenning 
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Here are a few terms that will come in handy while reading this 
explanation: 

•	 Code under test is just like it sounds; it is the code being tested. 
•	 Production code is code that is (or will be) part of the released product. 
•	 Test code is code that is used for testing the production code and 

is not part of the released product. 
•	 A test case is test code that describes the behavior of code under 

test. It establishes the preconditions and checks that significant 
post conditions are met. 

•	 A test fixture is code that provides the proper environment for a 
series of test cases that exercise the code under test. A test fixture 
will assist in establishing a common setup and environment for 
exercising the production code. 

To take the mystery out of these terms, let’s look at a few tests for 
something we’ve all used: sprintf. For this first example, sprintf 
is the code under test; it is production code. 
sprintf is good for a first example because it is a standalone func-

tion, which is the most straightforward kind of function to test. The 
output of a standalone function is fully determined by the parameters 
passed immediately to the function. There are no visible external inter-
actions and no stored state to get in the way. Each call to the function 
is independent of all previous calls.

Unity: A C-Only Test Harness
Unity is a straightforward, small unit test harness. It comprises just 
a few files. Let’s get familiar with Unity and unit tests by looking at a 
couple example unit test cases. If you are a long-time Unity user, you’ll 

notice some additional macros that are helpful when you are not using 
Unity’s scripts to generate a test runner. 

A test should be short and focused. Think of it as an experiment that 
silently does its work when it passes, but makes some noise when it 
fails. This test checks that sprintf handles a format spec with no 
format operations. 

TEST(sprintf, NoFormatOperations) 

{ 

    char output[5]; 

    TEST_ASSERT_EQUAL(3, sprintf(output, “hey”)); 

    TEST_ASSERT_EQUAL_STRING(“hey”, output); 

}

The TEST macro defines a function that is called when all tests are 
run. The first parameter is the name of a group of tests. The second pa-
rameter is the name of the test. We’ll look at TEST in more detail later. 

The TEST_ASSERT_EQUAL  macro compares two integers. 
sprintf should report that it formatted a string of length three, and 
if it does, the TEST_ASSERT_EQUAL check succeeds. As is the case 
with most unit test harnesses, the first parameter is the expected value. 
TEST_ASSERT_EQUAL_STRING compares two null-terminated 

strings. This statement declares that output should contain the string 
“hey”: Following convention, the first parameter is the expected value. 

If either of the checked conditions is not met, the test will fail. The 
checks are performed in order, and the TEST will terminate on the 
first failure. 

Notice that TEST_ASSERT_EQUAL_STRING could pass by acci-
dent; if the output just happened to hold the “hey” string, the test 
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would pass without sprintf doing a thing. Yes, this is unlikely, but we 
better improve the test and initialize the output to the empty string. 

TEST(sprintf, NoFormatOperations) 

{ 

    char output[5] = “”; 

    TEST_ASSERT_EQUAL(3, sprintf(output, “hey”)); 

    TEST_ASSERT_EQUAL_STRING(“hey”, output); 

} 

The next TEST challenges sprintf to format a string with %s.
 
TEST(sprintf, InsertString) 

{ 

    char output[20] = “”; 

    TEST_ASSERT_EQUAL(12, sprintf(output, 

        “Hello %s\n”, “World”)); 

    TEST_ASSERT_EQUAL_STRING(“Hello World\n”, output); 

} 

A weakness in both the preceding tests is that they do not guard 
against sprintf writing past the string terminator. The following tests 
watch for output buffer overruns by filling the output with a known value 
and checking that the character after the terminating null is not changed. 

TEST(sprintf, NoFormatOperations) 

{ 

    char output[5]; 

    memset(output, 0xaa, sizeof output); 

    TEST_ASSERT_EQUAL(3, sprintf(output, “hey”)); 

    TEST_ASSERT_EQUAL_STRING(“hey”, output); 

    TEST_ASSERT_BYTES_EQUAL(0xaa, output[4]); 

} 

TEST(sprintf, InsertString) 

{ 

    char output[20]; 

    memset(output, 0xaa, sizeof output); 

    TEST_ASSERT_EQUAL(12, sprintf(output, 

        “Hello %s\n”, “World”)); 

    TEST_ASSERT_EQUAL_STRING(“Hello World\n”, output); 

    TEST_ASSERT_BYTES_EQUAL(0xaa, output[13]); 

}

If you’re worried about sprintf corrupting memory in front of  
output, we could always make output a character bigger and pass 
&output[1] to sprintf. Checking that output[0] is still 0xaa 
would be a good sign that sprintf is behaving itself. 

In C, it is hard to make tests totally fool-proof. Errant or malicious 
code can go way beyond the end or way in front of the beginning of 
output. It’s a judgment call on how far to take the tests. You will see 
when we get into TDD how to decide which tests to write. 

With those tests, you can see some subtle duplication creeping into 
the tests. There are duplicate output declarations, duplicate initializa-
tions, and duplicate overrun checks. With just two tests, this is no big 
deal, but if you happen to be sprintf’s maintainer, there will be 
many more tests. With every test added, the duplication will crowd out 
and obscure the code that is essential to understand the test case. Let’s 
see how a test fixture can help TEST cases. 

May 2014  17
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Test Fixtures in Unity 
Duplication reduction is the motivation for a test fixture. A test fixture 
helps organize the common facilities needed by all the tests in one 
place. Notice how TEST_SETUP and TEST_TEAR_DOWN keep du-
plication out of the sprintf tests. 

TEST_GROUP(sprintf);

 

static char output[100]; 

static const char * expected; 

TEST_SETUP(sprintf) 

{ 

    memset(output, 0xaa, sizeof output); 

    expected = “”; 

} 

 

TEST_TEAR_DOWN(sprintf) 

{ 

} 

static void expect(const char * s) 

{ 

    expected = s; 

} 

static void given(int charsWritten) 

{ 

    TEST_ASSERT_EQUAL(strlen(expected), charsWritten); 

    TEST_ASSERT_EQUAL_STRING(expected, output); 

    TEST_ASSERT_BYTES_EQUAL(0xaa, output[strlen(expected) + 1]); 

}

The shared data items defined after the TEST_GROUP are initialized 
by TEST_SETUP before the opening curly brace of each TEST. The 
data items comprise file scope, accessible by each TEST and all the 
helper functions. For this TEST_GROUP, there is no cleanup work for 
TEST_TEAR_DOWN.  The file scope helper functions, expect and 
given, help keep the sprintf tests clean and low on duplication. 

In the end, it’s just plain C, so you can do what you want as far as 
shared data and helper functions. I’m showing the typical way to struc-
ture a group of tests with common data and condition checks. 

Now these tests are focused, lean, mean, and to the point. 

TEST(sprintf, NoFormatOperations) 

{ 

    expect(“hey”); 

    given(sprintf(output, “hey”)); 

} 

 

TEST(sprintf, InsertString) 

{ 

    expect(“Hello World\n”); 

    given(sprintf(output, “Hello %s\n”, “World”)); 

}

Notice that once you understand a specific TEST_GROUP and have 
seen a couple examples, writing the next test case is much less work. 
When there is a common pattern within a TEST_GROUP, each test 
case is easier to read, understand, and evolve, as change becomes 
necessary. 
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Installing Unity Tests 
It is not evident from the example how the test cases get run with the 
necessary pre- and post-processing. It’s done with another macro: the 
TEST_GROUP_RUNNER. The TEST_GROUP_RUNNER can go in the 
file with the tests or a separate file. 
   To avoid scrolling through the file, I use a separate file. For the 
two sprintf tests written, the TEST_GROUP_RUNNER looks 
like this: 

#include “unity_fixture.h” 

TEST_GROUP_RUNNER(sprintf) 

{ 

    RUN_TEST_CASE(sprintf, NoFormatOperations); 

    RUN_TEST_CASE(sprintf, InsertString); 

}

Each test case is called through the RUN_TEST_CASE macro. Essen-
tially, this RUN_GROUP_RUNNER calls the function bodies associated 
with each of these macros: 

TEST_SETUP(sprintf); 

TEST(sprintf, NoFormatOperations); 

TEST_TEAR_DOWN(sprintf); 

 

TEST_SETUP(sprintf); 

TEST(sprintf, InsertString); 

TEST_TEAR_DOWN(sprintf); 

Invoking TEST_SETUP before each TEST means that each test 

starts out fresh, with no accumulated state. TEST_TEAR_DOWN is 
called to clean up after each test. 

Now that the tests are wired into a TEST_GROUP_RUNNER, let’s see 
how the TEST_GROUP_RUNNERs are called. For this last step, we have 
to look at main. You will have a main for your production code and one, 
or more, for your test code. The Unity test main looks like this: 

#include “unity_fixture.h” 

 

static void RunAllTests(void) 

{ 

    RUN_TEST_GROUP(sprintf); 

}

  

int main(int argc, char * argv[]) 

{ 

    return UnityMain(argc, argv, RunAllTests); 

}

RUN_TEST_GROUP(GroupName) calls the function defined by 
TEST_GROUP_RUNNER. Each TEST_GROUP_RUNNER you want to 
run as part of your test main has to be mentioned in a RUN_TEST_
GROUP. Notice that RunAllTests is passed to UnityMain. 

One unfortunate side effect of using a C-only test harness is that you 
have to remember to install each TEST into a TEST_GROUP_RUN-
NER, and the runner is invoked by calling UnityMain. If you forget, 
tests will compile, but not run — potentially giving a false positive. 

Because of this opportunity for error, the designers of Unity created 
a system of code generators that read your test files and produce the 
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needed test runner code. To keep the dependencies low for getting 
started with Unity, I’ve opted to not use the code-generating scripts 
and manually wire all the test code. When I discuss CppUTest later in 
this article, you will see another solution to that problem. But before do-
ing that, let’s look at Unity’s output. 

Unity Output 
The tests should be run as part the automated test build. A single 
command builds and runs your test executable. I prefer to build of-
ten, with each small change. This is TDD. I set up my development 
environment to automatically make all whenever a file is saved. Test 
output looks like this: 

make 

compiling SprintfTest.c 

Linking BookCode_Unity_tests 

Running BookCode_Unity_tests 

.. 

----------------------- 

2 Tests 0 Failures 0 Ignored 

OK

Notice that when all tests are passing, the output is minimal. At quick 
glance, a single line of text says “OK,” which means, “All tests passing.” 
In the UNIX style, the test harness follows the “no news is good news” 
principle. (When a test case fails, as you will see shortly, it reports a 
specific error message.) It’s pretty self-explanatory, but let’s decipher 
the test output and summary line. Notice also that a dot (.) is printed 
before each test case runs. For a long test run, this lets you know some-

thing is happening. The line of hyphens (- - -) is just a separator line for 
the test summary. 

•	 Tests — the total number of TEST cases. 
•	 Failures — the total number of TEST cases that failed. 
•	 Ignored — a count of the number of tests in ignore state. Ignored 

tests are compiled but are not run. 

Let’s add a failing test to see what happens. Look at the test output, 
and the intentional error in this test case will be evident: 

TEST(sprintf, NoFormatOperations) 

{ 

    char output[5]; 

    TEST_ASSERT_EQUAL(4, sprintf(output, “hey”)); 

    TEST_ASSERT_EQUAL_STRING(“hey”, output); 

}

The failure looks like this: 

make 

compiling SprintfTest.c 

Linking BookCode_Unity_tests 

Running BookCode_Unity_tests 

.. 

TEST(sprintf, NoFormatOperations) 

    stdio/SprintfTest.c:75: FAIL 

    Expected 4 Was 3 

----------------------- 
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2 Tests 1 Failures 0 Ignored 

FAIL

The failure reports the filename and line of the failing test case, the 
name of the test case, and the reason for failure. Also notice the sum-
mary line now shows one test failure. 

Now, let’s look at CppUTest.

CppUTest: A C++ Unit Test Harness 
Now that we’ve seen Unity, I will now move to describing CppUTest 
(http://is.gd/nDGxX4), my preferred unit test harness for C and C++. 
In full disclosure, I am partial to CppUTest, not only because it is a ca-
pable test harness but also because I am one of its authors. The first 
examples in this article use Unity. The later examples, use CppUTest. 

CppUTest was developed to support multiple OS platforms with a 
specific goal of being usable for embedded development. The CppUT-
est macros make it so that test cases can be written without knowledge 
of C++. This makes it easy for C programmers to use the test harness. 

CppUTest uses a primitive subset of C++; it’s a good choice for em-
bedded development where not all compilers support the full C++ 
language. You will see that the test cases are nearly identical between 
Unity and CppUtest. You, of course, can use whichever test harness you 
prefer for your product development. 

This CppUTest test case is equivalent to the second Unity test case 
found in the section on sprintf.

TEST(sprintf, NoFormatOperations) 

{ 

    char output[5] = “”; 

     

    LONGS_EQUAL(3, sprintf(output, “hey”)); 

    STRCMP_EQUAL(“hey”, output); 

}

Besides the macro names, the test cases are the same. 
Let’s look at a CppUTest test fixture that is equivalent to the earlier ex-

ample Unity test fixture (discussed in the “Test Fixtures in Unity” section). 

TEST_GROUP(sprintf) 

{ 

    char output[100]; 

    const char * expected; 

 

    void setup() 

    { 

        memset(output, 0xaa, sizeof output); 

        expected = “”; 

    } 

    void teardown() 

    { 

    } 

    void expect(const char * s) 

    { 

        expected = s; 

    } 

    void given(int charsWritten) 

    { 

        LONGS_EQUAL(strlen(expected), charsWritten); 
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        STRCMP_EQUAL(expected, output); 

        BYTES_EQUAL(0xaa, output[strlen(expected) + 1]); 

    } 

};

Again, it is very similar to the previous example, with all the same 
concepts represented. One formatting difference is that the CppUTest 
TEST_GROUP is followed by a set of curly braces enclosing shared 
data declarations and functions. Everything between the curly braces 

is part of the TEST_GROUP and is accessible to each TEST in the 
group. The shared data items (output, expected, and length) 
are initialized by a special helper function called setup. As you might 
guess, setup is called before each TEST. Another special function, 
teardown, is called after each TEST. (In this example, it is not used.) 
expect and given are free-form helper functions that are accessible 
to all TEST cases in the TEST_GROUP. 

These refactored test cases are identical to the Unity test cases:

TEST(sprintf, NoFormatOperations) 

{ 

    expect(“hey”); 

    given(sprintf(output, “hey”)); 

} 

 

TEST(sprintf, InsertString) 

{ 

    expect(“Hello World\n”); 

    given(sprintf(output, “%s\n”, “Hello World”)); 

}

One advantage to CppUTest is that tests self-install. There is no need 
for an external script to generate a test runner or to manually write and 
maintain test-wiring code like RUN_TEST_CASE, TEST_GROUP_RUN-
NER, and RUN_TEST_GROUP. On the minor difference list are the asser-
tion macros; each test harness supports different macros, though there is 
functional overlap. 

You may notice that Unity and CppUTest are suspiciously close in 
their macros and test structure. Well, there is no real mystery there; 
they do follow a well-established pattern that I first saw with JUnit, a 
Java test framework. The more specific similarities are because I con-
tributed the test fixture-related macros to the Unity project. 

CppUTest Output 
As already explained for Unity, tests run as part of an automated build 
using make. Test output looks like this:

make all 

compiling SprintfTest.cpp 

Linking BookCode_tests 

Running BookCode_tests 

.. 

OK (2 tests, 2 ran, 0 checks, 0 ignored, 0 filtered out) 

[VAULT]

Table of Contents

Previous Next

Previous Next

DownloadDownload

RegisterRegister

SubscribeSubscribe

Previous Next

Previous Next

www.drdobbs.com

“One advantage to CppUTest is that tests self-install. 

There is no need for an external script.”

http://www.drdobbs.com


May 2014  23

Just like with Unity, when all tests are passing, the output is minimal. 
Here is how to interpret the summary line of the test run: 

• tests — the total number of TEST cases.
• ran — the total number of TEST cases that ran (in this case, they

passed, too).
• checks — a count of the number of condition checks made. (Condi-

tion checks are calls such as LONGS_EQUAL.)
• ignores — a count of the number of tests in ignore state. Ignored

tests are compiled but are not run.
• filtered out — a count of the number of tests that were filtered out

of this test run. Command-line options select specific tests to run.

Let’s insert an error into the test to see what the output looks like: 

TEST(sprintf, NoFormatOperations) 

{ 

    char output[5];

    LONGS_EQUAL(4, sprintf(output, “hey”)); 

    STRCMP_EQUAL(“hey”, output); 

}

The failure looks like this:

make 

compiling SprintfTest.cpp 

Linking BookCode_Unity_tests 

Running BookCode_Unity_tests 

... 

stdio/SprintfTest.cpp:75: TEST(sprintf, NoFormatOperations) 

expected <4 0x2> 

but was <3 0x1> 

Errors (1 failures, 2 tests, 2 ran, 1 checks, 0 ignored, 0 fil-

tered out, 0 ms)

The failure reports the line of the failing condition check, the name of 
the test case, and the reason for failure. Also notice the summary line 
includes a count of test failures. 

If you ever insert an error on purpose into a test case, make sure you 
remove it, or you risk baking a bug into your code. 

Unit Tests Can Crash 
One other possible outcome during a test run is a crash. Generally 
speaking, C is not a safe language. The code can go off into the weeds, 
never to return. sprintf is a dangerous function. If you pass it an 
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output buffer that is too small, it will corrupt memory. This error might 
crash the system immediately, but it might cause a crash later. The be-
havior is undefined. Consequently, a test run may silently exit with an 
OK, silently exit early showing no errors, or crash with a bang. 

When you have a silent failing or crashing test, let the test har-
ness help you confirm what is wrong. Sometimes a production code 
change will cause a previously passing test to fail, or even crash. So, 
before chasing the crash, make sure you know which test is failing. 

Because the test harness is normally quiet except for test failures, 
when a test crashes, you probably won’t get any useful output. Both 
Unity and CppUTest have a command-line option for running the 
test in verbose mode (-v). With -v, each TEST announces itself be-
fore running. Conveniently, the last TEST mentioned is the one that 
crashed. 

You can also filter tests by test group (-g testgroup) and test case 
(-n testname). This lets you get very precise about which test cases 
are running. These are very helpful for chasing down crashes. 

The Four-Phase Test Pattern 
In Gerard Meszaros’ book, xUnit Testing Patterns (http://is.gd/8owKf0), 
he describes the Four-Phase Test, which is what I use, too. The goal of 
the pattern is to create concise, readable, and well-structured tests. If 
you follow this pattern, the test reader can quickly determine what is 
being tested. Paraphrasing Gerard, here are the four phases: 

• Setup: Establish the preconditions to the test.
• Exercise: Do something to the system.
• Verify: Check the expected outcome.
• Cleanup: Return the system under test to its initial state after the test.

To keep your tests clear, make the pattern visible in your tests. When 
this pattern is broken, the documentation value of the test is dimin-
ished; the reader has to work harder to understand the requirements 
expressed by the test.

Conclusion 
At this point, you should have a good overview of Unity and CppUTest, 
and understand how test fixtures and test cases allow a set of tests to 
be defined. Whether you use them to practice TDD on your C projects 
or just to ensure higher code quality is entirely up to you.

 [If you choose to go the TDD route, though, you might find the remainder 
of the material in the book from which this article is excerpted to be useful 
in your work. See below. —Ed.] 

This article is excerpted and adapted from Test-Driven Development for Embedded C 
(http://is.gd/l9lqCV), published by Pragmatic Programmers (http://www.pragprog.com/). 
You can find the complete code by visiting the book’s home page (http://is.gd/g7UtEX). James 
W. Grenning invented Planning Poker, an Agile estimation technique, and is one of the origi-
nal authors of the Manifesto for Agile Software Development.
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