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he vast majority of websites are neither optimized for nor
adapted to mobile devices. Furthermore, a significant num-
ber of developers believe that making a website mobile-
friendly is, overall, an easy task that just requires a smarter

CSS file on top of the same old pages.
The major issue of mobile site development is the selection of use-

cases that are most appropriate for the particular business scenario. Be-
fore mobile devices became so popular, developers built websites
around a single set of use cases. At most, developers had to be con-
cerned about how pages were rendered by different Web browsers. En-
suring that the same content was rendered the same way across all
browsers has been a source of significant headaches for developers:

The ability to shield developers from the nuances of different browsers
was one of the reasons for the rapid adoption of the jQuery library.

Mobile devices add a new dimension to the problem of identifying
the right use-cases for a site: A mobile site may need to have its own
use cases, which are inherently different from those of the full desktop
site. In addition, the range of different devices available out there is
large and can be measured in the order of thousands. Building a mobile
site can be a walk in the park if you don’t care about the requesting
devices. However, it can get really problematic if you intend to serve
each device some tailor-made content.

Web developers learned a key lesson over the years: Always use
feature detection over browser detection. Web pages built around

Responsive Web Design: 
A Device-Oriented Salvation
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the detected capabilities of the device do not need to be updated
when a new device comes out. Conversely, Web pages specifically cre-
ated for a particular browser (or device) are constantly subject to be-
ing extended and/or fixed when new device versions are released.

A relatively new approach to website development, Responsive Web
Design (RWD) derives perfectly from the philosophy that detecting
device features is smarter than detecting browsers.

Responsive Web Design
RWD is a design philosophy centered on making Web pages highly
adaptive and capable of providing a good viewing experience regard-
less of the device details. The beauty of RWD is that it allows you to
write a website once and view it effectively on a wide range of devices
including laptops, smartphones, tablets, and more.

Technically speaking, RWD is based on two pillars: CSS media queries
and proportional grids. CSS media queries let developers bind style
sheets to conditions that the browser dynamically evaluates when
some system event takes place. For example, an RWD-enabled site can
reshape its content based on the size of the browser window. A CSS
media query is an expression assigned to the media attribute of the
LINK element:

<link type=”text/css”
rel=”stylesheet”
href=”site.tablet.css”
media=”only screen and (max-width: 800px)”>

The CSS file referenced in the code snippet is applied to a page only
when the page is being rendered on a screen smaller than or equal to
800 pixels in width. A page of an RWD site typically counts multiple
LINK elements: If no match is found, then no style sheet is applied to
the page.

The CSS media query language is based on a pair of Boolean operators
(and, not) and a few browser properties:  width, height, aspect-
ratio, color, and orientation. The most used of these properties
is width, which refers to the width of the browser window. In CSS media
queries, the width property can be decorated with a few prefixes: de-
vice, min, and max. The device-width property, in particular,
refers to the physical width of the device.

Although RWD was not specifically designed for mobile scenarios,
its inherent flexibility makes it more than suitable for mobile. From the
perspective of an RWD-enabled site, a smartphone is simply a browser
with a width of about 400 pixels. The site then detects the feature and
adapts automatically.

[GUEST EDITORIAL]Previous Next
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This is the greatest strength of RWD. Unfortunately, it is important to
note that it is also its major weakness.

Server-Side Responsive Sites
A site that can render well on a small screen without knowing it is run-
ning on some mobile device is a site that is not optimized for a mobile
scenario. RWD and CSS media queries don’t make it possible, for ex-
ample, to switch the stylesheet to differentiate between an iPhone and
an Android device. All that RWD can do is what is possible through
CSS: hiding blocks or moving them around by leveraging the float
CSS attribute.

When CSS is not enough to define the ideal mobile experience, then
RWD is no longer an ideal choice. A website that just presents data —
for example, a news portal — lends itself well to RWD. A more behav-
ior-oriented site that implements workflows — for example, a booking
site — requires ad hoc forms to provide an ideal experience. In this
case, RWD alone is not sufficient.

The alternative to RWD is sniffing and analyzing the user agent (UA)
string on the Web server. Once the user agent has been mapped to a
device profile, the developer has all the information needed to intelli-
gently serve ad hoc markup. 

Does this mean that pages must be able to distinguish thousands
of devices? No, the most common approach these days is to define
a few classes of devices for which the site is then optimized. As an
example, consider the following classes:  smartphones, tablets, lap-
tops, smart TVs. Then, use some professional tool to do the analysis
of the user agent string and return known capabilities of each pro-
filed device. Today, the de facto standard for UA-sniffing libraries is
WURF.

A server-side approach to the design of mobile views doesn’t mean
you have to drop RWD or its growing ecosystem of related libraries
such as Foundation and Bootstrap. Responsive Design Server Side
(RESS) refers to adding a second dimension to the problem. You map
the UA to a class of devices and define a view (and not simply a CSS)
for each scenario. Defining a view, and not simply a CSS file as in RWD,
gives you the opportunity to use the ideal layout for each case, size
images appropriately, and minimize the markup being downloaded.
The markup being downloaded, then, is just markup; as such, it can
mimic RWD design principles and techniques.

Beyond Mobile
RWD represents a smart way to adapt sites to a variety of screen sizes.
You should consider it for use in designing multi-device viewable web-
sites. It’s not the only solution, especially in cases where sites must be
device specific, but it’s an awful lot better than not accommodating
mobile and portable devices at all.

— Dino Esposito is a frequent contributor to Dr. Dobb’s and has written several books
on designing and implementing Web applications.
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Supercharging ASP.NET 
Web Form Apps

With the introduction of the ASP.NET Web API in ASP.NET 4.5, it is now possible to add advanced 
client-side functionality to existing sites

ost ASP.NET websites are built using the ASP.NET Web
Forms model. It provides a simple, stateful abstraction over
the stateless HTTP protocol, and focuses on server-side pro-
cessing. Recently, websites have focused more on a client-
side model with the use of JavaScript, AJAX, and REST-style

services. With the introduction of the ASP.NET Web API in ASP.NET 4.5, it
is now possible to add advanced client-side functionality to existing
sites, while retaining many of the benefits of the Web Forms model.

A Simple Web Forms Application
To understand how to supercharge an existing Web Forms application
with the ASP.NET Web API, let’s first take a brief look at a Web Forms
app that I’ll use as an example. Figure 1 shows the list view of a simple
Tasks application, which was created using the new Web Forms tem-
plate shipped as part of Visual Studio 2012.

By Charles Nurse

[ASP.NET]
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The Add New Task button and the Edit links in the Grid allow the user
to add new tasks or edit the relevant existing tasks.

Assume that you have been given a new requirement: Instead of
just displaying the “Is Complete” status of the task, the application
should display a checkbox and allow users to update the status of the
task (rather than having to click “Edit” and be redirected to the edit
page). 

You could fulfill this requirement by using a checkbox column in
the ASP.NET GridView control and switching the GridView into Edit
mode, but this would require the use of server post-backs and would
trigger a complete refresh of the grid whenever a task is updated.

Instead, let’s use some JavaScript in
the client and the ASP.NET Web API to
demonstrate how to make the up-
dates more modern and responsive.

Adding the ASP.NET Web API
Using Nuget
ASP.NET Web API was released in con-
junction with the .NET 4.5/Visual Stu-
dio 2012 release, but it doesn’t actually
require .NET 4.5. Instead, it’s built
against the earlier .NET 4.0 release.  To
add Web API support to an existing
project, we can use Nuget to install the
latest version, either via the website or
via one of the integration points such
as Manage Nuget Packages in Visual
Studio (Figure 2).

This ensures you have the relevant components installed and will al-
low you to update those components if newer versions of the ASP.NET
Web API are released. Note that, depending on what features of the
ASP.NET Web API you want to use, you may still have to add some as-
sembly references manually.

Adding a Web API Controller
The first step in adding our new feature using the Web API is to create
a Web API Controller class (Figure 3). The Web API has some similarities
to ASP.NET MVC in that the new class extends the ApiController
base class and, by convention, is called TasksController.  I will show
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how this convention works when we review the URI that needs to be
called for our methods to be executed.

In the controller class, I will create a single method, UpdateStatus,
that updates the task and changes the value of the IsCompleteprop-
erty, taking the ID as a single parameter (Listing One).  As this is an up-
date operation, I follow the convention of making the action method
work with the PUT HTTP method (verb).  I indicate that by using the
HttpPut attribute on the method.

Listing One: The UpdateStatus Method.

[HttpPut]
public HttpResponseMessage UpdateStatus(int id)
{

try
{

var db = new TasksContext();

Task task = (from t in db.Tasks
where t.TaskID == id
select t).SingleOrDefault();

if (task == null)
{

return Request.CreateResponse
(HttpStatusCode.NotFound); ;

}

task.IsComplete = !task.IsComplete;

db.SaveChanges();

return Request.CreateResponse(HttpStatusCode.OK);
}
catch (Exception exc)
{

return Request.CreateErrorResponse
(HttpStatusCode.InternalServerError, exc);

}
}

In this simple example, I am the using Entity Framework for persist-
ence, and the first few lines of this method retrieve the task to be up-
dated. As long as I have a valid task (that is, the task is not null), I simply
change the value of the IsComplete property and save the changes.
This is fairly straightforward Entity Framework code. 

If the update is successful, I create a new HttpResponseMessage
with the OK status code (200), and this response is sent back to the
caller.  If there are exceptions, I create an HttpResponseMessagewith
the appropriate status code and, in the case of an Internal Server Error,
details of the exception.

Adding Routing Information to Application_Start
Now that I have a Web API Controller class to route to, I need to set up
the routes in the Application_Start event handler, so the Web API
can execute the correct method. ASP.NET Web API routes are similar to
ASP.NET MVC Routes. Two example routes are shown in Listing Two.

Listing Two: Adding ASP.NET Web API Routes to Application_Start.

RouteTable.Routes.MapHttpRoute(
name: “DefaultApi”,
routeTemplate: “api/{controller}/{id}”,
defaults: new { id = RouteParameter.Optional }

);

RouteTable.Routes.MapHttpRoute(
name: “TasksApi”,
routeTemplate: “api/{controller}/{action}/{id}”,
defaults: new { id = RouteParameter.Optional }

);
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The first route is the default Web API route. Using this route, it’s pos-
sible to use URIs like api/Tasks/5.

The {controller} place-holder routes control to the relevant Web
API controller class. In the aforementioned example, it will be routed
to the TasksController, and “api/products” would route to the
ProductsController.

If used with the GET HTTP method (or verb), this URI is mapped to
an action method that starts with the prefix Get, such as GetTask or
GetTaskById, and the parameter (5) is passed as the ID parameter of
the action method. Similarly, if used with the DELETE HTTP method,
this URI is mapped to an action method that starts with the prefix
Delete; such as DeleteTask or DeleteTaskById. Note that as long
as the method has the correct prefix, control is routed to the correct
action method regardless of the rest of the name. Issues arise only if
the routing is ambiguous because there are two or more methods that
start with the same HTTP method prefix: GetTaskById and Get-
TaskByCategory.

I could have followed this convention and used the Put prefix in the
name of the action method I created in Listing One, but the action
method does not contain any of these HTTP method prefixes. I can
handle this by defining a second route to send control explicitly to a
specific action. In this case, the {action} place-holder maps to the
name of the action method, so the URI would need to be
api/Tasks/UpdateStatus/5.

This URI will now route to the UpdateStatus method of the
TasksController, passing the value 5 as the taskId parameter.

Adding JavaScript to Call the API
So, now I have an Web API method and I’ve defined the routing. The
last step to hook up the new feature is to add JavaScript in the HTML
to call the API.

To modify the GridView control to render an interactive checkbox
instead of rendering True or False text, I can replace the BoundField
in the GridView control markup with a TemplateField. This Tem-
plateField has an ItemTemplate that contains an ASP.NET check-
box control as well as a hidden field  (Listing Three).

Listing Three: The Updated GridView Markup

<asp:GridView runat=”server” ID=”tasksGrid” 
AutoGenerateColumns=”False”
DataKeyNames=”TaskID”
OnRowEditing=”editTask”>
<Columns>
<asp:BoundField DataField=”TaskName” 

ItemStyle-Width=”200px” HeaderText=”Task”/>
<asp:TemplateField ItemStyle-Width=”100px” 

HeaderText=”Is Complete?”>
<ItemTemplate>
<asp:CheckBox ID=”isCompleteCheck” runat=”server”

Checked=’<%#Eval(“IsComplete”) %>’ />
<asp:HiddenField ID=”taskIdField” runat=”server”

Value=’<%#Eval(“TaskId”) %>’/>
</ItemTemplate>

</asp:TemplateField>
<asp:CommandField ShowEditButton=”True” EditText=”Edit” />

</Columns>
</asp:GridView>
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The Checkbox control is bound to the IsComplete property of the
Task object, and the hidden field is bound to the TaskId property.
The page now renders interactive checkboxes as shown in Figure 4.

I now have interactive checkboxes, and I can use jQuery to wire up
the click event of the checkbox to call the new Web API method, as in
Listing Four.

Listing Four: jQuery to Call the Web API UpdateStatus Method

(function ($) {
$(document).ready(function () {

$(‘input[name$=”isCompleteCheck”]’).click(function() {
var $check = $(this);
var $hidden = 

$check.parent().children(‘input[name$=
“taskIdField”]’);

var taskId = $hidden.val();

$.ajax({
type: “PUT”,
cache: false,
url: ‘api/Tasks/UpdateStatus/’ + 

taskId.toString()
}).done(function (msg) {

alert(“Task Updated: “ + msg);
});

});
});

} (jQuery));

This is pretty standard jQuery. I wire up the click event of the check-
boxes in the GridViewby using the “Attribute ends with” selector in-
put[name$=”isCompleteCheck”].  In the same way, I then obtain

the relevant hidden field for that checkbox, and use the jQuery val()
method to obtain the taskID of the selected checkbox. Finally, I use
jQuery’s ajax method to build the relevant call to the Web API
method.

Note that I use the PUT HTTP method and create the URI discussed
earlier in the article: api/Tasks/UpdateStatus/{id}. If the call is
successful, the user is notified using a JavaScript alert dialog.

Taking It Further
I have only scratched the surface of what can be done with the Web
API, but this example demonstrates that it is possible to add rich client-
side functionality using the ASP.NET Web API with existing Web Forms
applications. In the GridView control, I am still using server-side data
binding to do the initial rendering of the list. But rather than do a full
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post-back to the server just to update the IsComplete status, I added
some simple JavaScript and a very simple AJAX call (combined with a
Web API action method) to add client-side functionality. This provides
a much more modern and responsive application.

This approach is an effective strategy for enhancing existing
ASP.NET applications. I don’t need to start from scratch and do a total
rewrite in order to add some of these newer technologies.  As emerg-
ing features are required, they can be added using jQuery and the
ASP.NET Web API. Also, over time, legacy code could be adjusted to
take advantage of this new approach. There are JavaScript libraries
(such asKnockoutJS, Backbone, and Breeze) that can simplify the
code as more and more of the logic is pushed to the client.

At DotNetNuke, we used this approach: We have a fundamental de-
pendency on ASP.NET Web Forms and it is not feasible to rewrite every-
thing to use ASP.NET MVC or the ASP.NET Web API. However, we were
able to add a new Services Framework that is built on the Web API to
provide this more modern functionality to third-party extension writ-
ers, as well as our own first-party extensions.

— Charles Nurse has been a Senior Architect for DotNetNuke Corporation, the creators
of the DotNetNuke Open Source Web Application Platform, since 2006.  He is a Microsoft
ASP.NET MVP and an ASPInsider. 
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TypeScript: 
The Lay of the Land

By creating a language that adds types to JavaScript, Microsoft made it easier to write complex Web
apps, do compile-time syntax checking, and get better coding support in Visual Studio.

ypeScript is an open source superset of JavaScript under
development by Microsoft. TypeScript adds support for op-
tional static types, interfaces, classes, and modules to the
JavaScript syntax, and translates this input into plain

JavaScript. Thus, the resulting code runs in any browser or host. In this
article, I introduce some of the most important TypeScript features and
show how related tools use them to simplify program construction and
maintenance, especially for complex applications. (An upcoming article
will explore more subtle benefits of the language.)

JavaScript + Types
Most modern IDEs, including Visual Studio, have dramatically improved
support for JavaScript. For example, Visual Studio 2012 provides good
code-completion and navigation features for editing JavaScript code.
When you work with an ASP.NET MVC 4 project, by default, the
Scripts/_references.js file includes references to the files to which Visual

Studio will provide JavaScript IntelliSense support. This way, when you
edit a JavaScript file, Visual Studio provides autocomplete for the most
common libraries, just like jQuery.

However, when it is time to refactor, if you right-click on any variable,
the context menu won’t display the well-known Refactor | Rename…
options (however, there are many third-party add-ins for Visual Studio
2012 that simplify this operation with JavaScript code). In addition, the
autocompletion provides a “description of  member variable” as the
description for an element, which is not terribly helpful.

The lack of type information can produce runtime errors when you use
unexpected types. Appropriate testing will detect the errors, but adding
some type information would allow you to detect many errors when
writing the code, and the editor would be able to provide you with ac-
curate information about the error. That’s the idea behind TypeScript.

If you have worked on an ASP.NET MVC application with a C# back
end, you know that when you leave a C# file and start working on the

By Gaston Hillar
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JavaScript pieces, Visual Studio loses a lot of features. For example, you
don’t have the dropdowns at the top of the editor that allow you to
select a desired class and method to make it easier to navigate through
the code. One of TypeScript’s goals is to make the scripting experience
in TypeScript similar in richness to the C# and C++ coding experience,
without requiring a completely new scripting language.

As the number of JavaScript files and lines in an application grows, it
becomes even more difficult to keep an easy-to-maintain structure.
Thus, TypeScript adds support for classes with inheritance, modules,
and interfaces to help in solving this problem. The syntax to define
classes and modules is aligned with the ECMAScript 6 proposals.

Understanding TypeScript with the Playground
The easiest way to understand how TypeScript works is to dabble with
the browser-based Playground, which uses the TypeScript language
service in the code editor. The same TypeScript language service is
available for Visual Studio 2012 with a plug-in. You can visit the Type-
Script Playground (http://www.typescriptlang.org/Playground/) and
start exploring TypeScript code without having to install any additional
software. The Playground shows a split-screen editor with the Type-
Script code on the left side and the generated JavaScript code on the
right (Figure 1).

TypeScript Playground
The following simple TypeScript code adds type information for the
radiusparameter (number type) of the calculateCircleArea func-
tion. The type inference mechanism will determine that the function
returns a number, and therefore, it isn’t necessary to specify the return
type:

//// TypeScript code
function calculateCircleArea(radius: number) {

return Math.PI * Math.pow(radius, 2);
}

alert(calculateCircleArea(10).toString());

As shown in Figure 1, the generated code is almost the identical: The
JavaScript code just removes the type information added for the ra-
dius parameter, as shown in the following JavaScript lines:

//// JavaScript code generated by the TypeScript compiler
function calculateCircleArea(radius) {

return Math.PI * Math.pow(radius, 2);
}
alert(calculateCircleArea(10).toString());

As you might guess, when TypeScript is translated to JavaScript, the
type information is completely removed. The static types disappear at
runtime, so there is zero cost for adding the types in TypeScript. How-
ever, because you provided type information for the radius parame-
ter, the TypeScript editor is able to highlight errors if you supply the
wrong parameter types for the calculateCircleArea function. For
example, you can change the line that calls the calculateCir-
cleArea function with the following line in the TypeScript editor:

alert(calculateCircleArea(“10”));

[TYPESCRIPT]Previous Next
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The TypeScript editor knows that the radiusparameters must be of
a number type, but you supplied a string value. Therefore, the func-
tion name appears underlined in red. When you hover the mouse over
the function name, the editor displays a tooltip with more details
about the problem (see Figure 2): “Supplied parameters do not match
any signature of call target (radius: number) => number.”

In this case, the code will execute without problems if you remove
the type information. However, most of the time, you don’t want to
lose control of the conversions that happen under the hood, and you
really want to receive a numeric value for your calculateCir-
cleArea function. TypeScript provides static analysis based on both
the type annotations you add and the structure of the code.

The same will happen if you change the line that calls the calcu-
lateCircleArea function with the following line in the TypeScript
editor. In this case, the number of supplied parameters is wrong:

alert(calculateCircleArea(10, 20));

The TypeScript editor also provides autocompletion features. For ex-
ample, if you enter alert(calculate and then press Ctrl + Space, the
editor displays a dropdown menu with the calculateCircleArea
function, its required parameter, and the returned type (see Figure 3).

The editor will also highlight an error if you change the line that calls
the calculateCircleArea function with the following line in the
TypeScript editor (see Figure 4).  In this case, the name calculate-
CircleAreaWithRadius doesn’t exist in the current scope, and the
code won’t produce the expected results at runtime:

alert(calculateCircleAreaWithRadius(10);
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Figure 2: The TypeScript editor providing details about the error detected at design time. Figure 4: The TypeScript editor provides details about the error.

Figure 3: The TypeScript editor provides an autocomplete dropdown menu.
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If you click on the radius parameter and then move the mouse
pointer, you will see a blue triangle appearing below radius and usage
information about this symbol highlighted in the editor. If you click
on the blue triangle, the editor displays a context menu with several
options (Figure5). Select “Rename symbol (F2)” and enter rad to
change the name for radius. This way, you can easily rename a sym-
bol or go to its definition. The same rename and definition navigation
features are available when you install the TypeScript for Visual Studio
2012 plugin.

Keywords for Type Annotations
TypeScript supports the following keywords for type annotations to
establish the intended contract of functions, variables, and properties:

• any: References the Any type. It represents any JavaScript value
and it is a supertype of all types.

• bool: References the Boolean primitive type.
• number: References the Number primitive type that represents a

double-precision 64-bit format IEEE 754 floating-point value.
• null: This literal references the only possible value of the Null

type. The Null type is a subtype of all types (except Void and
Undefined). It isn’t possible to explicitly reference the Null type
and you can only use the null literal.

• string: References the String primitive type that represents
sequences of characters stored as Unicode UTF-16 code units.

• undefined: This is the value given to uninitialized variables. The
Undefined type is a subtype of all types. It isn’t possible to ex-
plicitly reference the Undefined type.

• void: This keyword references the Void type. It is the return type
for functions that return no value and the only possible value of
the Void type is undefined.
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Figure 5: The TypeScript editor displaying a context menu that allows you to rename a
symbol.
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When you initialize variables or call functions to assign values to vari-
ables, you won’t need to add explicit types because the type inference
mechanism will generate the type information for both the TypeScript
language service in the code editor and the compiler. Thus, you can
detect errors related to types without having to use explicitly typed
variables everywhere. For example, consider the following explicitly
typed variable declaration:

var url: string = “www.drdobbs.com”;

It isn’t necessary to use the explicitly string typed variable declaration
in order to enable type checking for TypeScript. TypeScript will know
that the url variable is a stringwith just the following line:

var url = “www.drdobbs.com”;

TypeScript allows you to easily specify optional parameters with
default values. The following simple TypeScript code adds an op-
tional fractionDigits parameter to the calculateCircleArea
function by adding a question mark (?) to the parameter name. No-
tice that the default value for fractionDigits is 2. Thus, there is
no need to explicitly specify the number type because TypeScript
will infer it (Figure 6):
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Figure 6: The TypeScript editor displaying a tooltip with the parameters and types for the
calculateCircleArea function.
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//// TypeScript code
function calculateCircleArea(radius: number, fractionDigits?
= 2) {

return (Math.PI * Math.pow(radius, 2)).toFixed
(fractionDigits);

}

The following lines show the JavaScript code that the TypeScript
compiler generates:

//// JavaScript code generated by the TypeScript compiler
function calculateCircleArea(radius, fractionDigits) {

if (typeof fractionDigits === “undefined”) { 
fractionDigits = 2; }

return (Math.PI * Math.pow(radius, 2)).toFixed
(fractionDigits);

}
alert(calculateCircleArea(10).toString());

In this case, the TypeScript compiler added the necessary JavaScript
lines to check whether the type of fractionDigits is undefined. If the
type is undefined, the code sets the default value of 2 to fractionDig-
its. This way, the call to the calculateCircleArea function with just
the radiusparameter specified works without problems and is a valid
call. The syntax in TypeScript to define an optional parameter is easier
to read than the JavaScript lines. In addition, TypeScript supports the
object types, which will be further explored in a future article.

Interfaces
TypeScript supports interfaces as compile-time constructs that don’t
have a runtime representation; that is, they don’t generate JavaScript
code. You can use interfaces to declare a new named object-type and
validate that required objects are passed as parameters and returned
from functions.

Suppose you’re developing a game that has aliens as the main char-
acters. The following simple TypeScript code defines an Alien inter-
face with the desired types for name, angle, bonus, and rotation-
Speed. The introduceAlien function receives an Alien and uses
both its name and bonus to display a message:

//// TypeScript code
interface Alien {

name: string;
angle: number;
bonus: number;
rotationSpeed: number;

}

function introduceAlien(alien: Alien) {
return “I am “ + alien.name + “ and my bonus is “ +

alien.bonus.toString() + “.”;
}

alert(introduceAlien({ name: “DrDobbsAlien”, angle: 0, 
bonus: 5000, rotationSpeed: 5 }));

The following lines show the JavaScript code that the TypeScript
compiler generates from this simple code. Notice that the interface
doesn’t generate JavaScript, so you just have the lines that define the
introduceAlien function and the code that calls it:

//// JavaScript code generated by the TypeScript compiler
function introduceAlien(alien) {

return “I am “ + alien.name + “ and my bonus is “ +
alien.bonus.toString() + “.”;

}
alert(introduceAlien({

name: “DrDobbsAlien”,
angle: 0,
bonus: 5000,
rotationSpeed: 5

}));
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Now, if you were to enter alert(introduceAlien({ and then
press Ctrl + Space, the TypeScript editor would display a context menu
with the four fields of the Alien interface (see Figure 7) because the
editor knows that introduceAlien requires an Alien as defined in
the interface. Thus, the interface enables you to reduce the number of
runtime errors when functions require or return objects with certain
fields.

TypeScript supports classes and inheritance, which allows you to cre-
ate derived classes that specialize base classes. When you define
classes, the TypeScript compiler generates JavaScript code for them,

but the member’s accessibility disappears in JavaScript, as you will see
in this example. TypeScript enforces private accessibility at compile-
time, but there is no code that defines members as private at runtime.
The following TypeScript code defines a BadAlien class that imple-
ments the previously introduced Alien interface. The code uses the
previously shown introduceAlien function, which requires an Alien
and, in this case, receives a BadAlien instance:

//// TypeScript code
class BadAlien implements Alien {

damagePower: number;

constructor(public name: string, public angle: number,
public bonus: number, public rotationSpeed: number) {
this.damagePower = 0.1 * bonus;

}
}

interface Alien {
name: string;
angle: number;
bonus: number;
rotationSpeed: number;

}

function introduceAlien(alien: Alien) {
return “I am “ + alien.name + “ and my bonus is “ +

alien.bonus.toString() + “.”;
}

var firstBadAlien = new BadAlien(“DrDobbsBadAlien”, 0, 5000, 5);

alert(introduceAlien(firstBadAlien));
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Figure 7: The TypeScript editor displaying a context menu with the four fields of the Alien
interface.
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The following lines show the JavaScript code that the TypeScript
compiler generates. Notice how the BadAlien class and its constructor
are translated to functions:

//// JavaScript code generated by the TypeScript compiler
var BadAlien = (function () {

function BadAlien(name, angle, bonus, rotationSpeed) {
this.name = name;
this.angle = angle;
this.bonus = bonus;
this.rotationSpeed = rotationSpeed;
this.damagePower = 0.1 * bonus;

}
return BadAlien;

})();
function introduceAlien(alien) {

return “I am “ + alien.name + “ and my bonus is “ + 
alien.bonus.toString() + “.”;

}
var firstBadAlien = new BadAlien(“DrDobbsBadAlien”, 0, 5000,

5);
alert(introduceAlien(firstBadAlien));

Conclusion
In this article, I’ve explained the main benefits and features of Type-
Script, and provided a brief overview of types, interfaces, and classes,
focusing on the TypeScript Playground and the IntelliSense features
that also work with Visual Studio 2012. In the next article in this series,
I’ll explain how you can work with TypeScript in Visual Studio 2012
with the latest versions of the plug-in and the compiler. In addition, I’ll
dive deeper into the support for classes, inheritance, properties, mem-
ber accessibility, type assertions, arrow function expressions, modules,
and automatically generated declarations that allow you to use all of
TypeScript’s handy features when consuming the most common
JavaScript libraries.

— Gaston Hillar is an expert in Windows-based development and is a frequent con-
tributor to Dr. Dobb’s. 
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Building Scalable 
Web Architecture and 
Distributed Systems

Like most things in life, taking the time to plan ahead when building a Web
service can help in the long run.

By  Kate Matsudaira
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From the Vault

pen source software has become a fundamental building
block for some of the biggest websites. And as those websites
have grown, best practices and guiding principles around their
architectures have emerged. This article seeks to cover some

of the key issues to consider when designing large websites, as well as
some of the building blocks used to achieve these goals.

This article is largely focused on Web systems, although some of the
material is applicable to other distributed systems as well.

Principles of Web Distributed Systems Design
What exactly does it mean to build and operate a scalable website or
application? At a primitive level it’s just connecting users with remote
resources via the Internet — the part that makes it scalable is that the

resources, or access to those resources, are distributed across multiple
servers.

Like most things in life, taking the time to plan ahead when building
a Web service can help in the long run; understanding some of the con-
siderations and tradeoffs behind big websites can result in smarter de-
cisions at the creation of smaller websites. Below are some of the key
principles that influence the design of large-scale Web systems:

• Availability: The uptime of a website is absolutely critical to the
reputation and functionality of many companies. For some of the
larger online retail sites, being unavailable for even minutes can
result in thousands or millions of dollars in lost revenue, so de-
signing their systems to be constantly available and resilient to

O



failure is both a fundamental business and a technology require-
ment. High availability in distributed systems requires the careful
consideration of redundancy for key components, rapid recovery
in the event of partial system failures, and graceful degradation
when problems occur.

• Performance: Website performance has become an important con-
sideration for most sites. The speed of a website affects usage and
user satisfaction, as well as search engine rankings, a factor that di-
rectly correlates to revenue and retention. As a result, creating a
system that is optimized for fast responses and low latency is key.

• Reliability: A system needs to be reliable, such that a request for
data will consistently return the same data. In the event the data
changes or is updated, then that same request should return the
new data. Users need to know that if something is written to the
system, or stored, it will persist and can be relied on to be in place
for future retrieval.

• Scalability: When it comes to any large distributed system, size
is just one aspect of scale that needs to be considered. Just as
important is the effort required to increase capacity to handle
greater amounts of load, commonly referred to as the scalability
of the system. Scalability can refer to many different parameters
of the system: how much additional traffic can it handle, how
easy is it to add more storage capacity, or even how many more
transactions can be processed.

• Manageability: Designing a system that is easy to operate is another
important consideration. The manageability of the system equates
to the scalability of operations: maintenance and updates. Things
to consider for manageability are the ease of diagnosing and un-
derstanding problems when they occur, ease of making updates or

modifications, and how simple the system is to operate (for exam-
ple, does it routinely operate without failure or exceptions?).

• Cost: Cost is an important factor. This obviously can include hard-
ware and software costs, but it is also important to consider
other facets needed to deploy and maintain the system. The
amount of developer time the system takes to build, the amount
of operational effort required to run the system, and even the
amount of training required should all be considered. Cost is the
total cost of ownership.

Each of these principles provides the basis for decisions in designing
a distributed Web architecture. However, they also can be at odds with
one another, such that achieving one objective comes at the cost of
another. A basic example: choosing to address capacity by simply
adding more servers (scalability) can come at the price of managea-
bility (you have to operate an additional server) and cost (the price of
the servers).

When designing any sort of Web application it is important to con-
sider these key principles, even if it is to acknowledge that a design
may sacrifice one or more of them.

The Basics
When it comes to system architecture there are a few things to con-
sider: What are the right pieces, how these pieces fit together, and what
are the right tradeoffs. Investing in scaling before it is needed is gen-
erally not a smart business proposition; however, some forethought
into the design can save substantial time and resources in the future.

This discussion is focused on some of the core factors that are central
to almost all large Web applications: services, redundancy, partitions,

www.drdobbs.com
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and handling failure. Each of these factors involves choices and com-
promises, particularly in the context of the principles described previ-
ously. In order to explain these in detail it is best to start with an ex-
ample.

Example: Image Hosting Application
At some point you have probably posted an image online. For big sites
that host and deliver lots of images, there are challenges in building
an architecture that is cost-effective, highly available, and has low la-
tency (fast retrieval).

Imagine a system where users are able to upload their images to a
central server, and the images can be requested via a Web link or API,
just like Flickr or Picasa. For the sake of simplicity, let’s assume that this
application has two key parts: the ability to upload (write) an image to
the server, and the ability to query for an image. While we certainly
want the upload to be efficient, we care most about having very fast
delivery when someone requests an image (for example, images could
be requested for a Web page or other application). This is very similar
functionality to what a Web server or Content Delivery Network (CDN)
edge server (a server CDN uses to store content in many locations so
content is geographically/physically closer to users, resulting in faster
performance) might provide.

Other important aspects of the system are:

• There is no limit to the number of images that will be stored, so stor-
age scalability, in terms of image count, needs to be considered.

• There needs to be low latency for image downloads/requests.
• If a user uploads an image, the image should always be there

(data reliability for images).

• The system should be easy to maintain (manageability).
• Since image hosting doesn’t have high profit margins, the sys-

tem needs to be cost-effective.

Figure 1 is a simplified diagram of the functionality. In this image
hosting example, the system must be perceivably fast, its data stored
reliably, and all of these attributes highly scalable. Building a small ver-
sion of this application would be trivial and easily hosted on a single
server; however, that would not be interesting for this discussion. Let’s
assume that we want to build something that could grow as big as
Flickr.
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Figure 1: Simplified architecture diagram for image hosting application.
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Services
When considering scalable system design, it helps to decouple func-
tionality and think about each part of the system as its own service
with a clearly defined interface. In practice, systems designed in this
way are said to have a Service-Oriented Architecture (SOA). For these
types of systems, each service has its own distinct functional context,
and interaction with anything outside of that context takes place
through an abstract interface, typically the public-facing API of another
service.

Deconstructing a system into a set of complementary services decou-
ples the operation of those pieces from one another. This abstraction
helps establish clear relationships between the service, its underlying
environment, and the consumers of that service. Creating these clear
delineations can help isolate problems, but also allows each piece to
scale independently of one another. This sort of service-oriented design
for systems is very similar to object-oriented design for programming.

In our example, all requests to upload and retrieve images are
processed by the same server; however, as the system needs to scale, it
makes sense to break out these two functions into their own services.

Fast-forward and assume that the service is in heavy use; such a sce-
nario makes it easy to see how longer writes will impact the time it
takes to read the images (since they two functions will be competing
for shared resources). Depending on the architecture this effect can
be substantial. Even if the upload and download speeds are the same
(which is not true of most IP networks, since most are designed for at
least a 3:1 download-speed:upload-speed ratio), read files will typically
be read from cache, and writes will have to go to disk eventually (and
perhaps be written several times in eventually consistent situations).

Even if everything is in memory or read from disks (like SSDs), database
writes will almost always be slower than reads (Pole Position, an open
source tool for DB benchmarking, http://polepos.org/ and results
http://polepos.sourceforge.net/results/PolePositionClientServer.pdf ).

Another potential problem with this design is that a Web server like
Apache or lighttpd typically has an upper limit on the number of si-
multaneous connections it can maintain (defaults are around 500, but
can go much higher) and in high traffic, writes can quickly consume
all of those. Since reads can be asynchronous, or take advantage of
other performance optimizations like gzip compression or chunked
transfer encoding, the Web server can switch serve reads faster and
switch between clients quickly serving many more requests per sec-
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Figure 2: Splitting out reads and writes.
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ond than the max number of connections (with Apache and max con-
nections set to 500, it is not uncommon to serve several thousand read
requests per second). Writes, on the other hand, tend to maintain an
open connection for the duration for the upload, so uploading a 1MB
file could take more than 1 second on most home networks, so that
Web server could only handle 500 such simultaneous writes.

Planning for this sort of bottleneck makes a good case to split out
reads and writes of images into their own services, shown in Figure 2.
This allows us to scale each of them independently (since it is likely we
will always do more reading than writing), but also helps clarify what is
going on at each point. Finally, this separates future concerns, which
would make it easier to troubleshoot and scale a problem like slow reads.

The advantage of this approach is that we are able to solve problems
independently of one another — we don’t have to worry about writing
and retrieving new images in the same context. Both of these services
still leverage the global corpus of images, but they are free to optimize
their own performance with service-appropriate methods (for exam-
ple, queuing up requests, or caching popular images — more on this
below). And from a maintenance and cost perspective each service can
scale independently as needed, which is great because if they were
combined and intermingled, one could inadvertently impact the per-
formance of the other as in the scenario discussed above.

Of course, the above example can work well when you have two dif-
ferent endpoints (in fact this is very similar to several cloud storage
providers’ implementations and Content Delivery Networks). There are
lots of ways to address these types of bottlenecks though, and each
has different tradeoffs.

For example, Flickr solves this read/write issue by distributing
users across different shards such that each shard can only handle

a set number of users, and as users increase more shards are added
to the cluster  (see the presentat ion on Fl ick r ’s  scal ing,
http://is.gd/Jt394n). In the first example it is easier to scale hard-
ware based on actual usage (the number of reads and writes across
the whole system), whereas Flickr scales with their user base (but
forces the assumption of equal usage across users so there can be
extra capacity). In the former an outage or issue with one of the
services brings down functionality across the whole system (no-
one can write files, for example), whereas an outage with one of
Flickr’s shards will only affect those users. In the first example it is
easier to perform operations across the whole dataset — for exam-
ple, updating the write service to include new metadata or search-
ing across all image metadata — whereas with the Flickr architec-
ture each shard would need to be updated or searched (or a search
service would need to be created to collate that metadata — which
is in fact what they do).

When it comes to these systems there is no right answer, but it helps
to go back to the principles at the start of this article, determine the
system needs (heavy reads or writes or both, level of concurrency,
queries across the data set, ranges, sorts, etc.), benchmark different al-
ternatives, understand how the system will fail, and have a solid plan
for when failure happens.

Redundancy
In order to handle failure gracefully a Web architecture must have re-
dundancy of its services and data. For example, if there is only one copy
of a file stored on a single server, then losing that server means losing
that file. Losing data is seldom a good thing, and a common way of
handling it is to create multiple, or redundant, copies.
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This same principle also applies to services. If there is a core piece of
functionality for an application, ensuring that multiple copies or ver-
sions are running simultaneously can secure against the failure of a
single node.

Creating redundancy in a system can remove single points of failure
and provide a backup or spare functionality if needed in a crisis. For
example, if there are two instances of the same service running in pro-
duction, and one fails or degrades, the system can failover to the
healthy copy. Failover can happen automatically or require manual in-
tervention.

Another key part of service redundancy is creating a shared-nothing
architecture. With this architecture, each node is able to operate inde-
pendently of one another and there is no central “brain” managing
state or coordinating activities for the other nodes. This helps a lot with
scalability since new nodes can be added without special conditions
or knowledge. However, and most importantly, there is no single point
of failure in these systems, so they are much more resilient to failure.

For example, in our image server application, all images would have
redundant copies on another piece of hardware somewhere (ideally
in a different geographic location in the event of a catastrophe like an
earthquake or fire in the data center), and the services to access the
images would be redundant, all potentially servicing requests (see Fig-
ure 3). (Load balancers are a great way to make this possible, but there
is more on that to come.)

Partitions
There may be very large data sets that are unable to fit on a single
server. It may also be the case that an operation requires too many
computing resources, diminishing performance and making it neces-

sary to add capacity. In either case you have two choices: scale verti-
cally or horizontally.

Scaling vertically means adding more resources to an individual
server. So for a very large data set, this might mean adding more (or
bigger) hard drives so a single server can contain the entire data set.
In the case of the compute operation, this could mean moving the
computation to a bigger server with a faster CPU or more memory. In
each case, vertical scaling is accomplished by making the individual
resource capable of handling more on its own.

To scale horizontally, on the other hand, is to add more nodes. In the
case of the large data set, this might be a second server to store parts
of the data set, and for the computing resource it would mean splitting
the operation or load across some additional nodes. To take full advan-
tage of horizontal scaling, it should be included as an intrinsic design
principle of the system architecture, otherwise it can be quite cumber-
some to modify and separate out the context to make this possible.
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When it comes to horizontal scaling, one of the more common tech-
niques is to break up your services into partitions, or shards. The partitions
can be distributed such that each logical set of functionality is separate;
this could be done by geographic boundaries, or by another criteria like
non-paying versus paying users. The advantage of these schemes is that
they provide a service or data store with added capacity.

In our image server example, it is possible that the single file server
used to store images could be replaced by multiple file servers, each
containing its own unique set of images. (See Figure 4.) Such an archi-
tecture would allow the system to fill each file server with images,
adding additional servers as the disks become full. The design would
require a naming scheme that tied an image’s filename to the server
containing it. An image’s name could be formed from a consistent
hashing scheme mapped across the servers. Or alternatively, each im-
age could be assigned an incremental ID, so that when a client makes
a request for an image, the image retrieval service only needs to main-
tain the range of IDs that are mapped to each of the servers (like an
index).

Of course there are challenges distributing data or functionality
across multiple servers. One of the key issues is data locality; in distrib-
uted systems the closer the data to the operation or point of compu-
tation, the better the performance of the system. Therefore it is poten-
tially problematic to have data spread across multiple servers, as any
time it is needed it may not be local, forcing the servers to perform a
costly fetch of the required information across the network.

Another potential issue comes in the form of inconsistency. When
there are different services reading and writing from a shared resource,
potentially another service or data store, there is the chance for race
conditions — where some data is supposed to be updated, but the read

happens prior to the update — and in those cases the data is inconsis-
tent. For example, in the image hosting scenario, a race condition could
occur if one client sent a request to update the dog image with a new
title, changing it from “Dog” to “Gizmo,” but at the same time another
client was reading the image. In that circumstance it is unclear which
title, “Dog” or “Gizmo,” would be the one received by the second client.

There are certainly some obstacles associated with partitioning data,
but partitioning allows each problem to be split — by data, load, usage
patterns, etc. — into manageable chunks. This can help with scalability
and manageability, but is not without risk. There are lots of ways to mit-
igate risk and handle failures; however, in the interest of brevity they
are not covered in this article. If you are interested in reading more, you
can check out my blog post on fault tolerance and monitoring at
http://is.gd/u1BMPE.
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The Building Blocks of Fast and Scalable Data Access
Having covered some of the core considerations in designing distributed
systems, let’s now talk about the hard part: scaling access to the data.

Most simple Web applications, for example, LAMP stack applications,
look something like Figure 5. As they grow, there are two main chal-
lenges: scaling access to the app server and to the database. In a highly
scalable application design, the app (or Web) server is typically mini-
mized and often embodies a shared-nothing architecture. This makes
the app server layer of the system horizontally scalable. As a result of
this design, the heavy lifting is pushed down the stack to the database
server and supporting services; it’s at this layer where the real scaling
and performance challenges come into play.

The rest of this article is devoted to some of the more common
strategies and methods for making these types of services fast and
scalable by providing fast access to data.

Most systems can be oversimplified to Figure 6. This is a great place
to start. If you have a lot of data, you want fast and easy access, like
keeping a stash of candy in the top drawer of your desk. Though overly
simplified, the previous statement hints at two hard problems: scala-
bility of storage and fast access of data.

For the sake of this discussion, let’s assume you have many terabytes
(TB) of data and you want to allow users to access small portions of
that data at random. (See Figure 7.) This is similar to locating an image
file somewhere on the file server in the image application example.

This is particularly challenging because it can be very costly to load
TBs of data into memory; this directly translates to disk IO. Reading
from disk is many times slower than from memory — memory access
is as fast as Chuck Norris, whereas disk access is slower than the line at
the DMV. This speed difference really adds up for large data sets; in real
numbers memory access is as little as 6 times faster for sequential
reads, or 100,000 times faster for random reads, than reading from disk
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Figure 5: Simple web applications.

Figure 6: Oversimplified web application.

Figure 7: Accessing specific data.
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(see “The Pathologies of Big Data,” http://is.gd/MI5zux). Moreover, even
with unique IDs, solving the problem of knowing where to find that
little bit of data can be an arduous task. It’s like trying to get that last
Jolly Rancher from your candy stash without looking.

Thankfully there are many options that you can employ to make this
easier; four of the more important ones are caches, proxies, indexes
and load balancers. The rest of this article discusses how each of these
concepts can be used to make data access a lot faster.

Caches
Caches take advantage of the locality of reference principle: recently
requested data is likely to be requested again. They are used in almost
every layer of computing: hardware, operating systems, Web browsers,
Web applications and more. A cache is like short-term memory: it has
a limited amount of space, but is typically faster than the original data
source and contains the most recently accessed items. Caches can exist
at all levels in architecture, but are often found at the level nearest to
the front end, where they are implemented to return data quickly with-
out taxing downstream levels.

How can a cache be used to make your data access faster in our API
example? In this case, there are a couple of places you can insert a
cache. One option is to insert a cache on your request layer node, as in
Figure 8.

Placing a cache directly on a request layer node enables the local
storage of response data. Each time a request is made to the service,
the node will quickly return local, cached data if it exists. If it is not in
the cache, the request node will query the data from disk. The cache
on one request layer node could also be located both in memory
(which is very fast) and on the node’s local disk (faster than going to

network storage).
What happens when you expand this to many nodes? As you can see

in Figure 9, if the request layer is expanded to multiple nodes, it’s still quite
possible to have each node host its own cache. However, if your load bal-
ancer randomly distributes requests across the nodes, the same request
will go to different nodes, thus increasing cache misses. Two choices for
overcoming this hurdle are global caches and distributed caches.

Global Cache
A global cache is just as it sounds: all the nodes use the same single
cache space. This involves adding a server, or file store of some sort,
faster than your original store and accessible by all the request layer
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Figure 8: Inserting a cache on your request layer node.
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nodes. Each of the request nodes queries the cache in the same way it
would a local one. This kind of caching scheme can get a bit compli-
cated because it is very easy to overwhelm a single cache as the num-
ber of clients and requests increase, but is very effective in some ar-
chitectures (particularly ones with specialized hardware that make this
global cache very fast, or that have a fixed dataset that needs to be
cached).

There are two common forms of global caches depicted in the dia-
grams. In Figure 10, when a cached response is not found in the cache,
the cache itself becomes responsible for retrieving the missing piece
of data from the underlying store. In Figure 11 it is the responsibility
of request nodes to retrieve any data that is not found in the cache.

The majority of applications leveraging global caches tend to use the
first type, where the cache itself manages eviction and fetching data

[SCALABLE WEB]Previous Next

IN THIS ISSUE

Editorial >>
ASP.NET  >>
TypeScript  >>
Scalable Web >>
Links >>
Table of Contents  >>

May 2013  29

Figure 9: Multiple caches..

Figure 10: Global cache where cache is responsible for retrieval.

Figure 11: Global cache where request nodes are responsible for retrieval.
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to prevent a flood of requests for the same data from the clients. How-
ever, there are some cases where the second implementation makes
more sense. For example, if the cache is being used for very large files,
a low cache hit percentage would cause the cache buffer to become
overwhelmed with cache misses; in this situation it helps to have a
large percentage of the total data set (or hot data set) in the cache. An-
other example is an architecture where the files stored in the cache
are static and shouldn’t be evicted. (This could be because of applica-
tion requirements around that data latency — certain pieces of data
might need to be very fast for large data sets — where the application
logic understands the eviction strategy or hot spots better than the
cache.)

Distributed Cache
In a distributed cache (Figure 12), each of its nodes own part of the
cached data, so if a refrigerator acts as a cache to the grocery store, a
distributed cache is like putting your food in several locations — your
fridge, cupboards, and lunch box — convenient locations for retrieving
snacks from, without a trip to the store. Typically the cache is divided
up using a consistent hashing function, such that if a request node is
looking for a certain piece of data it can quickly know where to look
within the distributed cache to determine if that data is available. In this
case, each node has a small piece of the cache, and will then send a re-
quest to another node for the data before going to the origin. Therefore,
one of the advantages of a distributed cache is the increased cache
space that can be had just by adding nodes to the request pool.

A disadvantage of distributed caching is remedying a missing node.
Some distributed caches get around this by storing multiple copies of
the data on different nodes; however, you can imagine how this logic

can get complicated quickly, especially when you add or remove nodes
from the request layer. Although even if a node disappears and part
of the cache is lost, the requests will just pull from the origin — so it
isn’t necessarily catastrophic!

The great thing about caches is that they usually make things much
faster (implemented correctly, of course!) The methodology you
choose just allows you to make it faster for even more requests. How-
ever, all this caching comes at the cost of having to maintain additional
storage space, typically in the form of expensive memory; nothing is
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Figure 12: Distributed cache.
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free. Caches are wonderful for making things generally faster, and
moreover provide system functionality under high load conditions
when otherwise there would be complete service degradation.

One example of a popular open source cache is Memcached
(http://memcached.org/) (which can work both as a local cache and
distributed cache); however, there are many other options (including
many language- or framework-specific options).

Memcached is used in many large websites, and even though it can
be very powerful, it is simply an in-memory key value store, optimized
for arbitrary data storage and fast lookups (O(1)).

Facebook uses several different types of caching to obtain their site
performance (see “Facebook caching and performance” at
http://sizzo.org/wp/talks). They use $GLOBALS and APC caching at the
language level (provided in PHP at the cost of a function call) which
helps make intermediate function calls and results much faster. (Most
languages have these types of libraries to improve Web page perform-
ance and they should almost always be used.) Facebook then use a
global cache that is distributed across many servers (see “Scaling
memcached at Facebook” at http://is.gd/73yFDm), such that one func-
tion call accessing the cache could make many requests in parallel for
data stored on different Memcached servers. This allows them to get
much higher performance and throughput for their user profile data,
and have one central place to update data (which is important, since
cache invalidation and maintaining consistency can be challenging
when you are running thousands of servers).

Now let’s talk about what to do when the data isn’t in the cache…

Proxies
At a basic level, a proxy server is an intermediate piece of hardware/
software that receives requests from clients and relays them to the

backend origin servers. Typically, proxies are used to filter requests, log
requests, or sometimes transform requests (by adding/removing head-
ers, encrypting/decrypting, or compression).

Proxies are also immensely helpful when coordinating requests from
multiple servers, providing opportunities to optimize request traffic
from a system-wide perspective. One way to use a proxy to speed up
data access is to collapse the same (or similar) requests together into
one request, and then return the single result to the requesting clients.
This is known as collapsed forwarding.

Imagine there is a request for the same data (let’s call it littleB)
across several nodes, and that piece of data is not in the cache. If that
request is routed thought the proxy, then all of those requests can be
collapsed into one, which means we only have to read littleB off
disk once. (See Figure 14.) There is some cost associated with this de-
sign, since each request can have slightly higher latency, and some re-
quests may be slightly delayed to be grouped with similar ones. But it
will improve performance in high load situations, particularly when
that same data is requested over and over. This is similar to a cache,
but instead of storing the data/document like a cache, it is optimizing
the requests or calls for those documents and acting as a proxy for
those clients.
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Figure 13: Proxy server.
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In a LAN proxy, for example, the clients do not need their own IPs to
connect to the Internet, and the LAN will collapse calls from the clients
for the same content. It is easy to get confused here though, since
many proxies are also caches (as it is a very logical place to put a
cache), but not all caches act as proxies.

Another great way to use the proxy is to not just collapse requests
for the same data, but also to collapse requests for data that is spatially
close together in the origin store (consecutively on disk). Employing
such a strategy maximizes data locality for the requests, which can re-
sult in decreased request latency. 

For example, let’s say a bunch of nodes request parts of B: partB1,
partB2, etc. We can set up our proxy to recognize the spatial locality
of the individual requests, collapsing them into a single request and
returning only bigB, greatly minimizing the reads from the data origin.
(See Figure 15.) This can make a really big difference in request time
when you are randomly accessing across TBs of data! Proxies are es-
pecially helpful under high load situations, or when you have limited
caching, since they can essentially batch several requests into one.

It is worth noting that you can use proxies and caches together, but
generally it is best to put the cache in front of the proxy, for the same
reason that it is best to let the faster runners start first in a crowded
marathon race. This is because the cache is serving data from memory,
it is very fast, and it doesn’t mind multiple requests for the same result.
But if the cache was located on the other side of the proxy server, then
there would be additional latency with every request before the cache,
and this could hinder performance.

If you are looking at adding a proxy to your systems, there are many
options to consider; Squid (http://www.squid-cache.org/) and Varnish
(https://www.varnish-cache.org/) have both been road tested and are
widely used in many production websites. 

These proxy solutions offer many optimizations to make the
most of client-server communication. Installing one of these as a
reverse proxy (explained in the load balancer section) at the Web
server layer can improve Web server performance considerably, re-
ducing the amount of work required to handle incoming client re-
quests.
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Figure 15: Using a proxy to collapse requests for data that is spatially close together.Figure 14: Using a proxy server to collapse requests.



Indexes
Using an index to access your data quickly is a well-known strategy for
optimizing data access performance; probably the most well known
when it comes to databases. An index makes the trade-offs of in-
creased storage overhead and slower writes (since you must both
write the data and update the index) for the benefit of faster reads.

Just as to a traditional relational data store, you can also apply this
concept to larger data sets. The trick with indexes is you must carefully
consider how users will access your data. In the case of data sets that
are many TBs in size, but with very small payloads (e.g., 1 KB), indexes
are a necessity for optimizing data access. Finding a small payload in
such a large data set can be a real challenge since you can’t possibly it-
erate over that much data in any reasonable time. Furthermore, it is very
likely that such a large data set is spread over several (or many!) physical
devices — this means you need some way to find the correct physical
location of the desired data. Indexes are the best way to do this.

An index can be used like a table of contents that directs you to the
location where your data lives. For example, let’s say you are looking for
a piece of data, part 2of B— how will you know where to find it? If you
have an index that is sorted by data type — say data A, B, C — it
would tell you the location of data B at the origin. Then you just have
to seek to that location and read the part of B you want. (See Figure 16.)

These indexes are often stored in memory, or somewhere very local
to the incoming client request. Berkeley DBs (BDBs) and tree-like data
structures are commonly used to store data in ordered lists, ideal for
access with an index,

Often there are many layers of indexes that serve as a map, moving
you from one location to the next, and so forth, until you get the spe-
cific piece of data you want. (See Figure 17.)

www.drdobbs.com
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Figure 16: Indexes.

Figure 17: Many layers of indexes.
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Indexes can also be used to create several different views of the same
data. For large data sets, this is a great way to define different filters and
sorts without resorting to creating many additional copies of the data.

For example, imagine that the image hosting system from earlier is
actually hosting images of book pages, and the service allows client
queries across the text in those images, searching all the book content
about a topic, in the same way search engines allow you to search
HTML content. In this case, all those book images take many, many
servers to store the files, and finding one page to render to the user
can be a bit involved. First, inverse indexes to query for arbitrary words
and word tuples need to be easily accessible; then there is the chal-
lenge of navigating to the exact page and location within that book,
and retrieving the right image for the results. So in this case the in-
verted index would map to a location (such as book B), and then Bmay
contain an index with all the words, locations and number of occur-
rences in each part.

An inverted index, which could represent Index1 in the Figure 17,
might look something like the following — each word or tuple of
words provide an index of what books contain them.

Word(s) Book(s)

being awesome Book B, Book C, Book D

always Book C, Book F

believe Book B

The intermediate index would look similar but would contain just
the words, location, and information for book B. This nested index ar-
chitecture allows each of these indexes to take up less space than if
all of that info had to be stored into one big inverted index.

And this is key in large-scale systems because even compressed,
these indexes can get quite big and expensive to store. In this system
if we assume we have a lot of the books in the world — 100,000,000
(see Inside Google Books blog post at http://is.gd/eG0ZcE) — and that
each book is only 10 pages long (to make the math easier), with 250
words per page, that means there are 250 billion words. If we assume
an average of 5 characters per word, and each character takes 8 bits
(or 1 byte, even though some characters are 2 bytes), so 5 bytes per
word, then an index containing only each word once is over a terabyte
of storage. So you can see creating indexes that have a lot of other in-
formation like tuples of words, locations for the data, and counts of oc-
currences, can add up very quickly.

Creating these intermediate indexes and representing the data in
smaller sections makes big data problems tractable. Data can be
spread across many servers and still accessed quickly. Indexes are a
cornerstone of information retrieval, and the basis for today’s modern
search engines. Of course, this discussion only scratched the surface,
and there is a lot of research being done on how to make indexes
smaller, faster, contain more information (like relevancy), and update
seamlessly. (There are some manageability challenges with race con-
ditions, and with the sheer number of updates required to add new
data or change existing data, particularly in the event where relevancy
or scoring is involved).

Being able to find your data quickly and easily is important; indexes
are an effective and simple tool to achieve this.

Load Balancers
Finally, another critical piece of any distributed system is a load bal-
ancer. Load balancers are a principal part of any architecture, as their
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role is to distribute load across a set of nodes responsible for servicing
requests. This allows multiple nodes to transparently service the same
function in a system. (See Figure 18.) Their main purpose is to handle
a lot of simultaneous connections and route those connections to one
of the request nodes, allowing the system to scale to service more re-
quests by just adding nodes.

There are many different algorithms that can be used to service re-
quests, including picking a random node, round robin, or even select-
ing the node based on certain criteria, such as memory or CPU utiliza-
tion. Load balancers can be implemented as software or hardware
appliances. One open source software load balancer that has received
wide adoption is HAProxy; see http://haproxy.1wt.eu/).

In a distributed system, load balancers are often found at the very
front of the system, such that all incoming requests are routed accord-
ingly. In a complex distributed system, it is not uncommon for a request
to be routed to multiple load balancers as shown in Figure 19.

Like proxies, some load balancers can also route a request differently
depending on the type of request it is. (Technically these are also
known as reverse proxies.)

One of the challenges with load balancers is managing user-session-
specific data. In an e-commerce site, when you only have one client it is
very easy to allow users to put things in their shopping cart and persist
those contents between visits (which is important, because it is much
more likely you will sell the product if it is still in the user’s cart when
they return). However, if a user is routed to one node for a session, and
then a different node on their next visit, there can be inconsistencies
since the new node may be missing that user’s cart contents. (Wouldn’t
you be upset if you put a 6 pack of Mountain Dew in your cart and then
came back and it was empty?) One way around this can be to make ses-
sions sticky so that the user is always routed to the same node, but then
it is very hard to take advantage of some reliability features like auto-
matic failover. In this case, the user’s shopping cart would always have
the contents, but if their sticky node became unavailable there would
need to be a special case and the assumption of the contents being
there would no longer be valid (although hopefully this assumption
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Figure 18: Load balancer.

Figure 19: Multiple load balancers.
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wouldn’t be built into the application). Of course, this problem can be
solved using other strategies and tools in this article, like services, and
many not covered (like browser caches, cookies, and URL rewriting).

If a system only has a couple of a nodes, systems like round robin
DNS may make more sense since load balancers can be expensive and

add an unneeded layer of complexity. Of course in larger systems there
are all sorts of different scheduling and load-balancing algorithms, in-
cluding simple ones like random choice or round robin, and more so-
phisticated mechanisms that take things like utilization and capacity
into consideration. All of these algorithms allow traffic and requests to
be distributed, and can provide helpful reliability tools like automatic
failover, or automatic removal of a bad node (such as when it becomes
unresponsive). However, these advanced features can make problem
diagnosis cumbersome. For example, when it comes to high load situ-
ations, load balancers will remove nodes that may be slow or timing
out (because of too many requests), but that only exacerbates the sit-
uation for the other nodes. In these cases extensive monitoring is im-
portant, because overall system traffic and throughput may look like

it is decreasing (since the nodes are serving less requests) but the in-
dividual nodes are becoming maxed out.

Load balancers are an easy way to allow you to expand system ca-
pacity, and like the other techniques in this article, play an essential
role in distributed system architecture. Load balancers also provide the
critical function of being able to test the health of a node, such that if
a node is unresponsive or over-loaded, it can be removed from the
pool handling requests, taking advantage of the redundancy of differ-
ent nodes in your system.

Queues
So far we have covered a lot of ways to read data quickly, but another
important part of scaling the data layer is effective management of
writes. When systems are simple, with minimal processing loads and
small databases, writes can be predictably fast; however, in more com-
plex systems writes can take an almost non-deterministically long
time. For example, data may have to be written several places on dif-
ferent servers or indexes, or the system could just be under high load.
In the cases where writes, or any task for that matter, may take a long
time, achieving performance and availability requires building asyn-
chrony into the system; a common way to do that is with queues.

Imagine a system where each client is requesting a task to be re-
motely serviced. Each of these clients sends their request to the server,
where the server completes the tasks as quickly as possible and returns
the results to their respective clients. In small systems where one server
(or logical service) can service incoming clients just as fast as they
come, this sort of situation should work just fine. However, when the
server receives more requests than it can handle, then each client is
forced to wait for the other clients’ requests to complete before a re-
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sponse can be generated. This is an example of a synchronous request,
depicted in Figure 20.

This kind of synchronous behavior can severely degrade client per-
formance; the client is forced to wait, effectively performing zero work,
until its request can be answered. Adding additional servers to address
system load does not solve the problem either; even with effective
load balancing in place it is extremely difficult to ensure the even and
fair distribution of work required to maximize client performance. Fur-
ther, if the server handling requests is unavailable, or fails, then the

clients upstream will also fail. Solving this problem effectively requires
abstraction between the client’s request and the actual work per-
formed to service it.

Enter queues. A queue is as simple as it sounds: a task comes in, is
added to the queue and then workers pick up the next task as they
have the capacity to process it. (See Figure 21.) These tasks could rep-
resent simple writes to a database, or something as complex as gen-
erating a thumbnail preview image for a document. When a client sub-
mits task requests to a queue they are no longer forced to wait for the
results; instead they need only acknowledgement that the request was
properly received. This acknowledgement can later serve as a reference
for the results of the work when the client requires it.
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Figure 21: Using queues to manage requests.

Figure 20: Synchronous request.
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Queues enable clients to work in an asynchronous manner, providing
a strategic abstraction of a client’s request and its response. On the
other hand, in a synchronous system, there is no differentiation be-
tween request and reply, and they therefore cannot be managed sep-
arately. In an asynchronous system the client requests a task, the serv-
ice responds with a message acknowledging the task was received,

and then the client can periodically check the status of the task, only
requesting the result once it has completed. While the client is waiting
for an asynchronous request to be completed it is free to perform
other work, even making asynchronous requests of other services. The
latter is an example of how queues and messages are leveraged in dis-
tributed systems.

Queues also provide some protection from service outages and fail-
ures. For instance, it is quite easy to create a highly robust queue that
can retry service requests that have failed due to transient server fail-
ures. It is more preferable to use a queue to enforce quality-of-service
guarantees than to expose clients directly to intermittent service out-
ages, requiring complicated and often-inconsistent client-side error
handling.

Queues are fundamental in managing distributed communication
between different parts of any large-scale distributed system, and
there are lots of ways to implement them. There are quite a few open
source queues such as RabbitMQ (http://www.rabbitmq.com/), Active MQ
(http://activemq.apache.org/),  and BeanstalkD (http://is.gd/D7TdrA), but
some also use services like Zookeeper (http://zookeeper.apache.org/), or
even data stores like Redis (http://redis.io/).

Conclusion
Designing efficient systems with fast access to lots of data is exciting,
and there are lots of great tools that enable all kinds of new applica-
tions. This article covered just a few examples, barely scratching the
surface, but there are many more — and there will only continue to
be more innovation in the space.

— Kate Matsudaira has worked as the VP Engineering/CTO at several technology start-
ups, including currently at Decide, and formerly at SEOmoz and Delve Networks (ac-
quired by Limelight). Prior to joining the startup world she spent time as a software
engineer and technical lead/manager at Amazon and Microsoft. You can read more
on her blog and website http://katemats.com.

This work is made available under the Creative Commons Attribution
3.0 Unported license. Please see the full description of the license for
details at http://creativecommons.org/licenses/by/3.0/legalcode.  This
article was excerpted with permission from The Architecture of Open
Source Applications, Volume II (http://is.gd/s9Gv1a).
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