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Mailbag

[LETTERS]

Oracle editorial draws comment from computing
luminaries, and readers weigh in on Software
Engineering accreditation

Copyrights and APIs

In response to an editorial regarding the possible grave effects
on APIs of Oracle’s lawsuit versus Google
(http://www.drdobbs.com/jvym/232901227), we got lots of mail
and a record 38 comments on the article page.

| agree with you on the point that it should be impossible to copyright
an API. | campaigned against user interface copyright through the
League for Programming Freedom, which made an amicus brief,and |
will campaign against API copyright in the appeals that | expect will
follow this case.(The only way there might be no appeal is if the jury’s
findings on facts result in total defeat for Oracle.)

Because the conditions for fair use are not clearly defined, it will be
hard for one decision to have much effect as a precedent for other
cases. | fear therefore that the kind of ruling you proposed as a kind of
solution would be no solution at all. It would leave all developers in

June 2012

doubt and in danger; even if it might spare Google, it would harm the
whole field all the same.

It is unfortunate that the article used the term “intellectual property”
to refer to copyrights.That lumped copyrights gratuitously together with
many other unrelated kinds of legal privileges, all of which work differ-
ently. Thus, it presents an image of deeper understanding, which really
is solely confusion (see http://www.gnu.org/philosophy/not-ipr.ntml).
To say “the acquirers of Netscape’s copyrights” would have made

things clear.
— Richard Stallman
President, Free Software Foundation

The authors of the 386BSD operating system took Oracle to task
for not living up to the terms it seeks to enforce against Oracle:

If you search for “open solaris jolitz” on an Oracle page, you find our
copyright notices embedded for 386BSD code: “Copyright 1989-1998
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William F. Jolitz.” Note that it omits the mention of 386BSD and is ed-
ited, which violates the Berkeley copyright. So | guess it's OK if
Oracle/Sun screws up, but not OK if Google does? Everyone said
386BSD would be sued out of existence and there would be eternal li-
ability for those who used it.It never happened. And they used it.

— Lynne Jolitz

Note: 386BSD was first released on the world in 1992 in a series of arti-
cles (http://www.drdobbs.com/architecture-and-design/184408764)
in Dr.Dobb’s Journal by William and Lynne Jolitz.

Accreditation for Software Engineers

On the editorial regarding the lack of formal accreditation for
software engineers, we received numerous emails, most of them
decrying the absence of both such requirements and of proper
programming, rather than computer science, education.

Excellent article! | just finished the process of hiring a summer intern
in software engineering. Of the several candidates | spoke with, only
one had heard of Agile practices (an MSCS student with a couple of
years of experience) and none were aware of TDD or pair program-
ming. The guy | hired will probably learn more about software engi-
neering this summer than in all his coursework. | (of course?) am en-
tirely self-taught; my degree is in physics.

— Name withheld
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| enjoyed the article.Whether attending user group meetings or large

conferences, it is what the person has accomplished that matters. |

can’t think of the last time a speaker mentioned where he/she went
to school and no one asks.

— Judy Calla

Penn National Insurance

While I agree that a serious name change and requirements are sorely
needed by this field, the fact is Scott Thompson, the ex-CEO of Yahoo,
faked a degree. He outright claimed he had a degree he didn’t have.
It wasn’t that he had a degree in “Computer Science” and claimed he
had one in “Computer Engineering” or “Software Engineering,” he
didn’t have any type of Computer Science degree whatsoever. Ac-
counting — yes, computer science — no. If he had said he had a soft-
ware engineering degree, he still would have been faking it given
what he had.

I'm also heavily involved in the QA field,and my reputation is the only
thing | have at times. If | outright lie, then my employer can’t trust me
anymore and | get fired (and rightly so). If | lie, people could get hurt
or killed, so even if | do put in a bug that causes a mess, | own up to it
and work on getting it fixed.

— Bruce Hartley
SPX Corp.

Have a correction or a thoughtful opinion on Dr. Dobb’s content?
Let us know! Write to Andrew Binstock at alb@drdobbs.com. Let-
ters chosen for publication may be edited for clarity and brevity.
All letters become property of Dr. Dobb’s.
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[GUEST EDITORIAL]

ASPNET and Testability:
An Uneasy Relationship

Making ASP.NET apps testable ranges from the easy to the very difficult. Knowing how to tweak the
framework for testability simplifies the process

by Dino Esposito
estability has been recognized as one of the fun-
damental attributes of software since 1991, accord-
ing to ISO/IEC 9126, a standard that you'll find well
summarized on Wikipedia (http://is.gd/Bpa8Y1).
However, a decade ago when the ASP.NET frame-
work made its debut, the whole theme of testability
was not as popular as it is today, at least among de-
velopers focusing on Microsoft technologies. One of
the key takeaways of ASPNET Web Forms was “focus on the business
logic and let the framework deal with what browsers expect.” Gaining
abstraction over typical elements of a Web solution such as HTML,
JavaScript,and CSS was a specific goal of ASPNET Web Forms.
Developers were given server controls to quickly and effectively
arrange views, and code-behind classes to serve incoming requests
and produce appropriate responses. A code-behind class is a piece of
code that is tightly bound to the ASP.NET infrastructure. Any code
placed in a code-behind class has direct access to the HTTP context
and can read and write cookies, posted data, query string parameters,
session state, HTTP headers, and so forth. Code-behind classes serve
two main purposes: For HTTP GET requests, they set up the page for
display; for HTTP POST requests, they grab posted data, prepare a call
to the application’s back end, receive a response, and prepare the next
view for the user.
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Sounds like a simple workflow, right? But in fact, it is not necessarily
simple. The real complexity of such a workflow is determined by the
inherent complexity of the call made to the application’s back end. It
is one thing to invoke a stored procedure from the code-behind class
and display its results; it is quite another to invoke a stored procedure
that is only one step in a far more complex piece of business logic. As
an example, consider what it means for an e-commerce application to
place an order.There might be extremely simple scenarios in which all
that is required is adding a few records in a couple of tables; say, one
record in the OrderDetails table for each item ordered, and one
record for the order itself in the Orders table. In such a case, it might
be acceptable that developers place all the code — a single call to the
Data Access Layer — right in the code-behind class.

What if, instead, placing an order involves several (sequential and
conditional) steps such as checking the credit status of the customer,
checking the availability of goods, refilling stock by placing orders to
suppliers, interacting with the back end systems of the shipping com-
pany, updating the company’s accounting systems, and maybe more?
You might still need to add a bunch of records to the Orders and Or-
derDetails tables, but there’s now a whole workflow to be orches-
trated, which significantly increases the level of complexity of the code
you need to trigger from the user interface.Can this orchestration code
be managed from within code-behind classes?
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Over the past few years, scenarios where the code required to serve
a Web request is fairly complex have become ubiquitous. As a result,
having fat methods in code-behind classes shifted from being an ac-
ceptable practice to being a bad practice best avoided for the sake of
maintainability and testability.

More complexity in the logic expressed via software inevitably
means a stricter need to test the code to ensure that changes and new
development don’t break existing features.

How Easy Is It To Test Code Written for the ASP.NET Framework?
Design for Testability is a methodology aimed at making software eas-
ier to test automatically through other software. Design for Testability
is centered on three pillars: visibility, control, and simplicity. Code that
is easy to test is code that exposes the most relevant parts of the in-
ternal state so that appropriate assertions can be written and checked.
Likewise, for tests to be relevant and reliable, testers should be able to
force ad hoc input values on methods and exercise control over their
invocation. Finally, the simpler the code, the more reliable response
you get from the test.

The main impact of testability on software development comes
through unit tests and integration tests. Unit tests are automatic tests
done for the most part in isolation on code that has no dependencies
whatsoever on the surrounding environment. Integration tests instead
check whether interconnected parts of the system work well together.

When you try to apply Design for Testability to ASPNET Web Forms,
you find that you can gain a good level of visibility over the state of
the infrastructure (that is, ASPNET intrinsic objects), but you can hardly
force test values without spinning up the entire ASPNET runtime in
the test environment.In fact,in ASPNET Web Forms, you can't just sim-
ulate a fake HTTP context with test values in session state, a response
stream that saves to memory, or an ad hoc query string.Because code-
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behind classes are tightly bound to the ASPNET HTTP runtime, and the
ASP.NET HTTP runtime doesn’t allow mocking, covering ASP.NET Web
Forms applications with unit tests is pretty hard.Integration tests then
seem to be the only affordable option you have for testing ASPNET
Web Forms pages. But integration tests, by nature, are slower to run,
thus developers tend to run them less often.

What Can You Do About It?

Unit testing is quite problematic in ASPNET Web Form:s if developers
place all of the use-case logic into code-behind classes. An alternative
option would be introducing a new layer of code that bridges code-
behind classes (still part of the presentation layer) to the back end of
the system. Such intermediate classes would receive HTTP context-
specific data as an argument and operate in total isolation from the
surrounding HTTP context. As a result, you extract all code that really
expresses application logic from the presentation layer. The resulting
design is therefore cleaner and much more testable.

So the bottom line is that while ASPNET Web Forms certainly was
not laid out with testability in mind (it was designed at a time when
testability was not a primary concern for most developers), by inten-
sively applying good principles of software design (Separation of Con-
cerns and layers) you can easily write ASPNET code that is unit testable.

On a final note, let’s consider the twin ASP.NET framework — the in-
creasingly popular ASPNET MVC. Being a newer framework, ASPNET
MVC was designed for helping developers to write more testable code.
And those good old principles of software design applied to ASP.NET
MVC can make not just your code but also your unit tests far simpler.

— Dino Esposito is a frequent contributor to Dr. Dobb’s. His most recent book, Programming Mi-
crosoft ASPNET MVC (http://is.gd/DTIw3U) was published by Microsoft Press.

[Comment.
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The localStorage API

[COVER STORY]

To use the localStorage API, developers rely on a wide choice of libraries, each with their own strengths
and weaknesses. Pamela Fox examines the major contenders and explains where their
features can best be used

By Pamela Fox

n the first article of this series, “Understanding Client-Side Stor-
age in Web Apps” (http://www.drdobbs.com/web-develop-
ment/232900805), | reviewed the HTML5 storage options and

concluded that the localStorage API is the most viable option.

Now, in this second and final part of this series, I'll dive deep into that
APl and show ways to use it to improve your websites.

The localStorage APl is very simple — it’s basically an associative ar-
ray (hash map) with wrapper methods to set and get items, iterate
through all the stored items, and throw exceptions that notify the de-
veloper when something goes wrong, such as going over quota.

The table at right shows the methods and attributes, based on the
official WebStorage specification.

The API is subject to the “same origin” policy, with which most de-
velopers are familiar thanks to XMLHt t pRequest. That policy dictates
which websites can see what data based on matching the subdomains
and ports of a URL.

June 2012

method/attribute args returns
setltem String key, String value

getltem String key String value
removeltem String key

clear

ey int index String key
length int length
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For example, given the URL “http://store.company.com/dir/
page.html,” here’s a summary of who could view locally stored data:

http:f/store.company.com/dird/other.html Yes

http:/f/store.company.com/dirfinner/another html Yes

https:/fstore.company.com/secure. html Mo (Different protocol)

http://store.company.com:81/dir/etc.html Mo (Different port)

http://news.company.com/dirfother html Mo [Different host)

From a security standpoint, this means that you need to be careful
not to use localStorage on a shared domain (because every page on
that domain will have access to the data), and to be aware of security
exploits like DNS spoofing. You should also know that your locally
stored data will not be shared across subdomains unless you do a bit
of magic with document.domain.You can read more about the same-
origin policy on Mozilla’s Developer Network (http://is.gd/Ix98Xq).

Abstraction Libraries

The localStorage APl is quite easy to use, and you could use it directly
via the API. But, as with many JavaScript Web APIs, there are several
reasons why you might want to use a localStorage abstraction library;
and there are an increasing number of libraries available.

June 2012
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Most of them include a feature-detection check to see whether the
browser actually supports the APl and whether it's currently enabled
(as browsers let users disable it, just like with cookies).In the case that
the feature check fails, some libraries fallback to using other techniques
(such as cookies or browser-specific hacks). Most libraries handle seri-
alization of objects using JSON, and some libraries are designed for
specific use cases. Let’s take a look at a few of them.

store.js
store.js (https://github.com/marcuswestin/store.js) is probably the
most popular localStorage library,and it’s also a great example of what
to expect from a library. After it checks for browser support, it uses fall-
backs to globalStorage for older Firefox versions and userbData for
older IE versions — two browser-specific client-side storage APIs that
never made it into the standards world.

In the example code below, we store an object representing a song
in localStorage (which is then serialized by store.js), retrieve and display
it,and then remove it.

store.set (‘song’, {artist: ‘Roxette’,
title: ‘Listen to your heart’})
var song = store.get (‘song’) ;
document .getElementById (‘song’) .innerHTML =
song.artist + ' sings “' + song.title + ‘”‘;
store.remove (‘song’) ;

Lawnchair

Another popular wrapper library is Lawnchair (http://brian.io/lawn-
chair/).1t’s similar in capabilities but its get /set methods are all asyn-
chronous, so that it can be used with both synchronous and asynchro-

8
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nous APIs. It features “adapters,” which let you use it with various client-
side storage options,including older options such as userData but also
uber modern options like IndexedDB. It also includes a plugin APl and
plugins for common tasks like aggregation, pagination, and queries.

In the example code below, we store an object representing a band,
and then we retrieve and display it inside a callback function. When
Lawnchair is used with localStorage, the callback is called pretty much
instantly, since it’s a synchronous APL.If you used Lawnchair with some-
thing like IndexedDB, it may actually take a few seconds before the
callback is called.
var bands = Lawnchair (function()

this.save ({key:’abba’, name: ‘ABBA’, hometown:
holm’ });

‘Stock-

this.get (‘abba’, function(band) (
document .getElementById (‘band’) .innerHTML =
band.name + ' is from ' + band.hometown;
1)

1)

Iscache
The Iscache library (https://github.com/pamelafox/Iscache) is written
with a particular use case in mind — in this case, expiration.The library
lets you set expiration times when storing items in localStorage, so that
you can kick items out after a particular amount of time. Its APl mimics
the memcache API, a popular server-side caching API,and its use cases
are similar. Later, I'll explore when you would actually want to use lo-
calStorage in this way.

In the example code that follows, | store an array of objects repre-
senting songs (such as we might retrieve from an API), set those songs
to expire in 24 hours, and display them on the page.
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Full disclosure: This is the library | wrote, and is the one | use most
frequently in my web apps.It's certainly not the best API for every use
case, however, especially because it does not yet include a fallback for
older browsers.

var songs =
[{artist: ‘Ansiktet’, title: ‘Ackligt’},

{artist: ‘Norlie & Kkv’, title: ‘Trojan Du Hatar’},
{artist: ‘Michel Telo’, title: ‘Ai Se Que Te Pego’},
artist: ‘Avicii’, title: ‘Levels’},

artist: ‘Flo Rida & Sia’, title: ‘Wild Ones’},

artist: ‘Moa Lignell’, title: ‘When I Held Ya’},

artist: ‘David Guetta & Sia’, title: ‘Titanium’},

artist: ‘Timbuktu’, title: ‘Flickan ‘},

artist: ‘Rihanna & Calvin Harris’, title: ‘We Found Love’},
{artist: ‘Takida’, title: ‘You Learn’}];

lscache.set (‘swedentopl0’, songs, 60%*24);
songs = lscache.get (‘'swedentoplQ’) ;

for (var i = 0; 1 < songs.length; i++) {
var song = songs([i];
document .getElementById (‘songs’) .innerHTML +=
song.artist + ‘: ' + song.title;

}

What Can We Use localStorage For?

We can use localStorage for some of the things we used to use cookies
for.We can also use it for a wider range of uses cases to help us improve
the user experience for our websites — which is presumably what
we're all striving for. With it, we can remember user data, retain appli-

9
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cation state, remember form input,improve performance,and help the
app work offline.

Remembering User Data

One reason to use localStorage is to remember user data. While we still
want to remember most user data on the server, there are some cases
where you might want to store data on the client instead:

* If you want to build an app without a server (maybe for proto-
typing),

+ If you want to give users a customized experience before forcing
them to create an account, or

 Ifyou're building an app that inherently lives only in a client (like
browser extensions or mobile apps).

Example:dillinger.io
dillinger.io is a Markdown editor that uses localStorage to remember

user preferences and the most recently typed text, so that you can use
Lscache

Iscache

This is a simple library that emulates memcache
functions using HTMLS5 [localStorage , so that
can cache data on the client

and associate an expiration time with each piec
data. If the [LocalStorage limit (~5MB) is
exceeded, it tries to create space by removing 1
itemns that are closest to expiring anyway. if
localStorage is not available at all in the
browser, the library degrades by simply not
caching and all cache requests return null.

This is a simple library that emulates
"memcache” functions using HTMLS
“localStorage”, so that you can cache
data on the client

4 ond associate an expiration time with
each piece of data. If the
“localStorage” limit (~5MB) is

| exceeded, it tries to create space by
| removing the items that are closest to
expiring anyway. If “localStorage™ is
| not available at all in the browser,

| the library degrades by simply not

| caching and all cache requests return

1
F 4
3
!

gy Methods
The library exposes 3 methods: set(), get()
6 Methods and 5.

~

[

The library exposes 3 methods: “set()",
‘aet( . and Cremowver)” .

)

e mmmle e ==
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it without ever signing in. It gives users the option to sign in with
Github, and ideally it would migrate the user data from the client to
the server once you signed in, so that it would follow you across plat-
forms.

Here’s an example of what they store in localStorage:

profile | {"theme”:"ace/theme/textmate”,"showPaper":false,
"currentMd”: "Iscache\nThis Is a simple library that emulates
'memcache’ functions using HTMLS 'localStorage’,...

Note that in this and the following examples, the key values are often
truncated for readability. To see everything they store, visit the site
themselves and inspect their localStorage using the resources panel
in Chrome Developer Tools (http://is.gd/tOhLeX).

Example: QuizCards

QuizCards is a Chrome extension that | wrote for learning a language
through interactive flash cards.Once installed, the extension lives only
in your browser, via an icon on the toolbar. As you answer the flash

There are 70 cards you haven't seen yet.
Here are your stats for the 128 cards that you've answered:

‘the lemon'

Needs more practice .,3

15

Proven expert!

10
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cards, the extension uses localStorage to remember which cards you
answered correctly and how many times, so that it can be smart about
which ones to show you next.

Here’s an example of what it stores in localStorage:

german-
answer-mode

multiple-cholce

{"lastAsked™: 1322691448489, "timesAsked": 1,
"timesCorrect™ 1, "timesincorrect”:0%)

german-
ham-Schinken

german-bucketl || [{"Id":"arm-Arm" “lastAsked”:0}, {"id":"cheek-
Backe","lastAsked™: 0%, {"id":"belly-

Bauch","lastAsked":0%,...

Even if you are using a server to store user preferences and data,
there are still some types of data that are better to store on the client,
because they are actually about the client — like the current “state”
of the website. Some websites are more like static documents, and
don’t really have a state beyond where the users have scrolled to, but
other websites (such as gmail) are more like applications, with many
different sections that can be opened, closed, and moved around, all
under the same URL. Users doesn’t always expect application state to
follow them across clients, and it can be overkill to store the data on
your server. If you realize that you do need to store the data there, you
can always migrate it later.
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Example: EatDifferent

Need to stock up on kitchen supplies? Check out our new guide!

Sunday, Feb. 12, 2012

B
4 10:00am breakfast buffet: eggs, bacon,
ham, herings, smoked salmon,

mushrooms, liver

seafood soup, 2 hard boiled eggs

9:00pm m spinach soup, 2 hard boiled eggs

EatDifferent is the website I'm working on now, and it’s more of an app
than a document.It’s a nutrition tracking tool for users to log their up-
dates and view others updates, and features the stream of latest up-
dates on the home screen. | use localStorage to remember which
stream filter the user most recently clicked, and also to remember
which Ul messages the user has seen and dismissed.

Here’s an example of what it stores in localStorage:

cache-promo-supplies-jan30 hidden

Iscache-stream-filter-users EevVeryone

1"
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Example: jshint

var today = new Date();
var vday = new Date(2012, 2, 14);

if (today.getDay() == wday.getDay() && today.getMonth() == wday.getDay()

alert('och noea i misaed wday!i')
™ About eval

@ About unsafe line breaks
™ When bitwise operators are used
# When code is not in strict mode

@ About debugging code

™ About unsafe for..in

_About == null

™ About arguments.caller and .callee

JSHint is a tool for checking the quality of JavaScript code, and since
JavaScript style is so variable, it includes many options for evaluating
the quality.The JSHint website features an interactive tool that lets you
paste in code and report problems with it, and it uses localStorage to
remember your enabled options for the next time you visit.

It stores all the options as a serialized object in one key:

opts || {"debug”:true, "forin";true, "eqnull”:false, "noarg”:true,

"noempiy” false, "eqeqeq”:true, "boss":false, "loopfunc”:true,
"enil":true, "laxbreak”:true, "bitwise™:true, "strict”:true, "undef":true,
"curdy”true, "nonew" true, "browser”:true, "devel":false,
"jquery":false, "es5" false, "node™:false}

Remembering Form Input

You can also use localStorage to remember user-entered form input,
like their login username, commonly filled options in forms (like lo-
cation and phone number), and long text input that they may acci-
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dentally forget to save. It’s a great use of localStorage because form
input doesn’t need to be remembered — but when it is, it can bring
a lot of joy to the user — almost like magic. But if for some reason
localStorage isn’t supported or the user changes computers, they
won't actively notice their form input hasn’t followed them. If you
decide to use localStorage to remember form input, don't just re-
member everything — carefully consider which parts of a form
should be remembered, and for how long. There are a few libraries
specially designed for remembering forms, notably autoStorage and
savify.

jsperf.com

Create a test case Add a comment
Your details (optional) Name*  Pamela Fox
Name  Pamela Fox Email*  pamelafox@gmail.com (onl!

Email  pamela.fox@gmail.com URL  httpipamelafox.org

URL  hitpsipamelafox.org Message *

Test case details

The jsperf.com website lets developers create tests to compare per-
formance of JavaScript snippets, and it starts with a form for creating
new test cases.The website uses localStorage to remember author in-
formation, since that’s the same across tests,and then it uses that same
author information to auto-populate the commenting form.

12
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It stores the author information in 3 keys in localStorage:

author-email pamela.fox@fake-email.com
author Pamela Fox
author-url http://pamelafox.org
Example: Disqus
r
IR g o+ overinecns 2 [orsous |
Add New Comment Login

l I'm going to write a really long and epic comment, and | will be really mad if | accidentally
move away from the page and lose this comment, mmm kay?

mane Post as ...

Disqus is a popular embedded commenting system for blogs and web-
sites [and used on Dr.Dobb’s —Ed.]. It adds a feature that uses localStor-
age to remember any text a user typed in a comment box but didn't
post — so that when users leave a Web page and return, they'll see
their draft still there, waiting to be posted.The Twitter web client also
does this, and they also save an expiration for the draft, so that they
don’t show it after a certain point.

June 2012
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Disqus stores the drafts in one localStorage key, and keys it by thread
name and website:

disqus.drafts | [{"thread:delayed_image_loading_on_long_pages": "I'm
going to write a really long and epic comment, and 1 will be
really mad if 1 accidentally move away from the page and lose

this comment, mmm kay?"}]

Improving Performance
Websites are increasingly reliant on AJAX and API requests, and in
many cases, the results of these requests can be cached so that users
do not have to wait as long. The traditional way of caching server-
side requests is to set cache headers on the server so the browser
serves them out of its own cache, but there are times when it’s bet-
ter to use localStorage. First, you have more control when you can
do the caching yourself — you can decide when to invalidate re-
sources and cache requests for different amounts of time in different
areas on your site.You can also decide to first load from your cache
and then refresh the cache, improving the *apparent* loading speed
for a page. If you're developing for mobile browsers, you can signif-
icantly improve your performance there by using localStorage in-
stead of relying on their browser cache, because many mobile
browsers have smaller caches and can do less HTTP requests than
desktop browsers.

There are several libraries customized for caching - such as Iscache,
which we discussed earlier (and an Iscache jQuery plugin), YQL local-

13
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CaChe for CaChIng YQL API reSUItS’JQuery Ofﬂlne for Storlng AJAX re- YouTube: Hot [{'iir:l":"SGDZjiwiwﬂc"."u:lIuaﬁed“:"2010—03—1?T1?:53:1?.0002","1:ategary":"Music"."title":"Hot
sults,and Inject and basket.js for caching JS files. e |FE e
Examp|e: RageTube YouTube: Hot || 22153109
Chip 1 Feel|
Better-
expiration
_ http:/Awvwer.abenet.aw'triple /hottest100/10/countdown/cd_list.htm
Hot Chlp I FEEI - parser: {"songs";[{ "artist":"Angus & Julia Stone™,"title":"Big Jet Plane","id":"angusandamp; julia
Better Hot CI::E - | Feel Better http://www.a... | stone-big jet plane"},...
Evil Eddie Queensl: e
The Sadd
Birds Of Tokyo Thing1
Know
Monster
JAY-Z, Ric
Kanye West Ross, Nic
Mimai 2 C

RageTube is a website that | made for watching music videos
based on online playlists. It uses a server-side XMLHR to scrape and
parse the HTML playlists, and it uses the YouTube API to find the
top result for each song on YouTube. | use localStorage (via my
Iscache library) to store the results of the playlist scraping indefi-
nitely, and to store the API results for a few days (because video
searches don’t change often). When a user watches the same
playlist often, the app won’t have to make so many XMLHRs and
APl requests, making it both faster for the user and cheaper for me,
the developer.

For each request, there are two keys in localStorage, one to store the
actual data, and one to remember the expiration date:

June 2012

Example: Facebook Mobile
The mobile-friendly version of the Facebook website
(http://m.facebook.com/) lets users find friends when posting status up-
dates or searching for profiles,and gives users a fast autocomplete expe-
rience by caching the friends information in localStorage. Users don’t add
new friends that often, so Facebook can be OK with the data being a little
bit stale and refreshing it when it has the chance.The Twitter web client
does something similar, to give a fast autocomplete when mentioning
usernames in a status update.

Facebook stores all the autocomplete data in a single “typeahead”
key:

14
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typeahead || {"time": 1329151694363, "value": {"friends": [{"path":
"fanton.kovalyov™, "photo™: "hittp://profile.ak.focdn.net/hprofile-
ak-sncd/186412 506803098 _992151709_g.jpg", "text": "Anton

Kovalyov", "uid®; 506B030598,},..

Example: Google Mobile

Both Google Mobile and Bing Mobile use localStorage to cache their
HTML, CSS, and JS, to reduce the download size of their search pages.
To accomplish this, they assign IDs to the various parts of their Web
page, store the Web page parts in localStorage, and remember IDs and
expirations in a cookie. When their server sees that cookie, it decides
not to resend the stored parts. If for some reason the cookie is there
but the data isn’t, then the cookie is cleared, the page is reloaded, and
the server sends the whole page.

Google and Bing are two of the most popular websites in the world,
so it makes sense for them to optimize their website delivery; but this
is definitely an advanced technique, and this level of optimization is
probably not needed by most sites.

Here's a snippet of Google’s JS code for checking what it stores in lo-
calStorage, followed by the storage example:

var c=localStorage.getItem(“mres.”+a) ;
if (e) {
document .write (c) ;
localStorage.setItem(“mres:time.” +a,Date.now()) ;
} else {
window. clearCookie (“*MRES”) ;
document .location.reload (!0) ;

June 2012
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mres.-BYSDw_nSfQzty'Yx <style>a{color: #11c} a:visited{color:

#551a28b} body{margin:0;pad...

mres.-Kx7q3BgfMkQMtpx <script> /f<1[CDATA[ var

Zn={},bo=function(a,b){b&&2Zn[b]||(ne..

mres:time.-BYSDw_nSfQztyYx | 1301368541872

mres:time.-Kx7q38gfNkQMtpx || 1301368542755
Example: ESRI MAPs

NRLAN
ropma AR Liding®
E::::érr Sunclﬂ\f?m'g\ y - v : :
223 e 3 n Ol i/
Kungsh?i'men H\Sto_c_kholm E ::‘_3
- I-,.‘,...__ .- = ‘- __El—.\s__\\{"];,b,d,n
- 7= ..fl- ! ' ’.'\

ornsgfon ' @ \ 1.1-\ " (22 |

Despite the fact that localStorage can only store strings, it can be
used to cache images by converting them from binary data into
data URIs. If your Web app uses a large number of images, you may
want to do this. For example, the ESRI Maps APl includes an option

15
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for caching map tile images in localStorage, by using a key for each
tile URL.

http://server. /tilef12/1405/2075 | /9i/4AAQSKkZIRgABAQEAYABGAAD/ 2WB. .

http://server. /tile/12/1410/2077 | /5i/4AAQSKZIRGABAQEAYABGAAD/2WE. .

Making Your App Work Offline
Using the same techniques for improving website performance, local-
Storage can be used for enabling a website to work offline. However,
since websites can be used offline for indefinite amounts of time (like
when a user is on vacation on a desert island), you need to think care-
fully about what you cache and for how long.It’s fine to have stale data
for a few minutes on the Web, but what about for a few hours or a
whole day on a mobile device? In addition, if you want a website to
work offline, you have to cache all of the necessary data, not just the
data that make the app perform better.

(Note: HTMLS5 also offers the cache manifest API for storing resources
offline, so you should try to use that in addition to localStorage when
designing an offline website.)

Example: EatDifferent

The mobile app for EatDifferent is actually written in HTMLS5, thanks to
using PhoneGap as a wrapper API to access native APIs and present it
as a native app.That means that | can use localStorage to help it con-
tinue working when it’s offline. The app remembers the profile infor-

June 2012

LOCALSTORAGE APl [COVER STORY]

eatdifferent

Thursday, Dec. 22, 2011
I3 Quick Pic

o Measurements

o Meals

o Food Goals

o Food Bonuses

mation for the last logged in user, as well as previously fetched logs.
Once it successfully connects to the Internet, it tries to re-fetch both
the user profile and log data, and refreshes the Ul when there’s new
data.
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It stores the user profile in one key,and stores each log in a key based
on the user profile and log date:

+ "first_name™: "Testy", "last_name":"McTesterFace®,
N 166, ...

Iscache-user

¢ 'measurements”: { "weight":
Cunits™ " "value™: " 150"}, "meals" .
[{"what":"sausage”,"when":"12:00pm",...

Iscache-
166:l0g02/14/2012

Best Practices

Now that you've seen everything that you can do with client-side stor-
age, and localStorage in particular, here are some best practices to
keep in mind:

+ Pick good key names:Your localStorage key names are like global
variables across your entire domain — and as we know, it's easy
for global variables to clash with each other, particularly when a
site grows in size or number of developers.You can use pseudo
namespaces, however, by prefixing the key name with the sec-
tion of the site it's used in. As a general rule, it never hurts to go
with a longer, more descriptive key names.

« Guard private data: You should be careful about storing sensitive
information like credit-card details. It’s still possible for hackers
to use DNS spoofing to access the localStorage of a website, and
we may find out in the future that there are other ways hackers
can access localStorage (it took a few years to discover all the
cookie exploits, after all).

June 2012
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« Be quota aware: Whenever you use any client-side storage op-
tion, you should be aware that quotas exist. Use libraries that
handle the over-quota exception,and code in a way that doesn’t
assume stored data will be stored forever.

« Usealibrary:You can use the raw localStorage API, but the avail-
able abstraction libraries make your use of localStorage more ro-
bust — and they can make it easier to switch to more appropri-
ate client-side storage once there are viable options.

Conclusion

Web developers have made do with cookies and hacks for a long time,
but we're now at a time where we can start seriously considering other
options for client-side storage.We have localStorage in all the modern
browsers, and it looks like we are close to having IndexedDB and the
File APl in them soon.You can start using localStorage now to improve
your websites using many third-party libraries.We can look forward to
a future in which we can pick the absolute best tool for the job.

— Pamela Fox spent five years at Google helping developers use the Maps and Wave
APls in their apps, and is now working on her own web apps using a mix of Python,
JavaScript, and HTMLS.

[COERE
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HTMLS5 - Projected Adoption — Current Global Detail

These statistics indicate advanced levels of adoption

Plan to Use in
More than 12 Months
Plans to Use in 7- 12
Months Use Now or 94.5% Plans to Use

Plan to Use - in 6 Months

86.3% 14.8% = 73.6%

Ben Hanley, Senior Project Manager at
Evans Data Corporation gives you a
structural overview of HTMLS5 adoption.
Click screen to see how quickly HTMLS5 use
is gaining traction.

Masa. eoonoiy
continues to
outpace 'S

Click screen to see Aditya Bansod, Senior
Director of Product Management at Sencha,
offer an introduction to HTML5 application
development for mobile environments.

[VIDEO LINKS]

Browser Fragmentation

Browser Fragmentation? Feature Detection?
Polyfills? Click screen to see Microsoft
Developer Evangelist Doris Chen discuss
practical HTMLS5 development and how you can
get started today!

Featured Speaker

Pamela Fox
Founder
EatDifferent

Click screen to see Pamela Fox discuss Client-
Side Storage and explain how you can use new
APIs to manipulate powerful clients and
improve both performance and user experience.
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[DEVELOPING IN HTMLS5]

Developing in HTML5:
The What and How

A member of the W3C discusses what HTMLS5 is exactly and points to useful resources for
developers wanting to stay close to the evolving standards.

By Mike Smith

e are in the midst of a generational change to the Web
platform. HTMLS5 is the shorthand term often used to de-
scribe this change, although the new technologies driving
this transformation are not limited to the features defined
in the HTML5 specification.

| use the phrase “Web platform” to refer to the broad set of protocols,
formats, and APIs that are natively supported in Web browsers. Devel-
opers use these features to build stylish applications that support so-
cial interaction and take full advantage of device capabilities such as
cameras, microphones, and GPS.HTTP, TLS, and WebSockets are some
of the protocols that are part of the Web platform;and HTML, CSS, SVG,
and JavaScript are examples of some formats. APIs include the Geolo-

June 2012

cation APl and the 2D drawing API for the <canvas> element,among
others.

Ultimately, a feature becomes part of the platform once it is broadly
implemented and developers use it regularly to deliver a consistent
user experience. The World Wide Web Consortium (W3C) plays a role
in achieving consistent interoperability by bringing a range of stake-
holders to the table, developing standards that can be implemented
without royalties, and creating supporting materials such as test suites
and validators.

A standard represents a shared agreement and is very useful as such.
But the Web platform consists of a great many technologies at differ-
ent levels of maturity, not all of which are uniformly standardized. Prac-
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tical questions arise when leading-edge developers start to use them,
including:

* How do I minimize the amount of special-case code?
« What features are stable enough for me to use now?
* How do I reach users that do not have modern browsers?

The answers change over time, so developers have devised practical
solutions such as fallbacks and “polyfills” (which will be further ex-
plained later).These can make content useable in both older browsers
and in the latest browsers. In this article, rather than focus on the state

“How does a busy developer keep up with current feature
support, and which fallbacks and polyfills (if any) are
available?”

of HTMLS5 standardization, | explore some resources that can help de-
velopers start using Open Web Platform technology today. These re-
sources provide the “what and how” for using HTML5 now, comple-
ment the standards, and ultimately help accelerate deployment.

platform.html5.org

How does a busy developer keep up with current feature support,
and which fallbacks and polyfills (if any) are available? | put together
a site, platform.html5.org, that acts as a dashboard for keeping you
up-to-date about the set of technologies that constitute the Web

June 2012
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platform. (It's backed by a github repository (http://is.gd/AjgszC),
and | encourage you to help maintain it by forking the repo
(http://is.gd/otOalF) and sending pull requests with proposed up-
dates.)

The site groups technologies into categories such as graphics and
typography, media, and storage. lcons on the site indicate the level of
maturity of each feature. A green flag indicates that a feature is ready
to use. A yellow lighting bolt means “use with caution.” However, these
are minimal indicators; to get a true picture of the readiness of a fea-
ture, you need to follow the helpful links that are provided. Each tech-
nology links to the specification that defines it as well as other helpful
links to sites such as:

« HTML5 Please

* When Can | Use...

« MDN (Mozilla Developer Network)

+ other sites that provide a test suite for the feature

The HTMLS5 Please site (http://html5please.com/), in particular, is wor-
thy of further comment. It was created by the H5BP developer collec-
tive (the same group of developers behind HTML5 Boilerplate;
http://html5boilerplate.com/). It lists features by name and provides a
quick way to get a high-level overview of the maturity of each feature.
It shows an expandable panel with status information
(use/caution/avoid). The “caution” and “use” keywords are in some
cases further qualified with the phrases “with fallback” or “with poly-
fill” In the cases where “with fallback” appears, you can expand the
feature for that panel to view information about exactly how to pro-
vide fallback for that feature.
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A polyfill (http://is.gd/GoEbKW) is a piece of JavaScript code that acts
as a kind of shim for a feature; that is, it mimics a future API providing
fallback functionality to older browsers.

The site operators for HTML5 Please make it easy for anyone to
contribute by providing an “Edit this info” link in each panel, en-
abling you to create a copy of its contents, which you can then sub-
mit back to the site. (The mechanism is backed by a github reposi-
tory (https://github.com/h5bp/htmlI5please/) and your
contributions are sent as pull requests for that repo.) The maintain-
ers review and merge contributions.

Sometimes you'll want more detailed status information than what
HTMLS5 Please provides. For example, you might want to know exactly
which browsers support a particular feature,and which versions of each
browser support it, or what level of support it currently has in mobile
browsers, and which OS versions of those browsers.In those cases, the
site you'll want to turn to for that information is When Can | Use...

When Can | Use (http://caniuse.com/) is maintained by Alexis Deveria.

He follows the readiness status of a large set of features and updates
the site as new versions of browsers are released. And if there is a fea-
ture you want to know about, but that is not yet listed on When Can |
Use, you can contribute feature suggestions (http://is.gd/fPVTXW).

Each feature currently tracked at When Can | Use has a table with a
column for each major desktop browser (IE, Firefox, Chrome, Safari,and
Opera); for each major mobile browser (iOS Safari, Opera Mini, Opera
Mobile, and the Android Browser); and rows with version numbers for
each browser. As in other sites, color codes indicate the level of support
for a feature in each particular browser version (support/partial, sup-
port/no, support/unknown).

June 2012
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. NEW! Digitally sign
applications!
WITH THE .
#1 CHOICE OF
DEVELOPERS
WORLDWIDE

SHRINKWRAP YOUR
ANDROID APPS

WITH THE ADDED SECURITY OF BRAND-NAME CERTIFICATION

Symantec, the world leader in authentication services, introduces Symantec™ Code Signing for Android.
Now, you can digitally sign and optimize .apk files for the Androld platform. Plus, manage certificate
keys and applications for easy application version updates in Google Play, upload an app image, and
access full reporting of signing activity—all within the Symantec Code Signing Portal.

Read Protecting Your Android Applications with Secure
Code Signing Certificates or call 1-866-893-6565

to see how Symantec Code Signing can help make your
Android applications more trusted and adopted.

\’Symantec. Website Security Solutions

Copyright © 2012 Symantes Corporation. Al rights reserved. Symantec. the Symantec Logo, and the Checkmask Loge are trademarks or gistered rademarks of Symantec Corparation
o its affiliates in the LS. and ather countries. Other names may be trademarks of thair respective owners.
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For example, consider support as of today for CSS Counters
(http://caniuse.com/#feat=css-counters). A table full of green entries
makes clear that the feature is well supported. Other features that are
not well supported are shown with red highlights.

Each feature table at When Can | Use provides “see-also” links to tables
for related features, as well as links to third-party sites that provide how-
to information about actually developing content with that feature.

MDN (the Mozilla Developer Network) is one of the sites that both
platform.html5.org and When Can | Use link to.Think of MDN as a “how
can | use” feature guide. If, for example, you want to implement Web
Workers,and need code examples and links to resources with detailed
information, MDN has a page on using Web Workers (https://devel-
oper.mozilla.org/En/Using_web_workers) that’s a great place to get
started.

As with HTMLS5 Please, When Can | Use, and platform.html5.org, MDN
welcomes contributions and actually makes contributing even quicker
and easier than the other sites do:The entire site is a wiki, so once you
create an account there, you can edit any page.

Test Suites

There is no better means to evaluate the maturity of a particular fea-
ture than to have a complete test suite for that feature, run the test
cases for it yourself, and analyze the results. There is no single central
repository for all test suites for the Web platform, and no single place
to view the results for all of them, but the W3C has started work on a
shared test framework site (http://w3c-test.org/) and the W3C CSS
Working Group has a CSS-specific test framework site
(http://test.csswg.org/harness/).

June 2012
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These sites allow you to view per-browser and per-browser-version
results for a number of test suites. You can also run the test cases in
your own browser and submit your results to be integrated back
into the framework results database. See, for example, the results
data for the CSS Multi-column Layout Module test suite
(http://test.csswg.org/harness/results/CSS3-MULTICOL_DEV/), or the
start page that allows you to run the test suite in your own browser
(http://test.csswg.org/harness/suite/CSS3-COLOR_DEV/).

Conclusion

The aforementioned sites can help you stay current on the emerging
Web platform. | expect even more helpful sites to appear as the plat-
form continues to mature and as people share their code and their ex-
perience.| encourage you to use the sites I've mentioned here, and to
consider contributing updates to them so you can help ensure that
quality, up-to-date information about the Web platform is available to
us all.

— Mike Smith works on W3C core specifications for browser technologies. He previ-
ously worked for Opera Software.
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From the Vault

[CLOUD]

Getting Started with The Cloud:
The Ecosystem

This first article from a popular series on Dr.Dobbs.com discusses general cloud-related issues and
looks specifically at both the Amazon and Google cloud architectures.

By Allen Holub

friend recently reported a conversation he had with one
of those wide-eyed, gee-golly developers who's half Techie
and half Moonie.When asked what he was working on, the
speaker came back with, “cloud cloud cloud cloud cloud
cloud,” and my friend said, “but, what if ...,” to which the speaker
replied, “cloud cloud cloud cloud cloud,” to which my friend said, “but
that won't work because...,” to which the developer responded, “cloud
cloud cloud cloud cloud” — and so it went. Many use “cloud” as a syn-
onym for “good.” Cloud architectures indeed have a lot going for them,
but they’re not a panacea, and you need to know what you're doing
to jump to the cloud successfully.

This article both discusses general cloud-related issues and looks
specifically at the Amazon and Google cloud architectures. Subse-
quent articles will be more practical, delving deeply into code that
comprises cloud-based applications, but let’s start with some back-
ground.

June 2012

— DDJ

What Is The Cloud?

First, what exactly does “cloud computing” mean? The term “cloud”
dates to the early days of the Internet; back before domains existed
(yes, there was such a time). An email address was essentially a route
specified in what was called “bang notation.” To send an email, you
needed to know the name of every machine between you and the re-
cipient. Here's a particularly nasty example that | pulled out of an old
newsgroup post:

dog.ee.lbl.gov!ucbvax!cis.ohio-state.edu!zaphod.mps.ohio-
state.edu!qgt.cs.utexas.edu!lcs.utexas.edu!utgpu!utzoo!sq!msb

The “dog” and “msb” are the sending and receiving machines. The
rest is the route from one machine to the other.The routes didn’t have
to be fully specified — most email systems knew about a handful of
major hubs, so a minimum-length address just specified a route from
that hub to you — but there was zero flexibility.
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Things changed with the introduction of domains.Instead of an explicit
route, you sent an email to a gateway machine, and the email’s recipient
got the mail from a different gateway machine.The servers through
which the mail passed on the way from one gateway to the other were
anonymous, and the network topology was unknown.The word “cloud”
was coined to describe that amorphous network.You didn’t know what
went on inside the cloud (and believe me,you didn’t want to). As long as
the mail ended up at the right place, everything was copacetic.

So, here’s my rather strict definition of “cloud”: A network of comput-
ers in an unknown topology, arranged in such a way that you don’t
need to know anything about this network except how to talk to a ma-
chine at the edge.

A “cloud application” is then an application deployed to the cloud
itself, not to a specific machine. The application could be running on

one or more machines that may or may not be physically collocated.

Its data store could also be distributed, and may not be on the same
machine as the application.

In my own mind, | see a difference between cloud applications and
Web 2.0 or AJAX applications, which we used to call “thin client” ap-
plications. Here, the Ul is a standalone program (typically written in
JavaScript and running in the browser), and it talks to a server (which
is primarily a data repository) using HTTP.

Web 2.0 applications are typically implemented using a traditional
client-server architecture (one server hosted on an ISP talking to mul-
tiple browser-based clients). However, there’s no reason why you can't
have Web 2.0 cloud applications.In fact, that’s most likely the way that
all applications will work five years from now. It's useful, however, to
separate the concepts in your head. Most current Web 2.0 applications
are not cloud based.
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What Difference Does It Make?

So, why would you want a cloud application instead of a simple
client/server arrangement? Consider the following ping times:

> ping www.google.cn

PING www.google.cn (203.208.37.99): 56 data bytes

64 bytes from 203.208.37.99: icmp seqg=0 ttl=239 time=273.340 ms
64 bytes from 203.208.37.99: icmp seg=1 ttl=239 time=478.394 ms
64 bytes from 203.208.37.99: icmp seg=2 ttl=239 time=421.920 ms
64 bytes from 203.208.37.99: icmp seg=3 ttl=239 time=343.003 ms

64 bytes from 203.208.37.99: icmp seg=4 ttl=239 time=263.843 ms
64 bytes from 203.208.37.99: icmp seg=5 ttl=239 time=482.231 ms

The round-trip time between my desk in Berkeley, California,and one
of Google’s servers in Hong Kong ranges from a bit over a quarter to
almost half a second, and we're sending only 56 bytes.There’s essen-
tially no server overhead, but we’re hostage to both distance and the
speed of the routers through which the data is passing. (A tracert re-
ports only 17 hops, so the latency is probably all distance.) The picture
is different when the server is close by.Here are the results from Berke-
ley to San Jose (12 hops):
> ping google.com
PING google.com (74.125.224.52): 56 data bytes
64 bytes from 74.125.224.52: icmp seqg=0 ttl=54 time=19.815 ms

64 bytes from 74.125.224.52: icmp seg=1 ttl=54 time=20.466 ms
64 bytes from 74.125.224.52: icmp seqg=2 ttl=54 time=35.547 ms

A cloud application (or at least the instance of the application that
we're talking to), would ideally be running on the machine with the
best access time.That’s the main advantage — the cloud can effec-
tively reconfigure itself to take care of pesky details like network
latency.
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However, there’s actually no way to guarantee that this reconfigura-
tion will actually happen, which brings us to the dark underbelly of a
cloud app:We need to program for the worst case.

Imagine a cloud app that’s doing some kind of word completion.

Every time you type a character, it's sent off to a server, which finds
words prefixed with whatever you've typed.The server sends back a list
of possible matches,and your program displays these. Most of the cloud
books, in fact, demonstrate this sort of thing in exactly that way — the
local application talks to the server with literally every keystroke. Given
the look-up times, etc., your user isn't going to be particularly happy
with your worst-case response time. You can, however, rethink your
strategy.When the first few characters are typed, the server could send
you a large, perhaps exhaustive, list of every word that could possibly
start with those characters. Thereafter, the application can use that list
to update its display rather than going back to the server with every
key press.By eliminating the redundant network queries, we make the
application much more responsive.

On the plus side, the cloud is amorphous and can indeed reconfigure
itself based on observed load. If Google notices that there is a lot of
traffic between Berkeley and Hong Kong, it may well replicate the
Hong Kong server somewhere in California,and the latency would sud-
denly improve.The same applies to your cloud application: It will, ide-
ally, be running on several geographically distributed servers, with the
topology scaling to accommodate actual requests.In other words, the
size of the network (and your cloud-services provider) matters. For
cloud services to be effective, the provider has to be large.If you deploy
to the Google or Amazon infrastructure, you're effectively leveraging
the flexibility inherent in a very large network. By my rather strict defi-
nition, an application running on a single server, whether it's an ISP or
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so-called cloud host, isn't a cloud application at all because it looses
the scalability and flexible topology of a true cloud infrastructure.

Scalability and Cloud-Service Architecture

A significant advantage to a cloud infrastructure is automatic scalabil-
ity, but here’s one place where the basic architecture matters. Ama-
zon's Elastic Compute Cloud (EC2), like most cloud providers, rents you
a “virtual machine” to host your application. Your VM may or may not
share a physical machine with other apps, and it has an unknown num-
ber of physical processors attached to it. At its heart, though, your EC2
VM is just a Linux (or Windows) box, and you can configure it however
you want. You typically pay only for the time that the VM is actually
busy doing something, which is great for a software startup that's ef-
fectively getting rack space for free. As the load increases, so do your
expenses (but hopefully, so does your revenue).You use your VM pretty
much the same way you'd use a shell login to a shared server at an ISP,
deploying with FTP, etc.

The inherent flexibility of a hosted-VM approach is particularly im-
portant the day that your application gets reviewed in The New York
Times, and suddenly you have 1000 hits/second. Your ISP-hosted
shared server would just crash at this point. An EC2 VM will scale, how-
ever, running on a dedicated machine if necessary, with cores added
as necessary. Amazon will automatically increase the “umph” of your
VM — giving you more machine cycles on the physical machine, for
example, or assigning more cores to your application. Of course, you'll
pay for this extra umph.

The main downside of this approach is that there is an effective up-
per limit on the scalability. Adding cores can get you only so far, and
there’s a diminishing return on the number of cores. Eventually, you're
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using everything that the machine can give you.What if that’s still not
enough to handle the volume? In theory, your app can be placed on
several machines at this juncture, with Amazon handling the load bal-
ancing (you can run several EC2 VMs in separate physical locations that
you specify), but that scaling doesn’t happen automatically, and the
app has to be written with scaling in mind.

That is, if you're really planning on scaling, you have to do exactly the
same amount of programming work that you'd do if you were running
the application on multiple machines in your own data center. This is
a nontrivial amount of work. So, Amazon and its brethren give you a
lot of flexibility in configuration. You can put anything you want on
your virtual Linux box, write your app in any language, augment it with
custom processes; go crazy! The downside is that you have to worry
about administration and scaling, and that can add to the complexity
(and cost) of the application very quickly.

Fortunately, there is another approach — the one used by the
Google “App Engine.” Google doesn’t rent you a VM at all — you
have no control of the operating system and can’t install arbitrary
applications on “your” machine. Instead, you rent time on a virtual
application server (think Tomcat). You write your application in an
approved language (Python or Java) and you deploy your application
directly to Google’s app server, not to the operating system. For ex-
ample, if you're using Java, your application is a standard Java “web
app” packaged into a WAR file and deployed to Google exactly the
same way that you'd deploy to a Tomcat instance, by uploading the
WAR. Google handles the Tomcat part. (It's not actually using Tomcat,
but | usually test locally using Tomcat and haven’t found any prob-
lems. Google’s own development tools use Jetty.) Part of deploying
the app is telling Google what URL to use to access it. You can use
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both a Google-provided URL (something.appspot.com), or a subdo-
main of your own domain.

| personally prefer the Google approach for several reasons. First, |
hate doing system-administration work. Since Amazon just gives me
a box with an OS on it, I'm forced into that role if | use EC2. Google, on
the other hand, does all the SA work for me. All | need to worry about
is my application.Second, Google’s virtual application server can, itself,
scale and take my application along with it. For example, the app server
could, at least in theory, run on multiple machines simultaneously in
the same way that you can cluster Tomcat instances. Scaling, then, is
in no way limited by the number of cores or speed of a single machine.
As a consequence, my application can be vastly simpler, since | don’t
have to deal with the scalability issues in the source code. Finally,
Google provides a rich set of development tools (mostly Eclipse ex-
tensions) that ease development considerably, though many of those
tools will work with EC2 as well. For example, the Google Web Toolkit
(GWT) provides you with a way to build browser-agnostic AJAX front
end in Java. GWT includes a Java-to-JavaScript compiler that translates
your code into platform-independent JavaScript when it’s time to de-
ploy — but when you're developing, it’s all Java.That means that you
can use the Eclipse debugger on both the client and server side, trace
execution from client to server, etc., all within a single development
environment. GWT applications will even run fine under Tomcat on an
EC2 instance. | can develop much faster with GWT than | ever could
when | was writing JavaScript by hand.

On the downside (to paraphrase Henry Ford): Your app can come in
any color, provided that it's black. Your choice of implementation lan-
guage is Java (my own predilections preclude writing an enterprise
application in Python).You have to structure your application as a Java
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web application, built around servlets, and you have to access your
data using JDO or JPA (there’s no JDBC support).

Google’s working on adding SQL (The service is currently in limited
preview, see https://developers.google.com/cloud-sql/), but it’s not

there yet, and is available only to “App Engine For Business” customers.

Unfortunately, Google’s pricing model for the “For Business” customers
effectively makes SQL inaccessible to a standard web application
meant as a public Software-as-a-Service (SaaS) app. Google charges
$8 per year per user for a “For Business” application, which makes
sense if you're implementing your HR application on Google instead
of running it in your own data center.But a per-user fee is nonsensical
if you're writing a Saa$S app to expose to the entire Internet. The stan-
dard (not “For Business) App Engine charges are based on CPU and
data usage, not the per-user model. Google has made similarly stupid
(a technical term we analysts use) choices on other fronts as well. For
example, a standard App Engine application can use SSL only if you
deploy the page to a Google URL (MyDomain.appspot.com), which
could be disconcerting to one of your users if they look at the address
bar. Similarly, though you can host subdomains on the Google App En-
gine, you cannot host your main domain on Google.You have to get
an account with a standard ISP, and then redirect access to a Google-
hosted subdomain. (For what it's worth, www.foo.com is a subdomain,
so it can be hosted on Google.It’s the foo.com, without the www, that's
the problem.)

Amazon EC2, on the other hand, gives you several database choices:
You can run an RDMS on your VM, you can use Amazon'’s Relational
Database Service (RDS), or you can use Amazon'’s SimpleDB service if
you're doing something very simple.You can easily host your domain
on an EC2 instance, and you can easily access that domain using SSL
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(because you're just accessing your own instance of Apache, running
on the VM).

So, to sum up the differences before moving on to other issues:
Google provides a better programming environment, with easy de-
ployment, and very good scalability; but, Google’s services are
marred by an inability to easily host your top-level domain, inability
to use SSL with your domain’s URL, and lack of SQL support.The
last two can be resolved if you're an “App Engine For Business” user,
but the pricing model for that service effectively makes it useful
only for large companies who want to move in-house applications
from their own data centers to Google, something that | have a hard
time believing will happen.) Amazon has none of those particular
problems, but system administration is difficult with EC2, and scal-
ability is not fully automated. It’s the scalability issue that’s the
show stopper for me, so I'm using the Google App Engine in spite
of its limitations.

Storage

Before finishing up, there are a few other issues that you need to con-
sider that are just part and parcel of cloud applications, regardless of
the provider.

First of all, you need to rethink your relationship with your data. Data
may or may not be replicated by the service,and it may or may not be
stored on the same physical machine (or on the machine that’s run-
ning the service that accesses the data). Securing the data can be a
significant problem.You can encrypt sensitive information like credit-
card numbers, but encrypting everything is not a practical solution be-
cause you can’t issue queries on encrypted data. More to the point, if
you're doing the encryption, then there’s always a point at which the
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data is unencrypted and your encryption key is in plain sight. If your
application is running on someone else’s server, you're potentially vul-
nerable. Of course, a dedicated VM is less vulnerable than a shared
server at an ISP that allows shell access, but you'll never be as secure
as you would be in your own data center.

Also, bear in mind that your data is certainly replicated on many

servers.This organization can be an important performance enhancer.

Consider a video-streaming application that stores its data in the
cloud. The actual application may be in only one place, but once we
start streaming, we hope that we're connected to the version of the
data with the fastest transmission time. However, more servers in more
data centers means more vulnerability. And every cloud-service-
provider employee who has administrative access to a physical cloud
server also has access to your data, so your vulnerability is replicated
along with the data.

There’s also the issue of back up. A cloud provider may or may
not actually back up your data. Google, for example, does tape
back ups of gmail, but as far as | know, does not back up its general
storage system. Feel free to correct me if I'm wrong, but practically
speaking, cloud applications have to assume that there’s no un-
derlying backup mechanism. The data is replicated on many
servers, and the servers themselves use RAID drives (if they have
disks in them), so it would take a global catastrophe to loose your
data altogether, but it’s not possible to go back in time as you
could do using a back up tape. You can write a web application
that transfers data from Google to your own local repository, but
that’s actually a surprisingly difficult (and painfully slow) operation
to perform using JDO/JPA, which is the only access method that
Google provides.
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Security

The biggest problem with cloud applications is actually application
security. Security is, of course, a huge problem with most software. Pro-
grammers are simply unaware of how to write secure applications,and
management is typically unwilling to spend the paltry sum required
for the training that would eliminate 90% of the problem.It's sympto-
matic that most of the really big breaches I've read about in the past
few years have been done using SQL Injection, which is not only a ven-
erable, well-understood exploit, but is literally a trivial matter to defeat.
This is a case where 10 minutes of training could eliminate millions of
dollars of vulnerability, but the training still doesn’t happen.

One of the problems is perception. Application security has nothing
at all to do with things like firewalls and SSL.The IT department is sim-
ply not involved. Most exploits attack an application through a bug of
some sort, usually a minor one. And most hackers get at that bug sim-
ply by using the program in predictable ways, just like all your other
users do. There are no secret back doors, and the vulnerabilities are
typically in plain sight. For example, the classic example of a SQL-in-
jection exploit that you find in the books shows you how to get a
dump of someone’s entire database by exploiting a very-simple bug
in a website’s password-recovery page (access to which doesn't typi-
cally require a password, | would hope). It doesn’t matter whether you
access that page using HTTPS; if you can access the page at all, you
can do the damage.

So, the biggest security problem with a cloud-based Web 2.0 appli-
cation is the size of the attack surface — the number of places where
a hacker can potentially use a bug to break into the system.Most Web
2.0 applications use remote procedure calls, or an equivalent mecha-
nism like REST, heavily; and every one of those calls — in fact, every ar-
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gument to every one of those calls — represents a potential vulnera-
bility. It's easy to deal with these problems if you know about them
(e.g., check that all arguments are valid and reasonable on both the
client and server side; if you're using Google’s Web Toolkit, you can lit-
erally use the same Java code on both sides to do the checking).

The real solution to this problem is simple: training.

The Entire Ecosystem
There are a few loose ends to cover. First, Google provides a reasonably
rich set of support services for your web application. Get complete de-
tails at http://code.google.com/appengine/docs/java/apis.html, but
here’s a list of functionalities to be aware of.I'll demonstrate a few of
these in future articles.

+ Blobstore:Lets you store very large objects that can’t be handled
by the standard JDO mechanism, and serve them directly to your
users if you like.It's handy for things like big images.

« Capabilities: A management API that lets you dynamically detect
whether other Google services are operational.You can use it to
disable features of your own app when a Google service on
which it depends goes down for maintenance.

« Channel: A mechanism for pushing information down to a
browser-based client, so that client can update itself without
polling.

« Images:A library for doing simple image manipulation.Supports
transformations like resizing, rotation, darkening and lightening
the image, etc.

* Mail:Lets you both send and receive email from your application.
You send using standard JavaMail APIs.You receive by writing a
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servlet that waits for email to arrive. (Google receives the email,
then posts it to your servlet.) This facility is useful, but Google
limits the number of emails that you can send in a day to 500, so
you can't use this service for mailing lists or bulk mail.
Memcache: A mechanism for caching chunks of data in “mem-
ory.” This is a wrapper around Java’s JCache APIs. Caching
through this API is better than rolling your own cache because
Memcache can scale properly if the application is running on
multiple machines.

Multitenency: Effectively adds namespaces to the storage system
so that you can partition your data easily.

OAuth: Provides a mechanism to grant third-party access to
Google services.For example, a customer of yours could use this
mechanism to allow your application to access his Google Docs
files for persistent storage.

Task Queues: Allows your application to execute background
tasks that are not necessarily triggered by a user action.

URL Fetch: A wrapper around java.net.URL and related classes
that lets you access other web content using URLs. Handy for do-
ing things like sending bulk email from a non-Google server.
Users: Allows you to use Google’s log-in mechanism for your ap-
plication.That is, one of your users can log in to your application
using Google’s login page.| have mixed feelings about this serv-
ice because it's one of the few services that doesn’t just imple-
ment a standard Java library.If you use it as your sole login mech-
anism, you're effectively giving your user list to Google, and I'd
rather know who my users are, thank you.

XMPP: Support for XMPP-compatible IM services (like Google
Talk).
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APIs

The final thing to think about are the services that can coexist with your
web application. Google, under the moniker “GData,” provides API ac-
cess to literally all of its web applications — from Calendar to YouTube,
making it easy to do things like integrate a Google Docs page into your
application or update an appointment on a Google Calendar.

The complete list of APls is available for browsing at
http://code.google.com/apis/gdata/docs/directory.html. Most of these
are simple REST-based APIs. You typically encode a request in the URL
and HTTP GET or POST, and receive a result in JSON. However, Google
provides both Java and Python libraries that wrap the REST APIs, and it
also provides an Eclipse plug-in that makes it easier to write to the APlIs.

Related Articles

Getting Started With the Cloud: Logging On With Google OAuth
(http://www.drdobbs.com/web-development/229625374).

Getting Started with Google Apps and OAuth
(http://www.drdobbs.com/web-development/229401853).

— Allen Holub provides technical training, 00 design and Agile-process consulting,
and web-application/Saa$ development services. He is the author of Holub on Pat-
terns: Learning Design Patterns by Looking at Code (http.//is.gd/fn4lrA), and nu-
merous articles for SD Times, JavaWorld, and IBM Developer Works. Contact him via
http://www.holub.com/contact.
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dtSearch

Instantly Search
Terabytes Of Text

* 25+ fielded & full-text search options

e dtSearch’s own file parsers highlight hits in
popular file & email types

* Spider supports static & dynamic data
* APIs for .NET, Java, C++, SQL, etc.
* Win/Linux (64-bit & 32-bit)

“Lightning Fast” - Redmond Mag
"Covers all data sources” — eWeek

“Returns results in less than a second”
— InfoWorld

www.dtSearch.com
Fully-Functional Evaluations
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This Month on DrDobbs.com

ltems of special interest posted on
www.drdobbs.com over the past
month that you may have missed

ORACLE AND THE END OF PROGRAMMING AS WE
KNOW IT

If Oracle prevails in its claim that APIs can be copyrighted, nearly every
aspect of programming will be changed for the worse.
http://www.drdobbs.com/jvm/232901227

UNDERSTANDING CLIENT-SIDE STORAGE IN WEB APPS
Pamela Fox compares the four major APIs for browser-side storage and

explains how to balance performance, data size,and browser support.

http://www.drdobbs.com/web-development/232900805

USING SQLITE ON ANDROID

With a little care, SQLite can be used as a data store or full database
on Android devices.
http://www.drdobbs.com/database/232900584

STOCK IN TRADE

The classic trade in computer science is trading memory for execu-
tion speed.
http://www.drdobbs.com/blogs/embedded-systems/232901504
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CALLING CONSTRUCTORS WITH

PLACEMENT NEW

Trying to create an object at a specific memory address highlights the
peculiarities of C++ constructors.
http://www.drdobbs.com/cpp/232901023

THE HUMBLE BOOLEAN DESERVES HELP

The Boolean data type rarely gets the attention it merits. As a result, it's
stuck in a world of exactly two values, with little margin for safety.
http://www.drdobbs.com/architecture-and-design/232900836

VOLDEMORT TYPES IN D

Sometimes, the confluence of existing features can yield unex-
pected surprises.
http://www.drdobbs.com/blogs/cpp/232901591

EASY-TO-USE ARM SYSTEM ON A BOARD

The Raspberry Pi is ushering in a new era of powerful, stunningly
low-cost PCs on a board not much larger than an Arduino Uno.
http://www.drdobbs.com/blogs/tools/232901444
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