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The Next Generation Internet is a European-led NEXT
initiative that brings together top internet innovators, GENERATION
researchers and policymakers, who are shaping the INTERNET
internet of tomorrow.

“We need to shake and move
the foundations of the internet”

We talk to Dr. Monique Calisti, CEO of Martel Innovate and HUB4NGI project coordinator,
about why organizations and individuals should join the Next Generation Internet initiative.

What is the Next Generation Internet initiative?

The Next Generation Internet (NGI) initiative was launched by the European Commission in 2016 under the auspices
of Roberto Viola, Director-General for Communications Networks, Content & Technology, fostering the creation of
an internet capable of offering more to people and to our society. The NGI Initiative taps into and seeks to lead a
global upswell of players who are focusing on creating a democratized, decentralized, and human-centered internet.

What does a “human-centered” internet mean?

The NGI's ambition is an internet that provides better services by giving people back control of their data and
empowering them to participate. This means using technology in a way that upholds human dignity, privacy and
security, while being transparent and trustworthy. It’s an internet that serves the many, not the few, and is accessible
to all. We need to shake and move the foundations of the internet if we are to achieve this.

What technologies and disciplines will the NGl embrace?

The NGl initiative promotes a coherent integration of ethics, design and education with cutting-edge technologies
such as—Artificial Intelligence, the Internet of Things, Interactive Technologies, Digital Learning and Smart
Connectivity—to transform the internet and deliver social good and economic benefits to everyone.

How can organizations join NGl and how much does it cost?

The NGl is free to join. Join by signing up to the NGI mailing list, taking the NGI survey, adding your organization to
the NGI online map, meeting the community at upcoming events and participating in the NGI Open Calls, which
offer a unique opportunity to fund researchers and innovators at work for a better internet.

NEXT GENERATION  "lonmerer
Steer the digital transformation process in
I NT E R N ET Europe and internationally

Gain visibility among a vibrant, growing
community of innovators who are creating

@. NGLEU o NGI.EU/MAP A @NGI4EU the internet of tomorrow

Get your research and innovation funded

Co-funded by the H2020 programme of the European Union Visit www.ngi.eu for more information
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Self-Authenticating Identifiers

UBLIC KEY CRYPTOGRAPHY

(PKC) has the elegant

property that requires two

keys—one public and one

private. Either key can be
used to encrypt or decrypt, but the
peculiar property that makes PKC in-
teresting is that you must use one key
to encrypt and the other to decrypt.
For example, the private key could
be used to encrypt the digital hash
of a binary message. The recipient
of the message could compute the
same hash and then decrypt the en-
crypted digital hash with the public
key. If they match, the recipient can
be more certain the sender holds the
private key and is the originator of
the message. Of course, the recipient
must know the public key to do this
confirmation. The concept is called
a digital signature and led to the cre-
ation of certificate authorities (CAs)
that could issue certificates binding
an identifier (for example, a domain
name) to the public key of a PKC pair.

The other function for confidential-
ity uses the public key to encrypt the
message to be sent to the public key
owner. Assuming only the owner has
the private key, only the owner can
decrypt the message, providing confi-
dentiality. The sender of such a confi-
dential message uses the certificate to
determine which public key to use to
send to the recipient.

These mechanisms lead to a con-
cept called trust on first use or TOFU.
If a party sends a message and says
“this is my public key,” at best, the
recipient can use this information to
confirm that a second message has
come from the same source by check-
ing the digital signature or by gener-
ating a random number, encrypting
it in the putative public key of the
sender, sending it to the originator
of the second message, challenging

the sender to decrypt the challenge
and return it (perhaps encrypted in
the public key of the challenger). The
trust part enters into the picture be-
cause the recipient of the first mes-
sage must trust that the public key is
associated with a known or knowable
party. The certificate idea was used to
confirm that a third party has validat-
ed the certificate owner’s bona fides,
but some CAs were compromised, in-
validating the trust.

Suppose, in lieu of domain names,
one used a public key as an identifier
and associated this with an Internet
Protocol (IP) address. If one looked up
the IP address in a registry of public key
identifiers, one could then challenge
the device at that IP address to show it
still has the associated private key us-
ing a challenge/response protocol as
suggested earlier. If the party register-
ing the public key and its associated IP
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address has to show significant bona fi-
des to the registry, this might produce a
kind of TOFU-plus® that gives the party
reaching the computer at the destina-
tion IP address more confidence that
this is the intended destination.

One might imagine applying this
to the Internet of Things (IOT) in
which the IOT device self-generates
a public- and private-key pair and
registers the public key. For exam-
ple, with a hub or controller so the
hub can confirm it has reached the
right IOT device. By the same token,
configuration of the IOT device into
an ensemble could include incorpo-
ration of the public key of the con-
troller into a list of valid devices that
can command or obtain data from
the now-configured IOT device.
Both ends can verify they are talking
to the originally configured devices,
assuming no device has lost its pri-
vate key. While perhaps not obvious,
a failure to validate an identifier by
this method does not give much in-
formation to the user (or program)
seeking validation. Of course, the act
of registering a device with the hub or
controller must be a trusted process
that might involve physical presence,
Bluetooth key pairing, or other action
such as proximity NFC that increases
confidence in the registration pro-
cess. One could imagine QR codes
or even public key strings associated
with the registering device that must
be captured by a mobile camera or
keyed in by the configuring party to
increase trust in the process.

a Thanks to Ted Hardie, IAB chair, for this
terminology.

Vinton G. Cerf is vice president and Chief Internet Evangelist
at Google. He served as ACM president from 2012-2014.

Copyright held by author.

COMMUNICATIONS OF THE ACM 5


http://mags.acm.org/communications/december_2018/TrackLink.action?pageName=5&exitLink=http%3A%2F%2Fdx.doi.org%2F10.1145%2F3289429

\ 7
'\ -
. -
b
I 4 \
RS

LIVE HEALTHY

DESIGN « CREATE * EXPLORE

ACM Interaction Design & Children Conference
June 12-15, 2019 in Boise (Idaho, US)

IDC 2019 will be the 18th in an annual series
that encourages research concentrating on the
design, development, and use of interactive
technologies for children.

Ambitious and idea-driven researchers,
designers, and educators from all over the
world will gather for IDC to share and discuss
these ideas. This year’s theme is Live Healthy!

IDC 2019 welcomes submissions in the form of
full papers, short papers (notes), demos, courses,
workshops, work in progress or late breaking,
and interactive child experiences.

There is also a call for participants to submit to
the doctoral consortium, and the research and
design competition.

Associatjonfor .
We look forward to seeing all of you here in COmPUTRgTIECHney

Boise, the City of Trees!

IDC.ACM.ORG/2019
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Reclaim Internet Greatness

INTON G. CERF’'s Cerf’'s Up

column “The Internetin the

21°* Century” (Sept. 2018)

highlighted many challenges

facing today’s Internet, in-
cluding risks to privacy, security, and
society that did not exist when the net-
work was originally being built in the
late 1960s. His concern is warranted
and will require us to strike a balance
between protecting the democratic and
egalitarian values that made the Internet
great to begin with while ensuring those
values are used for good. The fundamen-
tal issue, then, in creating a 21*-century
Internet becomes what changes are
warranted and who will be responsible
for defining and administering them.

On the technology dimension, com-
puter scientists and engineers must
develop smarter systems for detecting,
addressing, and preventing malicious
content on the Web. Cerf’s argument
on behalf of user training is helpful but
will not ultimately solve the problem of
an untrustworthy, ungovernable, po-
tentially malicious network. I myself re-
cently fell for a phishing attack, which
only proves that today’s attacks can fool
even savvy, experienced users. Mean-
while, bad actors worldwide exploit
the same infrastructure that is used
by billions of well-intentioned people
every day, including notoriously scam-
mers using Google AdWords in 2017 to
impersonate Amazon.! There is clearly
a need for systems deployed across all
layers of the Internet stack to prevent,
detect, and address such abuses.
Technology by itself is not the solu-

tion. Billions of ordinary people thus
have a role to play in combatting such
potentially destructive forces. Critical
thinking and digital literacy must be
taught in grade school, enabling even
children to question the overload of
information, including misinforma-
tion churned out by countless bad ac-
tors. Society must also reward, rather
than stigmatize, people and organi-
zations for doing the right thing, as
when an organization admits it has
suffered an attack, even if embarrass-
ing to admit.

A free and democratic Internet
available to all requires a governance
structure that reflects the network’s
global scope. A major reason it con-
tinues to succeed is that no single
government agency has total control.
Instead, bits of it are maintained by
various international non-governmen-
tal agencies, including the Internet
Corporation for Assigned Names and
Numbers. However, we are beginning
to see national and regional govern-
ments more directly regulate the Inter-
net their citizens access through filters
or data privacy laws (such as the Eu-
ropean Union’s General Data Protec-
tion Regulation). Such walled gardens
produce a fragmented experience for
many users. Needed are international
non-governmental organizations that
address these concerns, with the legal
authority to perform digital forensics
to identify cyber attacks and criminals,
perhaps even by issuing Interpol-type
warrants for alleged criminals. They
could also formally pass and enforce
rules and publish guidance covering,
say, data privacy as well.

Reference

1. Vaas, L. Scammers slip fake Amazon ad under
Google's nose. Naked Security (Feb. 10, 2017); https:/
nakedsecurity.sophos.com/2017/02/10/scammiers-
slip-fake-amazon-ad-under-googles-nose/

James Simpson, York, U.K.

Lookahead Search

for Computer Chess

Vinton G. Cerf views himself as a lay-
man on the subject of neural networks,
and so do I. However, I think I under-
stand heuristic (lookahead) search,
especially for computer chess. I thus
limit myself here to Cerf’s assertion in
his Cerf’s Up column “On Neural Net-
works” (July 2018) that “AlphaGo Zero
learned to play chess well enough to
beat most (maybe all?) computer-
based players in 24 hours.” Since he
did not mention “search” per se, such
a statement suggests that learned
neural networks would be likely to
perform well in chess, as was report-
ed in Chess News (https://en.chessbase.
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com/post/thefuture-is-here-alphazero-
learns-chess) and mentioned by Cerfin
the column.

“Lookahead search” means explor-
ing the state-space rooted in a given
(chess) position. Due to combinator-
ics, exhaustive exploration is normally
impossible in computer chess, yield-
ing two successful approaches:

Minimaxing. Exploring to bounded
(though usually variable) depth, as
Scheucher and I explained,' why mini-
maxing heuristic values works at all,
despite its theoretical problem identi-
fied by ACM Turing Award laureate Ju-
dea Pearl and others; and

Monte Carlo tree search. Sampling
through selective explorations to “leat”
positions (such as checkmate).

For my point here, the particular
search approach needed to achieve
excellent performance does not mat-
ter, only whether search is involved in
the move decision. I conjecture that
AlphaZero® would achieve superhu-
man performance in chess through
minimaxing as well.

In describing AlphaZero (which I
am convinced is what Cerf meant to say
in the column, rather than “AlphaGo
Zero”), Silver et al.> did not mention
Monte Carlo tree search until some-
where in the middle of their paper, re-
flecting its status as not particularly
important. In fact, AlphaZero did not
learn but was simply programmed
to perform search. Note that Silver
et al. thoroughly analyzed the role of
search in the predecessor AlphaGo in
Naturein 2016.

Although neither AlphaZero nor
its learned neural network appear to
be publicly available, I have managed
to explore a reimplementation called
LCZero at http://lczero.org/. I recently
matched up its neural network with-
out search against my (and colleagues
Helmut Horacek’s and Marcus Wag-
ner’s) old Merlin chess program, which
tied for sixth place out of 24 machines
in the 1989 World Computer Chess
Championship. I emulated the com-
puter power it had at the time on a
five-year-old laptop (with a single core)
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by setting its performance time at two
seconds per move rather than three
minutes on a mainframe at the time.
While I consider the moves played by
LCZero’s neural network generally
plausible, even without search, Merlin
beat it decisively in these games, as a
neural network without search often
blundersin chess positions where non-
trivial tactics really do matter.

I thus consider Cerf’s claim about
computer chess and neural networks
misleading, but is such a claim indeed
worth pointing out here, in a letter to
the editor? What worries me is the ef-
fect of the kind of “telephone game”
begun by Silver et al.,> a message mis-
characterized in Chess News and now
again in Communications by an author
of Cerf’s stature. We can only imagine
how such a telephone game would
continue to play out in the regular non-
technical press if we did not cut the
thread now.

References

1. Scheucher, A. and Kaindl, H. Benefits of using
multivalued functions for minimaxing. Artificial
Intelligence 99, 2 (Mar. 1999), 187-208.

2. Silver, D. et al. Mastering chess and Shogi by self-play
with a general reinforcement learning algorithm. arXiv,
2017, https://arxiv.org/abs/1712.01815

Hermann Kaindl, Vienna, Austria

Author Responds:
Kaindl is correct. I meant to say AlphaZero
and mistakenly wrote AlphaGo Zero. I also
I agree that search is important for the
AlphaZero system and should have drawn
attention to it but honestly had not done
enough due diligence with the DeepMind
team, a deadline effect ...

I appreciate the additional color
and clarity.

Vinton G. Cerf, Mountain View, CA

Communications Addresses

the Intellectual Challenges of CS

I am not one given to writing comple-
mentary letters to publications but
must say Communications (Sept. 2018)
was brilliant in exploring several ex-
tremely relevant intellectual challenges
with its readers, specifically Vinton
G. Cerf’s discussion of the “Treaty of
Westphalia” in his Cerf’s Up column
“The Peace of Westphalia” and its rel-
evance to ongoing international inter-
ference in elections around the world;
Moshe Y. Vardi’s discussion of “disrup-
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tive technology” in his Vardi’s Insights
column “Move Fast and Break Things,”
noting that while computer scientists
should “celebrate” their achievements,
they also need to, as Vardi put it, “drive
very carefully”; the passion of the let-
ters to the editor concerning a prior
Vardi column “How the Hippies De-
stroyed the Internet” (July 2018) on the
past (and future) of the Internet; and
my favorite, Adam Barker’s Viewpoint
“An Academic’s Observations from a
Sabbatical at Google” on the impor-
tance and relevance of software prac-
tice to software academics worldwide.

I also noted the then-recently an-
nounced “China Region Special Sec-
tion” (Nov. 2018). As a participant in
a 1987 People to People international
travel visit to China with other interna-
tional computer scientists, Irecall being
amazed to find that, in what was at the
time a fairly primitive country techno-
logically, Chinese computer scientists
were almost all theoreticians, rather
than pragmatists. It took considerable
thought for me to realize, or perhaps
rationalize, that this was happening be-
cause labor was notably inexpensive in
China at a time that doing things manu-
ally was significantly less costly than do-
ing them with computer support.

Robert L. Glass, Toowong,

QLD, Australia

Before Inviting More Tech

Workers into the U.S. ...

James Simpson’s letter to the editor
“Side with ACM Ethical Values” (Aug.
2018) concerning Moshe Y. Vardi’s
Vardi’s Insights column “Computer
Professionals for Social Responsibil-
ity” (Jan. 2018) rightly suggested that
ACM policies are inextricably linked to
ethical and moral values and hence to
political considerations. Simpson even
urged establishment of a new ACM
special interest group dedicated to eth-
ics and public policy.

But Simpson’s implicit encourage-
ment of ACM to lobby for immigration
of tech workers into the U.S. fell flat on
two accounts: First, it would avoid re-
sponsibility for home-growing the tal-
ent American industry needs. The news
story “Broadening the Path for Women
in STEM” by Esther Stein (also in Aug.
2018) included data on the declining
participation of women in CS majors in
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the U.S. Meanwhile, separately, mem-
bers of the U.S. team in the Internation-
al Mathematical Olympiad (http://www.
ams.org/news?_id=4446) are almost
always entirely Asian-Americans. And
second, and perhaps more important
from an ethical point of view, U.S. hir-
ing of foreign tech workers can amount
to a form of “colonial brain drain” from
other countries that need their own IT
professionals at home.

A broad call to U.S. students to
pursue STEM or CS careers is not the
answer. American companies do not
need workers who are poorly pre-
pared, do not love what they do, or do
not care about the moral dimensions
of their work. Tech companies, as well
as computer science and engineering
generally, need people called to IT as
a profession, not just a career. ACM
should thus consider these issues
before deciding to lobby on behalf of
bringing in tens of thousands more
foreign tech workers.

Paul J. Campbell, Beloit, WI, USA

Communications welcomes your opinion. To submit a
Letter to the Editor, please limit yourself to 500 words or
less, and send to letters@cacm.acm.org.
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quantum vs. classical computing,
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iaiaiiiiiiiieis ACM Charles P. “Chuck” Thacker Breakthrough in

ilslsiiiiiiiiisn Computing Award (the “ACM Breakthrough Award”).

ACM Turing Laureate Charles P. (Chuck) Thacker (1943-2017) "
coiiiiiiiiiiiiils received the 2009 ACM AM. Turing Award for “the pioneering : '
design and realization of the first modern personal computer— .
seitisisisisieies the Alto at Xerox PARC—and seminal inventions and o
Leltitititititiel contributions to local area networks (including the Ethernet), \
multiprocessor workstations, snooping cache coherence v:
eltielsielilells protocols, and tablet personal computers.” d
The award was established in recognition of Thacker’s pioneering contributions in computing.
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seiiiiiiiaiiiiiis early 1970s from a visionary idea to the reality of modern personal computing, providing

people with an early glimpse of how computing would deeply influence us all. The award also
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Leteseseneiese.e.  and“can-do” approach to solving the unsolved that Thacker exhibited. The recipient should

Leeticisieieieitr be someone who has made a surprising or disruptive leapfrog in computing ideas or
Leisisieieielelel technologies that provides a new capability or understanding that influences the course of
computing technologies in a deep and significant manner through its numerous downstream
eicieieiiieieisls influences and outcomes. Due to the breakthrough nature of the award it is expected that it
ceseneiaiaiiiises will be presented biennially and will not be presented if there is no candidate who meets the
seleleleleieieier criteriain a particular year.

esetetetetete. . The award is accompanied by a prize of $100,000 and would be presented at the annual ACM

eloiiiiiiieieieis Awards Banquet. The award recipient would be expected to give the ACM Breakthrough Lecture
seleletaiiiiiiiis atamajor ACM conference of his or her choice during the year following the announcement.
ealiliiiiiiiiit Thetravel expenses of the recipient, and a companion, to attend the Lecture are supported by
the award. Financial support of the Thacker Award is provided by Microsoft.

cititiiiiiiiiiets Nomination information and the online submission form are available on:

ittt https.//awards.acm.org/thacker/nominations

etetetetetetete s The deadline for nominations/endorsements is:

DR 0208000a020905 January 15, 2019, End of Day, AoE, UTC-12 hours.
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Securing Agent 111,

and the Job

of Software Architect

John Arquilla describes the new state of cyberspying,
while Yegor Bugayenko considers the importance
of a software architect to development projects.

John Arquilla

From 007 to ‘Agent 111’
http://bit.ly/2DO1wmc

June 18, 2018

The information revolu-
tion has changed just
about every aspect of society and security
in our time, so it’s no surprise that the
spy business has been transformed as
well. Yes, there are still human “moles”
who scurry about inside organizations,
gathering up vital information for their
foreign masters, and no doubt those
“sleepers” deported from the U.S. back to
Russia in a 2010 prisoner swap were not
the last of their kind; a real-life version
of the television series “The Americans”
likely continues, in many countries.

Yet adventurous James Bond-like
spies have been eclipsed by a new gener-
ation of operatives who don’t travel the
world (not physically, anyway) or drink
martinis, shaken or stirred. Indeed,
most of their time is spent tapping away
at keyboards in cool, windowless rooms,
their favored beverage some brand of
highly caffeinated energy drink. Bond is
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giving way to Agent 111 (“007” in binary),
who oftimes might just be a smart bot.

The latest exploit of some Chinese
Agent (or agents) 111, made public this
month, has to do with sensitive data
about American submarine operations.
Access apparently was gained by hack-
ing a private contractor doing work in
this area for the U.S. Department of
Defense. By infiltrating in this indirect
manner, cyber-spies were able to vacu-
um up over 600GB of data that, when the
pieces are put together, may provide a
valuable picture of how the U.S. Navy in-
tends to operate in contested waters like
the East China Sea.

This serious breach, a coup for Chi-
nese intelligence, came in the wake of a
string of damaging hacks aimed at stra-
tegic targets in the U.S. One of the worst
was revealed on March 15 (talk about
“Beware the Ides!”) in a report issued by
the FBI and the Department of Home-
land Security that asserted a well-crafted
Russian-sponsored intrusion effort had
gotten in to our power and water infra-
structures. Given these systems are high-

NO. 12

ly reliant upon automated controls, the
idea some latter-day virtual James Bond
might be able to “cybotage” them is most
troubling. For those who worry about
how such hacks might hurt our military,
give Pete Singer and August Cole’s Ghost
Fleet (http://bit.ly/2y4v2xC) a close read.

Back in 2015, one of the things U.S.
President Barack Obama and China’s
President Xi Jinping discussed when they
met was the matter of curbing hostile cy-
b