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Text Data Management and Analysis covers the major concepts, techniques, and ideas in
information retrieval and text data mining. It focuses on the practical viewpoint and includes

many hands-on exercises designed with a companion software toolkit (i.e., MeTA) to help readers
learn how to apply techniques of information retrieval and text mining to real-world text data. It

also shows readers how to experiment with and improve some of the algorithms for interesting
application tasks. The book can be used as a text for computer science undergraduates and graduates,

library and information scientists, or as a reference for practitioners working on relevant problems in
managing and analyzing text data.
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Researchers today
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unprecedented amounts
of biological data,
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as opportunities.
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72 Computational Biology in
the 21* Century: Scaling with
Compressive Algorithms
Algorithmic advances take advantage
of the structure of massive biological
data landscape.
By Bonnie Berger, Noah M. Daniels,
and Y. William Yu
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== Watch the authors discuss
their work in this exclusive
Communications video.
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letter from the president

From the New ACM President

I thank all of you who recently sent along
good wishes upon my election to ACM
president. Many also asked “What do you
want to accomplish during your presidency?”

To begin to answer this, I refer back to
the recent message from outgoing Presi-
dent Alex Wolf as he looked back on his
two years in office (Communications, June
2016, p. 5). He noted that the founda-
tions of ACM are in excellent shape; we
have committed volunteers, dedicated
headquarters staff, and a reliable revenue
stream. I thank him for his efforts in guid-
ing ACM to this position of strength. My
goals are to build on this foundation, be-
ing responsive to changing demograph-
ics, finding new ways to add value to both
our student and professional members,
and balancing the desire for open access
to our Digital Library with the need to
maintain our economic health.

While there are over two million
global students and professionals who
benefit from our publishing, profession-
al development, education curricula,
worldwide conferences, and networking
opportunities, most of these individuals
do not join ACM. All of our work, howev-
er, is only possible through the volunteer
efforts and the organizational stability of
membership. We need to reconsider the
benefits of membership in a professional
society. For this, we will be seeking input
in the coming months to clarify what our
community most values.

One demographic that has been slow
to join ACM is early career professionals.
I will be spearheading efforts to increase
the involvement of this cohort. In rap-
idly changing academic, entrepreneurial,
practitioner, and global computing envi-
ronments, networking through ACM can
provide real value. In the coming months,
new initiatives for these young profession-
als will be formulated and announced.

In terms of publications, I look for-
ward to our Digital Library continuing to
evolve. Under the direction of ACM’s Pub-
lications Board, this community resource
will be moving from a static repository
of documents and videos to one that in-
cludes computing artifacts such as data
and software as well as new services. The
Digital Library underpins ACM’s finan-
cial stability but the drive toward open
access will continue to challenge assump-
tions about the exchange of information
and data in the scientific community.
Questions of how ACM as an academic
publisher will derive needed funding in
this changing content and services envi-
ronment will continue to dominate dis-
cussions with multiple stakeholders.

In my candidate statement, I men-
tioned that ACM’s efforts related to in-
creased diversity and inclusion need to
be fully woven into our core fabric. The re-

AUGUST 2016 | VOL.59 | NO.8

cent election of the first all-female team of
ACM Executive Officers is an opportunity
to highlight the contributions that wom-
en have made to computing and to inspire
young women to view computing as a ca-
reer. While we can be proud of this mile-
stone, we must be mindful that diversity
involves many issues and professionals at
all career stages. We will expand the scope
for our diversity efforts, including accessi-
bility and diversity concerns globally.

ACM must also continue to serve the
worldwide computing community in all
our activities. Our publishing, profession-
al development, conferences, and other
efforts must not just be available to global
professionals, but also must take into ac-
count varying regional priorities. I am
deeply committed to the fostering of this
global perspective.

This year marked the 50th anniversa-
ry of the ACM A.M. Turing award. We can
be deservedly proud of the honorees who
have made such profound impacts on
technology and society. Throughout the
coming year we will be celebrating the
achievements of these pioneers. More
information on these celebrations will
be forthcoming.

In sum, during my presidency I will
work to develop new initiatives to ensure
that ACM provides ever-greater value to
the global computing community. Over
the next two years, I look forward to meet-
ing many of you and exploring how, to-
gether, we can achieve this.

Vicki L. Hanson (vih@acm.org) is ACM President,
Distinguished Professor at Rochester Institute of
Technology, and a professor at the University of Dundee.
Twitter: @ACM_President

Copyright held by author.
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Star Struck in Lindau

Among the innovations pioneered by John
White during his years as CEO of ACM was
a new relationship with the Klaus Tschira
Foundation that sponsors the Heidelberg

Laureate Forum?® [HLF] in the third
quarter of each year. The attendees
include about 200 math or computer
science students and recipients of the
mathematics Fields Medal, the Nevan-
linna Prize, the Abel Prize, and ACM’s
AM. Turing award for computer sci-
ence. I have had the pleasure of attend-
ing the first three meetings of the HLF.
Since 1951, however, there has been
an annual meeting of Nobel laureates®
with support from several organiza-
tions including the aforementioned
Klaus Tschira Foundation. The HLF
is patterned after the Nobel meeting:
students meet with a collection of par-
ticipating laureates. It was decided last
year to link these two events by having
a Nobel laureate address the partici-
pants of the HLF and to have an HLF
laureate address the participants of the
Nobel annual meeting. As I write this
column, I am in the midst of the Nobel
meeting in Lindau and, frankly, star
struck at meeting people whose names
have been in the news for their extraor-
dinary work. I have the honor to be the
first of the HLF participants to address
the Nobel meeting and if you think this
is not a daunting prospect, think again!

My theme, however, is not just
the amazing collection of brilliance
at both meetings but the clear and
increasing role that computing and
computer science are playing in basic
research. To be sure, computers have
long been utilized to make predictions
based on theory and to assess measure-

a http://www.heidelberg-laureate- forum.org/
b http://www.lindau-nobel.org/

ments to determine whether the theo-
retical predictions match the experi-
mental evidence. The 2013 Nobel Prize
in Chemistry, however, underscored
the potential for using computers to
predict biochemical interactions on
the basis of computer-based model-
ing. Three chemists won the Nobel
Prize in Chemistry in 2013¢ “for mul-
tiscale models for complex chemical
systems.” As I meet other basic and
experimental scientists at this week-
long event, I am struck by how often
computers play a key role in discovery
science. That our discipline touches al-
most everything in the scientific world
is not an overstatement.

I met Martin Karplus at this event.
He was among the 2013 Nobel laure-
ates and opened my eyes to the incred-
ible complexity of processes found
inside cells. This is not a simple sea of
liquid in which organelles and chemi-
cals are swimming. The cell actually
has a very complex structure, includ-
ing so-called microtubules that help to
guide the transport of molecules where
theyare needed in the cell. They are like
highways inside the cell. There are mo-
lecular robots (I am not kidding!) that
literally travel along these highways,
carrying specific molecules to targets
in the cell. This looks sort of like Multi-
protocol Label Switching guiding pack-
ets along optical channels! Moreover,
like the Internet, there are “addresses”
to indicate where the robots are sup-

¢ http://www.nobelprize.org/nobel_prizes/
chemistry/laureates/2013/; Martin Karplus,
Arieh Warshel, and Michael Levitt.
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posed to deliver the molecules. The
cells encompass a molecular package
switching system (ok, bad pun)! I have
not yet learned enough about the way
in which the addressing is done, but it
is apparently multi-layered and even
has the property that a molecule can be
targeted to get stuck in an intracellular
membrane in addition to being deliv-
ered to a target organelle.

The cell uses DNA and RNA to guide
the production of proteins by assem-
bling amino acids and by delivering
them on the intracellular highway to
their destinations. The DNA is used to
produce so-called “messenger RNA”
that is used in the process of generat-
ing proteins using the cell’s ribosomes
to interpret the RNA and to assemble
the prescribed molecular structure. Of
course Theorem 2069 applies here and
I have left out the roles of transfer-RNA
and ribosomal-RNA in this process.
As we learn more about the internal
functionality of cells, and succeed in
modeling their operation, we will shed
additional light on the plausible paths
by which this functionality has evolved.
Research is under way to discover by ex-
periment the simplest form of replicat-
ing cells and to use computer models to
help postulate plausible origins of life.

It would be difficult to overstate the
excitement I feel for the role our disci-
pline is playing in surveying the scien-
tific discovery landscape and modeling
the processes we find to understand
the “how” and maybe the “why” of
their operation. This underscores for
me and I hope for you, the importance
of advancing the state of the art of com-
puting and its capacity to analyze and
model the complex phenomena that
we are finding all around us at the mi-
cro and the macro levels.

d Theorem 206: “Everything is more complicated.”

Vinton G. Cerf is vice president and Chief Internet Evangelist
at Google. He served as ACM president from 2012-2014.

Copyright held by author.
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letters to the editor

Future Cyberdefenses Will
Defeat Cyberattacks on PCs

IGHLY CLASSIFIED INFOR-

MATION on personal com-

puters in the U.S. today is

largely protected from the

attacks Daniel Genkin et
al. described in their article “Physical
Key Extraction Attacks on PCs” (June
2016). Here, I outline cost-effective
defenses that will in the future com-
pletely defeat such attacks, while
making even stronger cyberattacks
extremely difficult.

For example, tiny Faraday cages can
be constructed in a processor pack-
age so encryption/decryption can be
performed without the possibility of
inadvertent emanations that could be
measured or exploited, because all ex-
ternal communication to a cage would
be through optical fiber and the cage’s
power supply is filtered.! This way, en-
cryption keys and encryption/decryp-
tion processes would be completely
protected against the attacks described
in the article. In such a Faraday cage,
advanced cryptography (such as Learn-
ing With Errors) could not be feasibly
attacked through any known method,
including quantum computing.

Hardware can likewise help protect
software, including operating systems
and applications, through RAM-proc-
essor package encryption. All traffic
between a processor package and RAM
can be encrypted using a Faraday cage
to protect a potentially targeted app
(which is technically a process) from
operating systems and hypervisors,
other apps, and other equipment, in-
cluding baseband processors, disk
controllers, and USB controllers. Even
a cyberattack that compromises an
entire operating system or hypervisor
would permit only denial of service to
its applications and not give access to
any application or related data storage.
Similarly, every-word-tagged exten-
sions of ARM and X86 processors can
be used to protect each Linux kernel
object and each Java object in an app
from other such objects by using a
tag on each word of memory that con-
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trols how memory can be used. Tagged
memory can make it much more diffi-
cult for a cyberattacker to find and ex-
ploit software vulnerabilities because
compromising a Linux kernel object or
aJava application object does not auto-
matically give power over any other ob-
ject. Security-access operations by such
objects can be strengthened through
“inconsistency robustness” providing
technology for valid formal inference
on inconsistent information.* Such in-
consistency robust inference is impor-
tant because security-access decisions
are often made on the basis of conflict-
ing and inconsistent information.

Such individual processor-package
cyberdefense methods and technolo-
gies will make it possible, within, say,
the next five years, to construct a highly
secure board with more than 1,000 gen-
eral-purpose coherent cores, greatly di-
minishing dependence on datacenters
and thereby decreasing centralized
points of vulnerability.!

These technologies promise to pro-
vide a comprehensive advantage over
cyberattacks. The U.S., among all coun-
tries, has the most to lose through its
current cyberdefense vulnerabilities.
In light of its charter to defend the
nation and its own multitudinous cy-
berdefense vulnerabilities, the Depart-
ment of Defense is the logical agency to
initiate an urgent program to develop
and deploy strong cyberdefenses using
these technologies and methods. In-
dustry and other government agencies
should then quickly incorporate them
into their own operations.

Reference

1. Hewitt, C. Security Without IoT Mandatory Backdoors:
Using Distributed Encrypted Public Recording to
Catch & Prosecute Suspects. Social Science Research
Network, June 16, 2016; http://papers.ssrn.com/sol3/
papers.cfm?abstract_id=2795682

Carl Hewitt, Palo Alto, CA

Authors Respond:
We agree that high-security designs
can mitigate physical side channels.
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However, they are typically difficult to
design, expensive to manufacture, reduce
performance, and are unavailable in most
commercial and consumer contexts.
Moreover, their security depends on
understanding the feasible attacks. Faraday
cages, optical couplers, and power filters
would not stop acoustic leakage through
vents or self-amplification attacks that
induce leakage at frequencies below the
filter's design specification. The problem of
creating inexpensive hardware or software
that adequately mitigates all feasible side-
channel attacks thus remains open.

Daniel Genkin, Lev Pachmanov,

Itamar Pipman, Adi Shamir,

and Eran Tromer, Tel Aviv, Israel

Fewer Is Better Than More
Samples When Tuning Software
The emphasis on visualizing large
numbers of stack samples, as in, say,
flame graphs in Brendan Gregg’s article
“The Flame Graph” (June 2016) actu-
ally works against finding some perfor-
mance bottlenecks, resulting in sub-
optimal performance of the software
being tuned. Any such visualization
must necessarily discard information,
resulting in “false negatives,” or failure
to identify some bottlenecks. For exam-
ple, time can be wasted by lines of code
that happen to be invoked in numerous
places in the call tree. The call hierar-
chy, which iswhat flame graphs display,
cannot draw attention to these lines of
code.! Moreover, one cannot assume
the bottlenecks can be ignored; even a
particular bottleneck that starts small
does not stay small, on a percentage ba-
sis, after other bottlenecks have been
removed. Gregg made much of 60,000
samples and how difficult they are to
visualize. However, he also discussed
finding and fixing a bottleneck that re-
sulted in saving 40% of execution time.
That means the fraction of samples dis-
playing the bottleneck was at least 40%.
The bottleneck would thus have been
displayed, with statistical certainty,ina
purely human examination of 10 or 20
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random stack samples—with no need
for 60,000. This is generally true of any
bottleneck big enough, on a percent-
age basis, to be worth fixing; moreover,
every bottleneck grows as others are re-
moved. So, if truly serious performance
tuning is being done, it is not necessary
or even helpful to visualize thousands
of samples.

Reference
1. Dunlavey, M.R. Unknown events in nodejs/v8
flamegraph using perf_events; http://stackoverflow.

com/a/27867426/23771
Michael R. Dunlavey, Needham, MA

Author Responds:
More samples provide more benefits.
One is that performance wins of all
magnitudes can be accurately quantified
and compared, including even the 1%,
2%, and 3% wins, finding more wins
and wasting less engineering time
investigating false negatives. Samples are
cheap. Engineering time is not. Another
benefit is quantifying the full code flow,
illustrating more tuning possibilities.
There are other benefits, too. As for code
invoked in numerous places, my article
discussed two techniques for identifying
them—searching and merging top-down.
Brendan Gregg, Campbell, CA

When Designing APIs

Take the User's View

I doubt many software developers were
surprised by Brad A. Myers’s and Jef-
frey Stylos’s conclusions in their article
“Improving API Usability” (June 2016).
I anecdotally suspect most poor API
designs are based on what the imple-
mentation does rather than what the
user needs.

API designers know the implemen-
tation too well, suffering from the curse
of knowledge. The API makes sense
to them because they understand the
context. They do not consider how an
API can be confusing to users without
it. Worse yet, implementation details
could leak into the API without the de-
signer noticing, since the delineation
of the API and feature implementation
might be blurred.

I agree with Myers and Stylos that the
API should be designed first. Design and
code operational scenarios to confirm
API usability before diving too deeply
into feature design and implementa-

tion. Spend time in the mind-set of the
user. The scenario code used to confirm
the API can also be reused as the founda-
tion of test code and user examples.

Myers and Stylos recommended
avoiding patterns. Creation patterns
involve API complications beyond us-
ability. Gamma et al.! defined creation-
method names that suggest how the
returned object was constructed; for
example, factory-, singleton-, and pro-
totype-created objects are acquired
through create, instance, and
clone, respectively. Not only do these
different  object-acquisition-method
names create more API confusion, they
violate encapsulation, since they sug-
gest the creation mechanism to a user.
This naming constraint limits the de-
signer’s ability to switch to a different
design-pattern mechanism. Gamma et
al. also failed to define creation-pattern
clean-up mechanisms that are critical
in C++, one of their example languages.

I prefer to unify my creation-pat-
tern objects by defining acquire to
acquire an object and release to
release an object when it is no longer
being used. These unification meth-
ods encapsulate the creation pattern
and provide for clean up, as well. They
yield a consistent API based on user
need rather than on an implementa-
tion-creation mechanism.

They also affect usability, how-
ever, since they are not standard no-
menclature, so I take it one step fur-
ther for APIs used by others. I use the
Pointer to IMPLementation, or PIM-
PL, idiom to create a thin API class
that wraps the functionality. The API
class calls acquire in its construc-
tor and release in its destructor.
Wrapping the unification methods
within the constructor and destruc-
tor results in an API that uses the
source language’s natural creation
syntax yet still offers the advantages
of the creation design patterns with-
in the underlying implementation.

Reference
1. Gamma, E., Helm, R., Johnson, R., and Vlissides, J.
Design Patterns. Addison-Wesley, Reading, MA, 1995.

Jim Humelsine, Neptune, NJ
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Inside the Great Wall

During a trip to China, Jason Hong

watches for signs of new technologies.

Jason Hong

The Emerging
Technology Landscape
in China
http://bit.ly/IRtm2SR

May 25, 2016

I have been in China about two weeks
so far, and have been amazed at how
much the technology landscape has
changed since I'last spent time here in
2008. I wanted to share some of these
observations because they represent
some really unique and compelling
uses of technology.

WeChat Mobile Social Networking
Perhaps the most obvious change is
the ubiquity of WeChat, a combina-
tion of mobile chat and social net-
working app. Pretty much every Chi-
nese person I met used WeChat, and
I saw people using it in restaurants,
on the subway, waiting for the bus,
pretty much everywhere. WeChat was
developed by powerhouse Tencent,
and its features are basically the same
as any social networking site: you can
add friends, post status updates that
friends can see, and send messages to
friends. The app feels much cleaner
than Facebook’s mobile app, though,
probably because WeChat started mo-
bile first and as a result had to be very
simple.

A cool feature of WeChat is the abil-
ity to send virtual red envelopes to
others. Real red envelopes are given
by close friends and family members
on birthdays and Chinese New Year,
and contain money. I remember al-
ways looking forward to getting these
envelopes as a kid. WeChat’s virtual
envelopes can also be used to transfer
money to others, and this feature is
already very popular for these special
occasions. There is even a Wikipedia
page about these virtual red envelopes
(http://bit.ly/1rdgwAc) reporting over
a billion were sent last year for Chi-
nese New Year.

Mobile Payment Systems
Another obvious change is the wide-
spread adoption of mobile payment
systems. Many people who hosted us
for dinner used their smartphones to
pay, just by taking a picture of a QR
code on the receipt. One person told
us how you can use AliPay (from Ali-
baba, a major e-commerce company),
WecChat, or several other apps to buy
things from vending machines, again
through QR codes. The fact they were
compatible was really cool, since I
would have expected companies to try
to do proprietary systems.

Another person told us how he
forgot his wallet at home one day. He
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almost turned around, but decided
to see how well he could do just with
his smartphone. It turns out he did
perfectly fine, even being able to buy
food from street vendors without any
problems.

I found the popularity of mobile
payment in China amazing, especially
since I have yet to directly see anyone
in the U.S. use any smartphone mo-
bile payment apps (other than Square,
which addresses a different payment
space). I have only heard secondhand
stories from a few of students at my
university about using Venmo or other
payment apps.

My best explanation is relative ad-
vantage. In the U.S., credit cards are
already very popular, and so mobile
payment apps only offer a small ad-
vantage in this context. In contrast, in
China, credit cards were not very com-
mon, and so mobile payment systems
conveniently filled in the gap, allow-
ing China to leapfrog ahead.

Taxi Hailing Systems

Didi is a very popular app for hailing
taxis. It is only about four years old,
and in about half the taxis I was in, the
drivers had a holder for their smart-
phone and were actively using it. One
driver even had his app in some kind
of active mode, where you could see
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and hear every single nearby request,
and it was going off about every 20 sec-
onds. (Ishould also note driving safety
is a dodgy concept in China. Half the
taxis I was in didn’t have safety belts,
pedestrians walk anytime across
the street, and motorcycles often go
against traffic.)

Didi used to be two competing taxi
hailing companies, but they merged a
short while back. I do not know much
about Chinese law, but there do not
seem to be antitrust laws to prevent
large mergers like this. Some people
I talked to also said taxi hailing was
much better before the merger, since
the two companies offered heavy dis-
counts, making it very cheap to get
around, but no longer.

Didi is also really interesting when
compared with Uber’s business mod-
el. Unlike Uber, which takes a cut out
of the fare, Didi does not seem to; in-
stead, people told me Didi analyzes
and sells the data from riders. For
example, they can determine origin
and destination pairs easily, making
it possible to infer demographics and
interests of riders. They can then sell
that data and even use it for highly tar-
geted advertisements or offers. I was
told Didi recently closed a major deal
with some banks to do some offers.
Apple also announced it will be invest-
ing USS$1 billion into Didi, perhaps
to help with Apple Pay in China, to
improve their maps, and to sell other
software and services.

It is also not clear to me how well
Uber can do in China. Uber was re-
ported to have lost about $1 billion in
China last year because of its heavy
discounts to win market share. It is not
clear to me if Uber China also works
with taxis, but Uber’s standard model
of having everyday people act as drivers
might not work as well in China, since
the density of taxis in major Chinese
cities is already pretty high.

Another interesting story I heard
is many of these companies are suf-
fering from fraud. For example, one
friend told me how Uber was essen-
tially paying riders to use their service,
and how one person had 100 smart-
phones and colluded with drivers to
do fake rides to cash in. In fact, a lot
of people commented how all of these
discounts were essentially VCs fuel-
ing the economy, since a lot of these

popular apps were offering deep cuts
in prices to gain market share.

Compounding things is the fact
that a lot of similar companies exist.
Many friends I talked with observed
that if you come up with a good start-
up idea, it does not take very long for
copycat companies to appear and of-
fer their VC-funded discounts. One
person commented how there used
to be a dozen companies that would
wash your car overnight (for about
20 RMB, or about $3), but now it has
dropped to about two. So competition
is very stiff, and it is going to be excit-
ing to see how things play out in the
next few years.

Same- or Next-Day Delivery

If you walk on a major street of any
Chinese city, youwill likely see a dozen
motorized bikes with logos like TMall,
ID.com, or even Amazon. Same- oOr
next-day delivery is very common and
convenient in China. My wife and I
used these services to buy diapers and
clothes, and they deliver right to your
door. You can also pay on delivery,
probably because of the lack of online
payment infrastructure, though the
mobile payment systems described
earlier can also be used.

The density of cities in China is
one clear reason these delivery ser-
vices work. One VC explained another
non-obvious reason: in the U.S., retail
infrastructure is mostly saturated,
meaning e-commerce offers limited
relative advantage over what already
exists, and often works by cannibal-
izing brick-and-mortar stores. In con-
trast, retail infrastructure in China
is not as well established, meaning
e-commerce has a lot more room for
potential growth. These factors, along
with relatively low labor and delivery
costs, make same- or next-day delivery
in China very effective in practice.

Other Odds and Ends

A few more observations about the
tech landscape in China that did not
fit in the above categories. One friend
told me how the iPhone was some-
times called the “kidney” because
one teen literally sold his kidney so
he could buy an iPhone; he figured he
had two kidneys and really wanted an
iPhone. More surprisingly, I was told
that for many people, the iPhone costs
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as much as two months of salary, but
I still saw Apple’s smartphone almost
everywhere.

Chinese people also have a strong
affinity for numbers. One interesting
quirk is that most telephone numbers
in China do not have any dashes or
spaces, just a string of 10 or 11 digits.
One colleague explained Chinese peo-
ple have a strong capacity for remem-
bering numbers. However, I can as-
sure readers this is not genetic, given
my lack of this facility.

More interestingly, many “holi-
days” have been created based on
special numbers. You may know how
Chinese people avoid the number 4
(since it sounds like the word “death”
in Chinese) and really like the number
8 (since it sounds like “good fortune”).
Riffing on this idea, May 20 (5/20) has
been advanced by companies as a new
kind of Valentine’s Day, since if you
say the individual digits it sounds a lit-
tle bit like “I love you.” Yeah, it is sort
of a stretch, but WeChat has taken full
advantage of this by making it easy to
send 520 RMB (about $75) to one’s sig-
nificant other; there is no option for
5.20 or 52.00 RMB. From what I was
told, 5/20 was invented just a few years
ago, but it has already caught on.

November 11 is another new “hol-
iday,” representing single people
(11/11, or all 1’s). Students I talked to
said it was very similar to Black Friday
in the U.S,, the day of frenzied shop-
ping after Thanksgiving, because what
better way is there to celebrate being
single than going shopping? Appar-
ently, Alibaba has been breaking sales
records every year on this date.

Parting Thoughts

I hope I have conveyed some of the en-
ergy and excitement I have been see-
ing the past few weeks in China. Even
though I am supposed to be on vaca-
tion, it is hard to miss all of the inno-
vation and advances everyday people
are making use of. I am really looking
forward to seeing what the next de-
cade of change will bring.

Jason Hong is an associate professor in the School of
Computer Science at Carnegie Mellon University.
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Marina Krakovsky

Reinforcement
Renaissance

The power of deep neural networks has sparked renewed
interest in reinforcement learning, with applications to game:s,

robotics, and beyond.

ACH TIME DEEPMIND has an-
nounced an amazing accom-
plishment in game-playing
computers in recent months,
people have taken notice.
First, the Google-owned, London-
based artificial intelligence (AI) re-
search center wowed the world with
a computer program that had taught
itself to play nearly 50 different 1980s-
era Atari games—from Pong and
Breakout to Pac-Man, Space Invaders,
Boxing, and more—using as input
nothing but pixel positions and game
scores, performing at or above the hu-
man level in more than half these var-
ied games. Then, this January, Deep-
Mind researchers impressed experts
with a feat in the realm of strategy
games: AlphaGo, their Go-playing pro-
gram, beat the European champion in
the ancient board game, which poses a
much tougher AI challenge than chess.
Less than two months later, AlphaGo
scored an even greater victory: it won 4
games in a best-of-5 series against the
best Go player in the world, surprising
the champion himself.
The idea that a computer can learn
to play such complex games from
scratch and achieve a proficient level

elicits gee-whiz reactions from the
general public, and DeepMind’s tri-
umphs have heightened academic
and commercial interest in the AI
field behind DeepMind’s methods:
a blend of deep neural networks and
reinforcement learning called “deep
reinforcement learning.”
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“Reinforcement learning is a mod-
el of learning where you’re not given
a solution—you have to discover it by
trial and error,” explains Sridhar Ma-
hadevan, a professor at the University
of Massachusetts Amherst, a long-
time center of research into reinforce-
ment learning.

IMAGE BY MAXUSER
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The clearest contrast is with super-
vised learning, the kind used to train
image recognition software, in which
the supervision comes in the form
of labeled examples (and requires
people to label them). Reinforcement
learning, on the other hand, “is a way
of not needing labels, or labeling au-
tomatically by who’s winning or los-
ing—by the rewards,” explains Uni-
versity of Alberta computer scientist
Rich Sutton, a co-founder of the field
of reinforcement learning and co-au-
thor of the standard textbook on the
subject. In reinforcement learning,
the better your moves are, the more
rewards you get, “so you can learn to
play the Go game by playing the moves
and winning or losing, and no one has
to tell you if that was a good move or a
bad move because you can figure it out
for yourself; it led to a win, so it was a
good move.”

Sutton knows the process is not
as simple as that. Even in the neat,
tightly controlled world of a game,
deducing which moves lead to a win
is a notoriously difficult problem be-
cause of the delay between an action
and its reward, a key feature of rein-
forcement learning. In many games,
youreceive no feedback at all until the
end of the game, such as a 1 for a win
or a -1 for aloss.

“Typically, you have to go through
hundreds of actions before your score
increases,” explains Pieter Abbeel, an
associate professor at the University
of California, Berkeley, who applies
deep reinforcement learning to robot-
ics. (For a robot, a reward comes for
completing a task, such as correctly as-
sembling two Lego pieces.) “Before you
understand how the game works, and
are learning through your own trial and
error,” Abbeel says, “you just kind of do
things, and every now and then your
score goes up, and every now and then
it goes down, or doesn’t go up. How do
you tease apart which subset of things
that you did contributed to your score
going up, and which subset was just
kind of a waste of time?”

This thorny question—known as the
credit assignment problem—remains
a major challenge in reinforcement
learning. “Reinforcement learning is
unique in that it’s the only machine
learning field that’s focused on solving
the credit assignment problem, which

D
Despite the buzz
around DeepMind,
combining
reinforcement
learning with

neural networks

is not new.

I think is at the core of intelligence,”
says computer scientist Itamar Arel, a
professor of electrical engineering and
computer sciences at the University of
Tennessee and CEO of Osaro, a San
Francisco-based AI startup. “If some-
thing good happens now, can I think
back to the last n steps and figure out
what I did that led to the positive or
negative outcome?”

Just as for human players, figuring
out smart moves enables the program
to repeat that move the next time it
faces the same situation—or to try a
new, possibly better move in hope of
stumbling into an even higher reward.
In extremely small worlds (think of a
simple game like Tic-Tac-Toe, also
known as Noughts and Crosses), the
same exact situations come up again
and again, so the learning agent can
store the best action for every possible
situation in alookup table. In complex
games like chess and Go, however, it is
impossible to enumerate all possible
situations. Even checkers has so much
branching and depth that the game
yields a mind-boggling number of
different positions. So imagine what
happens when you move from games
to real-world interactions.

“You’re never going to see the same
situation a second time in the real
world,” says Abbeel, “so instead of a
table, you need something that under-
stands when situations are similar to
situations you’ve seen before.” This is
where deep learning comes in, because
understanding similarity—being
able to extract general features from
many specific examples—is the great
strength of deep neural networks.

News

These networks, whose multiple layers
learn relevant features at increasingly
higher levels of abstraction, are cur-
rently the best available way to mea-
sure similarities between situations,
Abbeel explains.

The two types of learning—rein-
forcement learning and deep learning
through deep neural networks—com-
plement each other beautifully, says
Sutton. “Deep learning is the greatest
thing since sliced bread, but it quickly
becomes limited by the data,” he ex-
plains. “If we can use reinforcement
learning to automatically generate
data, even if the data is more weakly
labeled than having humans go in and
label everything, there can be much
more of it because we can generate it
automatically, so these two together

really fit well.”
Despite the buzz around DeepMind,
combining reinforcement learning

with neural networks is not new. TD-
Gammon, a backgammon-playing pro-
gram developed by IBM’s Gerald Tes-
auro in 1992, was a neural network that
learned to play backgammon through
reinforcement learning (the TD in the
name stands for Temporal-Difference
learning, still a dominant algorithm in
reinforcement learning). “Back then,
computers were 10,000 times slower
per dollar, which meant you couldn’t
have very deep networks because
those are harder to train,” says Jiirgen
Schmidhuber, a professor of artificial
intelligence at the University of Lu-
gano in Switzerland who is known for
seminal contributions to both neural
networks and reinforcement learning.
“Deep reinforcement learning is just
a buzzword for traditional reinforce-
ment learning combined with deeper
neural networks,” he says.
Schmidhuber also notes the tech-
nique’s successes, though impressive,
have so far been in narrow domains,
in which the current input (such as
the board position in Go or the current
screen in Atari) tells you everything you
need to know to guide your next move.
However, this “Markov property” does
not normally hold outside of the world
of games. “In the real world, you see
just a tiny fraction of the world through
your sensors,” Schmidhuber points out,
speaking of both robots and humans.
As humans, we complement our lim-
ited perceptions through selective
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memories of past observations; we
also draw on decades of experience to
combine existing knowledge and skills
to solve new problems. “Our current
reinforcement learners can do this in
principle, but humans still do it much
better,” he says.

Researchers continue to push rein-
forcement learners’ capabilities, and are
already finding practical applications.

“Part of intelligence is knowing
what to remember,” says University
of Michigan reinforcement learning
expert Satinder Singh, who has used
the world-building game Minecraft to
test how machines can choose which
details in their environment to look
at, and how they can use those stored
memories to behave better.

Singh and two colleagues recently
co-founded Cogitai, a software com-
pany that aims to use deep reinforce-
ment learning to “build machines
that can learn from experience the way
humans can learn from experience,”
Singh says. For example, devices like
thermostats and refrigerators that
are connected through the Internet of
Things could continually get smarter
and smarter by learning not only from

their own past experiences, but also
from the aggregate experiences of oth-
er connected devices, and as a result
become increasingly better at taking
the right action at the right time.

Osaro, Arel’s software startup, also
uses deep reinforcement learning, but
promises to eliminate the costly ini-
tial part of the learning curve. For ex-
ample, a computer learning to play the
Atari game Pong from scratch starts
out completely clueless, and therefore
requires tens of thousands of plays to
become proficient—whereas humans’
experience with the physics of balls
bouncing off walls and paddles makes
Pong intuitive even to children.

“Deep reinforcement learning is a
promising framework, but applying it
from scratch is a bit problematic for re-
al-world problems,” Arel says. A factory
assembling smartphones, for example,
requires its robotic manufacturing
equipment to get up to speed on a new
design within days, not months. Osa-
ro’s solution is to show the learning
agent what good performance looks
like “so it gets a starting point far better
than cluelessness,” enabling the agent
to rapidly improve its performance.

Even modest amounts of demon-
stration, Arel says, “give the agent a
head start to make it practical to apply
these ideas to robotics and other do-
mains where acquiring experience is
prohibitively expensive.”

Further Reading
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Silver, D, et al.
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vol. 529, pp. 484-489.

Tesauro, G.

Temporal difference learning and TD-
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(1995), vol. 38, issue 3, pp. 58-68.
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Milestones

Computer Science Awards, Appointments

NEWEST AMERICAN
ACADEMY MEMBERS
INCLUDE SIX COMPUTER
SCIENTISTS
Among the 176 new Fellows
recently elected to the American
Academy of Arts and Scientists are
six in the computer science arena:

> Jeffrey A. Dean, Google. A
Google Senior Fellow, Dean is a
Fellow of ACM, and shared the
ACM-Infosys Foundation Award
for 2012 with Sanjay Ghemawat.

» Sanjay Ghemawat, Google.
A research scientist who works
with MapReduce and other large
distributed systems, Ghemawat
is also the author of the popular
calendar application iCal, and
with Dean, wrote the 2004 paper
“MapReduce: Simplified Data
Processing on Large Clusters.”

> Anna R. Karlin, University
of Washington. The Microsoft
Professor of Computer Science
& Engineering at the University
of Washington, Karlin, an
ACM Fellow since 2012, writes
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about the use of randomized
packet markings to perform IP
traceback, competitive analysis of
multiprocessor cache coherence
algorithms, unified algorithms
for simultaneously managing all
levels of the memory hierarchy,
Web proxy servers, and hash
tables with constant worst-case
lookup time.

» Tom M. Mitchell, Carnegie
Mellon University (CMU).

Chair of the Machine Learning
Department at CMU and E.
Fredkin University Professor,
Mitchell has contributed to
the advancement of machine
learning, artificial intelligence,
and cognitive neuroscience.

» Tal D. Rabin, IBM T.J.
Watson Research Center. Head of
the cryptography research group
at theWatson Research Center,
Rabin’s research focuses on
the design of efficient, secure
encryption algorithms, as well
as secure distributed algorithms,
the theoretical foundations of
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cryptography, number theory,
and the theory of algorithms and
distributed systems.

> Scott J. Shenker, University
of California, Berkeley. Leader of
the Initiatives Group and Chief
Scientist of the International
Computer Institute, Shenker
received the 2002 SIGCOMM for
lifetime contribution to the field
of communication networks
“For contributions towards
an understanding of resource
sharing on the Internet.” He has
been an ACM Fellow since 2003.

SCHNEIDER RECEIVES CRA
SERVICE AWARD
The Computing Research
Association (CRA) has named
Fred Schneider, Samuel B. Eckert
Professor and Chair of Computer
Science at Cornell University,
recipient of the Service to CRA
Award for his ongoing work with
the organization.

A member of the CRA

Board from 2007 to 2016,
Schneider served as chair of
the organization’s Government
Affairs Committee for seven
years, helping to drive CRA’s
policy agenda, and developing
the Leadership in Science Policy
Institute to educate computing
researchers on how science
policy in the U.S. is formulated.
Schneider led the
organization’s Committee
on Best Practices for Hiring,
Promotion, and Scholarship in
conducting interviews with more
than 75 academic and industry
computing and information
unit heads to understand issues
and gain insights from practice.
Preliminary recommendations
were vetted with department
chairs and CRA Deans at the CRA
Conference at Snowbird in 2014,
and were published in a CRA Best
Practices memo, “Incentivizing
Quality and Impact: Evaluating
Scholarship in Hiring, Tenure,
and Promotion.”
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Open Source Software
No Longer Optional

Open development and sharing of software gained widespread
acceptance 15 years ago, and the practice is accelerating.

N THE SPRING 0f 1991, a 21-year-

old Finnish student named

Linus Torvalds sat down to

write code that would ulti-

mately revolutionize the world
of software development. In a Usenet
newsgroup post late that summer, he
told the world about his work: “I'm
doing a (free) operating system (just a
hobby, won’t be big and professional
like gnu) for 386(486) AT clones,” he
wrote. “This has been brewing since
April and is starting to get ready. I'd
like to know what features most people
would want. Any suggestions are wel-
come, but I won’t promise I'll imple-
ment them :-).”

Indeed, users of his Linux operating
system have wanted a lot of features
over the past quarter-century, and Tor-
valds has not had to add them himself.
Linux today has more than 18 million
lines of source code and some 12,000
participating developers. There are tens
of millions of Linux users worldwide,
from owners of Android smartphones
to corporate data center managers to
scientists at supercomputer centers.

It is a remarkable success story by
almost any measure, and much of that
success owes to a model of software de-
velopment called “open source.” There
are slightly different definitions of the
idea, but essentially open source refers
to software that is publicly available as
source code and may be freely used,
modified, and redistributed, without
charge for the license (but sometimes
with a charge for the service of distrib-
uting the software).

History

Software offered to the public in open
source format is not a new idea. Begin-
ning in the 1950s, a user group called
SHARE, working with IBM, published
applications and utilities as source
code for use on IBM mainframes. In

Open source is good. for me, I will fully embrace it.

Open source is good for me, I will _{-_ulbj embrace it,

Open source is qood for me. I will fully embrace it.
Open source is good. for me. I will fully embrace it.
Open source is good for me. I will fulluj emb

A
Open source is qood for me., I will fuiiﬂ v,

the 1970s, AT&T Bell Labs licensed
Unix source code to government and
academic researchers pretty much
without restriction.

The modern open source software
(OSS) movement got its start with Rich-
ard Stallman, a staunch “free software”
advocate, who wrote an open source
text editor called Emacs in 1976. In
1983, he launched the GNU Project to
develop a free Unix-like operating sys-
tem and related utilities. At the same
time he also founded the non-profit
Free Software Foundation to promote
wide collaboration in the develop-
ment, distribution, and modification
of free software, including GNU Project
software such as GNU Emacs and the
GCC C compiler.

The creation and use of OSS grew
steadily after 1983, but users and de-
velopers, especially large corpora-
tions, often have looked at it askance.
“Who would trust a mission-critical
application to software written by a
bunch of long-haired anarchists?” us-
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ers asked. “Why would you give away
software created at great expense to
competitors?” developers wanted to
know. William Scherlis, a computer
science professor at Carnegie Mellon
University and director of the univer-
sity’s Institute for Software Research,
says these objections are no longer
valid, if they ever were.

Scherlis says the view of the open
source movement as a combination of
anarchy and demagoguery is a myth.
“It looks like hundreds or thousands
of people contributing from around
the world, but generally it’s a very small
core group that has intellectual owner-
ship of the code base,” he says. “There’s
usually a hierarchical structure so that
control is maintained, and the major
successful projects, like Apache and
Eclipse, have elaborate ownership and
governance structures: the Apache
Foundation, the Eclipse Foundation,
and so on.”

Allison Randal, president of the
Open Source Initiative, which advo-
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cates for OSS and maintains a list of
industry-standard OSS licenses, says
the open source community essential-
ly declared victory in 2010, by which
time she says the tide of opinion had
flowed overwhelmingly from propri-
etary software to OSS. She cites a re-
cent survey of 1,300 IT professionals
by Black Duck Software that showed
the percentage of companies running
part or all of their operations on OSS
had almost doubled between 2010
and 2015, from 42% to 78%. The num-
ber reporting they contribute to open
source projects rose from 50% in 2014
to 64% last year, she adds.

Why Do It?

“It comes down to economic neces-
sity,” says Randal, who is also a devel-
opment manager at Hewlett Packard
Enterprise. “If nobody else was using
open source, you could ignore it, but
if others use it, they are getting some-
thing free and you are not, and they
have an advantage. You can’t be a start-
up in Silicon Valley and not use it.”

There are also reasons why large
companies like HP increasingly use
0SS, Randal says. “They get bogged
down by their massive patent port-
folios. OSS is a good way for them to
innovate because they can pool their
patents.” For example, she says, the
500 companies that participate in the
OpensStack project for cloud comput-
ing, including AT&T, IBM, and Intel,
agree to license their patents to the
neutral, non-profit OpenStack Foun-
dation and thereby to all OpenStack
users and contributors. “The compa-
nies have agreed not to attack each
other with patent disputes around
their collaborative work,” Randal
says. “It’s a safe space for all of them
towork in.”

Last year, Google surprised some
observers by releasing for general use
the source code for its TensorFlow
software, a set of tools for developing
deep learning applications, including
neural networks. It is the AI engine
behind various Google apps—such as
Google Photos, which can identify ob-
jects in pictures it has never seen be-
fore—but the code previously was off
limits to external parties wanting to
develop such apps.

Work on a predecessor system for
deep learning, called DistBelief, be-
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gan four years ago and resulted in a
development and production tool for
Google, but it was not flexible enough
for others to adapt to their purposes,
says Google senior fellow Jeffrey Dean.
“Ifyouwanted to do a more exotic neu-
ral network, some of those were hard,”
he says. TensorFlow was developed
from the start to be open sourced and
was written to minimize its dependen-
cies on other internal Google tools
and libraries.

Dean says Google traditionally has
published the ideas behind its tech-
nologies in journals. By open sourcing
TensorFlow, Google has gone further
by making it easier for others to try
Google’s ideas and code in their own
software. That will enable users to try
different machine-learning techniques,
spawning advances that may help
Google in return. “We hope that awhole
community will spring up around this,
and we will get a wide variety of contrib-
utors, from students and hobbyists to
large companies,” Dean says.

For years, Microsoft lagged behind
many other developers in its embrace
of OSS. In a speech in 2001, Microsoft
senior vice president Craig Mundie
said, “The OSS development model
leads to a strong possibility of un-
healthy ‘forking’ of a code base, result-
ing in the development of multiple
incompatible versions of programs,
weakened interoperability, product
instability, and hindering businesses
ability to strategically plan for the fu-
ture ... It has inherent security risks
and can force intellectual property into

ey
Allison Randal,
president of the

Open Source
Initiative, says

the open source
community
essentially declared
victory in 2010.
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the public domain ... [OSS] isn’t suc-
cessful in building a mass market and
making powerful, easy-to-use software
broadly accessible to consumers.”

Yetin 2004, Microsoft dipped its giant
toe into the OSS waters with the release
of the open source Windows Installer
XML Toolset (WiX). In 2005, Microsoft
open sourced the F# programming lan-
guage and, soon after, a number of other
things. Last year, it released the open
source development framework and
runtime system .NET Core, a free imple-
mentation of its .NET Framework, for
Windows, Linux, and Mac OS X.

Microsoft now participates in more
than 2,000 open source projects, says
Anders Hejlsberg, a technical fellow
and alead developer of the open source
tools C# and TypeScript. “New proj-
ects today are open source by default,
unless there are good reasons why
they shouldn’t be,” he says. “That’s a
complete switch from the proprietary
mind-set of earlier days.”

Microsoft is collaborating with
Google on the development of Google’s
next version of Angular, the popular
Web user-interface framework. The
open source project will combine fea-
tures of Angular with features from
Microsoft’s TypeScript, a superset of
JavaScript. Says Hejlsberg, “Previously
it was, ‘Those are our competitors; we
can’t work with them.” But now it’s,
‘Oh, gosh, they are trying to solve prob-
lems we’ve already solved, and vice
versa. We should work together for
the benefit of both companies and the
community at large.””

While altruism toward the exter-
nal development community some-
times plays a part, the open sourcing
of .NET Core was mostly a financial
decision, says Randal of the Open
Source Initiative. “.NET is pretty old,
and they hit a point where they real-
ized they’d get more value out of re-
leasing it as open source, getting a
lot of eyes on the code, and getting
contributions back.”

Carnegie Mellon’s Scherlis says re-
cent open source projects have shown
an increased focus on software assur-
ance. “With OSS we have a chance to
do better at providing users with not
justcode, but evidence of quality.” That
might take the form of test cases, per-
formance evaluations, code analyses,
or inspection reports, he notes.



Downsides

Scherlis cautions not to get swept away
with open source euphoria; major ef-
forts like Apache may have tight gov-
ernance, but some projects do not. He
points to the devastating Heartbleed
security bug discovered in the OpenSSL
library in 2014 as an example; the bug
left an estimated 500,000 trusted com-
puters vulnerable to breaches of cryp-
tographic security. “OpenSSL wasn’t
a well-funded consortium, it was just
a small group doing it,” Scherlis says.
“But it was so good and so essential, ev-
erybody used it.”

Scherlis says users are dreaming
when they think, “Many eyes have cast
their gaze upon this code, and so it is
good.” He explains, “It’s possibly true
for shallow bugs, but not so much for
the deep bugs that vex all projects—
the global quality properties of the
system, architectural flaws, concur-
rency problems, deep security prob-
lems, timing and performance prob-
lems, and so on.”

Finally, Scherlis warns OSS is not re-
ally “free.” In reality, most users will pay
someone to adapt the software to work
in their data centers and will incur inter-
nal support and maintenance costs for
it. If the software is mission critical, the
company will want to devote staff to the
external open source project to ensure
its needs are met over time.

0SS has become big business since
Stallman started the Free Software
Foundation. The company GitHub has
become the go-to place for develop-
ers and users of open software, from
large companies like Apple, Google,
and Microsoft to thousands of start-
ups. According to GitHub’s Brandon
Keepers, the company hosts 31 mil-
lion open source projects used by 12
million developers.

Keepers, GitHub’s head of open
source software, commends Apple for
the way it released in 2014 its open
source programming language Swift.
“The way they did their launch was one
of the most impressive we've seen,”
Keepers says. “They invited the com-
munity into the process.”

That is the wave of the future as de-
velopers take open source more and
more seriously, Keepers predicts. “We
are seeing companies treating open
source launches like product launch-
es. Theywant to make a big splash, but

ey
“New projects today
are open source by
default, unless there
are good reasons why
they shouldn’t be.
That’s a complete
switch from

the proprietary mind-
set of earlier days.”

they want to make sure there is sup-
port for the project after the launch.
So you have not just coders, you have
community managers, marketing
teams, and product managers looking
atwhat is the experience of users com-
ing to the project.”
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MAKING SOFTWARE SAFER,
RATHER THAN FASTER
Michael Franz,
a professor in
the computer
science
department at
the University
of California,
Irvine, is co-inventor of the trace
compilation technology that
eventually became the
JavaScript engine in Mozilla’s
Firefox browser. He has spent
much of his career making
software go faster.

Franz says his “original
background?” is in programming
languages and compilers.

He recalls reading a book on
data structures and algorithms
by Niklaus Wirth, the designer
of Pascal and recipient of
the 1984 ACM A.M. Turing
Award, then writing him a
letter saying, “this would be
interesting” and asking “what
can I do to study under you?”
He received a response from
the university registrar’s office,
Franz recalls, “saying they
had taken the liberty to enroll
me in their series of entrance
examinations, and asked could
I be there in two weeks.

1 passed, and that is how
1 got the opportunity to study
computer science at ETH
Zurich, the Swiss Federal
Institute of Technology.”

Today, Franz sees computer
security as a more immediate
problem. As a result, he has
been helping to pioneer
artificial diversity. “The idea
behind artificial diversity is
to generate multiple versions
of a program, so an attacker
doesn’t know which version is
running, making it far more
difficult to exploit.”

During the last few years,
Franz says he has been focused
on making things safer, rather
than faster, although not at
the expense of performance.
“We invent a security feature,
which creates a drag, and then
we put on our other hat and
optimize the drag away again.
So in the end, we have a new
security feature which is almost
performance-neutral.”

—jJohn Delaney
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Smartphone Apps
for Social Good

Mobile apps make it easier, faster, and cheaper to create massive impact

on social causes ranging from world hunger to domestic violence.

HE INTERNET Is chock-full of

gripes about Millennials, the

smartphone-obsessed gen-

eration that reached young

adulthood at the turn of the
century. Millenials are entitled, lazy,
self- —and selfie- —absorbed, and un-
interested in the world at large. They
vex and puzzle employers in equal mea-
sure, and they cannot be counted on to
do anything other than, well, whatever
they feel like doing.

Tell that to a new generation of app
makers who are busy building pro-
grams that make it easy and fun to do
massive good around the world. Their
apps feed the hungry, clothe the naked,
and shelter the homeless, all with a tap
of that little screen typically reserved
for Angry Birds or Amazon purchases.

The first wave of smartphone apps—
the Instagrams, Foursquares, and
Snapchats of the world—prided them-
selves on being social. This new genera-
tion of apps prides itself on being so-
cially good, and they are being adopted
most frequently by Millennials.

Apps that do social good range from
ethical marketplaces like Orange Harp,
which “makes the world more socially
conscious and sustainable by provid-
ing people access to amazing products
and behind-the-scenes details about
how they are made,” to Feedie, which
donates a meal to the non-profit Lunch-
box Fund each time a user shares pic-
tures of his or her own food at partici-
pating restaurants.

Far from wasting their time order-
ing stuff, broadcasting their breakfast
plans, or gaming with friends, Millen-
nials are using apps like these that
do social good to change the world,
because they are conditioned to do
so, says Steve de Brun, co-creator of
MicroHero, a free app that allows us-
ers to earn money for charity by taking
online surveys.
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The Lunchbox Fund fosters education by providing nourishing meals to children in rural

areas of South Africa.

“Smartphone users are ordering
meals, cars, making appointments,
and conducting more and more as-
pects of their personal and work lives
from their devices,” de Brun says.
“Why wouldn’t they also be able to do-
nate, give back, or effect social change
from their 