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THE ACM A. M. TURING AWARD

by the community ¢ from the community ¢ for the community

ACM, Intel, and Google congratulate

JUDEA PEARL

for fundamental contributions to artificial intelligence
through the development of a calculus for probabilistic

and causal reasoning.

» » »
) # ¥

“Dr. Pearl’s work provided the original paradigm “Judea Pearl is the most prominent advocate for proba-
case for how to do statistical Al. By placing bilistic models in artificial intelligence.| He developed
structured knowledge representations at the heart mathematical tools to tackle complex problems that
of his work, and emphasizing how these represen- handle uncertainty. Before Pearl, Al systems had more
tations enabled efficient inference and learning, success in|black and white domains like chess. But robot-
he showed the field of Al how to build|statistical ics, self-driving cars, and speech recognition deal with
reasoning systems that were actually telling us uncertainty. Pearl enabled these applications to flourish,
something about intelligence, not just statistics.” and convinced the field to adopt these|techniques.”
Limor Fix Alfred Spector
Director, University Collaborative Research Group Vice President, Research and Special Initiatives
Intel Labs Google Inc.

For more information see www.intel.com/research. For more information, see http://www.googleicom/corporate/

index.html and http://research.google.com/.

(intel. Google

Financial support for the AGM A. M. Turing Award is provided by Intel Corporation and Google Inc.
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Automating Scientific Discovery
Computer scientists are teaching
machines to run experiments,
make inferences from the data,
and use the results to conduct
new experiments.

By Neil Savage
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Thanks to new research initiatives,
autonomous humanoid robots

are inching closer to reality.

By Alex Wright
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By Abraham Bernstein, Mark Klein,
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By Armando Fox and David Patterson
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ACM, the world's largest educational

and scientific computing society, delivers
resources that advance computing as a
science and profession. ACM provides the
computing field's premier Digital Library
and serves its members and the computing
profession with leading-edge publications,
conferences, and career resources.
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Fair Access

There has been sound and fury

editor’s letter

o
'\.f.

in the Open Access

movement over the last few months. On December 16,
2011, The Research Works Act (RWA) was introduced in
the U.S. House of Representatives. The bill contained

provisions to prohibit open-access
mandates for federally funded re-
search, effectively nullifying the Na-
tional Institutes of Health’s policy that
requires taxpayer-funded research to
be freely accessible online. Many schol-
arly publishers, including the Associa-
tion of American Publishers (AAP), ex-
pressed support for the bill.

The reaction to the bill and its sup-
port by scholarly publishers has been
one of sheer outrage, with headlines
such as “Academic Publishers Have Be-
come the Enemies of Science.” On Jan-
uary 21, 2012, renowned British math-
ematician Timothy Gowers declared a
boycott on Elsevier, a major scholarly
publisher, in a detailed blog posting.
The boycott movement then took off,
with over 8,000 scientists having joined
it so far. By the end of February, Else-
vier had withdrawn its support of RWA,
and its sponsors in U.S. House of Rep-
resentatives announced that RWA “has
exhausted the useful role it can play in
the debate.”

Now that things have quieted down
a bit, we can revisit the arguments for
open access, which I discussed first in
July 2009, in “Open, Closed, or Clopen
Access?” The basic question I would
like to address again is what ACM’s
stance should be with respect to open-
access publishing models. (As pointed
out in the July 2009 letter, ACM is a
Green-Open-Access publisher.)

The arguments in favor of open ac-
cess have evolved somewhat since the
movement emerged about a decade
ago. Early arguments talked about
broad dissemination of information,

under the slogan “information wants
to be free.” Recent arguments have
focused on fairness, as expressed in
the headline “Congress Considers Pay-
walling Science You Already Paid For.”
But one should not conflate the cost of
carrying out research with the cost of
publishing the results. Furthermore,
universities and academic researchers
profit from intellectual property devel-
oped under federal funding, and I see
no outrage about that.

The real issue seems to me to be
the divergence of interests between
authors and publishers. Authors of
scholarly articles would like to see them
disseminated as broadly as possible,
while publishers would like to cover the
costs of publishing and, possibly, make
some profit. This is a true divergence
of interests. When it comes to com-
mercial publishers, this divergence, in
my opinion, simply cannot be bridged,
which explains the outrage directed at
Elsevier. As I said in 2009, “Why should
for-profit corporations receive products
and labor essentially for free?”

In the case of publishing by a pro-
fessional association, such as ACM,
the authors, as ACM members, are es-
sentially also the publishers. Thus, it
is up to the association to resolve the
tension between the desire for the
broadest possible dissemination and
the need to cover the cost of publish-
ing. Finding the right balance is one
of the major issues the ACM Publica-
tion Board deals with on a regular ba-
sis. (See “ACM’s Copyright Policy” in
the October 2011 issue of Communica-
tions.) The principle guiding the Publi-
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cation Board is that of fair access.

What is fair access? First and fore-
most, articles published by ACM are
broadly available at a very reasonable
cost. I recently computed the cost per
download at my home institution for
articles from the ACM Digital Library,
and compared it to the analogous cost
for computing-research articles from
commercial publishers. The ACM ar-
ticles were less expensive by at least
two orders of magnitude (100x)! Sec-
ond, pricing should also take into ac-
count the readers’ ability to pay, which
means there should be special pricing
for students and institutions in devel-
oping countries. Finally, ACM allows
self-archiving by authors, and has re-
cently introduced the Author-Izer ser-
vice, which enables ACM authors to
generate and post links on either their
personal page or institutional reposi-
tory for visitors to download the defini-
tive version of their articles from the
ACM Digital Library at no charge.

In my opinion, fair access strikes a
reasonable compromise between dis-
semination and covering publishing
costs. Other compromises are also pos-
sible. For example, ACM could divert
funds from other activities, or increase
its membership dues and use the ad-
ditional income to cover publishing
costs. ACM could also adopt the author-
pays model of most open-access pub-
lishers and ask authors to pay publish-
ing fees to cover the cost of publishing.
In either case, the decision is up to us:
ACM members, authors, publishers.

MosheY. Vardi, EDITOR-IN-CHIEF
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Likert-type Scales,
Statistical Methods,
and Effect Sizes

Judy Robertson writes about researchers’ use of the wrong
statistical techniques to analyze attitude questionnaires.

Judy Robertson
“Stats: We're Doing
It Wrong”
http://cacm.acm.org/
blogs/blog-cacm/107125
i April 4, 2011
It is quite common for HCI or comput-
er science education researchers to
use attitude questionnaires to exam-
ine people’s opinions of new software
or teaching interventions. These are
often on a Likert-type scale of “strong-
ly agree” to “strongly disagree.” And
the sad truth is that researchers typi-
cally use the wrong statistical tech-
niques to analyze them. Kaptein, Nass,
and Markopoulos® published a paper
in CHI last year that found that in the
previous year’s CHI proceedings, 45%
of the papers reported on Likert-type
data, but only 8% used nonparamet-
ric stats to do the analysis. Ninety-five
percent reported on small sample
sizes (under 50 people). This is statis-
tically problematic even if it gets past
reviewers! Here’s why.

Likert-type scales give ordinal data.
That is, the data is ranked “strongly
agree” is usually better than “agree.”

6 COMMUNICATIONS OF THE ACM

However, it is not interval data. You
cannot say the distances between
“strongly agree” and “agree” would be
the same as “neutral” and “disagree,”
for example. People tend to think there
is a bigger difference between items at
the extremes of the scale than in the
middle (there is some evidence cited
in Kaptein et al.’s paper that this is the
case). For ordinal data, one should use
nonparametric statistical tests (so 92%
of the CHI papers got that wrong!),
which do not assume a normal distri-
bution of the data. Furthermore, be-
cause of this it makes no sense to re-
port means of Likert-scale data—you
should report the mode (entry which
occurs most frequently in the dataset).

Which classic nonparametric tests
should you use? I strongly recommend
the flow chart on p. 274 of How to De-
sign and Report Experiments by Field
and Hole. This textbook is also pretty
good for explaining how to do the tests
in SPSS and how to report the results.
It also mentions how to calculate effect
sizes (see later).

Why is it so common to use para-
metric tests such as the T-test or

MAY 2012 | VOL.55 | NO.5

ANOVA instead of nonparametric
counterparts? Kaptein, Nass, and Mar-
kopoulos® suggest it is because HCI
researchers know that nonparametric
tests lack power. This means they are
worried the nonparametric tests will
fail to find a test where one exists. They
also suggest it is because there aren’t
handy nonparametric tests that let
you do analysis of factorial designs. So
what’s a researcher to do?

Robust Modern Statistical Methods
It turns out that statisticians have
been busy in the last 40 years invent-
ing improved tests that are not vulner-
able to various problems that classic
parametric tests stumble across with
real-world data and which are also at
least as powerful as classic parametric
tests (Erceg-Hurn and Mirosevich').
Why this is not mentioned in psychol-
ogy textbooks is not clear to me. It
must be quite annoying for statisti-
cians to have their research ignored! A
catch about modern robust statistical
methods is that you cannot use SPSS
to do them. You have to start mess-
ing around with extra packages in R
or SAS, which are slightly more fright-
ening than SPSS, which itself is not a
model of usability. Erceg-Hurn and
Mirosevich' and Kaptein, Nass, and
Markopoulos® both describe the ANO-
VA-type statistics, which are powerful
and usable in factorial designs and
works for nonparametric data.

A lot of interval data from behav-
ioral research, such as reaction times,
does not have a normal distribution or
is heterscedastic (groups have unequal
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variance), and so should not be ana-
lyzed with classic parametric tests ei-
ther. To make matters worse, the tests
that people typically use to check the
normality or heterscedaticity of data
are not reliable when both are present.
So, basically, you should always run
modern robust tests in preference to
the classic ones. I have come to the sad
conclusion that I am going to have to
learn R. However, at least it is free and
a package called nparLD does ANOVA-
type statistics. Kaptein et al.’s paper
gives an example of such analysis,
which I am currently practicing with.

Effect Sizes
You might think this is the end of the
statistical jiggery pokery required to
publish some seemingly simple results
correctly. Uh-uh, it gets more compli-
cated. The APA style guidelines require
authors to publish effect size as well as
significance results. What is the differ-
ence? Significance testing checks to
see if differences in the means could
have occurred by chance alone. Effect
size tells you how big the difference
was between the groups. Randolph,
Julnes, Sutinen, and Lehman*, in what
amounts to a giant complaint about
the reporting practices of researchers
in computer science education, point-
ed out that the way stats are reported by
computer science education folk does
not contain enough information, and
missing effect sizes is one problem.
Apparentlyitis not just us: Paul Ellis re-
ports similar results with psychologists
in The Essential Guide to Effect Sizes.
Ellis also comments that there is
a viewpoint that not reporting effect
size is tantamount to withholding evi-
dence. Yikes! Robert Cole has a useful
article, “It’s the Effect Size, Stupid,” on
what effect size is, why it matters, and
which measures one can use. Research-
ers often use Cohen’s d or the correla-
tion coefficient r as a measure of ef-
fect size. For Cohen’s d, there is even a
handy way of saying whether the effect
size is small, medium, or big. Unfortu-
nately, if you have nonparametric data,
effect size reporting seems to get more
tricky, and Cohen’s way of interpret-
ing the size of effect no longer makes
sense (indeed, some people question
whether it makes sense at all). Also, it is
difficult for nonexperts to understand.
Common language effect sizes or
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the T-test or

ANOVA instead

of nonparametric
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probability of superiority statistics can
solve this problem (Grissom?). It is “the
probability that a randomly sampled
member of a population given one
treatment will have a score (y) that is
higher on the dependent variable than
that of a randomly sampled member of
a population given another treatment
(y2)” (Grissom?). An example from Rob-
ert Cole: Consider a common language
effect size of 0.92 in a comparison of
heights of males and females. In oth-
er words “in 92 out of 100 blind dates
among young adults, the male will be
taller than the female.” If you have
Likert-type data with an independent
design and you want to report an effect
size, it is quite easy. SPSS won’t do it for
you, butyou can do it with Excel: PS = U/
mn where U is the Mann-Whitney U re-
sult, m is the number of people in con-
dition 1, and 7 is the number of people
in condition 2 (Grissom?). If you have a
repeated measures design, refer to Gris-
som and Kim'’s Effect Sizes for Research
(2006, p.115). PSdep = w/n, where n is
the number of participants and w refers
to “wins” where the score was higher in
the second measure compared to the
first. Grissom* has a handy table for
converting between probability of supe-
riority and Cohen’s d, as well as a way of
interpreting the size of the effect.

I am not a stats expert in any way.
This is just my current understand-
ing of the topic from recent reading,
although I have one or two remaining
questions. If you want to read more,
you could consult a forthcoming paper
by Maurits Kaptein and myself in this
year’s CHI conference (Kaptein and
Robertson®). [ welcome any corrections
from stats geniuses! I hope it is useful
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butIsuspect colleagues will hate me for
bringing it up. I hate myself for reading
any of this in the first place. It is much
easier to do things incorrectly.
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Reader’s comment

By replacing ANOVA by nonparametric

or robust statistics we risk ending up in
another local maximum. Robust statistics
are just another way to squeeze your data
into a shape appropriate for the infamous
“minimizing sum of squares” statistics.
Those had their rise in the 20th century
because they were computable by pure
brainpower (or the ridiculously slow
computers in those times).

If HCI researchers and psychologists
would just learn their tools and
acknowledge the progress achieved in
econometrics or biostatistics. For example,
linear regression and model selection
strategies are there to replace the
one-by-one null hypothesis testing with
subsequent adjustment of alpha-level. With
maximum likelihood estimation, a person
no longer needs to worry about Gaussian
error terms. Just use Poisson regression
for counts and logistic regression for binary
outcomes. The latter can also model Likert-
type scales appropriately with meaningful
parameters and in multifactorial designs.

Once you start discovering this world of
modern regression techniques, you start
seeing more in your data than just a number
of means and their differences. You start
seeing its shape and begin reasoning about
the underlying processes. This can truly
be a source of inspiration.

—Martin Schmettow

Judy Robertson is a lecturer at Heriot-Watt University.
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SARITA ADVE WINS

WOMEN OF VISION AWARD
Sarita Adve,
professor of
computer
science at the
University of

' Illinois at
Urbana-
Champaign, recently won the
Anita Borg Institute for Women
and Technology’s Women of
Vision award in the category of
Innovation. Her current work
involves developing disciplined
parallel programming practices
and rethinking the multicore
memory hierarchy to exploit
this discipline.

Adve’s interest in what she
calls “undisciplined software
and software-oblivious
hardware” dates back 20 years
to her Ph.D. thesis. At that time,
the semantics of hardware
and the hardware-software
interface in parallel computing
were ill-defined and difficult to
understand. Different vendors
used different semantics, which
was tolerated because parallel
computing was a niche. Those
having a hardware-centric point
of view used optimizations
to make do, but the interface
made little sense from a
programmability perspective,
Adve says. Her contribution was
to regard the situation not as a
hardware or a software problem,
but as a hardware-software
problem. “We needed to figure
out what programmers want
and have hardware agree to
provide that in the interface.

1 proposed a contract; software
developers would write
programs in this well-structured
way, which I formalized as data-
race free programs, and

the hardware side would provide
sequential consistency, which

is what programmers like.”

Adbve likes to choose hard,
long-term problems, aiming
for a solution that could
fundamentally change the field.
As for her students, she asks them
to tackle underlying phenomena
rather than tweaking a system
to get a 10% improvement in
performance. “Believe in what
you do. To become passionate
about your work; it has to be
really fundamental. They go
hand in hand.”

—KarenA. Frenkel
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Automating Scientific

Discovery

Computer scientists are teaching machines to run experiments, make

inferences from the data, and use the results to conduct new experiments.

HE POWER OF computers

to juggle vast quantities of

data has proved invaluable

to science. In the early days,

machines performed cal-
culations that would have taken hu-
mans far too long to perform by hand.
More recently, data mining has found
relationships that were not known to
exist—noticing, for instance, a cor-
relation between use of a painkiller
and incidence of heart attacks. Now
some computer scientists are work-
ing on the next logical step—teaching
machines to run experiments, make
inferences from the data, and use the
results to perform new experiments.
In essence, they wish to automate the
scientific process.

One team of researchers, from Cor-
nell and Vanderbilt universities and
CFD Research Corporation, took a
significant step in that direction when
they reported last year that a program
of theirs had been able to solve a com-
plex biological problem. They focused
on glycolysis, the metabolic process by
which cells—yeast, in this case—break
down sugars to produce energy. The
team fed their algorithm with experi-
mental data about yeast metabolism,

Adam, a robotic system, operates biological
experiments on microtiter places.

along with theoretical models in the
form of sets of equations that could fit
the data.

The team seeded the program with
approximately 1,000 equations, all of
which had the correct mathematical
syntax but were otherwise random.

Neil Savage

The computer changed and recom-
bined the equations and ranked the
results according to which produced
answers that fit the data—an evolu-
tionary technique that has been used
since the early 1990s. The key step,
explains Hod Lipson, associate pro-
fessor of computing and information
science at Cornell, was to not only
rank how the equations fit the data
at any given point in the dataset, but
also at points where competing mod-
els disagreed.

“If you carefully plan an experi-
ment to be the one that causes the
most disagreement between two
theories, that’s the most efficient ex-
periment you can do,” says Lipson. By
finding the disagreements and mea-
suring how much error the different
equations produced at those points,
the computer was able to refine the
theoretical models to find the one
set of equations that best fit the data.
In some cases, Lipson says, the tech-
nique can even develop a full dynami-
cal model starting from scratch, with-
out any prior knowledge.

Lipson and then-doctoral student
Michael Schmidt started developing
Eureqa, the algorithm the work was

MAY 2012 | VOL.55 | NO.5 | COMMUNICATIONS OF THE ACM 9



News

based on, in 2006. Three years later,
they published a paper in Science, de-
scribing how Eureqa took measure-
ments of the complex motions of a
double pendulum and used the evolu-
tionary process to derive Hamiltonian
and Lagrangian differential equations
that describe the laws of motion.

Lipson’s hope is that this approach
can expand human capabilities in sci-
ence. “In classical experimentation,
you vary one parameter at a time,” he
says. A computer can alter all the pa-
rameters at once to find the best ex-
periment. “If you have 18 variables,
there’s no way you can conceptualize
that, but the machine can.”

The research does not knock hu-
mans out of scientific discovery. “The
expectation would be that you find
the model fast, and you are able to
look deeper into your data,” Lipson
says. “In the end, you do have to have
an expert to look at these equations
and ponder their meaning and decide
whether they’re actually useful.”

Robots as Principal Investigator

Increasingly, scientists are enlisting
the help of robots, such as the ones
used in high-throughput drug discov-
ery, to manipulate materials and gath-
er data. “The concept is to try to auto-
mate the cycle of scientific research,
which involves forming hypotheses
and being able to test them,” says Ross
King, who headed the computational
biology group at Aberystwyth Universi-
ty but recently moved to the Manches-
ter Interdisciplinary Biocenter at the
University of Manchester where he is a
professor of machine intelligence. He
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Why not enlist

arobot to

generate data,

form a hypothesis,
and design
experiments to

test its hypothesis?

used a robotic system he calls Adam to
run biological experiments on microti-
ter plates that hold miniscule amounts
of samples, and can run several differ-
ent experiments within millimeters of
each other. Adam compared growth
rates of natural yeast cells with a se-
ries of genetically altered cells, each
of which was missing a different gene,
and was able to identify the function of
different genes.

King says robots have already sur-
passed humans’ capabilities in the
physical aspects of the experiment,
such as the placement of different
yeast strains in miniscule holes on
the microtiter plates. So why not have
a robot conduct the entire experi-
ment—generate data, form a hypoth-
esis, design new experiments to test
the hypothesis, and then work with
the new data?

The system is not quite that ad-
vanced yet, King admits. “I don’t think

Adam is capable of generating a hy-
pothesis that is cleverer than what a
human could do,” he says. “I think in
maybe 20 years there will be robots
able to do almost any experiment in
the wet biology lab.”

“We’re along way from automating
the entire scientific enterprise,” says
Patrick Langley, head of the Cogni-
tive Systems Laboratory at Stanford
University. Langley has argued for the
validity of computational discovery
since the early 1980s, when he and
the late Herbert Simon, a pioneer
in artificial intelligence, first wrote
about an early scientific discovery
program called BACON. The work by
Lipson and King, he says, is well with-
in that tradition.

“You can view discovery as a search
though a space of laws and models,”
says Langley. “Historically, people
had to search that space themselves.”
There is no reason, he says, people
should not hand off some of that
searching to machines, just as they
handed off tasks such as focusing as-
tronomers’ telescopes. “They’ll let sci-
entists be more productive and make
more rapid progress.”

It is not merely the vast mountains
of data the sciences are producing
these days that requires computational
assistance, Langley explains. There
may be plenty to discover in the social
sciences, but these are complex sys-
tems, with numerous variables often
interacting in subtle ways. “They are all
really complicated,” says Langley, “and
we will really need computational tools
to go after them.”

But automating science also in-

Theory

Pvs. NP Poll Results

100 researchers on the Pvs.

Does P = NP? Not according to
the great majority of computer
scientists who responded to the
latest opinion poll conducted
by William Gasarch, professor
of computer science at the
University of Maryland, College
Park. Gasarch recently polled
150 researchers about the
largest unsolved problem in
computer science, and found
that 81% do not believe P =
NP.In 2002, Gasarch polled

NP problem, and found that
61% did not believe P = NP,
9% believed P = NP, and 30%
said they did not know or the
problem was unsolvable.
Increasingly, researchers
do not believe P vs. NP will
be solved anytime soon. In
the 2002 poll, 62% of the
respondents said an answer
would appear before 2100. In
the latest poll, the number of
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respondents who believe so has
shrunk to 53%.

“Even though the percentage
of people who think it will be
solved before 2100 has gone
down, I am still surprised it
is as high as it is,” Gasarch
said in an email interview.
“People’s optimism about the
problem surprises me and is
significant.”

Gasarch believes a proof
will take 200-400 years.

“My opinion, and frankly
anyone’s opinion, is really a
guess. Having said that, my
impression is that we are really
at a standstill. There has been
no progress and there is no
real plan of attack. Geometric
complexity theory may be an
exception, but that will also take
a long time to prove anything.”

As for Gasarch, he does not
believe P = NP.

—Jack Rosenberger



volves formidable challenges, such
as how to scale up algorithms like
Eureqa to handle more complex mod-
els. While Langley considers Lipson’s
work to be technically solid, it deals
with only a seven-dimensional model.
What happens if the computer has
to deal with hundreds of equations,
all interacting with one another? The
computer’s runtime could grow expo-
nentially with the complexity of the
model. Computer scientists need to
develop methods to deal with much
more complex models, Langley says.

A Revolution in Science?
It is not difficult to envision how
computers could speed up scientific
discovery by plowing through vast
arrays of data and “spitting out hy-
potheses” for testing, suggests Bruce
Buchanan, professor of computer
science, philosophy, and medicine
at the University of Pittsburgh. In
the 1960s, Buchanan was involved in
Dendral, an early scientific discovery
computer program that used mass
spectrometry to identify unknown or-
ganic molecules. Simply sorting out
the interesting molecules from vast
arrays of information, the way Google
identifies the most popular results
of a search query, would be useful.
“There are so many cases where dis-
coveries could have been made soon-
er if people were looking at different
data, asking better questions,” Bu-
chanan says.

The larger question is whether com-
puters could ever go beyond what phi-
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in about 20 years,
says Ross King.

losopher Thomas Kuhn called “normal
science” and achieve a real scientific
revolution. Elihu Abrahams, a con-
densed matter physicist at Rutgers
University, and Princeton University
physicist Philip Anderson, expressed
their doubts in a letter to Science after
its publication of separate computa-
tional discovery papers by Lipson and
King in 2009. “Even if machines did
contribute to normal science,” they
wrote, “we see no mechanism by which
they could create a Kuhnian revolution
and thereby establish new physical
law.” Abrahams says he has seen noth-
ing since then to change his mind.
King admits the field has not yet
reached that point. Adam “knows far
more facts than any human, but it
doesn’t have a deep understanding of
biology,” he says. “I think you need a
deep understanding to actually manip-
ulate concepts in novel ways.”
Computational discovery can cer-
tainly make science more efficient and
cost effective, and free up scientists to
do more deep thinking, he argues. But
for machines, King says, “the things
which the great scientists do are still a
long way off.”
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Cloud to
Create
Jobs Boom

Instead of causing massive
unemployment, cloud
computing will generate 13.8
million jobs worldwide by the
end of 2015, according to a new
study from IDC.

Given its potential as an
outsourcing catalyst, the
cloud has often been linked
to future staffing cuts. But
the study, which is sponsored
by Microsoft, contends
that the cloud will fuel
growth initiatives by greatly
reducing “legacy drag”—the
maintenance of legacy systems
and routine upgrades—which
now accounts for 75% of
technology spending.

“Most [CIOs] look at
migration to cloud computing
as a way to free up existing
resources to work on more
innovative projects, not to
do away with the positions
entirely,” according to the
study, which was written by the
IDC research team of John F.
Gantz, Stephen Minton, and
Anna Toncheva.

IDC came up with its
projections by analyzing
cloud-spending patterns in
more than 40 nations and
combining this with data
such as available country
work force, unemployment
rates, and other IT spending
developments.

Additional study results:
> Cloud-related business
revenue could increase to
$1.1 trillion by 2015.

» Small and medium-sized
companies will establish the
most jobs, with 7.5 million new
jobs within this time. Why? Be-
cause they are less impacted by
legacy drag and are more likely
to invest in public cloud ser-
vices due to capital constraints.
» China and India will gener-
ate 6.75 million jobs by the end
of 2015. In contrast, less than
1.2 million positions will be
created in North America.

> Public-sector opportunities
will grow, but at a much

slower pace with just more
than 500,000 jobs. Global
governments, the authors
write, will lag behind because
of their “slow pace [in] adopt-
ing the new computing style.”

—Dennis McCafferty
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Alex Wright

Robots Like Us

Thanks to new research initiatives, autonomous
humanoid robots are inching closer to reality.

HE SCIENCE FICTION ROBOTS

of our youth always looked

reassuringly familiar. From

the Iron Giant to C-3PO, they

almost invariably sported
two arms, a torso, and some type of me-
tallic head.

Real-world robots, alas, have largely
failed to live up to those expectations.
Roombas, factory assembly arms, and
even planetary rovers all seem a far cry
from the Asimovian androids we had
once imagined.

That may be about to change, how-
ever, thanks to a series of engineering
advances and manufacturing econo-
mies of scale that could eventually
bring autonomous humanoid robots
into our everyday lives. Before Rosie
the Robot starts clearing away the din-
ner dishes, however, roboticists still
need to overcome several major tech-
nical and conceptual hurdles.

In June 2011, U.S. President Obama
announced the National Robotics Ini-
tiative, a $70 million effort to fund the
development of robots “that work be-
side, or cooperatively with people.” The
government sees a wide range of poten-
tial applications for human-friendly ro-
bots, including manufacturing, space
exploration, and scientific research.

While roboticists have already made
major strides in mechanical engineer-
ing—designing machines capable of
walking on two legs, picking up objects,
and navigating unfamiliar terrain—hu-
manoid robots still lack the sophistica-
tion to work independently in unfamil-
iar conditions. With the aim of making
robots that can function more autono-
mously, some researchers are honing
their strategies to help robots sense and
respond to changing environments.

Honda’s well-known ASIMO robot
employs a sophisticated array of sen-
sors to detect and respond to external
conditions. When ASIMO tries to open
a thermos, for example, it uses its sen-
sors to gauge the shape of the object,
then chooses a sequence of actions

The newest Geminoid robot is modeled
after project collaborator Henrik Scharfe.

appropriate to that category of object.
ASIMO can also sense the contours of
the surface under its feet and adjust its
gait accordingly.

Negotiating relationships with the
physical world may seem difficult
enough, but those challenges pale in
comparison to the problem of interacting
with some of nature’s most unpredict-
able variables: namely, human beings.

“People and robots don’t seem to
mix,” says Tony Belpaeme, reader in
Intelligent Systems at the University of
Plymouth, whose team is exploring new
models for human-robot interaction.

The problem seems to cut both
ways. On the one hand, robots still
have trouble assessing and respond-
ing to human beings’ often unpredict-
able behavior; on the other hand, hu-
man beings often feel uncomfortable
around robots.

Roboticists call this latter phe-
nomenon the “uncanny valley”—the
sense of deep unease that often sets
in when human beings try to negoti-
ate relationships with human-looking
machines. The more realistic the ma-
chine, it seems, the more uncomfort-
able we become.

“Robots occupy this strange cat-
egory where they are clearly machines,
but people relate to them differently,”
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says Bill Smart, associate professor of
computer science and engineering at
Washington University in St. Louis.
“They don’t have free will or anima,
but they seem to.”

Perhaps no robot has ever looked so
uncannily human as the Geminoids,
originally designed by Osaka University
professor Hiroshi Ishiguro in collabo-
ration with the Japanese firm Kokoro.
To date the team has developed three
generations of successively more life-
like Geminoids, each modeled after an
actual human being.

The latest Geminoid is a hyper-re-
alistic facsimile of associate professor
Henrik Scharfe of Aalborg University, a
recent collaborator on the project. With
its Madame Tussaud-like attention
to facial detail, the machine is a dead
ringer for Scharfe. But the Geminoid’s
movement and behavior, while meticu-
lously calibrated, remains unmistak-
ably, well, robotic.

In an effort to create more fluid hu-
man-like interactions, some research-
ers are starting to look for new perspec-
tives beyond the familiar domains of
computer science and mechanical en-
gineering, to incorporate learning from
psychology, sociology, and the arts.

Belpaeme’s CONCEPT project as-
pires to create robots capable of making
realistic facial expressions by embrac-
ing what he calls “embodied cogni-
tion.” For robots to interact effectively
with us, he believes, they must learn
to mimic the ways that human intelli-
gence is intimately connected with the
shape and movements of our bodies.

To that end, Belpaeme’s team is de-
veloping machine learning strategies
modeled on the formative experiences
of children. “Our humanoid robots can
be seen asyoung children thatlearn, ex-
plore, and that are tutored, trained, and
taught,” he says. The robots learn that
language by interacting directly with
people, just as a child would.

In order to make those learning ex-
changes as smooth as possible, the
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team came up with an alternative solu-
tion to a mechanical face, instead cre-
ating a so-called LightHead that relies
on a small projector emitting an image
through a wide-angle lens onto a semi-
transparent mask. Using a combina-
tion of open-source Python and Blend-
er software, the team found it could
generate realistic 3D facial images ex-
tremely quickly.

“We are very sensitive to the speed
with which people respond and with
which the face does things,” Belpaeme
says. “A robot needs to bridge the gap
between the internal digital world and
the analogue of the external world,” he
explains. “If a user claps his hands in
front of the robot’s face, you expect the
robot to blink.”

Using Psychological Methods

Bill Smart’s team at Washington Uni-
versity is taking a different tack to the
problem of human-robot interaction,
applying psychological methods to ex-
plore how human beings react to ro-
bots in their midst.

For example, the team has learned
that people tend to regard a robot as
more intelligent if it seems to pause
and look them in the eye. These kinds
of subtle gestures can help humans
form a reliable mental model of how a
robot operates, which in turn can help
them grow more comfortable interact-
ing with the machine.

“If we’re going to have robots and
have them interact, we need a model
of how the robot ‘thinks,’” says Smart.
“We need to design cues to help people
predict what will happen, to figure out
the internal state of the system.”

Smart’s team has also pursued a
collaboration with the university’s dra-
ma department, and recently hosted a
symposium on human-robot theater.
“Theater has a lot to say, but it’s hard
to tease it out. We don’t speak the
same language.”

Actors provide particularly good
role models for robots because they are
trained to communicate with their bod-
ies. “If you look at a good actor walk-
ing across the stage, you can tell what
he’s thinking before he ever opens his
mouth,” says Smart. For actors, these
are largely intuitive processes, which
they sometimes find difficult to articu-
late. The challenge for robotics engi-
neers is to translate those expressive

R
Two related
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have trouble
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humans’ often
unpredictable
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often feel
uncomfortable
around robots.

impulses into workable algorithms.

In a similar vein, Heather Knight, a
doctoral candidate at Carnegie Mellon
University’s (CMU’s) Robotics Institute,
has pursued a collaboration with the
CMU drama department to create so-
cially intelligent robot performances.
Lately she has entertained stage audi-
ences with Data, a cartoonish human-
oid robot with a stand-up routine that
she has honed through observation of
working comedians in New York City.

“What’s new about these robots is
that they're embodied,” says Knight.
“We immediately judge them in the
way we do people. Not just in physical
terms, but also in terms of how they
move and act.”

In order to help audiences feel more
at ease around her robot, she has found
that accentuating the physical differ-
ences and making the robot even more
“robotic” helps people relate to Data
more comfortably.

Another sophisticated cartoonish
robot named TokoTokoMaru has
recently entertained YouTube audi-
ences with its precise rendition of the
famously demanding Japanese Noh
dance. Created by robot maker Azusa
Amino, the robot relies on aluminum
and plastic parts with Kondo servomo-
tors in its joints to create its sinuous
dance moves.

Azusa had to make the robot as light-
weight as possible while maximizing
the number of controlled axes to allow

News

for maximal expression. “Robots have
fewer joints than humans, and they
can’t move as fast,” he explains, “so to
mimic the motions of human dance, I
made a conscious effort to move many
joints in parallel and move the upper
body dynamically.”

Beyond the technical challenges,
however, Azusa also had to step into
the realm of aesthetics to create a “Jap-
anese-style robot” with a strong sense
of character. To accentuate its Japane-
seness, the robot wields delicate fans
in both hands, while its hair blows in a
gentle breeze generated by a ducted fan
typically used in radio control airplanes.

While cartoonish appearances may
help make a certain vaudevillian class
of robots more palatable to theater au-
diences, that approach might wear thin
with a robot designed for everyday hu-
man interaction. Take away the wig and
the comedy routine, after all, and you
are still left with a robot struggling to
find its way across the uncanny valley.

“There is something about a thing
with two arms and a head that triggers
certain affective responses in people,”
says Smart. “We have to understand how
that works to make them less scary.”

Further Reading

Delaunay, F., de Greeff, J., and Belpaeme, T.

A study of a retro-projected robotic face
and its effectiveness for gaze reading by
humans, Proceeding of the 5" ACM/IEEE
international conference on Human-robot
interaction, Osaka, Japan, March 2-5, 2010.

Knight, H.

Eight lessons learned about non-verbal
interaction through investigations in
Robot, International Conference on Social
Robotics, Amsterdam, The Netherlands,
Nov. 24-25, 2011.

Morse, A., De Greeff, T,

Belpaeme, T, and Cangelosi, A.

Epigenetic Robotics Architecture (ERA),
IEEE Transactions on Autonomous Mental
Development 2, 4, Dec. 2010.

Park, I, Kim, J., Lee, J., and Oh, J.
Mechanical design of the humanoid robot
platform, HUBO, Advanced Robotics 21,11,
Nov. 2007.

Smart, W, Pileggi, A., and Takayama, L.

What do Collaborations with the Arts Have
to Say About Human-Robot Interaction?
Washington University in St. Louis, April 7,
2010.

Alex Wright is a writer and information architect based in
Brooklyn, NY.
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Digitally Possessed

Virtual possessions play an increasingly important role in
our daily lives. How we think about them and deal with them
is changing the way we think and interact with others.

T 1s NINE o’clock in the evening
and a young woman, nestled
in a sofa in her living room,
is uploading photographs to
Facebook and listening to mu-
sic streaming from her iPad. After a
few minutes, she flicks and pinches
the screen to navigate to an ebook that
she begins reading. An hour later, the
woman clicks into the online game
FarmVille to check on her cows, chick-
ens, and cornstalks and see how much
money she has accumulated since last
logging on a couple of days ago.

Today, there is nothing incredibly
remarkable about this scenario—un-
less you consider that every item the
woman has viewed, heard, and inter-
acted with resides entirely within a
virtual world. She will never actually
touch the photos, handle a CD, or feel
the currency she has earned in Farm-
Ville. These possessions do not exist
in the physical world. They are simply
bits and bytes that have been arranged
to look and sound like actual objects.

Virtual possessions are changing
our world—and our perception of real-
ity. Today, ebooks outsell paperbound
books, digital downloads have sur-
passed CDs in sales, and more than 2.5
billion people around the world use
digital cameras to snap a seemingly
endless array of photos. Meanwhile,
video and audio streaming services
such as Netflix, Pandora, and Spotify
deliver content on demand, and social
media sites like Facebook document
our lives in a way that would have been
unimaginable only a few years ago.

“Our lives are becoming increasing-
ly digital... more of the things we pos-
sess reside inside computers,” states
Janice Denegri-Knott, a senior lecturer
in consumer culture and behavior at
Bournemouth Media School. “As pos-
sessions become virtual, we think
about them and interact with them in
entirely different ways. We find new
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How we define ourselves is changing as the
nature of our possessions changes.

ways to assign meaning to them and
incorporate them into our lives.”

Virtual Objects Take Shape
For nearly half a century, researchers
have studied the way people view pos-
sessions. What is clear is that posses-
sions help define who we are and what
story we present to other people. What
is easily overlooked, says Susan Kleine,
associate professor of marketing at
Bowling Green University, is that virtual
possessions are very real—even if they
reside only within computers. “There
is a psychological appropriation that
takes place as an individual connects to
an object, item, or idea,” she points out.
In the past, bookcases, record
racks, and framed photos strategically
positioned around a house or office
told the story of how we think, what
and whom we consider important,
and, ultimately, what type of person
we consider ourselves. However, to a
certain extent, physical objects such
as vinyl LPs and photographic paper
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have always been a way to package
content and put it into our hands.
Today, how we define ourselves
is changing as the nature of posses-
sions changes. Instead of creating a
carefully constructed library in our
house, we assemble a digital library on

Goodreads.com and share it with oth-

ers. Instead of creating photo albums,
we post pictures on Facebook and You-
Tube. It is estimated that Facebook
users upload 2.7 million photos every
20 minutes. The average person has
about 350 pictures at the site.

Further complicating things, en-
tirely new artifacts exist. This includes
online gaming avatars; instant mes-
sage and text message streams; email;
virtual currency and social media
feeds, badges and awards. Increas-
ingly, these things define our lives and
our legacy. “They serve as psychologi-
cal anchor points for our self-narra-
tives, like souvenirs collected during
the course of a journey,” observes Vili
Lehdonvirta, an economic sociologist
who is a visiting fellow at the London
School of Economics.

Nowhere is this transformation
more apparent than among young peo-
ple who have grown up in a digital world
and, in some cases, cannot relate to the
physical objects of the past. “A digital
photo or song has value for what it is,
but also for what you can do with it,”
says John Zimmerman, associate pro-
fessor of human-computer interaction
and design at Carnegie Mellon Univer-
sity. “The ability to tag a digital item,
comment on it, and share it makes it
more meaningful to some people.”

In fact, when Zimmerman and oth-
er researchers studied a group of 21
teenagers (12 girls and nine boys) in
2011, he found there is a growing be-
lief that digital possessions are more
valuable than physical possessions—
and that the social interaction sur-
rounding online objects can dramati-
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cally increase their worth. One girl
reported that snapping a large num-
ber of photos and posting them online
felt like a more honest representation
of an event because participants could
comment and interact afterward.
“There’s a shared sense of what hap-
pened,” she notes.

Teenagers also like the fact they can
access content online—photos, music,
comments, and badges—at any time
and from almost any place, thanks to
Facebook and services such as Apple’s
iCloud, says Zimmerman. Finally,
by putting their possessions online,
they have a space that is largely free
of scrutiny from their parents. This
means, among other things, that they
can display a photo of a boyfriend or
girlfriend online—whereas they might
not be allowed to place a picture frame
with the same photo in their bedroom.
“In some cases, a virtual environment
creates a more satisfying and holistic
experience,” Zimmerman says.

A Changing Picture
It is tempting to think about digital
possessions as ephemeral and eas-
ily duplicated, Lehdonvirta points out.
What is more, because virtual objects
do not register with our senses in the
way physical objects do, they are not
particularly useful in establishing so-
cial distinctions. However, the intro-
duction of ubiquitous and always on
computing networks—and the wide-
spread adoption of social media—has
altered the equation. “This introduces
the economics and sociology of owner-
ship into digital goods,” he observes.
In World of Warcraft, for instance,
the publisher creates artificial scarcity
by periodically adding 10 new levels to
the system to devalue everyone’s sta-
tus. This virtual form of inflation, or
artificially imposed scarcity, ensures
players will stay engaged and spend
more money. Meanwhile, at sites such
as Facebook and Twitter, value derives
not only from objects and content but
also from amassing “friends” and “fol-
lowers.” Lehdonvirta says there have
been attempts to trade social media
votes for actual money and one com-
pany recently sued an ex-employee
over the ownership of followers on
Twitter. In January 2012, the concept
of virtual ownership was affirmed by
the Dutch Supreme Court, which up-

ey
“People not only

view a Facebook
account as a digital
possession, they

look at it as a digital
storage locker for
their lives,” says
Amber Cushing.

held a conviction of a boy who stole an-
other boy’s possessions in the online
game Runescape.

In fact, virtual money and posses-
sions are not an entirely new concept.
For years, society has used virtual
funds, such as credit and debit cards,
to handle transactions and pay for
goods. These virtual currencies were
not created by government but rather
by private organizations.

A bigger question is how virtual pos-
sessions influence our thinking and
change our behavior. In this newvirtual
order, a Netflix instant queue becomes
a to-do list rather than a personal col-
lection of DVDs. A Kindle book cannot
be loaned to a pal or passed on to a
child. And so-called friends are people
we may have never met or will never in-
teract with in the physical world.

Amber Cushing, a doctoral candi-
date at The School of Information and
Library Science at The University of
North Carolina at Chapel Hill, has in-
terviewed dozens of people of varying
ages and backgrounds and found there
is a common thread in the way people
view digital possessions. They define a
person’s identity; inform others about
what is happening in their life; create
value or status in some way; and provide
a sense of bounded control that may
not be possible in the physical world.

The popularity of Facebook, which
now claims 845 million active users
worldwide, is a perfect example of this
thinking. There is a growing desire to
document and archive digital experi-
ences, Cushing explains. “People not
only view a Facebook account as a digi-
tal possession, they look at it as a digi-
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Career

WwWomen
and
IT Jobs

Education advocates have

long highlighted the large
discrepancy between male

and female students studying
technical fields such as
computer science and
mathematics, but a new Anita
Borg Institute for Women

and Technology (ABI) report,
“Solutions to Recruit Technical
Women,” highlights the
challenges the small number
of women graduating with
technical degrees encounter
when they enter the job market.

“There’s a pipeline problem,”
says Denise Gammal, coauthor
of the report and director of
corporate partnerships at ABI.
“We have only about 20% women
in the computer science field [as
students], and once women get
into companies, they encounter a
lot of cultural and other barriers.
There’s a lot of implicit biases
that make it difficult for women
to get into companies and also
make it difficult for women to
advance in those companies.”

Based on interviews with
some of the world’s leading
technology companies, Gammal
and her colleagues were able
to identify four key areas where
companies are failing women.

First, companies often
do not reach enough schools
to include many women in
their recruitment process
and are not fully utilizing
social networks to link female
prospects to vacant positions.
Second, many job descriptions
are unwittingly biased toward
male prospects. Third, women
are underrepresented in most
search committees. Finally,
companies need to identify ways
to retain and promote female
talent to deter them from
dropping out of the field.

The ABI report focuses
heavily on offering best
practices for companies. For
instance, companies should
diversify their hiring committee
during the recruitment phase to
include different genders and
cultures and institute a blind
résumé screening process. The
report also suggests creating
gender-balanced internships to
build strong and diverse future
work forces.

—Graeme Stemp-Morlock
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tal storage locker for their lives. It’s a
place where they are able to put things
they want to retain and where they can
reflect on their identity.”

Yet, it is also clear that digital pos-
sessions create their own set of chal-
lenges and frustrations. These range
from people deleting photos and tags
on a social media site to enduring a
hard drive crash and the loss of an en-
tire music collection or photo library, if
the data is not backed up. In addition,
there is the risk of a device manufac-
turer or service provider vanishing and
taking the content with it, as well as file
formats and codecs becoming obsolete
and thus rendering old audio record-
ings or videos unplayable.

Separating co-owned digital items
can also prove daunting. In the past,
when a couple broke up, dividing
a stack of books or CDs was a fairly
straightforward proposition. How-
ever, divvying up digital content that
may reside on multiple computers
and have DRM restrictions is vexing.
Trying to sort out who controls a joint-
ly owned World of Warcraft account
or other online content—accessed
through shared passwords—can con-
found and frustrate even the most lev-
el-headed individuals.

Not surprisingly, researchers are ex-
amining ways to improve how we man-
age virtual possessions. For example,
Zimmerman hopes to encode meta-
data into virtual things. This might en-
compass status updates, favorite songs
associated with a particular event along

ey
The boundaries and
distinctions between
digital and physical
possessions are
blurring as virtual
objects become

more commonplace.

with news and weather information. It
is also important to view digital spaces
differently, he argues. Instead of using
a digital picture frame to display hun-
dreds or thousands of random photos,
for example, it is possible to dedicate
a frame to one person or a particular
theme and use multiple frames.

Kleine says there is also a growing
desire to create physical manifesta-
tions of virtual things. The popularity
of scrapbooking and the yearning to as-
semble online photo books and print
them for posterity is no accident, she
says. There is also an evolving desire to
capture screen shots of online badges,
trophies, and other creations. And 3D
printing, which is advancing rapidly,
is bridging the digital and physical
worlds by giving virtual objects, such
as toys, trophies, and characters in
games, actual physical form.

In the end, perhaps only one thing

is entirely clear: The boundaries and
distinctions between digital and physi-
cal possessions are blurring as virtual
objects become more commonplace.
As a result, our thinking and behavior
is changing... yet remaining much the
same. “Humans have a psychological
need to attach to things and hang on
to them,” says Kleine. “Regardless of
whether an object exists in the digital
or physical realm, there’s a need to feel
that it is tangible and real.”

Further Reading

Johnson, M., Lehdonvirta, V., and Wilska, T.
Virtual Consumerism, Information,
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Odom, W., Forlizzi, J., and Zimmerman, J.
Virtual possessions, Proceedings of the 8"
ACM Conference on Designing Interactive
Systems, Aarhus, Denmark, August 16-20,
2010.
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Samuel Greengard is an author and journalist based in
West Linn, OR.
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Milestones

Computer Science Awards

The National Inventors Hall
of Fame and the Computing
Research Association recently
honored leading computer
scientists.

NATIONAL INVENTORS

HALL OF FAME

The National Inventors Hall of
Fame’s 2012 inductees include
MIT Institute Professor Barbara
Liskov, whose innovations

in the design of computer
programming languages helped
make computer programs

more reliable, secure, and

easy to use; IBM researchers
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Lubomyr Romankiw and David
Thompson, who invented

the first practical magnetic
thin-film storage heads; Gary
Starkweather, whose laser
printer, invented at the Xerox
PARC facility, was the first to
print images that could be
created on a computer; and
Apple and Pixar cofounder Steve
Jobs, who was posthumously
recognized for his technology
contributions, which included
more than 300 patents and
revolutionized entire industries,
including personal computing,
mobile phones, animated
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movies, digital publishing, and
retailing.

CRA AWARDS

The Computing Research
Association awarded the
2012 A. Nico Habermann
Award to Lucy Sanders, CEO,
National Center for Women
& Information Technology
(NCWIT); Robert Schnabel,
Dean, School of Informatics,
Indiana University; and Telle
Whitney, CEO and President
of the Anita Borg Institute for
Women and Technology for
their joint efforts to establish

and sustain the NCWIT, which
is dedicated to encouraging
greater participation of
women in the development
of computing technology.
Susan L. Graham, Pehong
Chen Distinguished Professor
Emerita at the University of
California, Berkeley, received
2012 Distinguished Service
Award “in recognition of the
extraordinary contributions
that she has made over more
than three decades of dedicated
and selfless service and
leadership.”

—Jack Rosenberger
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A Workshop Revival

The success of Germany’s Dagstuhl Seminars has inspired
a proliferation of Dagstuhl-like venues, especially in India.

HE POPULARITY OF selective
workshops for computer
scientists has reached an all-
time high, with various ver-
sions of Germany’s Dagstuhl
Seminars popping up around the globe.

The original Dagstuhl Seminars,
launched in 1990, have gradually in-
creased in number from 34 in 2000 to
64 planned for 2012. The program has
also broadened over the years to in-
clude several annual events designed
to support and improve computer sci-
ence research.

The success of the Dagstuhl concept
should be seen in light of the “disturb-
ing trend...in which researchers now
attend more and more specialized
conferences and workshops without
ever meeting colleagues with whom
they should communicate,” says Rein-
hard Wilhelm, scientific director of the
Schloss Dagstuhl-Leibniz Center for
Informatics, which runs the seminars.

“Schloss Dagstuhl partly acts as a
repair shop for this lousy trend,” Wil-
helm explains, “providing a space
where insightful scientists can hold
workshops involving different commu-
nities that should be communicating
with each other and that would never
meet at a conference.”

In April, Wilhelm received ACM’s
Distinguished Service Award for his
work with Dagstuhl Seminars.

Located in a former late-baroque
mansion in Saarland, Germany,
Schloss Dagstuhl (or Dagstuhl Castle)
each week hosts top scientists and
promising young researchers from
around the world who gather to dis-
cuss and debate a particular computer
science topic, living and working to-
gether for 3-5 days, “resulting in an
intense collaboration and exchange of
ideas,” says Wilhelm.

Workshops are based on proposals
submitted by scientists to the Leibniz
Center’s Scientific Directorate, which
meets twice a year. Each proposal is

Reinhard Wilhelm, scientific director
of the Schloss Dagstuhl-Leibniz Center
for Informatics.

evaluated for its relevance and its po-
tential attractiveness to members of
the computer science community.

The Leibniz Center is a member of
the Leibniz Association, which con-
sists of 85 research institutes, research
libraries, and research museums. Op-
eration of the center is heavily subsi-
dized with 50% of the subsidies coming
from the German federal government
and 50% from the state governments.

Meanwhile, the success of the semi-
nars has inspired a proliferation of
Dagstuhl-like venues, such as Shonan
Village in the Tokyo area and the Banff
International Research Station for
Mathematical Innovation and Discov-
ery in Banff, Canada. There is also dis-
cussion of setting up a “Dagstuhl” in
southern China.

And, in Mysore, India, the Mysore
Park workshops on the Infosys campus
are also modeled after the Dagstuhl
workshops.

“Schloss Dagstuhl was clearly our
inspiration,” says Sriram Rajamani,
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Paul Hyman

assistant managing director of Mi-
crosoft Research India. “Several of us
have attended Dagstuhl where it is se-
cluded and the quality of people who
get invited and the topics that get dis-
cussed are quite high. We wanted to
create a similar environment in India.
Professor Jay Misra from the Universi-
ty of Texas at Austin and Infosys chair-
man emeritus N.R. Narayana Murthy
supported the idea, and Murthy gener-
ously gave space at the Infosys Mysore
Campus and funds to run it. We have
a scientific board, which peer-reviews
proposals to ensure that workshops
are of high quality.”

Rajamani is chair of the scientific
board of Mysore Park.

Just as Dagstuhl is located in a re-
mote area of Germany that is conducive
to learning and discussion, Rajamani
describes the Infosys Mysore campus
as being “wonderful and quiet and a
good three-plus hours’ drive from Ban-
galore. Once you enter the campus,
you’re stuck! You cannot run away for a
meeting elsewhere, and you are forced
to engage in scientific discussion with
your colleagues for 3-4 days. It is a very
immersive experience.”

Begun just two years ago, there have
already been five Mysore Park work-
shops and several more are planned
for this year.

While the growing number of work-
shop series like Dagstuhl is becoming
increasingly important to the comput-
er science community, there is a real
need for more, says Rajamani.

“The recipe for a Dagstuhl-like se-
ries is quite simple,” says Dagstuhl’s
Wilhelm with a wink. “Copy our con-
cept—and then find an attractive
place for it, get strong financial sup-
port, and, of course,” he quips, “get
the right people to run it.”

Paul Hyman is a science and technology writer based in
Great Neck, NY.
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Meet the candidates who introduce their
plans—and stands—for the Association.

ACM'’s
2012 General
Election

Please take this opportunity to vote.

THE ACM CONSTITUTION provides that our Association hold a general
election in the even-numbered years for the positions of President, Vice President,
Secretary/Treasurer, and Members-at-Large. Biographical information and
statements of the candidates appear on the following pages (candidates’ names
appear in random order).

ACM members have the option of casting their vote via the Web or by postal mail.
The election is being conducted by a third party, ESC, on ACM’s behalf and an email
message was sent to members in mid-April that contains electronic and mail
balloting procedures (please contact acmhelp@electionservicescorp.com or
+1-866-720-4357 if you did not receive this message).

In addition to the election of ACM’s officers—President, Vice President, Secretary/
Treasurer—five Members-at-Large will be elected to serve on ACM Council.

Electronic Balloting Procedures. Please refer to the instructions posted at:
https://www.esc-vote.com/acm2012.

You will need your 7-digit ACM Member Number to log into the secure voting site.
For security purposes your ACM Member number was not included with your PIN
(your PIN was included in the April email message from ESC). Your membership
number can be found on your Membership card, or on the label of your copy of
Communications of the ACM, or by accessing ACM’s home page: “Membership,”
“ACM Web Account,” “Forgot Your Password” (https://campus.acm.org/public/
accounts/Forgot.cfm)

Paper Ballots. Should you prefer to vote by paper ballot please contact ESC
to request a ballot and follow the postal mail ballot procedures (acmhelp@
electionservicescorp.com or +1-866-720-4357).

Postal Mail Ballot Procedures. Please return your ballot in the enclosed envelope,
which must be signed byyou on the outside in the space provided. The signed ballot
envelope may be inserted into a separate envelope for mailing if you prefer this method.

All ballots must be received by no later than 12:00 noon EDT on May 22, 2012.

The computerized tabulation of the ballots will be validated by the ACM Tellers
Committee. Validation by the Tellers Committee will take place at 10:00 a.m. EDT
on May 23, 2012.

If you have not done so yet, please take this opportunity to review the candidates
and vote via postal mail or the Web for the next slate of ACM officers.

Sincerely,
Gerald Segal, CHAIR, ACM ELECTIONS COMMITTEE
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candidates for

PRESIDENT

(7/1/12-6/30/14)

BARBARA G. RYDER
J. Byron Maupin Professor of Engineering
Head, Department of Computer Science

Virginia Tech

Blacksburg, VA, USA

i IN;
Biography

A.B. in Applied Math, Brown Uni-
versity (1969); M.S. in Computer
Science (CS), Stanford University
(1971); Ph.D. in CS, Rutgers Univer-
sity (1982). Assoc. Member of Prof.
Staff at AT&T Bell Labs, Murray
Hill (1971-1976). Asst. Prof. (1982
1988), Assoc. Prof. (1988-1994),
Prof. (1994-2001), Prof. I1 (2001~
2008), Rutgers University, Head,
Dept. of CS, Virginia Tech (2008-),
http://people.cs.vt.edu/~ryder/

Fellow of the ACM (1998) for sem-
inal contributions to interprocedur-
al compile-time analyses. Member,
Bd. of Directors, CRA (1998-2001).
ACM Presidential Award (2008).
SIGPLAN Distinguished Service
Award (2001). Rutgers Grad. School
Teaching Award (2007). Rutgers
Leader in Diversity Award (2006).
CRA-W Distinguished Prof. (2004).
Prof. of the Year Award from CS
Grad Students (2003).

ACM Vice President (2010-2012),
Secretary/Treasurer (2008-2010),
Council Member-at-Large (2000~
2008). Chair, Federated Comput-
ing Research Conf (FCRC 2003).
SIGPLAN Chair (1995-1997), Vice
Chair for Confs (1993-1995), Exec
Comm. (1989-1999). General Chair
of: SIGSOFT Int’l Symp. on Soft-
ware Testing and Analysis (ISSTA,
2008), SIGPLAN Conf on History
of Programming Languages III
(HOPL-III, 2007), SIGPLAN Conf
on Programming Language Design
and Implementation (PLDI, 1999,
1994). Program Chair of: HOPL-III
(2007), PLDI (1991). Recent PCs:
PLDI (2012), ISSTA (2010,) ICSE
(2009). Member, Outstanding Con-
tribution to ACM Award Comm.
and ACM-W Athena Award Comm.
ACM Nat’l Lecturer (1985-1988).
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Member, Ed Bd: Sci. of Comp.
Programming (2009-), ACM Trans
on Programming Languages and
Systems (TOPLAS, 2001-2007), and
IEEE Trans on Software Engineer-
ing (2003-2008). Member, Comm.
for CRA Snowbird Workshop for
New Dept. Chairs (2010). Panel-
ist: CRA Workshops on Academic
Careers for Women in CS (1993,
1994, 1996, 1999, 2003), SIGSOFT
New SE Faculty Symp. (2003, 2005,
2008). Exec. Champion of CS@

VT in NCWIT Pacesetters (2009-).
Organizer of NCWIT VA/DC Aspira-
tions in Computing Awards (2011-).
Chair, VT College of Engineering
HPC Comm. (2009-). Member,

VT HPC Infrastructure Invest-

ment Comm. (2009-). Member,
ADVANCE VT Faculty Advisory
Comm. (2008-).

Member: SIGPLAN, SIGSOFT,
SIGCSE, ACM, IEEE Computer Soci-
ety, AWIS, AAUW, EAPLS.
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Statement

As a candidate for President, I ask
your help in strengthening ACM,
the largest independent interna-
tional computing society in the
world. We face major opportunities:
in the internationalization of our
membership, in computing educa-
tion (K-12, college, postgraduate),
in providing services for computing
practitioners and researchers, and
in ensuring diversity in the com-
puting profession. My extensive
experience as a SIG leader, General
Chair of FCRC 2003, 8 years as ACM
Council member and 4 years on the
ACM Executive Committee as Sec-
retary/Treasurer and Vice President
have prepared me well to lead ACM
as President.

The ACM Councils in Europe,
China and India are established;
new members from these regions
must be recruited into SIG/ACM
leadership. Student chapters in
these regions need support. The
commitment to hold ACM meet-
ings outside of North America must
be continued. We should be actively
recruiting contacts from Southeast
Asia/Australia and South America
for future growth.

We need to continue the efforts
of the ACM Education Board and
Council on computing curricula
and building bridges to K-12 edu-
cators (e.g., in the U.S., CS Teachers
Association). By collaborating with
members of each international
ACM Council, we can leverage our
experience to support computing
education. The specific problems
may vary by region, but the need to
ensure a quality education in com-
puting is worldwide.

ACM is a membership organiza-
tion of computing practitioners,
managers, and researchers; we
need to offer benefits to all of our
members. ACM serves as the ‘gold
standard’ of computing research
through our sponsored confer-
ences, publications and the Digital
Library. We must continue to
enhance our support for scholars
and students worldwide. We need
to find new ways of making our
conferences available to a wider
audience, synchronously and asyn-
chronously. We should continue to
provide new services to researchers
(e.g., author pages, Author-Izer).
Equally important are new products
for practitioners and students such
as Tech Packs and Learning Paths.
This support must be augmented
by new services for life-long learn-
ing in the computing profession.

ACM must be a leader in actively
supporting diversity in computing.
ACM can offer a framework to sup-
port continuing and new diversity
activities, in collaboration with
sister organizations (e.g., CRA,
CDC, NCWIT).

The SIGs must remain a strong,
integral part of ACM, developing
volunteer leaders, providing valu-
able computing research content
for the Digital Library and recruit-
ing students to ACM membership.
Without volunteers, ACM cannot
thrive. We need to support existing
SIGs and continue to look for new
areas in computing which can ben-
efit from organization as a SIG.

In closing, I ask for your vote so
that my 10 years of SIG leadership,
12 years of ACM leadership, and 37
years of active ACM membership
can be put to work on these goals.
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Google

Biography

Vinton G. Cerf has served as VP and
chief Internet evangelist for Google
since October 2005. Previous posi-
tions include SVP of Technology
Strategy and SVP of Architecture
and Technology for MCI; VP of the
Corporation for National Research
Initiatives (CNRI); VP of MCI Digital
Information Services; principal
scientist at DARPA; and assistant
professor of computer science and
electrical engineering at Stanford
University. He is also a distin-
guished visiting scientist at NASA’s
Jet Propulsion Laboratory (JPL).
Cerfis the co-designer of the TCP/
IP protocols and the architecture
of the Internet. Among honors
received for this work are the U.S.
National Medal of Technology,
the ACM A.M. Turing Award, the
Presidential Medal of Freedom, the
Japan Prize, the Marconi Fellow-
ship, Charles Stark Draper award,
the Prince of Asturias award, the
IEEE Alexander Graham Bell medal,
the NEC Computer and Commu-
nications Prize, the Silver Medal of
the ITU, the IEEE Koji Kobayashi
Award, the ACM Software and Sys-
tems Award, the ACM SIGCOMM
Award, the CCIA Industry Legend
Award, the Kilby Award, the IEEE
Third Millennium Medal, and the
Library of Congress Bicentennial
Living Legend medal. He has been
inducted into the National Inven-
tors Hall of Fame and was made
an Eminent Member of the IEEE
Eta Kappa Nu honor society. He
is a Stanford Engineering School
“Hero” and received a lifetime
achievement award from the
Oxford Internet Institute.

Reston, VA, USA

VINTON G. CERF
Vice President and Chief Internet Evangelist

Cerf served as chairman of the
board of ICANN for seven years. He
is honorary chair of the IPv6 Forum,
was a member of the U.S. Presiden-
tial Information Technology Advi-
sory Committee 1997-2001, and
sits on ACM Council and the boards
of ARIN, StopBadWare, CosmosID
and Gorilla Foundation. He serves
on JPL’s Advisory Committee and
chairs NIST’s Visiting Committee
on Advanced Technology. He is a
Fellow of the ACM, IEEE, AAAS,
the American Academy of Arts and
Sciences, the Computer History
Museum, the Annenberg Center
for communications, the Swedish
Royal Academy of Engineering, the
American Philosophical Society,
the Hasso Plattner Institute. He is a
member of the US National Acade-
my of Engineering, a Distinguished
Fellow of the British Computer
Society, and was named one of
People magazine’s “25 Most Intrigu-
ing People” in 1994.

Cerf holds a B.S. in Mathematics
from Stanford and M.S. and Ph.D.
in CS from UCLA. He is the recipi-
ent of 20 honorary degrees.

Statement

I have been a member of ACM since
1967 and served as a member of
Council in the distant past dur-

ing which time my primary policy
objective was to create the Fellow
grade of ACM membership, and cur-
rently serve as a Member at Large on
Council. I also served for four years
as chairman of ACM SIGCOMM.

As President, I consider that my
primary function will be to convey
to Council and ACM leadership the
policy views of the general member-
ship. To this end, I will invite open
dialog with any and all members of
ACM so as to be informed of their
views. I offer to do my best to repre-
sent these views and also to exercise
my best judgment in the setting of
ACM policy and assisting the staff
in their operational roles.

It seems clear that ACM can and
must take increasing advantage
of the online environment cre-
ated by the Internet, World Wide
Web, and other applications sup-
ported by this global networking
infrastructure. This suggests to
me that Council and ACM leader-
ship should be looking for ways to
assist Chapters and Special Inter-
est Groups to serve as conduits for
two-way flows of information, edu-
cation, training and expertise. The
power and value of ACM member-
ship flows from the contributions
and actions of its members.
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As a consumer of ACM publica-
tions, I am interested in increas-
ing the accessibility and utility of
ACM’s online offerings, including
options for reducing the cost of
access to content in this form. By
the same token, I am interested
in making the face-to-face events
sponsored by ACM and its affiliates
useful during and after the events
have taken place. The possibility of
audio, video, and text transcripts
of presentations (perhaps starting
with keynotes) seems attractive. If
these forms of content can be made
searchable, their value may well
increase and persist over longer
periods of time.

Iam aware of the time commit-
ment required of this position and
can confirm that I am prepared to
honor that commitment with the
support of my employer, Google.
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Pune, India

Biography

Mathai Joseph is an Advisor to Tata
Consultancy Services. He has been
a Member-at-Large of the ACM
Council since 2008 and Treasurer
of the ACM India Council, which
he helped to found, since 2009.

He received an ACM Presidential
Award in 2010.

He was Executive Director, Tata
Research Development & Design
Centre from 1997-2007. Earlier,
he held a Chair in Computer Sci-
ence at the University of Warwick
from 1985-1997 and was Senior
Research Scientist at the Tata Insti-
tute of Fundamental Research in
Mumbai, India. He has been a Visit-
ing Professor at Carnegie Mellon
University, Eindhoven University of
Technology, University of Warwick,
and University of York.

Joseph is a founder of interna-
tional conference series such as
FST&TCS (Foundations of Software
Technology and Theoretical Com-
puter Science) in 1981, FTRTFT
(Formal Techniques in Real-Time
and Fault-Tolerant Systems) in 1988
and SEAFOOD (Software Engineer-
ing Approaches to Outsourced and
Offshore Development). He set up
the workshop series TECS Week in
2003 to promote computer science
research in India. He established
and managed research collabora-
tions with universities such as
University of California Riverside,
Columbia University, Georgia Insti-
tute of Technology, Indian Institute
of Technology Powai, King’s Col-
lege London, Stanford University,
University of Wisconsin, and Uni-
versity of York.
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MATHAI JOSEPH
Advisor, Tata Consultancy Services

His main research interests have
been in real-time and fault-tolerant
computing, with emphasis on
formal specification and timing
analysis. He has written and edited
anumber of books and conference
and journal papers in these areas.
He has worked on software systems
for many years and wrote an early
book on the design of a multipro-
cessor operating system.

Joseph has a Master’s degree
in Physics from Bombay University
and a Ph.D. from the Mathematical
Laboratory, University of
Cambridge, U.K. He has worked
in several countries and now
lives in Pune, India. He has been
investigating early work in
computing in India and is now
investigating new courseware for
teaching computer science at
engineering colleges in India.
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Statement

ACM is renowned for representing
the best of computer science in
its conferences, publications, and
awards. Until recently, most ACM
activities took place in the West-
ern world but there are now new
ACM Regional Councils in China,
Europe, and India. Within these
regions, participation in ACM activ-
ities is growing but outside them
there are many countries where
computing professionals work in
relative isolation.

I was closely involved with the
creation of the ACM India Council
in 2009 and have been active in its
operation since that time. There
are now significant ACM events
at the national and chapter level
and tours by visiting lecturers.

A number of new chapters have
been formed and membership has
doubled in this period. Compared
to the number of computing pro-
fessionals, the size of the Indian
software industry and the needs
of the academic institutions, the
influence of ACM in India is still
small but it is growing to play a
major role in computer science
education and research.

As in India, I believe that in many
other regions ACM should be active
in growing professional activities
and creating links between their
education and research communi-
ties and the best in computer sci-
ence. Wider distribution of ACM
publications and conferences will
not only allow them to be more
effective in growing professional
activities and promoting high qual-
ity research, it will enable them to
be more representative of all such
work being done across the world.

A great deal of my professional
work has been to create forums
for the exchange of ideas, new
research, and people among indus-
try and educational institutions in
India and outside. I would like to
work with ACM to grow its activi-
ties, within the main regions of
ACM activities and beyond them to
areas where it is as yet underrepre-
sented. In this, I see a major oppor-
tunity for initiatives for the better
acceptance of computer science
as a core scientific discipline, for
improving the quality of education
and research and for increasing the
understanding of computing as a
global manufacturing industry.
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Professor

Biography

Alexander Wolf holds a Chair in
Computing at Imperial College
London, U.K. (2006-present). Prior
to that he was a Professor at the
Univ. of Lugano, Switzerland (2004-
2006), Professor and C.V. Schelke
Endowed Chair of Engineering at
the Univ. of Colorado at Boulder,
U.S. (1992-2006), and Member of
the Technical Staff at AT&T Bell
Labs in Murray Hill, New Jersey, US
(1988-1992).

Wolf earned his MS (1982) and
Ph.D. (1985) degrees from the Univ.
of Massachusetts at Amherst, from
which he was presented the Dept.
of Computer Science Outstanding
Achievement in Research Alumni
Award (2010).

He works in several areas of
experimental and theoretical com-
puter science, including software
engineering, distributed systems,
networking, and databases (see
http://www.doc.ic.ac.uk/~alw/
for links to his papers). He is best
known for seminal contributions
to software architecture, software
deployment, automated process
discovery (the seed of the business
intelligence field), distributed
publish/subscribe communication,
and content-based networking.

ALEXANDER L. WOLF

Department of Computing
Imperial College London, UK.

Wolf currently serves as Secretary-
Treasurer of the ACM. He is a
member of the ACM Council and
ACM Executive Committee. He is
also a member of the ACM Europe
Council. He serves on the editorial
board of the Research Highlights
section of CACM. Previously, he
served as Chair of the ACM SIG
Governing Board (2008-2010) and
Chair of the ACM Software System
Award Committee (2009-2011). He
served as Vice Chair (1997-2001)
and then Chair (2001-2005) of ACM
SIGSOFT, Chair of the ACM TOSEM
EiC Search Committee (2006), a
member of the SGB Executive Com-
mittee (2003-2005), and an SGB
representative on the ACM Council
(2005-2008). He was a member of
the editorial boards of ACM TOSEM
and IEEE TSE, and has chaired and
been a member of numerous inter-
national program committees.

He is a Fellow of the ACM, Fellow
of the IEEE, Chartered Fellow of the
British Computer Society, holder
of a U.K. Royal Society-Wolfson
Research Merit Award, winner of
two ACM SIGSOFT Research Impact
Awards, and is an ACM Distin-
guished Speaker.

Statement

I have been an active member of
ACM for much of my career. Over
these 25+ years, computing has
become central to advancing soci-
ety. As a volunteer I have tried to
help shape ACM into a similarly
central role in advancing the educa-
tors, practitioners, researchers, and
students at the core of computing.
In my recent leadership roles I have
contributed to important outreach
efforts, including formation of
regional councils (so far, Europe,
India, and China), formation of
SIGs in new areas of computing
(so far Bioinformatics, Health
Informatics, and High Performance
Computing), enrichment of the
Digital Library, and a revamp of
CACM to be more relevant, infor-
mative, and authoritative. There are
many ways to measure the impact
of these efforts, but a simple one is
the growth of ACM into the world’s
largest computing association.
Essential to these and future
initiatives is a clear and convinc-
ing long-term strategy that draws
together the talents of volunteers
and staff, supported by sufficient
financial resources. Indeed, the
world financial crisis has been
anecessary focus of my term as
Secretary-Treasurer. Managing
financial risk while maintaining
the integrity and momentum of
the community is a difficult chal-
lenge. The crisis has hit different
sectors and regions at different
times and degrees. For example,
the peak effect on academia has
lagged that of industry, and Europe
and Asia that of North America.
This will continue to impact confer-
ence planning and regional growth
initiatives (e.g., in South America).
Nonetheless, our efforts at securing
a significant fund balance have con-
tributed to the fundamental stabil-
ity of the organization, such that we
can absorb much of the pain of the
crisis and yet still grow ACM’s offer-
ings and services.

acm election

As an ACM leader, I am regularly
asked where the value lies in being
amember, a question you may
ask yourself each time you renew.
Some obvious benefits are CACM,
discounted registration fees, and
access to professional development
materials. But beyond that, most
important to me is a less tangible
benefit: the opportunity to publicly
endorse the activities of an orga-
nization whose standards of excel-
lence and commitment to advanc-
ing professionalism, scholarship,
and innovation are unsurpassed
in the computing community. The
opportunity to serve as Vice Presi-
dent of such an organization is a
privilege and an honor.
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Biography

George Neville-Neil is a computer
scientist, author, and practicing
software engineer who currently
builds high-speed, low latency sys-
tems for customers in the financial
services sector.

Neville-Neil is the co-author of
The Design and Implementation of
the FreeBSD Operating System, the
only university quality textbook
to cover a broadly deployed, open
source operating system, used
daily by software engineers around
the world.

He has been a member of ACM
since his undergraduate days at
Northeastern University, where he
received his Bachelor of Science
degree in computer science.

For the last 10 years Neville-Neil
has been an integral part of ACM’s
Queue magazine editorial board,
joining it before the first edition of
the magazine was published and
helping to find, select, and bring to
publication the best writing from
practitioners in our field.
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GEORGE V. NEVILLE-NEIL
Neville-Neil Consulting
New York, NY, USA

While working with the Queue
editorial board, Neville-Neil devel-
oped the column, Kode Vicious,
which has been a staple of both
Queue and the recently revamped
Communications of the ACM for the
last eight years.

More recently Neville-Neil has
been an active member of the ACM
Practitioner Board, which is a key
component of ACM’s program to
broaden its membership.

From 2004 until 2008 Neville-Neil
lived and worked in Japan, develop-
ing a set of courses dubbed “The
Paranoid University” teaching safe
and secure programming to thou-
sands of engineers at Yahoo Inc. at
all of their offices in Asia, Europe,
and North America. While on
assignment in Japan, Neville-Neil
became fluent in Japanese.
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Statement

For the past 25 years I have been
associated with the ACM. During
that time I have felt that the organi-
zation did its best work when it was
reaching out beyond its academic
focus. It has always been clear that
ACM is the preeminent profes-
sional organization for computer
scientists and researchers, publish-
ing the best papers and organizing
the most respected conferences in
the field.

When I began working on Queue
I saw that ACM was serious about
the need to bridge the gap between
research and the daily practice of
programming. The last 10 years
have been an exhilarating experi-
ence helping people take the best
research and turn it into something
that software engineers can use
every day. It was through my work
on Queue, and the Practitioner
Board, that I saw how ACM could
evolve into an even broader profes-
sional society.

Being nominated for Secretary/
Treasurer showed me that there
was another way to help ACM grow
and to serve the global community.

Living and working in Asia gave
me a unique perspective on ACM’s
challenges in addressing the com-
ing wave of people in our field.

ACM'’s ability to help improve
computer science education global-
ly is without question, but it is just
as important to understand how we
can continue our relationship with
the people who are building our
technological world, throughout
their careers.

My experience building systems
for the global financial markets has
given me insight into how money is
managed in large organizations.

Working as the Secretary/Treasurer
for ACM carries the same challenges
and responsibilities as building
systems that exchange millions of
dollars every day.

It has always been a pleasure to
be an ACM volunteer. I hope that as
Secretary/Treasurer I can do even
more for the ACM, and help them
to do more for others.
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Biography

Employment

Professor and Chair of Inclusive
Technologies, School of Comput-
ing, University of Dundee, UK; IBM
Research Staff Member Emeritus.
Previously, Research Staff Member
and Manager, IBM T. J. Watson
Research Center, USA (1986-2008);
Research Associate, Haskins Labo-
ratories, New Haven, CT (1980-
1986); Postdoctoral Fellow, Salk
Institute for Biological Studies, La
Jolla, California (1978-1980).

Education

B.A. (University of Colorado,
Psychology, 1974); M.A., Ph.D.
(University of Oregon, Cognitive
Psychology, 1976, 1978).

ACM Activities

SIG Governing Board: Chair
(2010-2012), Vice-Chair for Opera-
tions (2007-2010), Executive Com-
mittee (2005-2007). ACM Council
(2010-2012). Founder and
Co-Editor-in-Chief of ACM Transac-
tions on Accessible Computing (since
2006); Associate Editor,

ACM Transactions on the Web (since
2005). Outstanding Contribu-

tion to ACM Award Committee
(2006-2010; Chair, 2009). ACM
Student Research Competition:
Grand Finals judge (2008-2012).
ASSETS conference: General Chair
(2002), Program Chair (2010), Steer-
ing Committee Chair (2005-2009).
CHI conference: Associate Program
Chair (2009, 2012). Hypertext
conference: Program Committee
Co-Chair (2007). CUU conference:
General Chair (2003), Associate
Program Chair (2000). Multiple
program committees. OOPSLA
conference: Treasurer (1993-1995,
1999, 2005).

VICKI L. HANSON

Professor and Chair of Inclusive Technologies
University of Dundee

Dundee, Scotland

Professional Interests:
Human-computer interaction;
accessibility of technology for
people with disabilities and

the aging population; computer-
supported education.

Honors/Awards/Achievements
ACM Fellow (2004). ACM SIG-

CHI Social Impact Award (2008).
Chartered Fellow of the British
Computer Society (2009). IBM Cor-
porate Award for Contributions to
Accessibility (2009); multiple IBM
Outstanding Contribution Awards.
More than 120 peer-reviewed and
book chapter publications, mul-
tiple conference keynotes, awarded
8 U.K. Research Council grants as
PI or co-Investigator; 3 NIH grants
as PI; 5 other industry and Scottish
government grants. Co-inventor
on 8 awarded patents. Holder of a
UK Royal Society Wolfson Research
Merit Award.

Statement

I have been an active ACM volun-
teer for two decades and am hon-
ored by this nomination and the
opportunity to continue to serve
the organization.

In multiple leadership roles
within ACM, I have worked with
both volunteers and staff who are
committed to increasing the society’s
reach and impact. ACM is the lead-
ing professional society in com-
puting. Its membership has been
steadily increasing with significant
worldwide growth. Its premier
journals, conference proceedings,
and magazine publications serve
a broad readership of computing
professionals, and its educational
initiatives are contributing to the
development of computing profes-
sionals at all stages oftheir career.
In the past few years, significant
ACM efforts have involved working
with computing professionals in
China, India, Europe, and South
America to understand and address
their needs. In a professional envi-
ronment that is increasingly global,
continuing to reach out interna-
tionally serves to strengthen not
only ACM, but also the computing
profession as a whole.
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In my current position as Chair
of the SIG Governing Board, I have
been privileged to work with SIG
leaders who contribute so much to
ACM’s strength as an organization.
The SIGs create a large portion of
the Digital Library content, draw
in new student and professional
members, and provide much of
ACM’s volunteer core. As we move
forward, we must continue to
support and grow the SIGs to retain
this technical vitality.

Financially, ACM is strong even
in these economically challenging
times. This reflects the very real
value members derive from their
participation in ACM activities.

As Secretary/Treasurer, I will
remain committed to growing
ACM and supporting its technical,
education, and advocacy roles
around the world.
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Intel Fellow

Biography

Radia Perlman, Intel Fellow, is
director of Network Technology at
Intel. She received her S.B. and S.M
in mathematics from MIT, and her
Ph.D., in 1988, in computer science
from MIT with thesis “Network
Layer Protocols with Byzantine
Robustness.”

While a student at MIT, she
created systems for making pro-
gramming concepts accessible to
children as young as 3 years old.
Her work is credited for starting
the field of “tangible computing,”
in which computer commands are
physical objects that are plugged
together to create programs.

At Digital, she designed layer 3 of
DECnet. Her innovations include
making link state protocols stable,
manageable, and scalable. The
routing protocol she designed (IS~
IS) remains widely deployed today.
She also created the Spanning Tree
algorithm that has been the heart of
Ethernet for decades. After Digital,
she worked at Novell and at Sun,
designing network and security pro-
tocols. Most recently, she designed
the concept that became the TRILL
standard, which allows Ethernet to
use layer 3 techniques such as short-
est paths, and multipathing, while
remaining compatible with existing
endnodes and switches. She has also
made significant contributions to
network security, including PKI trust
models, assured delete, protocols
resilient despite malicious insiders,
and strong password protocols.

Perlman is the author of the text-
book Interconnections, and coauthor
of Network Security. She has served
on many program committees, holds
over 100 patents, and has taught at
MIT, Harvard, and the University of
Washington. She was awarded an
honorary Ph.D. by KTH (Royal Insti-
tute of Sweden), lifetime achieve-
ment awards by SIGCOMM (2010)
and USENIX (2006), and the Women
of Vision award for Technical Inno-
vation by the Anita Borg Institute.
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RADIA PERLMAN

Redmond, WA, USA

Statement

ACM has played a critical role in
shaping the field of computing, and
I think there are several areas in
which it is well positioned to help
the industry in new ways.

Academia and industry would
benefit from more cross-fertiliza-
tion. Industry can bring a fruitful
selection of real-world problems,
and academia can bring rigor. Most
industry people would find a lot
of the content at academic confer-
ences incomprehensible and irrel-
evant. Academics do not have the
time or funds to spend enough time
at standards meetings to extract
conceptual problems to study out
of the sea of acronyms and market-
ing hype.

One idea that might help is to
encourage papers at conferences
that can organize the field, such as
sorting through several overlapping
systems to get to the heart of what
is really intrinsically different, and
the real trade-offs. Some academics
would not think such a paper was
“novel enough to be publishable,”
and yet the academic rigor to do
this sort of analysis can be very
challenging, and influential to the
field. It is entertaining to have a
panel of people on various sides of
controversies debate each other,
but having a careful analysis by
someone without bias is critical.
With content like this, more indus-
try people would attend the confer-
ence, and even hallway interaction
will spark collaboration.

Another problem in our field is
misperceptions that cause some
groups to believe they would not
be good at it, or that they would
not enjoy it. To enrich the industry
by bringing in people with diverse
thinking styles, perhaps ACM
could sponsor contests for young
students with interests other than
building computers, such as music,
art, or social interaction, that will
inspire them to realize they can
make a difference in our field.
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Biography

Ricardo Baeza-Yates is VP of Yahoo!
Research for Europe, Middle East,
and Latin America, leading the labs
at Barcelona, Spain and Santiago,
Chile, since 2006, as well as super-
vising the lab in Haifa, Israel since
2008. He is also a part-time profes-
sor at the Dept. of Information and
Communication Technologies of
the Universitat Pompeu Fabra in
Barcelona, Spain, since 2005. Until
2005 he was a professor and direc-
tor of the Center for Web Research
at the Department of Computer Sci-
ence of the Engineering School of
the University of Chile.

He obtained a Ph.D. from the
University of Waterloo, Canada,
in 1989. Before he obtained two
master’s (M.Sc. CS and M.Eng.

EE) and the electrical engineering
degree from the University of Chile,
Santiago.

He is co-author of the best-
seller Modern Information Retrieval
textbook, published in 1999 by
Addison-Wesley with a second
enlarged edition in 2011, as well as
co-author of the 2nd edition of the
Handbook of Algorithms and Data
Structures, Addison-Wesley, 1991;
and co-editor of Information Retriev-
al: Algorithms and Data Structures,
Prentice-Hall, 1992, among more
than 300 other publications.

He has received the Organiza-
tion of American States award for
young researchers in exact sciences
(1993) and the CLEI Latin American
distinction for contributions to
CSin the region (2009). In 2003 he
was the first computer scientist to
be elected to the Chilean Academy
of Sciences. During 2007 he was
awarded the Graham Medal for
innovation in computing, given by
the University of Waterloo to dis-
tinguished ex-alumni. In 2009 he
was named ACM Fellow and in 2011
IEEE Fellow.

RICARDO BAEZA-YATES
VP of Research for EMEA & LatAm
Yahoo! Research Barcelona
Barcelona, Catalunya, Spain

Statement

I became an ACM member back in
1984 when I was a student in Chile.
My initial motivation was to be part
of the largest CS community in a
time when there was no Internet.
This feeling of belonging has been
constant until today. In 1998 I was
invited to be part of the first South
American steering committee for
the regional ACM Programming
Contest, a position that I held for
eight years. In 2007 I was invited to
become a member of the Publica-
tions Board for a three-year term and
since 2010, I have been a member

of the ACM Europe Council. Thus,

I know reasonably well how the ACM
works across several continents.

On the technical side, I have been
amember of the ACM SIGIR com-
munity for many years. Iam also a
member of SIGACT, SIGKDD, SIG-
MOD, and SIGWEB. Therefore, I also
feel that I know well my research
peers. For that reason, although I
have received several awards, being
named ACM Fellow in 2009 was for
me the highest possible recognition
given by my peers. So, when I was
asked to be a Member at Large can-
didate, I gladly accepted.

So, based on my ACM experience,
as a Member-at-Large my main goal
will be to extend the influence of
ACM in emerging regions, involving
developing countries in Africa, Asia,
and Latin America. To achieve this
goal we need to promote the ACM
Distinguished Speakers Program in
places that never had the opportu-
nity of listening to senior members
of our community, extend the ACM
Programming Contest in countries
that do not participate, start agree-
ments with CS associations in the
countries where they exist, and,
more important, work on making
it feasible to have free access to the
ACM Digital Library for the ACM
student members on these coun-
tries. All these actions are easier
from Europe due to their cultural
and geographical proximity.
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FENG ZHAO

China

Biography

Feng Zhao is an assistant managing
director at Microsoft Research Asia,
responsible for the hardware, mobile
and sensing, software analytics,
systems, and networking research
areas. He is also an adjunct profes-
sor at Shanghai Jiaotong University,
Hong Kong University of Science
and Technology, and the University
of Washington. Prior to joining
MSR-Asia in 2009, he was a Principal
Researcher at Microsoft Research
Redmond (2004-2009), and founded
the Networked Embedded Comput-
ing Group. His research has focused
on wireless sensor networks, energy-
efficient computing, and mobile sys-
tems. He has authored or co-authored
over 100 technical papers and books,
including a book, Wireless Sensor
Networks: An Information Processing
Approach, by Morgan Kaufmann.

An ACM member for over 25 years,
Feng was the founding Editor-In-
Chief of ACM Transactions on Sensor
Networks (2003-2010), and founded
the ACM/IEEE IPSN conference.
Feng served on ACM SIGBED Execu-
tive Committee (2004-2010), as
TPC Co-Chair for ACM Sensys’05,
and on the Steering Committee
for CPSWeek (2007-). In 2008, he
worked with USENIX and ACM to
help start a new workshop series,
HotPower, focusing on the emerg-
ing topic of sustainable computing.

Feng received his BS from Shang-
hai Jiaotong University (1984), and
MS and Ph.D. in Electrical Engineer-
ing and Computer Science from
MIT (1988 and 1992, respectively).
He taught at Ohio State University
as a tenured Associate Professor in
Computer Science 1992-1999, and
at Stanford University as a Consult-
ing Professor of Computer Science
1999-2006. He was a Principal Sci-
entist at Xerox PARC 1997-2004.

An IEEE Fellow and ACM Distin-
guished Engineer, Feng received a
Sloan Research Fellowship (1994)
and NSF and ONR Young Investiga-
tor Awards (1994, 1997).

Microsoft Research Asia, Beijing

Statement

If elected, Iwill push to deepen the
engagement of ACM with the Asia
computing community, building on the
momentum initiated by the Council.

In addition to expanding ACM
membership, we need to focus on
the quality of engagement, such as
bringing leading ACM conferences
to the region, establishing a region-
al version when needed, and ensur-
ing an active and sustained par-
ticipation by the local community.
The ACM Programming Contest
has had a great mindshare among
aspiring students at Chinese uni-
versities, with a broad participation
and success of these schools at the
event. Can we learn from these,
and expand to other activities?

As computing becomes increas-
ingly central in addressing societal
problems in energy, environment,
and health that affect the region and
the rest of the world, and as these
problems increasingly demand more
global, coordinated actions, ACM
can be the thought leader in advocat-
ing a global, collaborative approach
to addressing these problems.

Young students do look to role
models when deciding what to
study and making career choices.
Microsoft has been sponsoring the
Best Doctoral Dissertation Awards
at the Chinese Computer Federa-
tion Annual Meeting. ACM can and
should play a major role in similar
activities, partnering with CCF and
other organizations in the region.

Bringing leading lights in comput-
ing to Asia for public lectures has
proven very successful in increasing
public awareness of computing and
inspiring young students. An example
is the annual 21st Century Computing
and TechVista Symposia organized
by Microsoft Research together with
universities across Asia. But it is
equally important for the global
community to hear the perspectives
of leading researchers from Asia.
ACM can help promote these
researchers in the global community.

Sendmail, Inc.

Biography

Eric Allman graduated from the
University of California, Berkeley
with a Bachelor’s Degree in 1977
and a Master’s Degree in 1980.
While at Berkeley he was Lead Pro-
grammer on the INGRES relational
database management system as
well as making significant contri-
butions to the Berkeley Software
Distribution, notably sendmail and
syslog. Sendmail remains among
the top MTAs on the Internet, and
syslog is the standard logging
mechanism used in nearly all open
systems and peripherals.

After leaving Berkeley, All-
man worked at Britton Lee (later
Sharebase) on database interface
software and the International
Computer Science Institute on the
Ring Array Processor project for
neural-net-based speech recogni-
tion. He returned to U.C. Berkeley
at the Mammoth project, build-
ing department-wide research
infrastructure for the Computer
Science Division. He then founded
Sendmail, Inc., an email infrastruc-
ture company based on his work at
Berkeley. He has played many roles
at Sendmail and currently holds the
title of Chief Scientist.

Allman has been a member of
ACM since 1975, is a past board
member and officer of USENIX
Association, was on the board of
Sendmail for several years, and is
currently a Trustee of Cal Perfor-
mances, a U.C. Berkeley-based arts
organization. He has written for
TODS, TOCS, USENIX, UNIX Review
magazine, and ACM Queue maga-
zine, among others. He also co-
authored the C Advisor column for
UNIX Review for several years.

Allman is a Distinguished Engi-
neer at ACM and is a founding
member of the Queue editorial
review board, on which he contin-
ues to serve.
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Chief Science Officer
Emeryville, CA, USA

Statement

I have had the opportunity to watch
ACM evolve over the last 40 years,
starting from my introduction to
computers in high school. I was
given old copies of Communica-
tions, which I devoured, joining
ACM as an undergraduate. In the
1960s and into the 1970s, CACM
was both academic and pragmatic;
for example, Communications

had a Programming Techniques
section as well as an Algorithms
section that included descriptions
of various algorithms (hundreds
of them, including code!). As time
went on ACM increasingly focused
on academics and researchers

to the detriment of practitioners
such as myself, until 10 years ago
when Queue magazine was started
with practitioners as the express
audience. I am proud of having
been a founding member of the
Queue board, and feel that I've been
honored to help restore ACM’s rel-
evance to people such as myself.

One of the challenges is explain-
ing to practitioners how the ACM
is relevant to them. Much of this
is just a matter of awareness. ACM
already has Queue, Tech Packs, the
Learning Center, Safari books and
videos, to name just a few. While
these resources are of immense
relevance to practitioners, most
of them are relatively unknown in
that community.

Another area of importance is
international participation. The
once English-centric computing
world has now expanded into many
geographies and languages. ACM
needs to broaden its international
outreach or risk becoming margin-
alized. There is a huge amount to
be done here, and it will be chal-
lenging, but it must proceed.

I have very much enjoyed working
on the Queue board and with the
Practitioner Board and with your
vote, look forward to additional
participation on the ACM Council.
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Biography

Mary Lou Soffa is the Chair of the
Department of Computer Science
and the Owen R. Cheatham Profes-
sor of Sciences at the University of
Virginia. Prior to Virginia, she was a
Professor at the University of Pitts-
burgh and also served as the Gradu-
ate Dean in Arts and Sciences. Her
general research interests are in
programming languages/compil-
ers and software engineering. Her
current focus is on resource man-
agement for multicores, program
analysis, virtual execution environ-
ments, testing, and debugging.

In 1999, Soffa was selected as
an ACM Fellow and received the
Presidential Award for Excellence
in Science, Mathematics and Engi-
neering Mentoring. She received
the SIGPLAN Distinguished Service
Award in 2003 and SIGSOFT Dis-
tinguished Service Award in 2010.
She received the Nico Habermann
Award from the Computer Research
Association in 2006. In 2011, she
was selected for the Anita Borg
Technical Leadership Award.

Soffa has been active in ACM for
many years. She currently serves
on the Publications Board and is a
member-at-large in ACM Council.
She was the ACM SIG Board Coun-
cil Representative from 2000-2002
and served as SIGPLAN Chair,
Vice-Chair and Treasurer. She also
served as member-at-large on the
SIGSOFT executive committee.

She served on the CRA Board for
10 years and currently serves on
CRA-W. She has worked to increase
the participation of women and
underrepresented minorities for
many years. She co-founded the
CRA-W Graduate Cohort Program
and the CRA-W Cohort for Associate
Professors. She has been a member
of a number of editorial boards and
has served as conference chair, pro-
gram chair, and program commit-
tee member for numerous confer-
ences in both software engineering
and programming languages.
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MARY LOU SOFFA

Chair, Department of Computer Science
and the Owen R. Cheatham Professor
University of Virginia

Charlottesville, VA, USA

Statement

Through the more than 20 years
that I have been involved with ACM,
it has continually evolved, always
striving to provide the services
needed by it s members as well as
welcoming new members, both in
the U.S. and internationally. I have
been, and continue to be, commit-
ted in helping ACM address both
new problems that are emerging as
well as ongoing challenges.

Interdisciplinary research and
development is a growing national
trend in science, and it very much
involves computing. With this
important direction comes chal-
lenges that I believe ACM can help
address. How do we properly educate
students? How do we evaluate it?
What type of journals and conferenc-
es are needed? These are some ques-
tions that we must start to address.

Another challenge that I would
like to help address is the troubling
lack of interest in computing shown
by students. We need to help ongo-
ing projects that are focused on
demonstrating the excitement and
opportunities that computing offers
to them. Our science and profession
depends on a robust pipeline of stu-
dents engaged in computing and we
must work toward that end.

An ongoing challenge is the lack of
gender and minority diversity in our
field in all levels. Although efforts have
been ongoing for a number of years,
there still remains much to be done.
We need to develop new strategies
and culture changes to attract diverse
students. I look forward to continuing
my work in this area with ACM.

Although there are many challenges
to address, we must also maintain and
enhance what is working right. Much
of success of ACM has come from the
SIGs, through their volunteers, high-
quality journals and conferences and
the digital library. We have to con-
tinue to ensure that the SIGs have the
support and tools that they need to
continue their important work.
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Dean (R&D)

Biography

P] Narayanan is a Professor and Dean
(R&D) at the International Institute of
Information Technology, Hyderabad.
His research interests include Com-
puter Vision, Computer Graphics,
and Parallel Computing. His Ph.D.
thesis dealt with parallel processing
for large computer vision problems.
At CMU, he developed Virtualized
Reality, the first system to capture
dynamic action in 3D using 50 cam-
eras. He played a key role in establish-
ing avibrant research programme
at IIIT-H as the first Post-Graduate
Coordinator and Dean (R&D). Nvidia
recognized him as a CUDA Fellow
in 2008 for the pioneering efforts in
GPU computing. He has played a key
role in making the Indian Confer-
ence on Computer Vision, Graphics,
and Image Processing (ICVGIP) as a
high-quality conference series and
in bringing the Asian Conference on
Computer Vision to India. He has
been an Area Chair or Program Com-
mittee member of major conferences
in Computer Vision and Computer
Graphics as well as IJCAI in 2007.
Narayanan has been the Co-Chair of
ACM India Council from its inception
in 2009. He serves on several commit-
tees of DST, MCIT, and CSIR in India,
dealing with education and research.
Education:
B.Tech (1984) in CS from the IIT,
Kharagpur; MS (1989) and Ph.D.
(1992) in CS from the University of
Maryland, College Park.
Work experience
> Associate Development Engineer,
Lipi group, CMC R&D (1984-1986)
> Teaching and Research Assistantin
University of Maryland (1986-1992)
> Research Faculty Member in Ro-
botics Institute of Carnegie Mellon
University (1992-1996)
> Scientist D/E and Head of
Computer Vision and Virtual
Reality group of the Centre for AT &
Robotics (CAIR), DRDO, Bangalore
(1996-2000)
» Faculty member of IIIT, Hyderabad
(2000-)

ITIT Hyderabad
Hyderabad, India

P J NARAYANAN

Statement

Computing has touched every
aspect of human life in a short
period. Information is abundant
today, resulting in fundamental
changes in teaching, research,
and how we work. Corporations
have a truly global work force and
are critically dependent on the
information infrastructure.
Research too has become
increasingly global. Academia
will also be required to make its
teaching and research global.
Internationalization has already
taken ACM to small places in India
like Patiala and Anakapalle with its
chapters. I have been a part of this
as ACM India Co-Chair since its
inception. We have already set up an
award for the best dissertation from
India. I am satisfied with the prog-
ress so far in India. I am amazed at
the dedication and vision of the ACM
Council in expanding the role of
ACM everywhere. I think much more
can be accomplished with communi-
ties from South America, the Middle
East, and Africa, apart from India,
China, and Europe, if ACM makes
itself relevant and useful to them.
ACM can leverage its strengths
and expand its services to be more
attractive to its members. Broad-
casting high-profile events like the
Turing Award lectures, the Turing
100 celebrations, and events from
SIGGRAPH, MultiMedia, and Super-
computing, exclusively to its mem-
bers will make ACM more attractive.
In the era of digital connectivity, ACM
can have Distinguished Lectures
that are delivered digitally. A peri-
odic 2-hour slot with a Turing Award
winner or an accomplished person
exclusively for ACM chapters can
and will be very popular in countries
like India, but also to other places.
ACM’s DL is already attractive, but
can be made more so by expanding
its scope to its events and lectures.
Iwould like to explore such ideas
as a member of the council. I seek
your votes to make this possible.
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Biography

Eugene H. Spafford (Gene, Spaf)
received a B.S. in both math and
computer science from SUNY at
Brockport (‘79). He received his
M.S. (‘81) and Ph.D. (‘86) in CS from
Georgia Tech. After a post-doc at
Georgia Tech he joined the faculty
at Purdue University in 1987 as a
professor in CS. He also has cour-
tesy appointments in ECE, Philoso-
phy, and Communication.

His current research interests are
prevention, detection, and remedia-
tion of information system failures
and misuse, with an emphasis on
applied information security. He
also has been deeply involved in
issues of science and national secu-
rity policy. He founded the COAST
Laboratory at Purdue in 1992, which
became the Center for Education
and Research in Information Securi-
ty and Assurance (CERIAS) in 1998.

Spaf has received many awards
for research, teaching and service,
including: National Computing Sys-
tems Security Award, ACM SIGSAC
Outstanding Contribution, ACM
SIGSAC Making a Difference Award,
ISSA Hall of Fame, SANS Lifetime
Achievement Award, Computer Society
Taylor Booth Award, Upsilon Pi
Epsilon ABACUS Award, CRA Distin-
guished Service Award, ACM President’s
Award, and an Air Force civilian Mer-
itorious Service Medal. He is a Fellow
of the ACM, IEEE, AAAS, (ISC),, and a
Distinguished Fellow of the ISSA.

A member of ACM for over 30
years, he has been a member of or
chaired nine major ACM commit-
tees including the ACM/IEEE Joint
Curriculum Taskforce (1989-1991),
and the editorial boards of two ACM
journals. He was an ACM represen-
tative on the CRA Board of Directors
(1998-2007) and has served as chair
of the ACM’s U.S. Public Policy
Council since 1998. He is currently
a member of several company, gov-
ernment, and institutional advisory
boards, including those of the U.S.
Air Force University, and the GAO.

EUGENE H. SPAFFORD
Professor and Executive Director
Purdue University CERIAS

West Lafayette, IN, USA

Statement

ACM should be more engaged in
some of the issues being raised by
the increasing use of computing in
critical applications. Issues related
to computing and networking are
now major topics in public policy.
ACM can play an important role as a
trusted source of expertise and infor-
mation in these matters, and should
be involved in discussing them.
Whether those discussions are about
the role of early computing educa-
tion, the issues of privacy in a global
community, or the role of social
media in political dissent, ACM has
members and resources that can
make a difference. Over the last

few decades, ACM has grown into a
major international organization,
with much more to offer than the
presentation and publication of new
research results. More than scholars,
we can be leaders at the forefront of
changes in the world around us.

I have been actively involved
with ACM for over 30 years, as
aresearcher and as a member
involved in issues of security, priva-
cy, ethics, public policy, and educa-
tion. This has included serving on
or chairing several ACM taskforces
and committees, representing ACM
as a CRA board member, and serv-
ing as chair of the ACM’s U.S. Public
Policy Council for over a decade.
These activities have provided me
deep insight into both ACM and the
role that we can play as informed
professionals. I will bring this
insight and leadership experience
to my position on ACM Council.

As a member of the Council I
will support opportunities to help
grow ACM as an internationally
prominent organization sought
out for our technical expertise,
not as advocates but as temperate
professionals. This will be in addi-
tion to strong support of our base
functions—conferences, publica-
tions, the Digital Library, and SIG
activities—and of our increasingly
global membership.
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Peter S. Menell

Law and Technology
Design for Symbiosis

Promoting more harmonious paths for technological
innovators and expressive creators in the Internet age.

HROUGHOUT HISTORY, TECH-
NoLoGIEs for instantiat-
ing, reproducing, and dis-
tributing information have
evolved in tandem with the

creative industries that cultivate, fund,
and distribute literature, music, film,
and art. Although the relationship be-
tween these technology and content
industries is often characterized in
contemporary policy debates as deeply
polarized and antagonistic, the histor-
ical record reflects a more symbiotic
and multifaceted story.

Symbiosis in Historical Context

Technologists and technology com-
panies have long played critical roles
in the emergence of the content in-
dustries and many eventually came to
see the protection and promotion of
expressive creativity as critical to the
growth and development of their busi-
nesses. It is no accident that the Gen-
eral Electric Corporation (GE), after
acquiring rights to the Marconi wire-
less patents in the United States, spear-
headed the formation of the Radio
Corporation of America (RCA), which
in turn launched the National Broad-
casting Corporation (NBC), one of GE’s

many subsidiaries and a leading con-
tent company. General Electric prof-
ited from the manufacture and sale of
broadcasting equipment, selling ad-
vertising on NBC stations, and selling
radio receivers and other consumer
electronics products.

The emergence of the American
Society of Composers, Authors, and
Publishers (ASCAP) during this period
posed a significant challenge for the
early radio industry. Using litigation
and negotiation, ASCAP developed
a licensing model that provided the
foundation for a highly symbiotic re-
lationship between the radio and later
television industries and composers.
The radio industry, composers, and
American consumers prospered from
the innovation, information dissemi-
nation, and artistic creativity spawned
by this synergistic technology-content
ecosystem. The availability, quality,
and quantity of content increased the
demand for better broadcasting and
consumer electronics and vice versa.

In analogous ways, other content
industries trace their development
to early patentees and the companies
commercializing this technology.
The Victor Talking Machine Com-
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pany, so-named according to some
sources for having prevailed in a cost-
ly phonogram patent battle, would
emerge in the marketplace as much
through cultivation of the most popu-
lar performing artists as the quality of
its technology.

While Thomas Edison, the devel-
oper of the competing cylinder record-
ing technology, refused to promote
“stars” on his medium, the Victor
Company paid Enrico Caruso and oth-
er leading performers of the day hand-
somely to work exclusively on the Vic-
tor label. As a result, Victor’s Victrola
players won the phonogram market
(and related format war) and its “His
Master’s Voice” discs dominated the
early content sector.

In England, EMI (Electric and Mu-
sical Industries) Ltd was formed in
1931 by the merger of the Columbia
Graphophone Company and the Gram-
ophone Company (which controlled
the “His Master’s Voice” record label
outside of the United States). This ver-
tically integrated company produced
sound recordings as well as recording
and playback equipment and became
one of the most important record la-
bels of the 20* century.



TLLUSTRATION BY RICHARD MIA

Digital Symbiosis and a

Widening New Digital Divide

These patterns continue today with
new platforms. Apple (the computer
company, not the record label) lev-
eraged the development of the first
broadly licensed online music store
(iTunes) to great success in the mar-
kets for portable music devices (iPods,
iPhones, iPads, and a growing family of
consumer electronics) as well as music
and now television and film program-
ming. Google has used YouTube and
Google Books to enhance and expand
its advertising platform. YouTube’s
ContentID and Partner Program, under
which many copyright owners pre-clear
and derive advertising revenue from
use of their content, leverages pro-
fessional content to expand Google’s
family of services. Over 3,000 content
owners participate in Google’s revenue-
sharing model. Facebook leverages
music streaming services—such as
Spotify—to enrich its social networking
platform. Microsoft’s Xbox, Netflix, and
a host of other technology platforms
develop and expand the symbiotic
pathways that bind technology innova-
tors and content creators. Sony’s recent
effort to enter the smartphone industry
seeks to integrate devices, music, vid-
eo, and game content seamlessly.

Yet the principal technology and
content sectors are deeply divided on
how to address the widespread avail-
ability of unauthorized copies of copy-
righted works on the Internet. The
vertical fragmentation of distribution
platforms in the Internet age has cre-
ated a wedge between platform in-
novators and creative industries that
hinders e-symbiosis. Whereas broad-
casters historically hosted content
and hence bore direct responsibility
for infringement, Internet platforms
attenuate responsibility. For example,
Google profits from advertising im-
pressions and click-through monetiza-
tion via its search engine and AdSense
network that derive from Web sites
distributing copyrighted works with-
out authorization. Although Google
might be insulated from liability so
long as it complies with the Digital
Millennium Copyright Act’s (DMCA)
takedown procedures, its bottom line
benefits handsomely from delivering
advertisements to people searching
for pirated content. The same can be
said for payment processors working
for Web sites distributing copyrighted
works without authority.

The major content industries—
music, film, books, as well as some
video game manufacturers—have

viewpoints
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called upon Congress to enact strict
new enforcement tools—such as do-
main name blocking, expanded pub-
lic enforcement powers, and broader
private rights of action—to combat
piracy of their works on foreign Web
sites. The major Internet companies
have strongly opposed these measures
on the grounds that they would un-
dermine the Internet’s functioning,
compromise cybersecurity, and ham-
per free expression. They also contend
that these measures could be eas-
ily circumvented. At a minimum, such
measures could substantially increase
the screening costs of advertising net-
works and payment processors.
Although such legislation is unlikely
to pass in its current form or anytime
soon, the pressure to enact such strict
legislation will remain as long as the In-
ternet affords easy access to copyright-
ed works without authorization and
successful Internet companies—from
search engines to advertising networks,
ISPs, and payment processors—profit
from illegal distribution. As experi-
ence with the DMCA and other efforts
to legislate in areas of rapid technologi-
cal advancement have shown, however,
Congress has limited ability to foresee
and address technological change. It
failed to anticipate peer-to-peer tech-
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nology, which emerged within a year
of the DMCA'’s passage, and lacks the
sustained attention span or proclivity
to adapt legislation in a transparent,
broad-based, or systematic manner to
deal with new piracy challenges. At the
same time, the DMCA’s ISP safe harbor
is showing its age.

Collaborative Symbiotic Initiatives
Legislation is but one means for
achieving collective action to address
problems that cut across multiple sec-
tors of the society and the economy.
Private concerted action offers another
and potentially more effective and sus-
tainable pathway toward surmounting
Internet governance challenges. Simi-
larly, technological innovation in copy-
right enforcement systems can play a
critical role in improving the technolo-
gy-content ecosystem. A key part of the
solution to the current challenges over
Internet policy relates to the perceived
goals of the Internet community. For
much of the past two decades, many
technology companies have been an-
tagonistic toward or, at best, agnostic
about addressing piracy concerns.

This reflects several factors. Cyber-
libertarians have advocated the effec-
tive abolition of copyright protection
on the Internet. The emergence of the
Creative Commons and open source
software blunt this extreme position.
There is little standing in the way of
creators pre-committing to sharing
their works. And although open source
software has made substantial inroads
into several key software marketplaces
(particularly those exhibiting network
effects), shared creative works have
had a much more modest impact.
Given the continuing popularity of pro-
fessionally produced and copyrighted
works of authorship, the case for abol-
ishing copyright protection on the In-
ternet seems doubtful.

A more serious concern relates to
the fear that copyright protection may
be chilling technological innovation.
Yet the picture is mixed. The DMCA’s
safe harbors have significantly limited
platform innovators’ exposure to copy-
right liability. Furthermore, corporate
law’s limited liability regime provides
substantial insurance against crush-
ing liability. The emergence of new
technology platforms (including some
that are highly parasitic) over the past
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decade suggests copyright liability
is not significantly dampening inno-
vation. In fact, the argument can be
made that the equilibrium has tilted
toward too much piracy.

As legitimate Internet content dis-
tribution models have emerged, many
more technology companies stand to
gain from consumers accessing con-
tent from legal sources. Authorized
vendors—such as iTunes, Amazon,
Vevo, Netflix, and Spotify—experience
greater traffic and commerce to the ex-
tent that illegal alternatives are harder
to access. ISPs can better manage their
traffic when consumers access content
from legitimate sources. As ISPs fur-
ther integrate cable and content busi-
nesses, they will see even greater direct
benefits from reduced piracy.

Notwithstanding the recent im-
passe over rogue Web site legisla-
tion, a quieter and more constructive
pathway has been in the works. In
July 2011, a group of major ISPs (SBC,
AT&T, Comcast, Verizon, CSC, and
Time Warner Cable) and leading con-
tent industry organizations (RIAA and
MPAA) entered into a Memorandum of
Understanding (MOU) to implement a
flexible Copyright Alert System to dis-
courage unauthorized distribution of
copyrighted works.* The signatories to
this MOU committed to implement an
escalating system of alerts in response
to alleged infringing activities: an Edu-
cational Step Copyright Alert; an Ac-
knowledgment Step Copyright Alert;
and a Mitigation Measure Copyright
Alert Step. The Mitigation Step can

a See Memorandum of Understanding (Jul. 26,
2011); http://www.copyrightinformation.org/
sites/default/files/Momorandum%200£f%20

Understanding.pdf.
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include a reduction in upload/down-
load transmission speeds, a step down
to a lower-tier service, redirection to
a landing page until the matter is re-
solved, and restrictions on Internet ac-
cess. The MOU provides for “warning
bells” along the alert steps as well as
an appeals procedure.

This graduated response system
provides a foundation for ISPs and
copyright owners to collaborate more
constructively in pursuit of a free and
less piracy-prone Internet ecosystem.
It builds a balanced enforcement sys-
tem into ISP activities. As this experi-
ment unfolds, the parties will be able
to learn more about the ecosystem and
how to adapt these techniques to bet-
ter channel consumers into the legiti-
mate marketplace.

A similar initiative produced the
Principles for User Generated Con-
tent Services,” which encouraged the
development and implementation of
effective filtering technologies for us-
er-upload Web sites. Although Google
did not formally join this initiative, the
ContentID system that it implemented
for YouTube largely follows the UGC
Principles model. In March 2011, You-
ku.com, China’s leading Internet tele-
vision company, joined the initiative.
This is a particularly encouraging de-
velopment in light of concerns about
piracy in China.

Analogous initiatives could poten-
tially address the roles that search en-
gines, advertising networks, and pay-
ment processors playin enabling rogue
foreign Web sites and piracy-prone
cyberlocker businesses. Although it is
unlikely that such approaches will en-
tirely bridge the divide between Inter-
net companies and traditional content
owners, such collaborations provide
the most promising foundation for
incubating and testing designs for sur-
mounting the dynamic challenges of
Internet governance and forging col-
laborative relationships that can ad-
dress new problems as they emerge.

b See Principles for User Generated Content Ser-
vices; http://www.ugcprinciples.com/.

Peter S. Menell (pmenell@law.berkeley.edu) is the
Herman Phleger Visiting Professor of Law (2011-2012) at
Stanford Law School and the Robert L. Bridges Professor
of Law and Director at the Berkeley Center for Law &
Technology, University of California at Berkeley School

of Law.
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Historical Reflections
The Future of the Past

Reflections on the changing face of the history of computing.

HAVE ALWAYS thought that Eras-

mus had his priorities correct

when he remarked: “When I

get a little money, I buy books;

and if any is left I buy food and
clothes.” For as long as I can recall I
have loved secondhand bookshops, li-
braries, and archives: their smell, their
restful atmosphere, the ever-present
promise of discovery, and the deep
intoxication produced by having the
accumulated knowledge of the world
literally at my fingertips. So it was per-
haps inevitable that, despite having
pursued a career in computer science,
I would be drawn inexorability toward
those aspects of the discipline that
touched most directly on the past: the
history of computing and preservation.
Agreatdeal of mypersonalresearch,
particularly on the largely unknown
role played by M.H.A. Newman in the
post-war development of computers,
has obliged me to spend many hours
uncovering and studying old letters,
notebooks, and other paper-based re-
cords. While some of my source ma-
terial came to me after having been
transferred to digital format, none of
it was born digital. Future historians
of computing will have a very differ-
ent experience. Doubtless they, like
us, will continue to privilege primary
sources over secondary, and perhaps
written sources will still be preferred
to other forms of historical record, but
for the first time since the emergence
of writing systems some 4,000 years
ago, scholars will be increasingly un-
able to access directly historical mate-
rial. During the late 20" and early 21%
century, letter writing has given way
to email, SMS messages, and tweets,
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Cracking German codes during WWII. Handwritten notes by M.H.A. Newman.

diaries have been superseded by blogs
(private and public), and where paper
once prevailed digital forms are mak-
ing inroads and the trend is set to con-
tinue. Personal archiving is increas-
ingly outsourced—typically taking
the form of placing material on some
Web-based location in the erroneous
belief that merely being online assures
preservation. Someone whose work is
being done today is likely to leave be-
hind very little that is not digital, and
being digital changes everything.
Digital objects, unlike their physical
counterparts, are not capable directly
of human creation or subsequent ac-
cess but require one or more interme-
diate layers of facilitating technology.
In part, this technology comprises fur-
ther digital objects: software such as a
BIOS, an operating system, or a word

processing package; and in part it is
mechanical, a computer. Even a rela-
tively simple digital object such as a
text file (ASCII format) has a surprising-
ly complex series of relationships with
other digital and physical objects from
which it is difficult to isolate it com-
pletely. This complexity and necessity
for technological mediation exists not
only at the time when a digital object is
created butis present on each occasion
when it is edited, viewed, preserved, or
interacted with in any way. Further-
more, the situation is far from static as
each interaction with a file may bring it
into contact with new digital objects (a
different editor, for example) or a new
physical technology.

The preservation of, and subse-
quent access to, digital material in-
volves a great deal more than the safe
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storage of bits. The need for accom-
panying metadata, without which the
bits make no sense, is understood well
in principle and the tools we have de-
veloped are reasonably reliable in the
short term, at least for simple digital
objects, but have not kept pace with
the increasingly complex nature of
interactive and distributed artifacts.
The full impact of the lacunae will
not be completely apparent until the
hardware platforms on which digital
material was originally produced and
rendered become obsolete, leaving no
direct way back to the content.

Migration

Within the digital preservation com-
munity the main approaches usually
espoused are migration and emula-
tion. The focus of migration is the digi-
tal object itself, and the process of mi-
gration involves changing the format
of old files so they can be accessed on
new hardware (or software) platforms.
Thus,armed with a suitable file-conver-
sion program it is relatively trivial (or
so the argument goes) to read a Word-
Perfect document originally produced
on a Data General minicomputer some
30 years ago on an iPad 2. The story is,
however, a little more complicated in
practice. There are something in ex-
cess of 6,000 known computer file for-
mats, with more being produced all the
time, so the introduction of each new
hardware platform creates a potential
need to develop afresh thousands of
individual file-format converters in or-
der to get access to old digital material.
Many of these will not be produced for
lack of interest among those with the
technical knowledge to develop them,
and not all of the tools that are created
will work perfectly. It is fiendishly dif-
ficult to render with complete fidelity
every aspect of a digital object on a new
hardware platform. Common errors
include variations in color mapping,
fonts, and precise pagination. Over a
relatively short time, errors accumu-
late, are compounded, and significant-
ly erode our ability to access old digital
material or to form reliable historical
judgments based on the material we
can access. The cost of storing multiple
versions of files (at least in a corporate
environment) means we cannot always
rely on being able to retrieve a copy of
the original bits.

The challenges associated with
converting a WordPerfect document
are simpler that those of format-shift-
ing a digital object as complex as a
modern computer game, or the spe-
cial effects files produced for a Hol-
Iywood blockbuster. This fundamen-
tal task is well beyond the technical
capability or financial wherewithal of
any library or archive. While it is by no
means apparent from much of the lit-
erature in the field, it is nevertheless
true that in an ever-increasing num-
ber of cases, migration is no longer a
viable preservation approach.

Emulation

Emulation substantially disregards
the digital object, and concentrates
its attention on the environment. The
idea here is to produce a program that
when run in one environment, mimics
another. There are distinct advantages
to this approach: it avoids altogether
the problems of file format inflation,
and complexity. Thus, if we have at our
disposal, for example, a perfectly func-
tioning IBM System/360 emulator, all
the files that ran on the original hard-
ware should run without modification
on the emulator. Emulate the Sony
PlayStation 3, and all of the complex
games that run on it should be avail-
able without modification—the bits
need only be preserved intact, and that
is something we know perfectly well
how to accomplish.

Unfortunately, producing perfect,
or nearly perfect emulators, even for
relatively unsophisticated hardware
platforms is not trivial. Doing so in-
volves not only implementing the docu-
mented characteristics of a platform
but also its undocumented features.
This requires a level of knowledge well
beyond the average and, ideally, ongo-
ing access to at least one instance of a
working original against which perfor-
mance can be measured.

Over and above all of this, it is criti-
cally important to document for each
digital object being preserved for future
access the complete set of hardware
and software dependencies it has and
which must be present (or emulated)
in order for it for it to run (see TOTEM,;
http://www.keep-totem.co.uk/). Even if

all of this can be accomplished, the fact
remains that emulators are themselves
software objects written to run on par-

34 COMMUNICATIONS OF THE ACM | MAY 2012 | VOL.55 | NO.5

ticular hardware platforms, and when
those platforms are no longer available
they must either be migrated or writ-
ten anew. The EC-funded KEEP project
(see http://www.keep-project.eu) has
recently investigated the possibility
of developing a highly portable virtual
machine onto which emulators can be
placed and which aims to permit rapid
emulator migration when required.
It is too soon to say how effective this
approach will prove, but KEEP is a proj-
ect that runs against the general trend
of funded research in preservation in
concentrating on emulation as a pres-
ervation approach and complex digital
objects as its domain.

Conclusion

Even in a best-case scenario, future
historians, whether of computing or
anything else, working on the period
in which we now live will require a set
of technical skills and tools quite un-
like anything they have hitherto pos-
sessed. The vast majority of source ma-
terial available to them will no longer
be in a technologically independent
form butwill be digital. Even if they are
fortunate enough to have a substantial
number of apparently well-preserved
files, it is entirely possible that the
material will have suffered significant
damage to its intellectual coherence
and meaning as the result of having
been migrated from one hardware
platform to another. Worse still, digi-
tal objects might be left completely
inaccessible due to either not having
a suitable available hardware plat-
form on which to render them, or rich
enough accompanying metadata to
make it possible to negotiate the com-
plex hardware and software dependen-
cies required.

Itis a commonplace to observe rue-
fully on the quantity of digital infor-
mation currently being produced. Un-
less we begin to seriously address the
issue of future accessibility of stored
digital objects, and take the appropri-
ate steps to safeguard meaningfully
our digital heritage, future genera-
tions may have a much more signifi-
cant cause for complaint.

David Anderson (cdpa@btinternet.com) is the CiTECH
Research Centre Director at the School of Creative
Technologies, University of Portsmouth, U.K.
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Digitization and Copyright:
Some Recent Evidence

from Music

Examining the effects of stealing on producers and consumers.

OPYRIGHT-RELATED INDUSTRIES
have been threatened by
technological change in the
past decade. Events raise
questions about whether

copyright policy, or its enforcement,
requires rethinking. Evidence-based
policy-making requires, of course,
evidence. That begs the question:
what do we really know about piracy
and its effects?

As it turns out, there has been
an outpouring of research on some
copyright-related issues in the past
decade. The results may surprise
some readers. Reports of shrinking
revenue in the copyright-protected
industries are a cause for concern
and further exploration, but many
of the answers needed to inform
sensible policy are not yet available.
Sensible policy has to ask the right
questions, and it has to inform the
answers with the right data.

Napster Started It

Much of what is known about copy-
right concerns the recorded music in-
dustry. Yet, recorded music makes up
a relatively small part of the copyright-
dependent sectors of the economy,
which includes motion pictures, soft-
ware, video games, and publishing,
among others.

Why is the music market the favored
topic among researchers even though
music itself is not intrinsically impor-
tant? Blame it on Napster. Because file
sharing has been widespread since
Napster, the music market has experi-
enced a shock with observable effects,
namely, a weakening of copyright pro-

tection. Most observers agree that tech-
nological change has sharply reduced
the effective degree of protection that
copyright affords since 1999.

From an economist’s perspective,
copyright is the grant of a monopoly
right as areward—and inducement—
for creative innovation. Monopolies

The original logo for a 1980s anti-copyright infringement campaign by the British
Phonographic Industry (BPI), a British music industry trade group.
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are, of course, bad. They raise prices
and restrict output. Beyond that, they
either transfer resources from buyers
to sellers, or worse, they employ high
prices that frustrate mutually ben-
eficial transactions. Why do govern-
ments grant these monopoly rights?
It provides an incentive for creative
activity.

Napster illustrates that copyright’s
effectiveness depends crucially on
technology. While the recent techno-
logical challenge to copyright could
have affected any product that can be
digitized—text, audio, or video—in re-
ality the recorded music industry was
the first to face the new challenge. And
the decade since Napster has seen a
dramatic reduction in revenue to the
recorded music industry.

The struggles of the recorded mu-
sic industry have spawned an outpour-
ing of research seeking to document
the effect of file sharing on the record-
ing industry’s revenue. Organizations
representing the recording industry
have argued that piracy is the cause
of the reduction in revenue they have
experienced. They further claim that
their experience foreshadows in oth-
er creative industries, and that it will
have serious consequences for bring-
ing artists’ work to market.

What Do We Know?

While the question of whether file
sharing displaces legal sales and weak-
ens copyright is interesting—and a vi-
tal question for industry—it is clearly
not the only question raised by file
sharing. Copyright has traditionally
allowed the recording industry to gen-
erate revenue from recorded music.
Weakened copyright may be bad news
for sellers of recorded music, but its
consequence for consumers depends
on what is arguably more important:

]
Does piracy slow

new products

from being brought

to market?
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whether new music continues to be
made available. In this column, I con-
sider these issues in more detail.

Although stealing has long been
understood to be bad, the effects of
stealing on the sellers of products pro-
duced with zero marginal costs (the
additional cost required to make one
more unit available) are somewhat
subtle. To see this, first consider the
analysis of stealing music that has al-
ready been recorded. There are two
separate questions: whether stealing
harms sellers and whether stealing
harms society as a whole.

The effects of stealing on sellers
depend on its effects on consumers,
who differ in their willingness to pay
for the product. Some attach valua-
tions high enough so that, had steal-
ing been impossible, they would in-
stead have purchased the product.
When they steal, each unit of theft
reduces paid consumption by one en-
tire unit. Thus, their stealing harms
sellers one-for-one.

But other consumers attach lower
valuations to the product. If stealing
had been impossible, they would not
have purchased the product. When
they steal, it brings about no reduction
in revenue to the traditional sellers.

Summarizing, does stealing harm
sellers? It depends on whether the
instances of unpaid consumption
would otherwise have generated
sales. That also explains why sellers
and society should not view stealing
the same way. When low-valution
consumers steal, their theft does not
harm sellers. But their consumption
does generate a gain that otherwise
would not have occurred.

This is society’s paradox of piracy.
If stealing could somehow be confined
to these circumstances, then its ef-
fects would help consumers without
harming producers. Generally, it can-
not, and that is why the revenue reduc-
tion experienced by sellers can have
long-term consequences beyond their
direct losses. Indeed, because new
products need some threshold level of
revenue in order to be made available
profitably, transfers from producers to
consumers are not benign.

New Products
The need to cover costs motivates the
biggest unanswered question in this


http://ComputingReviews.com

debate. Does piracy slow new prod-
ucts from being brought to market? If
so, and if consumers care about new
products—and there is compelling evi-
dence they do—then in the longer run,
stealing can have a devastating effect
on both producers and consumers.
What does the evidence show?

Quantifying the effect of piracy
on sales is an inherently difficult
question. First, piracy is an illegal
behavior and therefore not readily
documented in, say, government sta-
tistics. As a result, it is difficult to get
data on volumes of unpaid consump-
tion, particularly in ways that can
be linked with volumes of paid con-
sumption (more on this later in the
column). A second and equally im-
portant difficulty is the usual scourge
of empirical work in the field, that is,
its non-experimental nature.

Broadly, what we know about mu-
sic piracy is this: the rate of sales dis-
placement is probably far less than
1:1. Supporting this view is corrobo-
rating evidence that consumers steal
music that, on average, they do not
value very highly and would not other-
wise purchase.

Still, the volume of unpaid con-
sumption is quite high. So even with
a small rate of sales displacement per
instance of stealing, it is likely that
stealing explains much if not all of the
substantial reduction in music sales
since Napster. That is, stealing appears
to be responsible for much of the harm
to the recorded music industry (for an
overview, see Leibowitz?). Yet, that does
not answer the whole question. Anoth-
er crucial question is whether the re-
duction in revenue reduces the flow of
new products to market.

Perhaps because this is a difficult
question to study, there has been al-
most no research on the topic. Re-
corded music is the only industry that
has experienced a massive reduction
in revenue. This can play the role of
an “experiment” to see whether the
flow of new products declines follow-
ing a weakening in effective copyright
protection. However, it is only one ex-
periment, and researchers do not have
the option of rerunning it with slightly
different circumstances, so getting
definitive answers is challenging.

While some researchers have docu-
mented an increase in the number

ey
The stable flow

of new products
appears tobea
puzzle when set
against the sharply
declining revenue.

of new recorded music products and
independent labels since 2000, this
evidence is ambiguous. Most of these
products are consumed little if at all
(for example, see Handke'? and Ober-
holzer-Gee and Strumpf*).

It is tempting instead to ask how
many products released each year sell
more than, say, 5,000 copies. But not
so fast! That approach is undermined
entirely by the fact that stealing is on
the rise, so that the meaning of selling
a particular number of copies changes
over time.

In recent work I took a new ap-
proach (see Waldfogel*®). I document
the evolution of quality using critics’
lists of the best albums of various
times periods (for example, best of the
decade). Any album on one of these
lists surpasses some threshold of im-
portance. The number of albums on
alist released in each year provides an
index of the quantity of products pass-
ing a threshold over time. I “splice”
nearly 100 such lists, and I can see
how the ensuing overall index evolves
over time, including—importantly—
during the “experimental” period
since Napster. The index tracks fa-
miliar trends in the history of popular
music: itrises from 1960 to 1970, falls,
then rises again in the early 1990s. It
is falling from the mid-1990s until the
1999 introduction of Napster.

What happens next? Rather than
falling—as one might expect for an era
of sharply reduced revenue to record-
ed music—the downturn of the late
1990s ends, and the index is flat from
2000 to 2009. While it is of course pos-
sible that absent Napster, the index
would have risen sharply in a flower-
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ing of creative output, it nevertheless
seems clear that there has been no
precipitous drop in the availability of
good new products.

The stable flow of new products ap-
pears to be a puzzle when set against
the sharply declining revenue. Its reso-
lution may lie in the fact that the costs
of bringing new works to market have
fallen. Creation, promotion, and dis-
tribution have all been revolutionized
by digital technology and the Internet.

The Debate Continues?

Beware of simple answers in debates
about piracy. Our knowledge remains
incomplete. Representatives of copy-
right-protected industries are under-
standably concerned about threats
to their revenue from piracy. In some
cases—for example, recorded mu-
sic—they can point to compelling ev-
idence that their revenues are down.
That is, most evidence available so
far shows harm to sellers from con-
sumer theft.

On the longer-run question of con-
tinued supply, however, we know far
less. Has the supply of quality music
declined due to piracy? Probably not.
Finding desirable intellectual prop-
erty institutions—that properly bal-
ance the interests of various parties—
requires attention to the interests
of both producers and consumers.
Reports of shrinking revenue in the
copyright-protected industries are a
cause for concern and further explora-
tion, but they are not alone sufficient
to guide policy-making.
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Alexander Repenning

Education

Programming Goes
Back to School

Broadening participation by integrating
game design into middle school curricula.

DUCATIONAL PROGRAMMING

ENVIRONMENTS have tried to

broaden the participation

of women and minorities in

computer science education
by making programming more exciting
and accessible. Starting in 1991, our
research at the University of Colorado
with AgentSheets explored the idea of
supporting students with game design
and simulation building through drag-
and-drop interfaces. Early on, Agent-
Sheets enabled students to build and
share their creations through the Web*
and more recently AgentCubes?® is ex-
ploring the idea of 3D fluency through
gentle slope 3D. Others followed with
slightly different aims. For instance,
Alice explored the idea of storytelling
and Scratch the idea of animation.
However, the point of this column is
not to compare programming environ-
ments but to explore why program-
ming is still not used in public schools,
and particularly middle schools, in
spite of these tools.

While the broadening participa-
tion situation at the high school level
still looks bleak' it is much worse at
the middle school level.® To the degree
that programming is found at middle
schools at all, it is usually offered as af-
ter-school programs. Middle school is
an essential period of life during which
students, especially girls and minor-
ity students, make decisive but often-
unfortunate career decisions such as
“science is not for me.” How can we
shift middle school computer science

The ability to create
a playable game is
essential if students
are toreach a
profound, personally
changing “Wow, | can
do this” realization.

education from isolated after-school
efforts to a systemic model in which
computer science is integrated into
the school curriculum and taught in
required classes at districtwide levels?
Our Scalable Game Design Initiative,
with over 8,000 participants, is showing
great initial promise and is formulat-
ing a new approach in various settings
that include inner city, remote rural,
and Native American communities. But
before I describe our strategies and re-
sults, Iwill begin with a story.

Six years ago one of our teachers de-
cided to use AgentSheets to introduce
game design as a programming activ-
ity in his regular computer education
class. Previously, his class was limited
to topics such as keyboarding and Pow-
erPoint. When I visited his class for the
first time, I was truly surprised. I im-
mediately noticed a completely differ-
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ent participant composition. Instead
of the typical single girl found in the
computer club, about 50% of the stu-
dents were female—there was also a
large percentage of minority students.
I asked students if they liked the game
design activity. They did. However,
many also indicated they would never
have gone to a Friday afternoon com-
puter club to do programming. One
student summarized her perception
of computer science as “hard and bor-
ing.” The basically universal excite-
ment about game design in a required
class suggested a strategy to simulta-
neously increase the exposure of stu-
dent interest in computer science and
broaden participation.

Since then, the NSF Innovative
Technology Experiences for Students
and Teachers (ITEST) program en-
abled us to expand this experience into
a complete strategy for middle school
computer science education. We were
able to study the systemic integration
of a game design-based computational
thinking (CT) curriculum into middle
schools. The resulting Scalable Game
Design® framework (see the accompa-
nying figure) includes a curriculum of
increasingly advanced game design
activities that range from basic classic
1980s arcade games such as Frogger
(bottom-left in the figure) to more con-
temporary games such as The Sims.
The framework includes sophisticated
artificial intelligence concepts (top-
left in the figure). The right-hand side
shows our Zones of Proximal Flow dia-
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Zones of Proximal Flow: The Scalable Game Design framework includes a CT curriculum balancing CT challenges with CT skills.

A Project-First learning path advances students from basic skills to more advanced ones effectively.

AgentSheet and AgentCubes
Projects
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Bridge Builder Pac-Man
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principles

then
project

first

Forest Fire Frogger

Simulations Games

gram (a combination of Csikszentmi-
hélyi’s Flow diagram with Vygotsky’s
Zone of Proximal Development con-
ceptualization). The essence of Scal-
able Game Design is that program-
ming challenges and skills should be
balanced and there are different paths,
some better suited than others for
broadening participation, along which
students can advance their skills and
tackle more advanced challenges.

The four main goals and approach-
es of the Scalable Game Design frame-
work are described here.

Exposure: Develop a highly adopt-
able middle school CT curriculum
integrated into existing computer
education and STEM courses so that
a potentially very large and diverse
group of children is exposed to CT
concepts. The small number of mid-
dle schools that offer programming-
related after-school programs attract
only a small number of students. A

=
~

0%

Computational Thinking Patterns

successful computer club at a middle
school may attract about 20 students
consisting almost exclusively of boys
already interested in programming. In
the Boulder Valley School District in
Colorado, a technologically progres-
sive and affluent district, only one of
12 middle schools offers a computer
club. With Scalable Game Design in-
troduced to the curriculum, 10 of the
12 middle schools now offer CT class-
es. Additionally, most of the students
participate, resulting in an extremely
high participation of girls and minori-
ty students. Out of the over 8,000 study
participants, 45% are girls and 48%
are minority students. In some of the
larger schools we have 400 students
per year per school participating. It
is clear that a curriculum-integrated
approach has a much higher poten-
tial for systemic impact compared to
an after-school program. However,
to reach this kind of exposure school

=
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100%
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districts must see direct value in CT
education and find ways to integrate it
into existing courses.

The left side of the figure shows
some AgentSheets/AgentCubes STEM
simulations and games employed in
existing courses to address STEM and
educational technology standards.
STEM simulations require computa-
tional thinking tools such as Agent-
Sheets that can run advanced simu-
lations with thousands of objects,
include scientific visualization, and
provide means to export data to Excel
and other tools. We have found that
most schools have the capacity to in-
corporate these activities into existing
courses. With over 16 million middle
school students in the U.S., the poten-
tial exposure of students to CT through
this strategy is enormous.

Motivation: Create a scalable set of
game design activities ranging from
low-threshold to high-ceiling activities
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so that students with no programming
background can produce complete and
exciting games in a short amount of
time while still moving on a gradual tra-
jectory to the creation of highly sophis-
ticated games. Scalable Game Design
has a uniquely low threshold for teach-
ers and students making game design
accessible across gender and ethnicity.
We have developed a professional de-
velopment program based on approxi-
mately 35 contact hours in which we
train teachers to have students build
their first playable game from scratch in
about a week (for example, 5 lessons x
45 minutes). The ability to create a play-
able game is essential if students are to
reach a profound, personally changing
“Wow, I can do this” realization.

On the right side of the figure, zones
of motivation are delineated based on
challenge versus skills. These zones
are Anxiety, Zone of Proximal Develop-
ment, Flow, and Boredom. In middle
schools we have found the path called
Project-First is significantly more ef-
fective than paths relying on learning
many principles first without the pres-
ence of a concrete and interesting chal-
lenge. The Project-First path maneuvers
students into the Zone of Proximal De-
velopment where, with proper support,
they quickly learn relevant CT concepts.
Motivational levels, as measured by
the expressed interest to continue with
similar classes, are extremely high: 74%
for boys and 64% for girls; and 71% for
white and 69% for minority students. In
most schools these are not self-selected
students. While there are no well-estab-
lished baselines, our teachers consid-
ered a desire by one-third of their stu-
dents to continue a success.

Education: Build computational
instruments that analyze student-
produced projects for CT skills so that
learning outcomes can be objectively
measured. These outcomes include
learning trajectories and transfer of CT
concepts from game design to simula-
tion building. What do students really
learn? While CT definitions are still
somewhat forthcoming, one school
director created a succinct statement
of expectation—*“I would want to walk
up to a student participating in game
design and ask: Now that you can make
space invaders, can you also make a
science simulation?” This question of
transfer should be at the core of com-
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putational thinking education. If stu-
dents learn to build a game but have
no notion of how to transfer their skills
into science simulations, then game
design has no educational justification
for being in a curriculum. We devised
the Computational Thinking Pattern
Analysis® as an analytical means of ex-
tracting evidence of CT skill directly
from games and simulations built by
students. Most excitingly, this lets us
go beyond motivational research and
study the educational value of game
design, including the exploration
of learning trajectories and transfer
from game design to STEM simulation
building. To enable this transfer, the
professional development of teachers
stresses these computational thinking
patterns as a means of promoting CT.
Pedagogy: Systematically investi-
gate the interaction of pedagogical
approaches and motivational levels
so that teachers can broaden partici-
pation. With school sites in Alaska,
California, Georgia, Ohio, South Da-
kota, Texas, and Wyoming and over
10,000 student-created games and
simulations, we were able to explore
a uniquely rich set of motivational
and educational data.® We found the
main common factor supporting mo-
tivational levels and skills across dif-
ferent school contexts, gender, and
ethnicity was scaffolding. Of all the
factors we considered, scaffolding was
the only significant one. Scaffolding,
a pedagogical aspect indicating the
degree and kind of support provided
by a teacher, was assessed through
classroom observation. Direct instruc-
tion, which provides a very high de-
gree of scaffolding, highly polarized
motivational levels between boys and
girls. With direct instruction a teacher
provides step-by-step instructions at
a detailed level (for example, “click
this button,” “paint the frog green”).
Direct instruction is particularly un-
appealing to girls. With less scaffold-
ing, such as with guided discovery, a
teacher employs a more inquiry-based
approach that includes classroom dis-
cussion (such as “what should we do?”
and “how can we do this?”). In guided
discovery, the motivational levels of
girls not only approached the motiva-
tional levels of boys but often exceed-
ed it. In a number of classes, using
guided discovery raised the motiva-
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tional levels of girls to 100%. This is ex-
citing because it suggests that broad-
ening participation is not a question
of difficult-to-change factors such as
school affluence. Preconceived no-
tions such as lower interest of girls in
programming turned out to be unsub-
stantiated. Even in cases where most
literature would suggest a gender ef-
fect, for instance if there were signifi-
cantly fewer girls in a class, we found
that the right level of scaffolding could
raise the level of motivation in girls to
be even higher than that of boys.

Conclusion

We believe we have found a systemic
strategy for integrating CT education
in middle schools in a way that exposes
a large number of students and is ap-
pealing to girls as well as to underrep-
resented students. The Scalable Game
Design project will continue as an
NSF Computing Education for the 21%
Century (CE21) project to advance a re-
search based framework for broaden-
ing participation. We invite interested
schools to participate.

This work is supported by the National Science
Foundation under grant numbers 0848962, 0833612,
and 1138526. Any opinions, findings, and conclusions or
recommendations expressed in this material are those of
the author and do not necessarily reflect the views of the
National Science Foundation.
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Viewpoint

Programming
the Global Brain

Considering how we can improve our understanding and utilization

of the emerging human-computer network constituting the global brain.

EW WAYS OF combining

networked humans and

computers—whether they

are called collective intel-

ligence, social computing,
or various other terms—are already
extremely important and likely to
become truly transformative in do-
mains from education and industry
to government and the arts. These
systems are now routinely able to
solve problems that would have been
unthinkably difficult only a few short
years ago, combining the commu-
nication and number-crunching ca-
pabilities of computer systems with
the creativity and high-level cognitive
capabilities of people. And all this is
supercharged by the emergent gen-
erativity and robust evaluation that
can come from the many eyes of large
crowds of people. As the scale, scope,
and connectivity of these human-
computer networks increase, we be-
lieve it will become increasingly useful
to view all the people and computers
on our planet as constituting a kind of
“global brain.”

We still only poorly understand,
however, how to “program” this global
brain. We have some stunning success
stories (such as Wikipedia, Google),
but most applications still fail, or re-
quire a long series of trial-and-error re-
finements, for reasons we only poorly
understand. Because people are in-
volved, programming the global brain
is deeply different from programming
traditional computers. In this View-

point, we will consider this challenge,
exploring the nature of these differ-
ences as well as issuing a call to arms
describing open research challenges
that need to be met in order to more
fully exploit the enormous potential of
the global brain.

What Makes the Global

Brain Different?

There are already literally hundreds
of compelling examples of the global
brain at work, collectively representing
the contributions of many millions of
people and computers.*'° These range
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from systems where individuals per-
form simple micro-tasks (http://mturk.
_com) to where they compete to solve
complex engineering problems (http://
innocentive.com). Some systems har-
ness the “wisdom of crowds” in con-
texts that range from “citizen science™

(http://fold.it, http://galaxyzoo.org)

to predicting box office performance
(http://hsx.com). Open idea ecologies
(where crowds of people share, recom-
bine, and refine each other’s creative
outputs) have produced remarkable
results for everything from videos
(http://youtube.com) and encyclope-
dias (http://wikipedia.org) to software
(Linux). Systems have been developed
that look for individual task-focused
“geniuses” (http://marketocracy.com)
or, conversely, datamine the activ-
ity traces of millions of Internet users
(Google’s search engine). While these
systems cover an enormous range of
approaches, it has become clear from
these experiences that programming
the global brain is different from pro-
gramming traditional computers in
some fundamental ways. Some of the
most important differences include:

» Motivational diversity: People, un-
like current computational systems,
are self-interested and therefore re-
quire appropriate incentives—any-
thing from money, fame, and fun to
altruism and community—to perform
tasks. These incentives have to be
carefully designed, moreover, to avoid
people gaming the system or causing
outright damage. In some cases, one
may even use their motivation to do
one task to accomplish another, as in
reCAPTCHA, where people OCR docu-
ments as a side effect of passing a hu-
man versus bot test.'?

» Cognitive diversity: In most com-
puter systems we deal with a limited
range of diversity—in terms of mem-
ory, speed, and device access. People,
by contrast, vary across many dimen-
sions in the kinds of tasks they can do
well, and their individual strengths
are only incompletely understood at
best. This implies qualitative differ-
ences in how (and how well) we can ex-
pect to match tasks and resources in a
global brain context.

» Error diversity: With traditional
computers, we worry much more about
outright failure than other kinds of
errors. And the other errors are usu-

ey
Because people

are involved,
programming the
global brainis

deeply different

from programming
traditional computers.

ally highly deterministic and limited
in diversity because a relatively small
range of software is typically replicated
across millions of computers. People,
by contrast, are prone to a bewilder-
ing and inconsistent variety of idiosyn-
cratic deviations from rational and ac-
curate performance. The global brain,
therefore, calls for a radically more
capable quality assurance oriented to-
ward the particular kinds of errors that
occur with human participants. Fortu-
nately, the global brain also provides
access, at least currently, to a huge hu-
man “cognitive surplus,”! so that, for
instance, quality mechanisms based
on previously unthinkable levels of re-
dundancy have become practical.*

These attributes lead, in turn, to
the possibility of new, and potentially
troubling, forms of emergence. Crowds
of people, when engaged in solving
interdependent problems, can evince
emergent behaviors that range from
groupthink (where decision-makers
converge prematurely on a small sub-
set of the solution space) to balkaniza-
tion (where decision-makers divide
into intransigent competing cliques)
to chaotic dynamics (for example,
stock market bubbles and crashes).
While emergence is, of course, not
unique to the global brain, it is prob-
ably made much more challenging by
the unprecedented combination of mi-
crosecond computer and communica-
tions speeds, globe-scale interdepen-
dencies, and human diversity.

The Need for New

Programming Metaphors

How, then, can we effectively program
a global brain, characterized as it is by
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unique challenges (and opportunities)?
We believe a fundamental requirement
is developing powerful new program-
ming metaphors that more accurately
reflect the ways people and computers
can work together in the global brain.
For instance, today’s innovative collec-
tive intelligence systems embody a set
of common design patterns,® includ-
ing collections (where people create
independent items, such as YouTube
videos), collaborations (where people
create interdependent items, such as
Linux modules), and various kinds of
group and individual decisions (such as
voting, averaging, social networks, and
markets). These design patterns, in
turn, can be embodied in various pro-
gramming metaphors, such as:

» An idea ecology: The global brain
can host a constant ferment of idea
generation, mutation, recombination,
and selection, analogous to biological
evolution. In this context, program-
ming consists of soliciting collections
of items and specifying a fitness func-
tion for choosing among them. Inter-
esting examples of this include the
MATLAB open programming contests
(for software) and YouTube (for videos).

» A web of dependencies: Many im-
portant problems (such as product,
process, and policy definition) can be
viewed as collaborations, where mul-
tiple diverse agents try to solve inter-
dependent pieces of a larger problem.
The global brain can detect when con-
flicts appear between sub-solutions, as
well as guide agents toward a globally
consistent result. In this context, pro-
gramming includes defining the task
decomposition and specifying ways
of managing the interdependencies
among sub-problems. Early examples
of this include virtual mockups such as
the digital pre-assembly system Boeing
used in the design of the 777 aircraft.

» An intellectual supply chain: For
some problems, we can view the global
brain as a supply chain, where a se-
quence of tasks and information flows
among people and machines can be
specified in advance. In this context,
programming can be defined in terms
already familiar to computer scien-
tists as processes and dataflows. Inter-
esting examples of this idea include
the Turkit® and Crowdforge® systems,
which have been applied to such tasks
as writing and editing articles.
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» A collaborative deliberation: The
global brain can also be used to enact
decision processes where people and
software systems select issues to con-
sider, enumerate and critique solution
alternatives, and then choose some
subset of these solutions. In this con-
text, programming can be viewed as
defining the rules for identifying issues
and enumerating, critiquing, and se-
lecting solutions.

» A radically fluid virtual organiza-
tion: Sometimes it is useful to view the
global brain as a collection of evanes-
cent virtual organizations, which rap-
idly coalesce, perform, and disband
in light-speed open markets. In this
context, programming includes iden-
tifying the task requirements and se-
lecting among the organizations that
are offering to perform the task. Inter-
esting examples of this idea include
odesk.com and elance.com.

» A multi-user game: Many tasks can
be presented as a multi-user game,
where useful outcomes are achieved
as a result, sometimes unintentional,
of playing the game. In this context,
programming consists of specifying
the rules and incentives for game play.
Interesting examples of this include
fold.it and the Google Image Labeller.

Making such global brain program-
ming metaphors a reality will, in turn,
require progress along several fronts:

Creating “social operating sys-
tems.” An operating system, in the con-
text of a single computer, manages the
allocation of hardware and software
resources such as memory, CPU time,
disk space, and input/output devices.
A social operating system, in addition
to doing all these things, will also have
to manage the mustering and alloca-
tion of human resources to tasks. This
will require fast, robust infrastructures
for contracts, payments, or other moti-

N
Making global brain
metaphors a reality
will require progress
along several fronts.

vational elements, as well as scalable
task-to-resource matchmaking such
as markets. These will be challenging
problems because people (unlike hard-
ware resources) are diverse in all the
ways we have described. But providing
easy-to-use solutions for the problems
of finding and motivating human par-
ticipants—rather than requiring each
system developer to solve this problem
individually—will greatly facilitate pro-
gramming the global brain.

Defining new programming lan-
guages. Conventional programming
languages are, out of necessity, fully
prescriptive, describing the algo-
rithms to be executed in exhaustive
detail. Such languages are often not a
good match, however, for specifying
tasks with human participants. The
programming languages for the global
brain will, therefore, need to support
a “specificity frontier” of varying de-
grees of detail in task definition.? One
end of this frontier involves defining
programs that allocate highly specific
micro-tasks to people and link them
into larger workflows. In the middle
ground, we may use constraint-based
programs, which specify (for example,
in a game setting) the goals as well as
the limits on how they can be achieved,
but not how they should be achieved.
At the far end of the specificity fron-
tier, programming may be limited to
simply stating incomplete goal speci-
fications. Additionally, we need to ex-
pand the range of abstractions such
programming languages offer. While
traditional programming languages
incorporate constructs such as loops
and recursion, a global brain program-
ming language may also need to in-
corporate abstractions such as group
decision processes, contests, and col-
laborative steps.'?

Promulgating new software engi-
neering skills. Programmers will need
to develop new mind-sets about, for
example, such basic concepts as what
a “program” is and what “testing” and
“debugging” mean. They will need to
become not just software architects
and algorithm implementers, but also
organizational or even societal archi-
tects able to think systematically about
things like motivations, coalitions,
emergence, and so on. Perhaps most
fundamentally, they will need to transi-
tion from a purely “command-and-con-
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trol” perspective for organizing people
to one oriented around cultivating and
coordinating” societies made up of
many diverse independent players.

A Call to Arms

We have attempted to identify some of
the key challenges, opportunities, and
strategies involved in programming the
emerging global brain. Learning to do
this well is, perhaps, even more urgent
than many people realize. Our world is
faced with both existential threats of
unprecedented seriousness (such as
the environment) and huge opportu-
nities (such as for scientific and social
progress). We believe that our ability to
face the threats and opportunities of
the coming century will be profoundly
affected by how well, and soon, we can
master the art of programming our
planet’s emerging global brain.
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Viewpoint

Crossing the Software
Education Chasm

An Agile approach that exploits cloud computing.

1A A REMARKABLE alignment of

technologies, the future of

software has been revolu-

tionized in a way that also

makes it easier to teach.
Cloud computing and the shift in the
software industry? toward Software as
a Service® (SaaS) using Agile develop-
ment has led to tools and techniques
that are a much better match to the
classroom than earlier software devel-
opment methods. In addition, modern
programming frameworks for Agile
development like Ruby on Rails dem-
onstrate that big ideas in program-
ming languages can deliver productiv-
ity through extensive software reuse.
We can leverage such productivity to
allow students to experience the whole
software life cycle repeatedly within a
single college course, which addresses
many criticisms from industry about
software education. By using free-trial
online services, students can develop
and deploy their SaaS apps in the cloud
without using (overloaded) campus
resources. Our enthusiasm for Agile,
SaasS, and cloud computing is not based
just on improving students’ employ-

a Virtually every shrink-wrap program is offered
as a service, including PC standard-bearers
like Office (see Office 365; http://www.micro-
soft.com/en-ca/office365/online-software.aspx)
and TurboTax (see TurboTax Online;_http://
turbotax.intuit.com/personal-taxes/online/
compare.jsp).

b Instead of binaries that must be installed on
a local computer, SaaS delivers software and
associated data as a service over the Internet,
often via a thin program on client devices such
as a browser.
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ability; rather, we are excited that they
can learn and practice software engi-
neering fundamentals, and that they
use them even after graduation. Our
50,000 online students are a testimony
to the popularity of the material and the
scalability of our SaasS “courseware.”

The Complaints and the Defense
While new college graduates are good
at coding and debugging,' employers
complain about other missing skills
that are equally important. A standard
faculty reaction to such criticisms is
that we are trying to teach principles
that prepare students for their whole
careers; we are not trade schools that
teach the latest superficial fads.

To understand the complaints in
more depth, we spoke to representa-
tives from a half-dozen leading soft-
ware companies. We were struck by the
unanimity of the number-one request
from each company: that students
learn how to enhance sparsely docu-
mented legacy code. In priority order,
other requests were making testing a
first-class citizen, working with non-
technical customers, performing de-
sign reviews, and working in teams.
We agree that the social skills needed
to work effectively with nontechni-
cal customers, work well in teams,
and perform effective design reviews
are helpful for the students’ whole ca-
reers—the question is how to fit them

Turning software concepts into Rails development tools.

SWEBOK Concept Agile Version

Rails Tool

User Stories, Behavior-
Driven Design (BDD)*

Software Requirements

Cucumber (http://cukes.info

Project Management Velocity, Version

Pivotal Tracker (http://www.pivotaltracker.com/),

Control GitHub (https://github.com/)
Software Verification Test-driven RSpec (unit/functional testing; http://rspec.info/),

and Testing development (TDD)

SimpleCov (coverage measurement;
http://rubygems.org/gems/simplecov)

Software Maintenance  Refactoring to control

complexity

metric-fu (captures metrics of code complexity
e.g., cyclomatic and ABC; http://metric-fu.
rubyforge.org/), pingdom (monitors 98%ile
response times to deployed app from around
the world; http://pingdom.com/). IDEs such
as Aptana (http://aptana.com/) and

RubyMine (http://www.jetbrains.com/ruby/)
include refactoring support, method name
autocompletion, visualizing dependencies
among classes, and so on.

Software Lifecycle Tterations

See Figure 3

*BDD is a variation of TDD that suggests writing higher-level acceptance or integration tests first before writing code.
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into a course. Similarly, no one ques-
tions the value of emphasizing test-
ing—the question is how to get stu-
dents to take it seriously.

Instructors respond that even if we
agreed with the recommendations,
time constrains how much one class
can cover. A typical undergraduate
workload of four courses per term and
a 50-hour workweek gives students
about 12 hours per week per course,
including lectures, labs, exams, and so
forth. This works out to approximately
120 hours per quarter to 180 hours per
semester, or just three to four weeks
for a full-time developer!

A Classroom Opportunity:
Agile Development
The Agile Manifesto signaled a para-
digm shift for many software applica-
tions. This approach embraces change
as a fact of life; small teams of devel-
opers continuously refine a working
but incomplete prototype until the
customer is happy with the result, with
the customer offering feedback with
every iteration. Agile emphasizes Test-
Driven Development® (TDD) to reduce
mistakes, which addresses industry’s
request to make testing a first-class cit-
izen; user stories® to reach agreement
and validate customer requirements,
which addresses working with non-
technical customers; and velocity® to
measure progress. The Agile software
philosophy is to make new versions
available every two weeks. The as-
sumption is basically continuous code
refactoring over its lifetime, which de-
velops skills that can also work with
legacy code. Clearly, small teams and
multiple iterations of incomplete pro-
totypes could match the classroom.
Note that we do not tell students
that Agile is the only way to develop
software; indeed, we explain Agile is
inappropriate for safety-critical apps,
for example. We believe that new pro-
gramming methodologies develop
and become popular in response

¢ In TDD you first write a failing test case that
defines a new feature, and then write code to
pass that test.

d A user story is a few nontechnical sentences
that captures a feature the customer wants to
include in the app.

e Velocity is calculated by estimating units of
work per user story and then counting how
many units are completed.

R
The only hope for
addressing all the
concerns from
industry within

the course time
constraints is to use

a highly productive
programming
framework.

to new opportunities, so we tell stu-
dents to expect to learn new method-
ologies and frameworks in the future.
Our experience is that once students
learn the classic steps of software de-
velopment and have a positive experi-
ence in using them via Agile, they will
use these key software engineering
principles in other projects no mat-
ter which methodology is used (see
Figure 5).

A Classroom Target for the Post-
PC Era: “I Do and | Understand”

To motivate students, it is helpful to
use a platform that allows them to cre-
ate compelling apps. In this emerging
post-PC era, mobile applications for
smartphones and tablets and Software
as a Service (SaaS) for cloud computing
are both compelling. (50,000 students
are evidence that SaaS is indeed com-
pelling.) As you can teach the princi-
ples with either target, given the time
constraints mentioned earlier, why
not pick the platform that has the most
productive tools? Our view is that the
only hope for addressing all the con-
cerns from industry within one course
is to use a highly productive program-
ming framework.

Our experience is that the Rails eco-
system has by far the best tools to sup-
port test-driven development, behav-
ior-driven design, and Agile processes,
many of which are made possible by
intellectually deep Ruby language fea-
tures such as closures, higher-order
functions, functional idioms, and
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Calendar
of Events

May 15-17
Computing Frontiers
Conference,

Caligari, Italy,
Sponsored: SIGMICRO,
Contact: John Feo,

Email: john.feo@pnl.gov,
Phone: 509-375-3768

May 15-16
Workshop on Software and
Compilers for Embedded
Systems,

Sankt Goar, Germany,
Contact: Henk Corporaal,

Email: h.corporaal@tue.nl

May 16-21
The 9" Annual Conference on
Theory and Applications on
Models and Computation,
Beijing, China,

Contact: Li Angsheng,

Email: angsheng@ios.ac.cn

May 21-24
6'" International Conference
on Pervasive Computing
Technologies

for Healthcare,

San Diego, CA,

Contact: Dr. Rosa I. Arriaga,
Email: arriagea@cc.gatech.edu

May 21-25

Shape Modeling International,
College Station, TX,

Contact: Ergun Akleman,
Email: ergun.akleman@gmail.
com,

Phone: 979-845-6599

May 21-25
The 2012 International
Conference on Collaboration
Technologies and Systems,
Denver, CO,

Contact: Geoffrey Fox,

Email: gcfexchange@gmail.com

May 22-25
International Working
Conference

on Advanced Visual Interfaces,
Capri Islands (Naples), Italy,
Contact: Tortora Genoveffa,
Email: tortora@unisa.it

May 23-25
Euro-American Conference on
Telematics and Information
Systems,

Valencia, Spain,

Contact: Samper J. Javier,

Email: jjsamper@uv.es
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metaprogramming. The accompany-
ing table shows critical topics from the
SWEBOK (software engineering body
of knowledge),® the Agile technique for
that topic, and the Rails tool that imple-
ments that technique. Because these
tools are lightweight, seamlessly inte-
grated with Rails, and require virtually

no installation or configuration—some
are delivered as SaaS—students quickly
begin learning important techniques
directly by doing them. We agree with
Confucius: “Ihear andI forget.Isee and
I remember. I do and I understand.”
Students see and use tools that we can
explain and check, rather than just hear

Figure 1. An example feature for a cash register application and one “happy path” user

story for that feature.

Feature: Division

In order to avoid silly mistakes

Cashiers must be able to calculate a fraction

Scenario: Regular numbers

Given I have entered 3 into the calculator
And I have entered 2 into the calculator

When I press divide

Then the result should be 1.5 on the screen

Figure 2. The key section of the Cucumber and Ruby code that automates the acceptance

test for the user story in Figure 1 by matching regular expressions.

Given /I have entered (\d+) into the calculator/ do |n|

@calc.push n.to_i
end

When /I press (\w+)/ do |op]|
@result = @calc.send op

end

Then /the result should be (.*) on the screen/ do |result]
@result.should == result.to_f

end

Figure 3. One Agile iteration in our course.

Test-Driven Development (unit test)

Talk to Customer

Measure Velocity

Deploy to Cloud
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lectures about a methodology and then
forget to use them in their projects.

For example, the Cucumber tool
automates turning customer-under-
standable user stories into acceptance
tests. Figure 1 is an example feature
for a cash register application and
one “happy path” user story (called a
scenario in Cucumber) for that fea-

ture (see _http://en.wikipedia.org/

wiki/Cucumber_ %28software%29).

Note that this format is easy for the
nontechnical customer to under-
stand and help develop, which is a
founding principle of Agile and ad-
dresses a key criticism from industry.
Cucumber uses regular expressions
to match user stories to the testing
harness. Figure 2 is the key section
of the Cucumber and Ruby code that
automates the acceptance test by
matching regular expressions.

Such tools not only make it easy
for students to do what they hear in
lecture, but also simplify grading of
student effort from a time-intensive
subjective evaluation by reading code
to a low-effort objective evaluation by
measuring it. SimpleCov measures
test coverage, saikuro measures cyc-
lomatic complexity of the code, flog
measures code assignment-branch-
condition complexity, reek comments
on code quality by highlighting “code
smells,”f Cucumber shows the num-
ber of user stories completed, and Piv-
otal Tracker records weekly progress
and can point out problems in balance
of effort by members of teams. Indeed,
these tools make it plausible for the
online course to have automatically
gradable assignments with some teeth
in them.

Compared to Java and its frame-
works, Rails programmers have found
factors of three to five reductions in
number of lines of code, which is one
indication of productivity.®® Rails also
helps with a criticism of Agile in that
TDD and rapid iteration can lead to
poor software architecture. We do teach
design patterns (see Figure 3). Indeed,
the Rails framework follows the Model
View Controller (MVC)¢ design pattern

f Code smells highlight to sections of code that
may be hard to read, maintain, or evolve.

g MVC is a design pattern that separates input
logic, business logic, and user interface logic
yet provides a loose coupling between them.
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Figure 4. Survey results of software experience for former Berkeley students now in industry. (The waterfall software development

process is characterized by much of the design being done in advance of coding, completing each phase before going on to the next one.
The spiral model combines features of a prototyping model with the waterfall model and is intended for large projects.)

Software Development Style

Software Platform

Language NEVENIi(o

Team Size

Agile

Cloud (SaaS)

Enhance Legacy SW

Waterfall

Spiral

Other in-house

5%
Embedded Server PC

5%

Mobile

15% 4%
Objective C

4% 4%

Erlang

6% 4% 3%

3%

% 6%

0%

to simplify development of the classic
three-tiered applications of cloud com-
puting. In addition, because of cloud
computing, deploying their projects in
the same horizontally scalable environ-
ment used by professional developers
is instant, free for small projects, and
requires neither software installation
nor joining a developer program. In
particular, it frees the course from in-
structional computers, which are often
antiquated, overloaded, or both.

One criticism of the choice of Ruby
is its inefficiency compared to lan-
guages like Java or C++. Since hard-
ware has improved approximately
1,000X in cost-performance since
Java was announced in 1995 and
1,000,000X since C++ was unveiled in
1979,” the efficiency of low-level code
matters in fewer places today than it
used to. We think using the improved
cost-performance to increase pro-
grammer productivity makes sense in
general, but especially so in the class-
room. Note that for cloud comput-
ing, horizontal scalability can trump
single-node performance; deploying
as Saas on the cloud in this course lets
us teach (and test) what makes an app
scalable across many servers, which is
not covered elsewhere in our curricu-
lum. Once again, without using the
cloud to teach the class, we could not

20% 60%

offer students the chance to experi-
ment with scalability.

An Example Course

We use this approach to teach a soft-
ware course, which currently has more
than 100 juniors and seniors, at UC
Berkeley. We also are offering the first
part as a massive open online course
(MOOC) to 50,000 online students,
most of whom work in the IT industry
and graduated from college five to 10
years ago.® (The MOOC tests the scal-
ability of the tools and automatic grad-
ing of programming assignments.)
Students follow steps shown in Figure
3, which turns the concepts and tools
listed in the table into a logical pro-
cess. Additional tools facilitate tying
together the steps of this process; for
example, Autotest monitors the source
code tree in the background, automati-
cally rerunning tests and user stories
via RSpec/Cucumber in response to
even minor code changes, giving im-
mediate feedback if something breaks.
Following the Agile philosophy, they
deploy on Amazon Web Services (AWS)
(via Heroku) multiple times during the
course. The teaching staff evaluates
iterations by interacting with the de-
ployed app on AWS and by using Pivot-
al Tracker to check velocity and stories
remaining to be implemented.

80% 100%

A typical faculty reaction to the re-
quest for students to deal with poorly
documented legacy code is that it
should not exist if students are taught
good practices. However, despite de-
cades of well-meaning instructors ex-
pounding on the importance of prop-
erly factored and highly documented
code, our industry colleagues assure us
the legacy code problem will continue
to persist. Thus, on this point we quote
Shimon Peres: “If a problem has no solu-
tion, it may not be a problem, but a fact—
not to be solved, but to be coped with over
time.” Hence, if we can find principles
that teach how to cope with legacy code,
they would be appropriate for the class-
room since it is along-lasting challenge.

To learn to deal with legacy apps,
our students learn and enhance a large,
popular, well-written (but poorly docu-
mented) open source app written in
Rails. We use Typo, a blogging frame-
work containing 30,000 lines of Ruby
and 15,000 lines of JavaScript, which
suggests that it has the functionality of
a Java program of 100,000 to 150,000
lines of code. We choose a Rails app
rather than a Java app to maintain the
programmer productivity we need to fit
within our time budget. Feathers® ar-
gues that the first step is to write tests
for legacy code to ensure understand-
ing before modification, so enhancing
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Figure 5. Ranked results from survey of former Berkeley students on whether course topics listed in the table and Figure 3 were useful

in their industrial projects. These earlier versions of the course did not offer enhancing legacy code, design reviews, and working with

nontechnical customers.

Version control

Working in a team

Saa$S knowledge
(used in other languages/frameworks)

Design patterns

Unit testing skills
(mocking, stubbing, test automation,...)

Ruby on Rails
Cloud computing knowledge
Test-first development

User stories

Lo-Fi User Interface Mockups

Velocity

legacy code fits surprisingly well with the
test-driven development of Agile.

To learn to communicate with non-
technical customers, for the Berke-
ley course we asked for projects from
nonprofit organizations. The projects
are typically less than 3,000 lines of
code, with typically two to three times
more code for testing than for the app.
Teams of four or five students meet
with customers on each Agile iteration
for feedback on the current prototype
and to prioritize the next features to
add. (Moreover, we encourage students
to connect these applications to Face-
book or Twitter, which gives students
the chance to deal with users as well as
nontechnical customers within a single
course.) Teams members do design
reviews for each other as part of a bi-
weekly class laboratory section, as Agile
favors frequent code check-ins and de-
sign reviews. (Online students do not
do projects.)

Using the Course

Content Afterward

Figure 4 shows the survey results of
Berkeley students from two earlier
course offerings. Just 22 of the 47 re-
spondents had graduated, and just 19

M Agree

B Neutral Disagree

had done significant software projects.

0% 20% 40%

The percentages indicate the results
of their 26 software projects. We were
surprised that Agile software develop-
ment was so popular (68%) and that
the cloud was such a popular platform
(50%). Given that no language was used
in more than 22% of the projects, our
alumni must be using Agile in projects
that use languages other than Ruby or
Python. All the class teams had four or
five students, which directly matches
the average team size from the survey.
Once again, Agile development and
Rails were not selected because we ex-
pected them to dominate students’
professional careers upon graduation;
we use them to take advantage of their
productivity so we can fit several criti-
cal ideas into a single college course
in the hope they will use them later no
matter what methodology, program-
ming language, and framework.
Figure 5 shows the students’ rank-
ing of the topics the table and Figure
3in terms of usefulness in their indus-
trial projects. Most students agreed
that the top nine topics in the course
were useful in their jobs. Once again,
we were pleased to see that these ideas
were still being used, even in indus-
trial projects that did not rely on Agile
or on Rails. The two lower ranked top-
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60%

80% 100%

ics were Lo-Fi User Interface Mockups,
which makes sense since few devel-
opers work on the UI of a user-facing
project, and Velocity, as progress can
be measured in other ways in industry.

Although a small sample and not
a conclusive user study, our survey of-
fers at least anecdotal evidence that
students of this course do continue to
use successful software development
techniques in later software projects of
all kinds.

Conclusion

Using Agile to develop SaaS apps via
highly productive tools like Rails and
deploying them using cloud comput-
ing cultivates good software practices
and pleases many stakeholders:

» Students like it because they get
the pride of accomplishment in ship-
ping code that works and is used by
people other than their instructors,
plus they get experience that can help
land internships or jobs.

» Faculty like it because students
actually use what they hear in lecture,
even after graduation, and they expe-
rience how big CS ideas genuinely im-
prove productivity. Virtual machines re-
duces hassles for faculty plus the cloud
allows for more interesting program-



ming assignments—which the testing
and code evaluation tools of Rails can
help grade—thereby allowing us to of-
fer a MOOC with 50,000 students.

» Colleagues in industry like it be-
cause it addresses several of their con-
cerns. An example is this quote from
a Googler: “I think what you’re doing
in your class is amazing. I'd be far more
likely to prefer graduates of this program
than any other I've seen. As you know,
we’re not a Ruby shop, but I feel this is
a good choice for the class to be able to
getreal features done. Java or C++would
take forever.”

We received similar comments
from colleagues at Amazon, eBay, and
Microsoft, none of which are “Ruby
shops.” As we expected, leading soft-
ware companies prefer students learn
important ideas rather than steer us
to teach specific languages and tools
used inside those companies.

We believe Agile+Cloud+Rails can
turn a perceived weakness of the CS
curriculum into a potential strength.
If you are a potentially interested in-
structor, we would be happy to help
you cross the long-standing chasm be-
tween what industry recommends and
what academia offers.
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Shortcuts that save money and time
today can cost you down the road.

Managing
Technical
Debt

IN 1992, WARD CUNNINGHAM published a report

at OOPSLA? in which he proposed the concept of
technical debt. He defines it in terms of immature
code: “Shipping first-time code is like going into
debt.” Technical debt is not limited to first-time code,
however. There are many ways and reasons (not all
bad) to take on technical debt.

Technical debt often results from the tension
between engineering “best practices” and other factors
(ship date, cost of tools, and the skills of engineers
that are available, among others). Roughly speaking,
technical debt is acquired when engineers take
shortcuts that fall short of best practices. This includes
sneaking around an abstraction because it is too hard
(or impossible) to figure how to “do it right,” skipping
or scrimping on documentation (both in the code
and external documentation), using an obscure or
incomplete error message because it is just too hard to
create something more informative, implementing
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code using a simple but slow algorithm
even though they know that a better al-
gorithm will be needed in production,
using void* when you really should
have created an appropriate union¥,
using build tools that do not quite
work for the system at hand, skimping
on good security practices, not writing
unit tests, and so forth. Admit it—you
have all done one or more (or maybe
all) of these things at some point or
another in your career. (Technical debt
may also be taken on intentionally as
a strategy to save time or money; more
about that later.)

Not all debt (whether technical or
financial) is bad. Few of us can afford
to pay cash for a house, and going into
debt to buy one is not financially irre-
sponsible, provided that we know how
to pay it back. In contrast, charging up
luxury items on a credit card, know-
ing very well that your paycheck will
not cover them, is usually a recipe for
disaster. Using a simple but slow algo-
rithm in a prototype can be exactly the
correct path, as long as you have a plan
for how you are going to update the
code before it ships. That means allow-
ing time in the schedule, making sure
the issue is tracked so it does not get
lost in the shuffle, knowing when you
implement the code that a good algo-
rithm actually does exist that will work
in this instance, and trusting that man-
agement will support you.

Understanding, = communicating,
and managing technical debt can make
a huge difference in both the short-and
long-term success of a system. (Note
that although this article focuses on
technical debt in software engineering,
many of these principles can be applied
to other technical disciplines.)

Comparison with Financial Debt

Going into financial debt usually has
three important properties. First, the
person making the loan wants it to be
repaid eventually. Second, you usually
have to pay it back with interest—that
is, you pay back more money than you
got in the first place. Third, if it turns
out you cannot pay it back, there is a
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very high cost, be it declaring bank-
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long walk off a short pier wearing ce-
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ways, but different in others. Although
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ers, future programmers, customers,
and so on) working with your system is
delayed because of bugs, performance
problems, inexplicable misfeatures,
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time spent researching what has gone
wrong when the system could have giv-
en a more explicit error message, and
so on. Failure to fix problems can result
in the utter collapse of a system—the
customer gives up and goes elsewhere,
the system becomes so slow and brittle
that it has to be rewritten from scratch,
or in extreme cases the company is
forced to close its doors.

There are some significant differ-
ences as well. Perhaps the most perni-
cious one is that the person who takes
on technical debt is not necessarily the
one who has to pay it off—in fact, most
of the time the one who takes on the
debt can shuffle the costs on to other
people, which encourages taking on
debt. Far too many developers do not
maintain their own code. Many compa-
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nies have a policy that software moves
from a development mode that is
staffed by their best programmers to a
maintenance mode staffed by second-
tier engineers (who are paid less but
often have far more difficult jobs than
the premier team). Sometimes it isn’t
even anyone in your organization who
is paying the interest: it’s the users who
have to pay. Developers are rewarded
more on implementation speed than
long-term maintainability and may
have moved on to a different project or
company before the real cost is paid.
This gives the initial developer little in-
centive to do the job right the first time.

Unlike financial debt, technical
debt almost never has to be paid off
in its entirety. Most (probably all) pro-
duction systems have warts that do
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not have significant impact on the us-
ability or long-term maintainability of
the final system. Very few systems have
no TODO or FIXME or XXX comments
somewhere in the source code. Note
that the cost of paying back techni-
cal debt comes in the form of the en-
gineering time it takes to rewrite or
refactor the code or otherwise fix the
problem. If the interest you ultimately
accrue is less than the cost of paying
back the debt, there is no point in pay-
ing it back in the first place. The prob-
lem is that it can be difficult to know
in advance which debts will ultimately
have the highest cost.

For example, when U.C. Berkeley’s
CalMail system went down in Novem-
ber 2011, the problem was traced to
deferred maintenance—in particular,
the decision to postpone updating the
system even though it was known to
be near capacity.” One disk in a RAID
died, shortly followed by a second,
and the cost of rebuilding the array re-
duced capacity sufficiently to create a
crisis. Murphy’s law needs to be taken
into consideration when deciding how
much technical debt to accept. In the
CalMail case, individual hardware fail-
ures were expected in the base design,
but multiple failures, happening dur-
ing a historically high usage spike, cre-
ated a condition that was not quickly
resolvable. According to Berkeley’s as-
sociate vice chancellor for information
technology and chief information offi-
cer, Shelton Waggener, “I made the de-
cision not to spend the million dollars
to upgrade CalMail software for only
12 months of use given our plan to mi-
grate to new technology. We were try-
ing to be prudent given the budget situ-
ation, (but) in retrospect it would have
been good to have invested in the stor-
age upgrade so we might have avoided
this crisis.” This is a case where techni-
cal debt was taken on intentionally but
turned out to be a bad gamble. Had the
system survived that 12-month win-
dow, the school likely would have saved
$1 million during a budget crunch.

There is a saying to the effect that
there are three variables in engineer-
ing: time, functionality, and resourc-
es—pick two. In fact, there is a fourth
variable: debt. Of these four variables,
you can set any three of them, but you
can never set all four; something just
has to give, and very commonly debt is
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the free variable in the equation. Debt
can seem “free” at first, but technical
debt tends to build on itself. If the ac-
quisition of debt involves interest in
the form of increased effort to main-
tain and extend the system, then asyou
take on debt it gets harder and takes
longer to do maintenance and exten-
sion. This is one form of collapse un-
der debt: if all of your “income” (in the
form of effort) is spent paying off in-
terest and nothing is left over to move
the system forward, then that system
is stuck. This is especially obvious if
productivity is measured in lines of
code produced per day, a measure that
should be relegated to the fires of hell.
You do not have many choices left: add
effort (hire more engineers), abandon
the system and move on, or go bank-
rupt. In this sense, the interest on tech-
nical debt is actually compound inter-
est, or put another way: if you don’t stay
on top of the debt, then the payments
go up over time.

Consider these other interesting
comparisons. Steve McConnell, CEO
and chief software engineer at Con-
strux Software, distinguishes between
unintentional and intentional debt,
which in turn is broken up as short-
term (tactical) versus long-term (stra-
tegic) debt.® He also notes that when a
system is nearing end of life, incurring
debt becomes more attractive, since all
debtis retired when a system is decom-
missioned. He also makes some inter-
esting observations on how to commu-
nicate the concept of technical debt to
nontechnical people, in part by main-
taining the “debt backlog” in a track-
ing system and exposing it in terms of
dollars rather than something more
tech oriented.

In a slightly different analysis, soft-
ware designer Martin Fowler breaks
down technical debt on two axes: reck-
less/prudent and deliberate/inadver-
tent.” He describes reckless-deliberate
debt as “we don’t have time for de-
sign,” reckless-inadvertent as “what’s
layering?” and prudent-deliberate as
“we must ship now and deal with con-
sequences.” This exposes a fourth class
of technical debt that doesn’t map eas-
ily to the financial model: prudent-in-
advertent, which he describes as “now
we know how we should have done it.”

Another analysis of technical debt
that resonates with some people is that
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managing technical debt is a way of
managing risk in the technical realm.
Software consultant Steve Freeman
discusses this by comparing technical
debt with an unhedged (or “naked”)
call option.* Either case (risk or un-
hedged calls) allows for the possibility
that debt may never need to be paid
back; indeed, big money can be made
by taking appropriate risks. Naked
calls, however, can also lose all of their
value—essentially, the risk is unlim-
ited. This doesn’t often happen (most
of the time when you lose, you lose only
some of your money, not all of it), but it
can happen, much as the wrong choice
of technical debt can result in disaster.

So far we have spoken of technical
debt as though it were unique to cod-
ers. This is far from true. For example,
the operations department incurs its
own kind of debt. Avoiding a disk-array
upgrade is a trade-off between techni-
cal debt and financial costs. Failure to
consider power and cooling require-
ments when adding new, hotter equip-
ment to a machine room is a debt. Fail-
ure to automate a simple-but-tedious
manual process is a debt. Systems
administrators who have neither (for
lack of desire, inspiration, or time)
documented the systems they support
nor trained co-workers before going
on vacation are another example. The
comparison of technical debt to risk
management is often starker in these
noncode-related situations: you are
betting that you will not run out of disk
space or bandwidth, that you will not
have a super-hot day, that your system
will not become so successful that the
manual process becomes a bottleneck,
or that nothing will go wrong while you
are in Machu Picchu.

Certain staffing issues can lead to
another form of technical debt: having
parts of systems that are understood by
only one person. Sometimes this hap-
pens because the staff is spread too
thin, but it can also be caused by inse-
cure individuals who think that if they
keep everyone else in the dark, then
they will be indispensable. The prob-
lem, of course, is that everyone moves
on eventually.

Managing Your Debt

Technical debt is inevitable. The is-
sue is not eliminating debt, but rather
managing it. When a project starts, the



team almost never has a full grasp on
the totality of the problem. This is at
the root of the failure of the waterfall
model of software development, which
posits that all requirements can be fi-
nalized before design begins, which
in turn can be completed before the
system is implemented, and so forth.
The argument seems good: the cost to
make a change goes up exponentially
as the system is developed, so the best
pathisto get the early stages done right
before moving on. The reality is that re-
quirements always change (“require-
ments churn”). It is often better to have
a working prototype (even though it is
not complete or perfect) so thatyou and
the customers can start gaining experi-
ence with the system. This is the phi-
losophy behind Agile programming,
which accepts some technical debt as
inevitable but also mandates a reme-
diation process (“plan for change”).

As necessary as technical debt may
be, however, it is important that the
strategic parts of it be repaid promptly.
As time goes on, programmers move to
other companies, and the people who
agreed to various compromises have
moved on to other projects, replaced
by others who do not see it the same
way. Failure to write the documenta-
tion (both internal and external) for
the initial prototype may be a good
trade-off, but the longer it goes the
more difficult it is to write—if only
because human memory is transient,
and if you show most people code
they wrote a year ago they will have to
study it to remember why they did it
that way. Code that is intended to have
a limited life span may be immune to
these concerns, but many short-term
“prototypes” end up getting shipped
to customers. Unfortunately, Fred
Brooks’ statement in The Mythical
Man-Month, “Plan to throw one away;
you will, anyhow,”! seems all too often
to be corrupted to, “Make your proto-
type shippable; it will, anyhow.” These
two statements are not contradictory.

Equally as important is that some
forms of technical debt are so expen-
sive that they should be avoided en-
tirely whenever possible. Security is an
area where taking shortcuts can lead to
disaster. You never want to say, “We’re
using passwords in the clear today, but
we will come back somedayand change
it to challenge-response,” in anything

Understanding,
communicating,
and managing
technical debt

can make a huge
difference in both
the short- and
long-term success
of a system.
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other than very early prototypes that no
one but you will ever see. This is a reci-
pe for disaster if it ever gets accidental-
ly deployed. You also want to avoid en-
shrining “bet your company” shortcuts
in code. If for some reason you have no
choice (for example, because during
development other engineers have to
write code that will interface with yours
and you can’t afford to keep them wait-
ing), keep a journal of “debts that must
be repaid before release.” It’s amazing
how easy it can be to forget these things
if they aren’t written down.

Release cycles can make a consid-
erable difference in the rate of acqui-
sition and disposal of technical debt.
The modern trend to “release early
and often,” especially in the context
of Web-based services, has made it
much easier to take on technical debt
but has also made it easier to resolve
that debt. When well-managed, this
can be a blessing—taking on debt ear-
lier allows you to release more func-
tionality earlier, allowing immediate
feedback from customers, resulting
in a product that is more responsive to
user needs. If that debt is not paid off
promptly, however, it also compounds
more quickly, and the system can bog
down at a truly frightening rate. An-
other side of Web-based services in
particular is that a correct but inef-
ficient solution can actually cost your
company more money—for example,
in the form of server-farm rental fees.
Fortunately, this makes the debt easy
to translate into dollar terms, which
nontechnical stakeholders usually
find easier to understand than asser-
tions about maintainability.

Not all technical debt is the result
of programmer laziness. Some is im-
posed by management or other depart-
ments, especially when they do not un-
derstand how pernicious this debt can
be. Customers usually buy features,
not long-term maintainability, so mar-
keting departments often encourage
engineering to move on to the next
great thing rather than spending the
time necessary to consolidate, clean
up, and document the existing system.
To them, taking these steps is an un-
necessary cost—after all, the system
works today, so why does engineering
need to spend time gilding the lily?

There is another aspect to techni-
cal debt to consider: it occurs in many
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ways and is ongoing. It can come from
the design or implementation phas-
es, of course, but can also occur in
the operational phase. For example,
a computer system may have had a
UPS (uninterruptible power supply)
designed and installed, but deferred
maintenance—in the form of failing
to test those units and replace batter-
ies—can render them useless. Disk ar-
rays may be adequate when specified,
but as the system grows they must be
upgraded. This can be especially hard
when attempting to extract dollars
from a cash-strapped management to
upgrade something that, from their
perspective, works fine.

Management all too often aids and
abets this problem. The current busi-
ness mantra of “shareholder value”
would be fine if shareholders were
patient enough to reward long-term
value creation. Instead the tendency
is to think quarter to quarter rather
than decade to decade, which puts im-
mense pressure on everyone in the or-
ganization to produce as much as pos-
sible as quickly as possible, regardless
of the longer-term costs (as indicated
by the old lament, “there’s never time
to do it right, but there’s always time
to do it over”). Pushing costs into the
future is considered a good strategy.
This strongly encourages assumption
of technical debt. An indicator of this
is when engineering is perpetually
in “crunch mode” rather than using
crunches sparingly. How many compa-
nies advertise being “family friendly”
on their Web sites and in their corpo-
rate values statement while encourag-
ing their employees to work 60-hour
weeks, penalizing “slackers” who work
40-hour weeks and then go home to
their families? In these environments,
the assumption of inappropriate tech-
nical debtis nearly impossible to avoid.

This is not to say that management
is always wrong. There are appropri-
ate times to accrue debt. If my child
needed a critical medical treatment I
wouldn’t refuse just because it meant
taking on debt, even if it would be ex-
pensive to pay back. Likewise, man-
agement has a responsibility to cus-
tomers, employees, and (yes) investors
that can sometimes impose uncom-
fortable requirements. Debt taken on
with eyes open and in a responsible
way is not a bad thing. U.C. Berkeley’s

Technical debtis
inevitable. The issue
is not eliminating
debt, but rather
managing it.
When a project
starts, the team
almost never
has a full grasp
on the totality

of the problem.
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CIO made a bet that turned out wrong,
but it could have been a winning bet.
He knew he was making it, and he
took responsibility for the problem
when the roof did cave in. The dif-
ficulty is when management doesn’t
understand the debt they are taking
on or takes it on too easily and too of-
ten, without a plan for paying it back.
In a past job I argued that we needed
more time to build a system, only to
be blamed by management when we
had a high defect rate that was directly
attributable to the artificially short
schedule that was imposed against my
better judgment. In this case, man-
agement didn’t understand the debt,
ignored warnings to the contrary, and
then didn’t take responsibility when
the problems manifested.

Cost of Debt from

Various Perspectives

Technical debt affects everyone, but
in different ways. This is part of the
problem of managing the debt—even
if you understand it from your per-
spective, there are other legitimate
ways to view it.

Customers. It may seem that the
customers are the ultimate villains
(and victims) in this affair. After all,
if they were more patient, if they de-
manded less from the products and
gave the company more time to do the
job right the first time, none of this
would happen (or maybe not). True,
customers can sometimes focus more
on features (and sadly, sometimes on
marketing fluff) than long-term main-
tainability, security, and reliability,
yet they are the ones who are most
badly injured. When the mobile net-
work goes out, when they cannot get
their work submitted on time, when
their company loses business be-
cause they are fighting the software,
they pay. Ultimately, it’s all about
doing what the customers need, and
customers need software that works,
that they can understand, that can be
maintained and extended, that can
be supported, and (ultimately) that
they like using. This cannot happen
without managing the technical debt
at every level through the process, but
customers seldom have any control
over how that debt is managed. It is
worth noting that customers who are
paying for bespoke solutions general-



ly have more control than customers
who buy software “off the rack,” who
for the most part have to use what they
are given. At the same time, when you
are building software for particular
customers, you may be able to negoti-
ate “debt repayment” releases (prob-
ably not using that term).

Help Desk. Those who work on the
help desk deserve a special place in
heaven—or occasionally in hell. Cus-
tomers seldom call to say how happy
they are; they generally have a rather
different agenda. Help-desk person-
nel suffer from almost every aspect of
technical debt: poorly designed inter-
faces, bad or nonexistent documenta-
tion, slow algorithms, etc. In addition,
things that may not seem to affect
them directly (such as obscurity in the
code itself) will have an indirect effect:
customers get more ornery the longer
it takes to fix their problem. Though
the help desk is the customers’ pri-
mary input to the internal process, the
desk often has no direct access to the
people who can solve the problem.

Operations. In a service-oriented
environment the operations people
(those who carry the beepers 24/7 and
who have to keep everything working)
are far too often the cannon fodder on
the frontlines; they can spend much
of their time paying for decisions that
other people made without consult-
ing them. Sometimes they get to look
at the code, sometimes not. In any
case they get to look at the documenta-
tion—if it exists. The (minimal) good
news is that they may be able to pass
the problem off to a maintainer as long
as they can come up with an acceptable
work-around. The rise of the DevOps
movement—the concept that opera-
tions folks need to work with develop-
ers early in the cycle to make sure that
the product is reliable, maintainable,
and understood—is a positive develop-
ment. This is a great way of reducing
long-term technical debt and should
be strongly encouraged.

Engineers. Engineers fall into two
roles: the developers who write the
code and the people who have to re-
pair, extend, or otherwise maintain
that code (these may be the same engi-
neers, but in many places they are not).
At first glance, the initial developers
seem to be the major creators of tech-
nical debt, and they do have strong in-

centive to take on debt, but as we have
seen, it can come from a number of
sources. In its early days technical debt
is almost invisible, because the inter-
est payments haven’t started coming
due yet. Doing a quick, highly func-
tional initial implementation makes
the programmer look good at the cost
of hampering engineers who join the
party later. In some cases, those pro-
grammers may not even realize they
are taking on the debt if they have
limited experience maintaining ma-
ture code. For this reason, an average-
speed, steady, experienced program-
mer who produces maintainable code
may be a better long-term producer
and ultimately higher-quality engi-
neer than a “super-stud programmer”
who can leap tall prototypes in a single
bound but has never had to maintain
mature code.

Marketing. These customer-facing
people often have to take the brunt of
customer displeasure. They can of-
ten be the people pushing hardest for
short product development times be-
cause they are pressured by sales and
the customers to provide new function-
ality as quickly as possible. When that
new functionality does not work prop-
erly in the field, however, they are also
the ones on the wrong side of the firing
line. In addition, pressure for quick de-
livery of new features often means that
later features will take even longer to
produce. Great marketing people un-
derstand this, but all too often this is
not a concept that fits the marketing
world model.

Management. There is good man-
agement and bad management. Good
management understands risk man-
agement and balances out the de-
mands of all departments in a com-
pany. Bad management often favors
a single department to the detriment
of others. If the favored department
is marketing or sales, management
will be inclined to take on technical
debt without understanding the costs.
Management also pays a price, howev-
er. It is not true that “there is no such
thing as bad publicity,” especially
when your company appears to be cir-
cling the drain. Management should
have no difficulty embracing the con-
cept of managing financial debt. It
is also to their advantage to manage
technical debt.
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Summary

Technical debt can be described as all
the shortcuts that save money or speed
up progress today at the risk of poten-
tially costing money or slowing down
progress in the (usually unclear) future.
It is inevitable, and can even be a good
thing as long as it is managed properly,
but this can be tricky: it comes from a
multitude of causes, often has difficult-
to-predict effects, and usually involves
agamble about what will happen in the
future. Much of managing technical
debt is the same as risk management,
and similar techniques can be applied.
If technical debt is not managed, then
it will tend to build up over time, pos-
sibly until a crisis results.

Technical debt can be viewed in
many ways and can be caused by all lev-
els of an organization. It can be man-
aged properly only with assistance and
understanding at all levels. Of particu-
lar importance is helping nontechnical
parties understand the costs that can
arise from mismanaging that debt.
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Messages may be retried.
Idempotence means that’s OK.

| BY PAT HELLAND

Idempotence
Is Not a

Medical
Condition

THE DEFINITION OF distributed computing can be
confusing. Sometimes, it refers to a tightly coupled
cluster of computers working together to look like
one larger computer. More often, however, it refers
to a bunch of loosely related applications chattering
together without a lot of system-level support.

This lack of support in distributed computing
environments makes it difficult to write applications
that work together. Messages sent between systems
do not have crisp guarantees for delivery. They can
get lost, and so, after a timeout, they are retried.

The application on the other side of the communication
may see multiple messages arrive where one was
intended. These messages may be reordered and
interleaved with different messages. Ensuring the
application behaves as intended can be difficult to
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design and implement. It is even more
difficult to test.

In a world full of retried messages,
idempotence is an essential property for
reliable systems. Idempotence is a math-
ematical term meaning that perform-
ing an operation multiple times will
have the same effect as performing it
exactly one time. The challenges occur
when messages are related to each oth-
er and may have ordering constraints.
How are messages associated? What
can go wrong? How can an application
developer build a correctly functioning
app without losing his or her mojo?

Messaging in

a Service-Oriented World

This article considers messaging in a
service-oriented environment consist-
ing of a collection of servers that share
the work. The hope is that you can
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scale by adding more servers when the
demand increases. This opens up the
question of how later messages can lo-
cate a service (running on a server) that
remembers what happened before.

Here, the problem is framed by de-
scribing the kind of application under
consideration by looking at services
and how long-running work can run
across them, and by considering the
need for messaging across applications
that evolve independently in a world
where they share relatively simple stan-
dards.

Messages and Long-Running Work
Sometimes related messages arrive
much later, perhaps days or weeks
later. These messages are part of the
same piece of work performed by an
application attempting to work across
multiple machines, departments, or
enterprises. Somehow the communi-
cating applications need to have the in-
formation necessary for correlating the
related messages.

Predictable and consistent behav-
ior is essential for message processing,
even when some of the participants

have crashed and restarted. Either the
earlier messages did not matter or the
participant needs to remember them.
This implies some form of durability
capturing the essence of what was im-
portant about the earlier messages so
the long-running work can continue.
Some systems do need the information
from the earlier message to process the
later ones but do not make provisions
for remembering the stuff across sys-
tem crashes.

Of course, there is a technical term
for unusual behavior when a system
crash intervenes; it is called a hug.

The shape and form of applications
continue to evolve as years go by, tran-
sitioning from mainframes to mini-
computers to PCs to departmental net-
works. Now scalable cloud-computing
networks offer new ways of implement-
ing applications in support of an ever-
increasing number of messaging part-
ners.

As the mechanisms for implement-
ing applications change, the subtleties
of messaging change. Most applica-
tions work to include messaging with
multiple partners using semi-stable

Figure 1. Applications talk to their local plumbing.
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Figure 2. Sometimes, the plumbing will transactionally tie the consumption of the incoming

message to changes in the application’s database and to outgoing messages.
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Internet standards. These standards
support the evolving environment but
cannot eliminate some of the possible
anomalies.

Imagining a Dialog

Between Two Services

Here, we consider the challenges of
communicating between two parties.
(Other messaging patterns, such as
pub-sub, are not addressed here.) It
imagines an arbitrary communication
sequence of messages between these
two parties that are related to each
other and assumes that somehow the
two programs have a notion of the work
accomplished by this dialog. Even with
the best “messaging plumbing” sup-
port, a two-party messaging dialog be-
tween two services has complications
to be addressed.

Applications often run on top of
some form of “plumbing.” Among oth-
er services, the application’s plumbing
offers assistance in the delivery of mes-
sages. It likely offers help in naming,
delivery, and retries and may provide
an abstraction that relates messages to-
gether (for example, request-response).

As an application designer, you can
only understand what you see as you
interact with the plumbing on your cli-
ent, server, or mobile device. You can
anticipate or infer what happens far-
ther down the line, but all of it is inter-
mediated by your local plumbing (see
Figure 1).

When a local application (or service)
decides to engage in a dialog with an-
other service, it must use a name for
the intended partner. The identity of
a partner service for the first message
specifies the desire to chat with a ser-
vice doing the application’s work but
not yet engaged in some joint project.
That is really different from connecting
to the same service instance that has
processed previous messages.

A relationship is established when
messages are sent in a dialog. Process-
ing subsequent messages implies that
the partner remembers earlier messag-
es. This relationship implies an identity
for the partner in the midst of the dia-
log thatis different from a fresh partner
at the beginning of a dialog.

The representation of the mid-di-
alog identity, and how the later mes-
sages are routed to the right place, are
all part of the plumbing. Sometimes



the plumbing is so weak that the ap-
plication developer must provide these
mechanisms, or the plumbing may
not be universally available on all the
communicating applications, so the
applications must delve into solving
these issues. For now, let’s assume that
the plumbing is reasonably smart, and
look at the best-case behavior an appli-
cation can expect.

Messages, Data, and Transactions
What happens when the application
has some data it is manipulating (per-
haps in a database with transactional
updates)? Consider the following op-
tions:

» Message consumption is recorded
before processing. This is rare because
building a predictable application is
very difficult. Sometimes the message
will be recorded as consumed, the ap-
plication sets out to do the work, and
the transaction fails. When this hap-
pens, the message is effectively not de-
livered at all.

» The message is consumed as part
of the database transaction. This is
the easiest option for the application,
but it is not commonly available. All
too often, the messaging and database
systems are separate. Some systems,
such as SQL Service Broker* provide
this option (see Figure 2). Sometimes,
the plumbing will transactionally tie
the consumption of the incoming mes-
sage to changes in the application’s da-
tabase and to outgoing messages. This
makes it easier for the application but
requires tight coordination between
messaging and database.

» The message is consumed after

Figure 3. The interesting semantic occurs

as an application talks to the local
plumbing on its box.

Don't know

A’s Plumbing
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Nothing beats

a plumber who
can alleviate
your worries and
make everything
“just work.” Itis
especially nice

if that plumber
shares the same
understanding of
you and your needs.
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processing. This is the most common
case. The application must be de-
signed so that each and every message
is idempotent in its processing. There
is a failure window in which the work
is successfully applied to the database,
but a failure prevents the messaging
system from knowing the message was
consumed. The messaging system will
redrive the delivery of the message.

Outgoing messages are typically
queued as part of committing the pro-
cessing work. They, too, may be either
tightly coupled to the database changes
or allowed to be separate. When the
database and messaging changes are
tied together with a common transac-
tion, the consumption of the message,
the changes to the database, and the
enqueuing of outgoing messages are
all tied together in one transaction
(see Figure 2). Only after enqueuing
an outgoing message will the message
depart the sending system. Allowing it
to depart before the transaction com-
mits may open up the possibility of the
message being sent but the transaction
aborting.

In-Order Delivery:

History or Currency?

In a communication between two part-
ners, there is a clear notion of sending
order in each direction. You may be
sending to me while I am sending to
you, meaning there is fuzziness in the
ordering for messages going past each
other, but only one message at a time is
sent in a specific direction.

A listener can easily specify that it
does not want out-of-order messages.
If you sent me n different messages in
a specific order, do I really want to see
message n-1 when I've already seen
message n? If the plumbing allows the
application to see this reordering, then
the application very likely has to add
some extra protocol and processing
code to cope with the craziness.

Suppose the messages always come
in order. There are two reasonable ap-
plication behaviors:

» History (no gaps). Not only will the
messages be delivered in order, butalso
the plumbing will respect the sequence
and not allow gaps. This means that
the plumbing will not deliver message
n in the dialog sequence to the app if
message n—1 is missing. It may work to
get message n—1 under the covers, but
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that is transparent to the application.
This is very useful for business process
workflows and many other cases. Los-
ing a message would make the applica-
tion’s design very, very difficult, so the
app wants no gaps.

» Currency (deliver the latest—gaps or
no gaps). Sometimes the delay to fill in
the gap is more of a problem than the
gap. When watching the price for a spe-
cific stock or the temperature gauge
of a chemical process in a factory, you
may be happy to skip a few intermedi-
ate results to get a more timely reading.
Still, order is desired to avoid moving
back in time for the stock price or tem-
perature.

Knowing What You Don’t Know
When Sending Messages

When a communicating application
wants to request some work to be done
by its partner, there are a few stages to
consider:

» Before you send the request. At this
point, you are very confident the work
hasn’t been done.

» After you send but before you receive
an answer. This is the point of confu-
sion. You have absolutely no idea if
the other guy has done anything. The
work may be done soon, may already be
done, or may never get done. Sending
the request increases your confusion.

» After you receive the answer. Now,
you know. Either it worked or it did not
work, butyou are less confused.

Messaging across loosely coupled
partners is inherently an exercise in
confusion and uncertainty. It is impor-
tant for the application programmer to
understand the ambiguities involved in
messaging (see Figure 3). The interest-
ing semantic occurs as an application
talks to the local plumbing on its box.
This is all it can see.

Every application is allowed to get
bored and abandon its participation in
the work. It is useful to have the mes-
saging plumbing track the time since
the last message was received. Fre-
quently, the application will want to
specify that it is willing to wait only so
long until it gives up. If the plumbing
helps with this, that’s great. If not, the
application will need to track on its own
any timeouts it needs.

Some application developers may
push for no timeout and argue it is OK
to wait indefinitely. I typically propose

When considering
the behavior of the
underlying message
transport, itis

best to remember
what is promised.
Eachmessageis
guaranteed to be
delivered zero or
more times!

That is a guarantee
you can count on.
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they set the timeout to 30 years. That, in
turn, generates a response that I need
to be reasonable and not silly. Why is
30 years silly but infinity is reasonable?
I have yet to see a messaging applica-
tion that really wants to wait for an un-
bounded period of time.

When Your Plumber Does

Not Understand You

Nothing beats a plumber who can alle-
viate your worries and make everything
“just work.” It is especially nice if that
plumber shares the same understand-
ing of you and your needs.

Many applications just want to have
a multimessage dialog between two
services in which each accomplishes
part of the work. I have just described
what can be expected in the best case
when you and your plumber share clear
notions of:

» Howyou should talk to your plumb-
ing.

» Who you are talking to on the other
side.

» How transactions work with your
data (and incoming and outgoing mes-
sages).

» Whether messages are delivered or
you skip messages to get the latest.

» When the sender knows a message
has been delivered and when it is am-
biguous.

» When a service may abandon the
communication and how the partner
learns about it.

» How you test the timeout.

These challenges assume you have
met the plumber of your dreams who
has implemented great support for
your messaging environment. It is rare-
ly that clean and simple. On the con-
trary, the application developer needs
to watch out for a slew of issues.

Some messaging systems offer guar-
anteed delivery. These systems (for ex-
ample, MQ-Series)' will typically record
the message in a disk-based queue as a
part of accepting the send of the mes-
sage. The consumption of the message
(and its removal from the queue) hap-
pens either as part of the transaction
stimulated by the message or only after
the transactional work has been com-
pleted. In the latter case, the work may
be processed twice if there is a glitch.

One challenge in the classic guar-
anteed-delivery queue system occurs
when the application gets a message



Figure 4. In most loosely coupled systems, messages may arrive multiple times and out

of order.
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that it cannot process. Guaranteed
delivery means the messaging system
delivered it, but there is no guarantee
the message was well formed or, even
if it was, that the tempestuous applica-
tion did something reasonable with the
message. Before my wife started doing
our household bills and it was my re-
sponsibility, the reliable delivery of the
electric bill to our house was only loose-
ly correlated to the electric company re-
ceiving its money.

When considering the behavior of
the underlying message transport, it
is best to remember what is promised.
Each message is guaranteed to be deliv-
ered zero or more times! That is a guaran-
tee you can count on. There is a lovely
probability spike showing that most
messages are delivered one time.

If you do not assume the underlying
transport may drop or repeat messages,
then you will have latent bugs in your
application. More interesting is the
question of how much help the plumb-
ing layered on top of the transport can
give you. If the communicating appli-
cations run on top of plumbing that
shares common abstractions for mes-
saging, some help may exist. In most
environments, the app must cope with
this issue by itself.

Why Isn’t TCP Enough?
TCP has had a major impact on unify-
ing the ways in which we perform data
communication.’® It offers exactly-once
and in-order byte delivery between two
communicating processes. It offers no
guarantees once the connection is ter-
minated or one of the processes com-
pletes or fails. This means it covers only
a small portion of the landscape visible
to developers building reliable applica-
tions in a loosely coupled distributed
system. Realistically, the application
layers on top of TCP and must solve
many of the same problems all over
again.

Requests get lost, so just about every

messaging system retries transmitting.
The messaging system often uses TCP,
which has its own mechanism to en-
sure the reliable delivery of bytes from
process to process. TCP’s guarantees
are real but apply only to a single pro-
cess chatting with exactly one other
process. Challenges arise when longer-
lived participants are involved.

Consider, for example, HTTP Web
requests. HTTP typically shuts down
the TCP connection between requests.
When a persistent HTTP connection is
used, the TCP connection is typically
left alive, but there is no guarantee.
This means any use of HTTP on top of
TCP may result in multiple sends of the
HTTP request. For this reason, most
HTTP requests are idempotent.?

In scalable Web-service worlds, we
are constantly reimplementing the
same sliding window protocol® that is
so ubiquitous in TCP, where the end-
points are running processes. The fail-
ure of either of the processes means
the failure of the TCP connection. In a
long-running messaging environment
implemented by a collection of servers,
the semantics of the endpoint are more
complex. As the representation of an
endpoint and its state evolves, so do the
messaging anomalies that are (hope-
fully) managed by the plumbing. More
likely, they are incrementally solved by
the application as patches to surpris-
ing bugs. Either way, even application
developers will need a copy of Andrew
Tanenbaum’s classic book, Computer
Networks, at their fingertips.>

Defining Idempotence

To review, idempotence means that
multiple invocations of some work are
identical to exactly one invocation.

» Sweeping the floor is idempotent.
If you sweep it multiple times, you still
get a clean floor.

» Withdrawing $1,000,000,000 is
not idempotent. Stutering and retrying
might be annoying.
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» Processing withdrawal ‘XYZ’' for
$1,000,000,000 if not already processed
is idempotent.

» Baking a cake is not idempotent.

» Baking a cake starting from a shop-
ping list (if you do not care about mon-
ey) is idempotent.

» Reading record X is idempotent.
Even if the value changes, any legiti-
mate value for X during the window be-
tween the issuance of the read and the
return of the answer is correct.

The definition of idempotent in
computer usage is: “Acting as if used
only once, even if used multiple times.”
While this is true, there are frequently
side effects of the multiple attempts.
Let’s consider a few side effects that are
not typically considered semantically
relevant:

» Heaps. Imagine a system that uses
a heap during the processing of a re-
quest. You would naturally expect the
heap might become more fragmented
with multiple requests.

» Logging and monitoring. Most server
systems maintain logs that allow analy-
sis and monitoring of the system. Re-
peated requests will influence the con-
tents of the logs and the monitoring
statistics.

» Performance. The repeated requests
may consume computation, network,
and/or storage resources. This may be
a tax on the throughput of the system.

These side effects are not relevant to
the semantics of the application behav-
ior, so the processing of an idempotent

Figure 5. When communicating with
Service Foo, multiple machines may
implement the service.
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request is still considered idempotent
even if side effects exist.

Challenges of Multimessage
Interactions

Any message may arrive multiple times,
even after a /long while. Think of a mes-
saging system as containing a bunch of
Machiavellian gnomes who are watch-
ing your messages float by so they can
interject a copy of a message at precise-
ly the worst time for your application
(see Figure 4). In most loosely coupled
systems, messages may arrive multiple
times. Furthermore, related messages
may be delivered out of order.

A typical approach to this problem
is to use request-response and then
ensure the messages processed are
idempotent. This has the benefit of
the application seeing the delivery of
the message via a positive response. If
the application gets a response from
its intended partner, then it is confi-
dent that the message has actually ar-
rived. Because of retries, the receiving
application may receive the message
many times.

This challenge is further com-

Figure 6. Service behavio|

pounded when multiple messages are
involved in making a piece of longer-
running work happen. The duration of
the work and the allowable failures for
the work must be considered, as in the
following cases:

» Lightweight process state. Some-
times the failure of a process at either
end of the shared computation can
cause the entire workflow to be aban-
doned. If that is the case, then the in-
termediate state can be kept in the run-
ning process.

» Long-running durable state. In this
case, the long-running work must con-
tinue even if one of the partner systems
crashes and restarts. This is common
for business processes that may last
days or weeks but still have a meaning-
ful messaging interaction.

» Stateless application servers. Many
architectures have the computation
separated from the state. The state may
be kept in a durable database on a sin-
gle server, replicated across a bunch of
durable data stores, or any number of
other novel ways of storing the state.

In all of these cases, the system must
behave correctly in bringing together

the eye of the beholder.

Service-B presents
the fagade of doing
the real work.

The real application
work happens here

Figure 7. Transport and plumbing acknowledgments should not be visible to applications.
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the state (which is the result of memo-
ries from earlier messages) with the
new message. Messages may be merged
into the state in different orders and
those orders may be affected by failures
of one or more of the systems.

Many systems implement a target
application with a pool of load-bal-
anced servers. This works well when the
incoming message makes no assump-
tions about previous communications
and previous state. The first message
is routed to one of the servers and gets
processed (see Figure 5). When commu-
nicating with Service-Foo, multiple ma-
chines may be implementing the ser-
vice. This puts interesting burdens on
the implementation of Service-Foo and
can show up in anomalous behavior vis-
ible to the communicating partner.

Challenges may arise when the
second (or later) message arrives and
expects the partner not to have am-
nesia. When chatting with multiple
messages, you assume your partner
remembers the earlier messages. The
whole notion of a multimessage dialog
is based on this.

What Do You Mean the Work Is

Not Done on the Premises?

When Service A talks to Service B, you
do not know where the work is really
done. Service A believes it is doing work
with Service B, while Service B may ac-
tually subcontract all the work to Ser-
vice C (see Figure 6). This is not in itself
a problem, but it can magnify the fail-
ure possibilities seen by Service A.

You cannot assume the work is ac-
tually done by the system you are chat-
ting with. All you know is that you have
a messaging protocol, and, if things
are going well, appropriate messages
come back from the named partner
according to the protocol’s definition.
You simply do not know what goes on
behind the curtain.

You know a message has been deliv-
ered only when the answer comes back
from the partner doing the work. Track-
ing the intermediate waypoints does
not help to know that the work will get
done. Knowing a FedEx package has
reached Memphis will not tell you that
your grandmother will receive her box
of chocolates.

When a messaging transport sends
an acknowledgment (ACK) to a send-
er, it means the message has been



received at the next machine. It says
nothing about the actual delivery of the
message to the destination and even
less about any processing the applica-
tion may do with the message. This is
even more complicated if there is an
intermediate application that subcon-
tracts the work to another application
service (see Figure 7). Transport and
plumbing acknowledgments cannot
be visible to applications or there may
be bugs introduced when the destina-
tion service is reconfigured. The ACK
tells Service A’s plumbing that Service
B’s plumbing has the message, but
does not tell Service A anything about
Service C’s receipt of the message. Ser-
vice A must not act on the ACK.

ACK means sending the message again
won’t help. If the sending application
is made aware of the ACK and acts on
that knowledge, then it may cause bugs
if and when the real work fails to mate-
rialize.

Plumbing Can Mask Ambiguities

of Partnership (but rarely does)

It is possible for the message-delivery
plumbing to have a formalized notion
of a long-running dialog. The plumb-
ing must define and implement the fol-
lowing:

» State. How is the state information
from a partially completed dialog rep-
resented by the application? Remem-
ber, either the state must survive fail-
ures of a component or the dialog must
cleanly fail as a consequence of the fail-
ure—just forgetting the early messages
is bad.

» Routing. How do later messages
find a service (and server) that can lo-
cate the state and correctly process the
new message without amnesia about
the earlier messages?

» Dialog semantics. How can the
dialog provide correct semantics even
when the real work of the dialog is
subcontracted to somebody way the
heck over yonder? Part of this is prop-
erly masking transport issues (such as
ACKs) that will only cause problems if
seen by the application.

Thus, it seems that messaging se-
mantics are intimately tied to naming,
routing, and state management. This
inevitably means the application de-
signer is faced with challenges when
the database comes from a plumbing
supply house that is different from that
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Figure 8. The first message sent to a service must be idempotent.
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Figure 9. The first messages to a scalable service must be idempotent
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Server Foo-N
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Initiating Service

of the messaging system. One system
that does provide crisp dialog seman-
tics is SQL Service Broker.* It does so by
holding the messaging and dialog state
in the SQL database.

Talking to a Service
Services are designed to be black box.
You know the service address, start
working with it, chatter back and forth,
and then finish. It turns out that, even
with the support of some plumbing to
provide you with dialogs, there are is-
sues with repeated messages and lost
messages. These challenges are com-
pounded when the target service is
implemented in a scalable fashion. Of
course, that means you may start out
interacting with a service that is not yet
scalable, and, as it grows, certain new
obstacles arise.

A dialog goes through three stages in
its lifetime:

» Initiation. Messages are sent from
the dialog initiator to the target of the
dialog. The initiator does not know if
the target is implemented as a single
server or a load-balanced pool.

» Established. Messages may flow
in both directions in full-duplex fash-
ion. The messaging system has now
ensured that either multiple messages
will land at the same server in a load-
balanced pool or the server processing
the message will accurately access the
state remembered from the previous
messages (and behave as if it were the
same server).

» Closing. The last message (or mes-
sages flowing together in the same di-
rection) gets sent.

Each of these stages of communica-
tion offers challenges, especially the
initiation and closing stages.

When the first message in a dialog
is sent, it may or may not need retrying.
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In aload-balanced server environment,
the two retries may land at different
back-end servers and be processed in-
dependently.

From the sender’s perspective, the
application tosses a message into the
plumbing with some name that hope-
fully will get it to the desired partner.
Until you hear a response, you cannot
tell if the message was received, the
message was lost, the response was
lost, or the work is still in progress. The
request must be idempotent (see Fig-
ure 8).

The first message sent to a service
must be idempotent because it may be
retried in order to cope with transmis-
sion failures. Subsequent messages can
count on some plumbing to help (pro-
vided that the application runs on top
of the plumbing). After the first mes-
sage, the plumbing can know enough
about the destination of the message
(in a scalable system) to perform auto-
matic duplicate elimination. During
the processing of the first message, the
retries may land in different portions of
the scalable service, and then automat-
ic duplicate elimination is not possible.

Sometimes a server receives the

Figure 10. An application knows the initi
the partner.

's Plumbing

Initiator’

| The receipt of a message from |
| the target will definitively end -

first message (or messages) from a dia-
log, then a retry of the message (or se-
quence of messages) is rerouted to an-
other server in the load-balanced pool.
This can go awry in two ways:

» The messaging protocol is de-
signed to keep the state in the target
server and responds to the initiator
with a more detailed address of the
server within the pool for subsequent
messages.

» The session state is kept separate
from the load-balanced server, and
subsequent messages in the protocol
include session-identity information
that allows the stateless load balancer
to fetch the session state and keep go-
ing where the protocol left off.

These two approaches are equally
challenged by a retry. The first attempt
will not be correlated with the second
attempt that happened as aresult of the
retry. This means the initiation messag-
es in a dialog protocol must be idempo-
tent (see Figure 9).

When an initiating service sends a
sequence of messages to a load-bal-
anced service, the first message must
be idempotent. Consider the following
events:

tion-stage has completed when it hears from

Messages
are sent
but none
received

Initiation

________

| the initiation stage...

Figure 11. The last messages sent in the same direction cannot be guaranteed.
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1. Asequence of messages (1,2, and
3) is sent to service Foo, and the load-
balancer selects Foo A.

2. The work for the messages is per-
formed at Foo A.

3. The answer is sent back indicating
future messages should target Foo A as
a resolved name. Unfortunately, the
reply is lost by the flaky network trans-
port.

4. Aretryto service Foo happens, and
the messages are sent to server Foo N.

5. The work for messages 1, 2, and 3
is performed at server Foo N.

6. The response is sent back to the
initiator who now knows to keep chat-
ting with Foo N.

Somehow, we must ensure the re-
dundantwork performed at Foo A is not
a problem.

Accurately Ending the

Initiation Stage

An application knows it has reached a
specific partner when a message is re-
turned from its local plumbing. If the
other service has responded on the
dialog, then there is a specific server
or a bound session state for the dialog.
While the application may not directly
see the binding to the specific resourc-
es in the partner, they must have been
connected by the time an application
response is seen.

Prior to the application’s receipt of
a partner application’s message from
its local plumbing, any message that is
sent will possibly be rerouted to a new
(and forgetful) implementation of the
partner.

Only after you have heard from the
application on the other side may you
exit the initiation stage of the dialog
(see Figure 10). An application can see
only what its plumbing shows it. When
an app starts sending messages to its
partner, it has the initiation-stage am-
biguity and must ensure that all mes-
sages have a semantic for idempotent
processing. When the local plumbing
returns a message from the partner, the
local application can be assured that
the plumbing has resolved the initia-
tion-stage ambiguity and now messag-
es can be sent without having to ensure
that they are idempotent.

Guaranteeing ldempotence
of the First Messages
Everything you say as an application in



a dialog before the first answer may be
retried. That can cause a world of trou-
ble if the early messages cause some
serious (and non-idempotent) work to
happen. What’s an application devel-
oper to do?

There are three broad ways to make
sure you do not have bugs with the ini-
tialization stage:

» Trivial work. You can simply send
a message back and forth, which does
nothing but establish the dialog to the
specific partner in the scalable server.
This is what TCP does with its SYN mes-
sages.

» Read-only work. The initiating ap-
plication can read some stuff from the
scalable server. This won’t leave a mess
if there are retries.

» Pending work. The initiating appli-
cation can send a bunch of stuff, which
the partner will accumulate. Only when
subsequent round-trips have occurred
(and you know which specific partner
and the actual state for the dialog has
been connected) will the accumulated
state be permanently applied. If the
server accumulates state and times out,
then the accumulated state can be dis-
carded without introducing bugs.

Using one of these three approach-
es, the application developer (and not
the plumbing) will ensure that no bugs
are lying in wait for a retry to a differ-
ent back-end partner. To eliminate this
risk completely, the plumbing can use
TCP’s trick and send a trivial round-trip
set of messages (the SYN messages in
TCP), which hooks up the partner with-
out bothering the application layered
on top. On the other hand, allowing
the application to do useful work with
the round-trip (for example, read some
data) is cool.

The Closing-Stage Ambiguity

In any interaction, the last message from
one application service to another cannot
be guaranteed. The only way to know it
was received is to send a message say-
ing it was. That means it is no longer
the last message.

Somehow, some way, the applica-
tion must deal with the fact that the last
message or messages sent in the same
direction may simply go poofin the net-
work. This may be in a simple request-
response, or it may be in a complex full-
duplex chatter. When the last messages
are sent, it is just a matter of luck if they

actually get delivered (see Figure 11). In
each interaction between two partners,
the last messages sent in the same di-
rection cannot be guaranteed. They
may simply disappear.

The penultimate message can be
guaranteed (by receiving the notifica-
tion in the ultimate message). The ulti-
mate message must be best effort. This
complexity is typically part of design-
ing an application protocol. The appli-
cation must not really care if that last
message is received because you can-
not really tell if it is.

As we have seen, most loosely cou-
pled systems depend on the applica-
tion designer to consider repeated pro-
cessing of a request. The complications
are made even worse in a scalable im-
plementation of a service. Application
designers must learn to live with the re-
ality of idempotence in their daily life.

Conclusion

Distributed systems can pose challeng-
es to applications sending messages.
The messaging transport can be down-
right mischievous. The target for the
message may be an illusion of a partner
implemented by a set of worker bees.
These, in turn, may have challenges in
their coordination of the state of your
work. Also, the system you think you are
talking to may be, in fact, subcontract-
ing the work to other systems. This, too,
can add to the confusion.

Sometimes an application has
plumbing that captures its model of
communicating partners, lifetime of
the partners, scalability, failure man-
agement, and all the issues needed to
have a great two-party dialog between
communicating application compo-
nents. Even in the presence of great
supporting plumbing, there are still
semantic challenges intrinsic to mes-
saging.

This article has sketched a few prin-
ciples used by grizzled old-timers to
provide resilience even when “stuff
happens.” In most cases, these pro-
gramming techniques are used as
patches to applications when the rare
anomalies occur in production. As a
whole, they are not spoken about too
often and rarely crop up during test-
ing. They typically happen when the
application is under its greatest stress
(which may be the most costly time to
realize you have a problem).
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Some basic principles are:

» Every message may be retried and,
hence, must be idempotent.

» Messages may be reordered.

» Your partner may experience am-
nesia as aresult of failures, poorly man-
aged durable state, or load-balancing
switchover to its evil twin.

» Guaranteed delivery of the last
message is impossible.

Keeping these principles in mind
can lead to a more robust application.

While it is possible for plumbing
or platforms to remove some of these
concerns from the application, this can
occur only when the communicating
apps share common plumbing. The
emergence of such common environ-
ments is not imminent (and may never
happen). In the meantime, developers
need to be thoughtful of these potential
dysfunctions in erecting applications.
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Web and mobile applications are increasingly
composed of asynchronous and real-time
streaming services and push notifications.

| BY ERIK MEIJER

Your Mouse
Is a Database

AMONG THE HOTTEST buzzwords in the IT industry
these days is “big data,” but the “big” is something of a
misnomer: big data is not just about volume, but also
about velocity and variety:*

» The volume of data ranges from a small number
of items stored in the closed world of a conventional
RDBMS (relational database management system) to
a large number of items spread out over a large cluster
of machines or across the entire World Wide Web.

» The velocity of data ranges from the consumer
synchronously pulling data from the source to the
source asynchronously pushing data to its clients, at
different speeds, ranging from millisecond-latency
push-based streams of stock quotes to reference data
pulled by an application from a central repository
once a month.

» The variety of data ranges from SQL-style
relational tuples with foreign-/primary-key
relationships to coSQLS-style objects or graphs with
key-value pointers, or even binary data such as videos
and music.
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If we draw a picture of the design
space for big data along these three
dimensions of volume, velocity, and
variety, then we get the big-data cube
shown in Figure 1. Each of the eight
corners of the cube corresponds to a
(well-known) database technology.
For example, the traditional RDBMS
is at the top-back corner with coor-
dinates (small, pull, fk/pk), mean-
ing that the data sets are small; it
assumes a closed world that is un-
der full control by the database, cli-
ents synchronously pull rows out of
the database after they have issued
a query, and the data model is based
on Codd’s relational model. Hadoop-
based systems such as HBase are on
the front-left corner with coordinates
(big, pull, fk/pk). The data model is
still fundamentally rectangular with
rows, columns, and primary keys, and
results are pulled by the client out of
the store, but the data is stored on a
cluster of machines using some parti-
tioning scheme.

When moving from the top plane
to the bottom plane, the data model
changes from rows with primary and
foreign keys to objects and pointers.
On the bottom-left corner at coordi-
nates (small, pull, k/v) are traditional
O/R (object/relational) mapping so-
lutions such as LINQ to SQL, Entity
Framework, and Hibernate, which put
an OO (object-oriented) veneer on top
of relational databases. In the front
of the cube is LINQ to Objects with
coordinates (big, pull, k/v). It virtual-
izes the actual data source using the
IEnumerable<Ts> interface, which al-
lows for an infinite collection of items
to be generated on the fly. To the right,
the cube changes from batch pro-
cessing to streaming data where the
data source asynchronously pushes a
stream of items to its clients. Stream-
ing database systems with a rows-and-
columns data model such as Percola-
tor, StreamBase, and StreamInsight
occupy the top-right axis.

Finally, on the bottom right at co-
ordinates (big, push, k/v), is Rx (Reac-
tive Extensions), or as it is sometimes


http://queue.acm.org

ILLUSTRATION BY ANDY GILMORE

A

AT

called, LINQ to Events, which is the
topic of this article.

The goal of Rx is to coordinate and
orchestrate event-based and asynchro-
nous computations such as low-latency
sensor streams, Twitter and social me-
dia status updates, SMS messages, GPS

coordinates, mouse moves and other
Ul events, Web sockets, and high-laten-
cy calls to Web services using standard
object-oriented programming languag-
es such as Java, C#, or Visual Basic.
There are many ways to derive Rx,
some involving category theory and

dual-

appealing to mathematical
ity, but this article shows how every
developer could have invented Rx
by crossing the standard JDK (Java
Development Kit) Future<T> in-
terface with the GWT (Google Web

Toolkit) AsyncCallBack<Ts> inter-
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face to create the pair of interfaces
IObservable<T> and IObserver<T>
that model asynchronous data
streams with values of type T. This
corresponds to the well-known Sub-
ject/Observer design pattern. The ar-
ticle then shows how to write a simple
Ajax-style application by exposing UI
events and Web services as asynchro-
nous data streams and composing
them using a fluent API.

Crossing Futures And Callbacks
The GWT developer documentation
contains a slightly apologetic section
called “Getting Used to Asynchronous
Calls,”® which explains that while asyn-
chronous calls at first sight look cruel
and unnatural to the developer, they
are a necessary evil to prevent the Ul
from locking up and allow a client to
have multiple concurrent outstanding
server requests.

In GWT the asynchronous counter-
part of a synchronous method, say Per-
son[] getPeople(..), that makes a syn-
chronous cross-network call and blocks
until it returns an array of Person, would
return void and take an additional call-
back argument void getPeoplef(..,
AsyncCallback<Person[]> call-
back). The callback interface has two
methods: void onFailure(Throwable
error), which is called when the asyn-
chronous call throws an exception; and
void onSuccess(T result), which is
called when the asynchronous call suc-

Figure 1. 1 Big-data cube.

velocity push
small

volume fl/pk
big variety
k/v

cessfully returns a result value. Given
an asynchronous function such as get-
People, an invocation typically passes
an anonymous interface implementa-
tion that handles the success and fail-
ure callbacks, respectively, as illustrat-
ed in Figure 2.

While the commitment to asyn-
chrony in GWT is laudable, it misses
a huge opportunity by not further re-
fining and unifying the asynchronous
programming model across the en-
tire framework. For example, the Re-
questBuilder class for making direct
HTTP calls uses the RequestCallback
interface that has two methods onEr-
ror and onResponseReceived that
are virtually isomorphic to the meth-
ods of the AsyncCallback interface
previously discussed.

Both the AsyncCallback and Re-
questCallback interfaces assume

Figure 2. Asynchronous fetching data from a service.

service.getPeople (startRow, maxRows, new AsyncCallback<Person[]>() {

void onFailure (Throwable error)
void onSuccess (Person[] result)

i) 5

{ ..code to handle failure.. }
{ ..code to handle success.. }

Figure 3. Possible sequences of interaction when using Observer<T>.

successful completion after n steps.

- — — ———— o

unsuccessful completion after i steps.

—_— — —9

infinite stream of values

———0—0——0)>
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that asynchronous calls deliver their
results in one shot. In the example,
however, returning the elements of the
Person arrayincrementallyin a stream-
ing fashion makes perfect sense, es-
pecially when the result set is large or
even infinite. You can asynchronously
stream back results by allowing the
onSuccess method to be called mul-
tiple times, once for each additional
chunk of the result array, and by add-
ing a method void onCompleted(),
which is called when all chunks have
been delivered successfully. Let’s call
this derived interface Observer<T> to
indicate that it can observe multiple
T values before completing and to re-
flect the standard Java nongeneric ob-
server interface.

With Observer<Ts> instead of
AsyncCallback<Ts, the possible se-
quences of interaction between an
asynchronous computation and its cli-
ent are: successful termination after ¢
> 0 values; unsuccessful termination
after j values; or an infinite stream of
values that never completes, as shown
in Figure 3.

Another downside of passing call-
backs directly as parameters to asyn-
chronous methods is that revoking a
callback from being invoked is tricky
once the call has been made, leaving
you with just a void in your hands.
Suppose, for example, that the func-
tion getPeople streams back the
names of the people who have signed
up for a marketing promotion every
minute, but that you are not inter-
ested in receiving more than the first
thousand names. How do you achieve
this later if you did not anticipate this
pattern when you made the call and
received back void. Even if the asyn-
chronous call delivers at most one
value, you may choose later to ignore
or cancel the call by timing out after
not receiving a result within a certain
time interval. Again, this is possible if
you anticipated this when passing the
callback into getPeople, but you can-
not change your mind later.

These hitches are symptoms of the
fact that asynchronous computations
and streams are not treated as first-
classvalues that can be returned from
methods, stored in variables, and
so on. The next section shows how
to make asynchronous data streams
into proper values by introducing an



additional container interface that
represents the asynchronous compu-
tation itself and on which you register
the callbacks to be notified about the
results of the computation. Now asyn-
chronous methods can return a value
that represents the pending asynchro-
nous computation or stream instead
of just void. In particular, this allows
you to change your mind after mak-
ing the call and filter, manipulate, or
transform the computation at will.

The Java SDK already provides (sin-
gle-shot) asynchronous computations
as first-class values in the form of the
Future<T> interface, whose principal
method T get() retrieves the result of
the computation and blocks when the
underlying computation has not yet
terminated:

interface Future<T>

{
boolean cancel(boolean mayInterrup-
tIfRunning);
T get();
Tget(longtimeout, TimeUnit unit);
boolean isCancelled();

boolean isDone();

Note that in principle, Future<T>
could be used to produce multiple
values. In this case each call to get()
would block and return the next val-
ue once it is available, as long as is-
Done() is not true. This is similar to
the iterable interface. In the rest of
this article, asynchronous computa-
tions are assumed to return streams of
multiple results.

While futures do provide a
first-class representation of asyn-
chronous computations, the get
method is blocking. Fortunately,
you can make the JDK interface
Future<T> nonblocking by sup-
plying the T get() method with a
callback of type Observer<Ts> (the
interface introduced to extend the
AsyncCallback<T> interface of
GWT). Note that the blocking isCan-
celled and isDone methods are no
longer needed because that informa-
tion is transmitted via the callback
as well. For simplicity ignore the sec-
ond overload of get since you can easily
reconstruct that later. Applying these
changes, the nonblocking version of
the Future<T> interface looks like this:

interface Future<T>
boolean cancel(boolean mayInterrup-
tIfRunning);

void get(Observer<T> callback);

You are not yet done refactoring. In-
stead of canceling the future as a whole
via the cancel method, it makes more
sense to cancel just the particular out-
standing call to get per observer. This
can be achieved by letting get return
an interface that represents a cancel-
able resource. Moreover, since you have
already called get, there is no need to
specify the mayInterruptIfRunning
parameter, because the computation
is already running at that point and
you can encode the Boolean by decid-
ing whether or not to call cancel. Last-
ly, you can make the cancel method
nonblocking by returning void instead
of boolean. You could try to make
cancel return a Future<boolean>
instead, but then you would fall into
an endless recursive rabbit hole of
asynchrony. As it turns out the java.
io.Closable interface precisely fits
the bill, resulting in the following mu-
tation of Future<T>:

interface Future<T> { Closable

get (Observer<T> callback); }

Note that calling the close () meth-
od of the Closable interface returned
by a subscription may or may not ac-
tually cancel the underlying compu-
tation because a single observable
may have multiple observers (dispos-
ing, say, of the subscription to mouse
moves, which should not stop your
mouse from working). Since that par-
ticular observer is not notified of any
further values, however, from its per-
spective the computation has termi-
nated. If needed, the class that imple-
ments I0bservable<T> could cancel
the computation in some other way.

Instead of  Future<T>  and
Observer<Ts, .NET has the standard
IObservable<T> and IObserver<Ts
interfaces; and instead of Closable,
it has IDisposable. Values of type
IObservable<Ts (or Observer<Ts> de-
pending on your preferred programming
language) represent asynchronous data
streams, or event streams, with values of

type T.
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interface IObservable<Ts>
IDisposable Subscribe(IObserver<T>
observer);

}

interface IObserver<T>
void OnNext (T value);
void OnError(Exception error);
void OnCompleted();

}

interface IDisposable

{

void Dispose();

A closer inspection of the resulting
interface trinity reveals a generic varia-
tion of the classic Subject/Observer
interface* for the publish/subscribe
pattern, a staple in the tool chest of
object-oriented programmers for de-
cades for dealing with event-based
systems. JDK 1.0 already supports this
pattern via the (nongeneric) Observ-
able class and the Observer inter-
face. In .NET, the Rx library supports
the pattern.

The Rxlibrary makes some addition-
al behavioral assumptions about the
IObserver<T> and IObservable<Ts>
interfaces that are not expressed by
their (syntactic) type signatures:

» The sequence of calls to an in-
stance of the IObserver<Ts inter-
face should follow the regular expres-
sion OnNext(t)* (OnCompleted() |
OnError(e))?. In other words, after
zero or more OnNext calls, either one
of OnCompleted or OnError will op-
tionally be called.

» Implementations of I0bserver<T>
can assume to be synchronized; con-
ceptually they run under a lock, similar
to regular .NET event handlers, or the
reactor pattern.'

» All resources associated with an
observer should be cleaned up at the
moment OnError oOr OnCompleted
is called. In particular, the subscrip-
tion returned by the Subscribe call
of the observer will be disposed of by
the observable as soon as the stream
completes. In practice this is imple-
mented by closing over the IDispos-
able returned by Subscribe in the
implementation of the OnError and
OnCompleted methods.

» When a subscription is disposed
externally, the TObservable<T> stream
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should make a best-effort attempt to
stop all outstanding work for that sub-
scription. Any work already in prog-
ress might still complete as it is not al-
ways safe to abort work in progress but
should not be signaled to unsubscribed
observers. This contract ensures it is
easy to reason about and prove the cor-
rectness of operators and user code.

Asynchronous Data Streams

To create an instance of an
Observable<T> in Java, you would
use anonymous inner classes
and define an abstract base class
ObservableBase<T> that takes care
of enforcing the Rx contract. It is spe-
cialized by providing an implementa-
tion of the subscribe method:

Observable<T> observable = new
ObservableBase<T>()
{

Closable subscribe(Observer<T>

observer) { ..}

Y

Since .NET lacks anonymous in-
terfaces, it instead uses a factory
method Observable.Create that
creates a new observable instance
from an anonymous delegate of type
Func<IObservable<Ts>, IDispos-
able> that implements the Sub-
scribe function:

IObservable<T> observable =
Observable.Create<T>(
IObserver<T> observer =>
)i

Just as in the Java solution, the
concrete type returned by the Cre-
ate method enforces the required Rx
behavior.

Once you have a single interface to
represent asynchronous data streams,
you can expose existing event- and call-
back-based abstractions such as GUI
controls as sources of asynchronous
data streams. For example, you can
wrap the text-changed event of a Text-
Field control in Java as an asynchro-
nous data stream using the delicious
token salad illustrated in Figure 4.

You can think of a UI control, the
mouse, a text field, or a button as a
streaming database that generates an
infinite collection of values for each

time the underlying control fires an
event. Conversely, objects with settable
properties such as lists and labels can
be used as observers for such asynchro-
nous data streams.

Asynchronous data streams rep-
resented by the IObservable<Ts in-
terface (or Observable<T> in Java)
behave as regular collections of val-
ues of type T, except that they are
push-based or streaming instead of
the usual pull-based collections such

as arrays and lists that implement
the IEnumerable<T> interface (or in
Java iterable<Ts>). This means you
can wire asynchronous data streams
together using a fluent API of standard
query operators to create complex
event-processing systems in a highly
composable and declarative way.

For example, the Where op-
erator takes a predicate of type
Func<S,bools and filters out all values
for which the predicate does not hold

Figure 4. Exposing GUI elements as sources and sinks for asynchronous data streams.

Observable<string> TextChanges (JTextField tf){
return new ObservableBase<strings () {

Closable subscribe (Observer<string> o){
DocumentListener 1 = new DocumentListener () {
void changedUpdate (DocumentEvent e {

o.OnNext (tf.getText ());};

tf.addDocumentListener
return new Closable ()

(1);

{

void close () {tf.removeDocumentListener (1) ;}}}}}

Every time the changedUpdate event fires, the corresponding asynchronous data stream of type
Observable<strings> pushes anew string to its subscribers, representing the current content of

the text field.

Likewise, you can expose objects with setters as sinks of asynchronous data streams by wrapping
them as observers. For example, expose a javax.swing.JList<T> listintoan Observer<TI[]>
by setting the listData property to the given array whenever onNext is called:

Observer<T[] > ObserveChanges (javax.swing.JList<T> list){
return new ObserverBase<TI[]>() {
void onNext (T[] values){ list.setListData(values); }}}

Figure 5. The Where operator.
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Figure 6. The Select operator.
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an input-observable collection of type
IObservable<S>, precisely the same
as its cousin that works on pull-based
IEnumerable<T> collections. Figure 5
illustrates this.

Using this operator, you can
cleanse a text field input exposed
as IObservable<strings> stream
and remove all empty and null strings
using the query expression input.
Where (s=>!string.IsNullOrEmpty(s)).

In Java 8 with lambda expressions
and defender methods, the code
would look very similar to the C# code
shown here, just using -> instead of
=> for lambdas and different casing
of variable names. Even without those
upcoming Java language features,
however, you can approximate a flu-
ent interface in Java—as in Flume-
Java' or Reactive4Java’—for manipu-
lating event streams using standard
query operators. For example, by
having the operators as methods on
ObservableBase<T>, you can write
the filter example as:

input.Where<T>(new Func<string,T>{
Invoke (string s){

return !(s == null || s.length() == 0); }}

To save us all from too much typing,
however, the next couple of examples
are provided only in C#, even though
nothing is C# or .NET specific.

The Select operator takes a trans-
formation function Func<S,T> to
transform each value in the input data
stream of type IObservable<Ss>. This
produces a new asynchronous result
stream of type IObservable<T>, again
exactly like the IEnumerable<T>-based
version, as seen in Figure 6.

The SelectMany operator is of-
ten used to wire together two data
streams, pull-based or push-based.
SelectMany takes a source stream
of type IObservable<S> and an
inflator function of type Func<S,
IObservable<T>>, and from each el-
ement in the original source stream
generates a new nested stream of zero,
one, or more elements. It then merges
all intermediate asynchronous data
streams into a single output stream
of type I0bservable<Ts, as shown in
Figure 7.

The SelectMany operator clearly
shows the difference between the asyn-
chronous nature of IObservable<T>

and the synchronous nature of
IEnumerable<T>. As Figure 7 shows,
values on the source stream appear
asynchronously, even as you are still
producing values from a previous infla-
tor function. In the IEnumerable<T>
case, the next value is pulled from
the source stream only after all values
from the inflator function have been
produced (that is, the output stream
is the concatenation of all subsequent
inflator-produced streams, not the
nondeterministic interleaving), shown
in Figure 8.

Sometimes it is convenient to
generate the output stream of an
asynchronous stream using a more
sequential pattern. As shown in Fig-
ure 9, the Switch operator takes a
nested asynchronous data stream
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IObservable<IObservable<T>>
and produces the elements of the
most recent inner asynchronous data
stream that has been received up to
that point. This produces a new non-
nested asynchronous data stream of
type IObservable<Ts. It allows later
streams to override earlier streams,
always yielding the “latest possible re-
sults,” rather like a scrolling news feed.
At this point, the determined reader
may attempt to create his or her own
implementation of Switch, which, as
it turns out, is surprisingly tricky, espe-
cially dealing with all edge conditions
while also satisfying the Rx contract.
Using the fluent API previously in-
troduced, you can program the proto-
typical Ajax “dictionary suggest” pro-
gram in a few lines. Assume you have

Figure 7. The SelectMany operator.
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a dictionary-lookup Web service that,
given a word, asynchronously returns
an array of completions for that word
via the following method:

IObservable<string[]> Completions(string
word){ .. }

Assume also that using these help-
ers, you have exposed a GUI text field
input as an IObservable<strings
to produce the value of the text field
every time the input changes, and
you have wrapped a label output as an
IObserver<string[]> to display an

Figure 9. The Switch operator.
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Figure 10. Asynchronous call made to Completions in response to a change in the input.
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asynchronous data stream of string
arrays. Then you can wire up a pipe-
line that asynchronously calls the
Completions service for every partial
word typed into the text field but dis-
plays only the most recent result on
the label:

TextChanges (input)
.Select (word=>Completions(word))
.Switch()

.Subscribe (ObserveChanges(output));

The effect of the Switch operator is
that every time another asynchronous
call is made to Completions in re-
sponse to a change in the input, the re-
sult is switched to receive the output of
this latest call, as shown in Figure 10,
and the results from all previous calls
that are still outstanding are ignored.

This is not just a performance op-
timization. Without using Switch,
there would be multiple outstanding
requests to the Completion service,
and since the stream is asynchronous,
results could come back in arbitrary
order, possibly updating the UI with re-
sults of older requests.

This basic dictionary example can
be improved by inserting a few more
operators into the query. The first op-
erator is IObservable<T> DistinctUn
tilChanged(IObservable<T> source),
which ensures that an asynchronous
data stream contains only distinct
contiguous elements—in other words,
it removes adjunct elements that are
equivalent. For the example, this en-
sures that Completions is called only
when the input has actually changed.

Second, if the user types faster
than you can make calls to the Web
service, a lot of work will go to waste
since you are firing off many requests,
only to cancel them immediately
when the input changes again before
the previous result has come back.
Instead, you want to wait at least N
milliseconds since the last change
using the operator IObservable<T>
Throttle(IObservable<T> source,
TimeSpan delay). The throttle op-
erator samples an asynchronous data
stream by ignoring values that are
followed by another value before the
specified delay, as shown in Figure 11.

The throttle operator drops events
that come in at too high a rate; how-
ever, one can easily define other opera-



tors that aggregate events in (tumbling)
windows or sample the input stream at
certain intervals.

The final Ajax program presented
here is a dataflow pipeline that in-
vokes the dictionary service only if
there has not been a new distinct
value fired by input in the last 10 mil-
liseconds; and it ignores the result
of the service if a new input value ap-
pears before the completion of the
previous value has returned:

TextChanges (input)
.DistinctUntilChanged()
.Throttle(TimeSpan.FromMilliSeconds(10))
.Select (word=>Completions(word))
.Switch()

.Subscribe (ObserveChanges (output));

Of course, the IObservable<Ts
interface is not restricted to UI events
and asynchronous computations but
applies equally well to any push-based
data stream such as tweets, stock stick-
ers, and GPS position, and of course
the kinds of asynchronous service in-
vocations for GWT we started off with.
For example, you can model a Twitter
stream that filters on a given hashtag
as a method:

IObservable<Tweet>
TweetsByHashTag(string hashtag, ..)

This will push an (infinite) stream
of tweets to the client that called the
function. Further, looking inward
(rather than outward), observers are
natural expressions of “completion
ports” for asynchronous I/O and co-
processor operations such as those
from DSPs (digital signal processors)
and GPUs (graphics processing units).

Show Me The (Co)Monads!
So far we have been able to avoid
the “M” word (and the “L” word as
well), but there’s no more hiding it.
If we ignore operational concerns
such as exceptions, termination, and
canceling subscriptions and boil
things down to their essence, the
IObservable<Tsand IObserver<Ts>
interfaces represent functions of
type (T->())->(), which is the con-
tinuation monad, the mother of all
monads, and a co-monad.
Historically, we did not discover
the Rx interfaces by the refactor-

ings performed in this article. In-
stead we applied the definition of
categorical duality from Wikipedia
literally to the IEnumerable<Ts>
and IEnumerator<Ts> interfaces
for pull-based collections, and thus
derived the IObservable<T> and
IObserver<Ts> interfaces complete-
ly mechanically by swapping the ar-
guments and results of all method
signatures, not guided by any opera-
tional intuition in the process.

Note that our model of asynchro-
nous data streams makes no spe-
cial assumptions about time. This
makes the approach different from
the typical reactive programming ap-
proaches in functional programming
such as Fran or FlapJax that empha-
size (continuous) time-varying val-
ues, called behaviors, and SQL-based
complex event-processing systems
such as StreamBase and StreamIn-
sight that also emphasize time in
their semantic model. Instead clocks
and timers are treated just as regular
asynchronous data streams of type
IObservable<DateTimeOffsets.
We parameterize over concurrency
and logical clocks by another inter-
face IScheduler (slightly simplified
here), which represents an execution
context that has a local notion of time
on which work can be scheduled in
the future:

interface IScheduler
DateTimeOffset Now { get; }
IDisposable Schedule(Action work,
TimeSpan dueTime)

}

Java programmers will immediately
see the correspondence with the execu-
tor interface that in the Java SDK plays
the same role of abstracting over the
precise introduction of concurrency.

Conclusion

Web and mobile applications are
increasingly composed of asynchro-
nous and streaming services, empha-
sizing the velocity aspect of the three
V’s of big data. This article has shown
how to expose asynchronous data
streams as push-based collections
of type IObservable<T> (in con-
trast to pull-based collections of type
IEnumerable<Ts>) and how to query
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practice

these asynchronous data streams
using the fluent API operators pro-
vided by the Rx library. This popu-
lar library is available for .NET and
JavaScript (including bindings for
prevalent frameworks such as JQuery
and Node) and also ships in the ROM
of Windows Phone. F#’s first-class
events are based on Rx, and alterna-
tive implementations for other lan-
guages, such as Dart® or Haskell,” are
created by the community.

To learn more about LINQ in gen-
eral and Rx in particular, read the short
textbook Programming Reactive Exten-
sions and LINQ.?
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Twitter sentiment was revealed, along with
popularity of Egypt-related subjects and
tweeter influence on the 2011 revolution.

BY ALOK CHOUDHARY, WILLIAM HENDRIX,
KATHY LEE, DIANA PALSETIA, AND WEI-KENG LIAO

Social Media
Evolution of
the Egyptian
Revolution

THE 2011 EGYPTIAN revolution, which drew inspiration
from protests in Tunisia and led to widespread anti-
government uprisings throughout North Africa and
the Middle East, began with protests on January
25,2011, culminating February 11, 2011 with the
resignation of President Hosni Mubarak.' The protests
and the revolution and their reflection in social media
garnered enormous worldwide media attention.
While some analysts said social media like Twitter
and Facebook were not critical to the revolution,*
others, including a number of activists on the scene,
credit social media with helping the movement
achieve critical mass.>* Whatever role Twitter and
other social media played, there is no question that
the protesters, as well as media and journalists, made
extensive use of social networking sites, tweeting and
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texting on the protests, with the
messages read and commented on
by people around the world. In this
sense, the stream of tweets repre-
sents an enormous, unfiltered histo-
ry of events from a multitude of per-
spectives, as well as an opportunity to
characterize the revolution’s events
and emotions.

key insights

B Scalable analytics helps make sense of
the influence on and outcome of large-
scale social and political events, as they
unfold.

B Advanced algorithms for sentiment and
response analysis helps differentiate
behavior patterns of groups within
different communities.

B Twitter discussion on the Egyptian
revolution was much different from
other Twitter discussions in terms of
who was tweeting and what was said.



We set out to weigh more than
800,000 tweets on topics related to
the revolution so we could present
our analysis here from three differ-
ent perspectives:* First, how senti-
ment evolved in response to unfold-
ing events; how the most influential
tweeters and popular tweets shed
light on the most influential Twitter
users and what types of tweets rever-
berated most strongly; and how user
sentiment and follower relationships
relate in terms of dynamic social net-
work characteristics and sentiment.
Using these metrics, we compared
Egypt-related topics during the revo-
lution to other popular early-2011
trending topics (such as politics,
sports, and entertainment) (see the
sidebar “Pulse of a Revolution”).

a _http://www.pulseofthetweeters.com

Evolving Emotion

To get a sense of how Twitter activity re-
flected the events of the revolution, we
selected six Egypt-related topics that
trended at least three days during the
period January 25-February 11, 2011,
where a trending topic was a subject
identified by Twitter that notably in-
creased how much it was discussed.’
We also selected topics that trended
several times to see how conversations
developed in response to the events of
the revolution.

We collected thousands to hun-
dreds of thousands of tweets for each
day Egypt-related topics were trending
and assessed the sentiment of daily
tweets. We classified the sentiment
for each tweet as positive, negative, or
neutral based on a sentiment-analysis
technique described by Zhang et al.® As
Twitter does not require users provide
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their geographical location, we were
unable to isolate the tweets coming
from within Egypt itself.

Figure 1a lists the volume of tweets
per day, Figure 1b lists cumulative
tweets, and Table 1 outlines some of
the revolution’s major events, along
with the number of tweets and the av-
erage sentiment for four Egypt-related
Twitter topics. Note that we collected
this data in real time in our lab for all
trending topics available from Twitter.

The first day the topics trended co-
incided with the January 25 “Day of
Rage” protest in Cairo’s Tahrir Square,
with the Cairo topic showing mostly
negative sentiment at the time. On
January 27, the Egyptian government
began limiting access to social media
and the Internet within the country’s
national network. Later, many of the
tweets were likely tweeted from out-
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side Egypt. Correspondingly, “egypt”
alone trends on January 27, while
“egypt,” “egyptians,” and “cairo” ac-
counted for most of the traffic during
the government-imposed Internet
blackout. On January 29, Mubarak
fired his cabinet and installed Omar
Suleiman as vice president, coincid-
ing with a peak in the number of

76 COMMUNICATIONS OF THE ACM

tweets on the topics of “egypt” and
“cairo” and a peak in sentiment on
“egyptians.” Immediately afterward,
the sentiment value for most topics
decreased, possibly due to decreased
interest outside Egypt or the realiza-
tion that Mubarak would not willingly
step aside as president. The Egyptian
government ended its blockade of
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Internet traffic February 2, coincid-
ing with a significant spike in num-
ber of tweets and negative sentiment
on the topic of Tahrir. While most
Egypt-related topics stopped trending
February 4, termed by the protesters
the “Day of Departure,” the protests
continued until Mubarak’s eventual
resignation February 11.* Meanwhile,




tweets on “hosni_mubarak” became
progressively more negative, so even-
tually, by February 6, 85% of the tweets
on the topic were negative.

Influencers and Tweets

For a clearer view of Twitter users and
tweets on Egypt, we looked at influen-
tial users and tweets on several Egypt-

related topics, ranking their influence
based on their follower relationships
and on how tweets propagated through
the follower network.

For each day the topics in Figure 1
were trending, we identified the top
10 most influential users worldwide.
Table 2 lists the people and organi-
zations that influenced these topics

contributed articles

most, along with a breakdown of in-
fluential users in Figure 2a. Many us-
ers at the top of these lists belonged to
major news organizations, including
Al Jazeera and CNN, though New York-
based Egyptian journalist Mona Elt-
ahawy® established herself as a trusted

b http://www.monaeltahawy.com

Table 1. Events during the revolution reflecting tweet volume compared with sentiment
(per day and cumulatively); positive tweet fraction is the daily or cumulative number of

tweets with positive sentiment divided by number of tweets with positive or negative senti-

ment. Only dates corresponding to major events are shown; for tweets and sentiment for
each day the topics were trending, see Figure 1; N/T indicates the topic did not trend that

PHOTOGRAPH BY JONATHAN RASHAD

day (daily) or did not yet trend (cumulative).

Positive tweet

Number of tweets fraction
Date Major Events Topic Daily Cum. Daily Cum.
Jan. 25 "Day of Rage" protests in Cairo  cairo 6,892 6,892 0.207 0.207
signal start of major changes egypt N/T N/T N/T N/T
in Egypt -
hosni_mubarak N/T N/T N/T N/T
tahrir N/T N/T N/T N/T
Jan. 27 Egyptian government begins cairo N/T 39,752 N/T 0.219
limiting Internet access in egypt 8,395 8,395 0.267 0.267
Egypt hosni_mubarak  N/T  NT  NT  NIT
tahrir N/T 3,053 N/T 0.413
Jan.29 Mubarak dismisses his cabinet  cairo 41,049 80,801 0.354 0.315
and appoints Omar Suleiman — gqy ot 237,099 334612 0448 0435
as Vice President of Egypt hosni_mubarak 4670 5759 0236 0251
tahrir 3,776 6,829 0.209 0.376
Feb.2  Egyptian government ends cairo 15,341 1225575 0406  0.338
blocking of Internet access egypt N/T 418,855 N/T 0.418
hosni_mubarak N/T 5758 N/T 0.251
tahrir 68,389 80,616 0.428  0.424
Feb.6  Egypt-related topics stop cairo N/T 152,463 N/T 0.355
trer}ding on Twitter; Mubarak egypt N/T 418855 N/T 0.418
resigns Feb. 11 hosni_mubarak 3656 12719 0145 0191
tahrir N/T 146,439 N/T 0.44

Table 2. Top five most influential individuals and organizations tweeting on the Egyptian

revolution, along with number of times each appeared in the daily list of top influencers.

Name Count Description User names (individual count)
Al Jazeera 32 Arabic news channel based  AJEnglish (11), Dima_AlJazeera (6),
in Doha, Qatar; name AJGaza (5), AlanFisher (3), FatimaNaib (3),
translates as “the island” mohamed (2), SherineT (2)
CNN 17 American news network bencnn (4), cnnbrk (4), CNNLive (3),
founded by Ted Turner natlsecuritycnn (3), vhernandezcnn (3)
Mona Eltahawy 14 Egyptian journalist and monaeltahawy (14)
public figure
Reuters 14 News agency with Reuters (10), JimPathokoukis (4)
headquarters in London
The Nation 10 Left-leaning weekly jeremyscabhill (6), thenation (4)

magazine with

headquarters in New York

MAY 2012 | VOL.55 | NO.5

COMMUNICATIONS OF THE ACM 77


http://www.monaeltahawy.com

contributed articles

Figure 1. Tweet volume (a) and sentiment (b) per day for six topics related to the Egyptian revolution; tweet sentiment was measured in

terms of “positive sentiment fraction,” or the fraction of tweets with positive sentiment.
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sourcef, with influence ac.ross a n}lmb_er Figure 2. Breakdown of the most influential users and most frequently retweeted tweets
of topics, and the most influential sin- late January to early February 2011 worldwide; influential users in (a) represent 43% of the

gle user worldwide on Egyptian topics top 10 influencers for the days the Egyptian topics were trending.
during the revolution.

We also analyzed the most influen-
tial tweets to characterize the simulta-
neous conversations that were taking
place. We define influential tweets as
those that were frequently “retweet-
ed” or repeated by users to spread a
tweet’s message.

We collected the most frequent
retweets for each day the topics in Fig-
ure 1 were trending. In order to develop
an understanding of what these influ-
ential tweets were saying, we sampled
the 10 most influential and categorized
them manually. We found most fit into
three main categories: news (updates
on major events), inspirational (human-
interest stories), and humor. Table 3
lists popular tweets from each category,

16% Mona Eltahawy
11% [l The Nation
20% [ o

16% - Reuters

37% - Al Jazeera

65% [ News
15% - Inspirational
17% - Humor
3% [ otner

(b)
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and Figure 2 outlines the distribution of
these “most popular” tweets.

Almost two-thirds of the most pop-
ular tweets on Egypt-related topics
were news, communicating important
updates on unfolding events, while
inspirational and humor tweets each
represented 15%-20% of the popular
tweets. The topic “egyptians” was the
source of more than half of the inspi-
rational tweets.

Not Another Super Bowl

To see how Egypt compared to other
trending Twitter topics, we chose sev-
eral related and unrelated topics that
trended at the same time across sev-
eral categories in Figure 3. We chose
them by scanning the topics that
trended during the same period and
selecting those covering four catego-
ries—politics, entertainment, sports,
and tech/business—to include other
popular topics during the same period.
For each one, we collected data on the
network of follower relationships be-
tween users tweeting on a particular
topic and the sentiment expressed in
the tweets on the topic. We analyzed
aspects of the data for both Egyptian
and non-Egyptian topics to determine
what characteristics of Twitter users
and their tweets separated the Egyp-
tian revolution from other Twitter top-
ics (see Figure 4).

We found that while users tweeting
on Egypt-related topics had more fol-
lowers tweeting on the same topic, the
clustering coefficient of the follower
networks was lower. The clustering co-
efficient, or “fraction of transitive tri-
ples,” is defined in graph theory as the
fraction of follower relationships with
users in common forming a triangle;
for example, if user A follows user B and
user B follows (or is followed by) user C,
how often does A follow C or vice versa?
Follower networks for the Egyptian top-
ics were essentially less “clique-ish,”
forming fewer tight groups despite hav-
ing a similar number of follower rela-
tionships. This fact suggests the users
tweeting on Egypt-related topics came
from several different social groups
both inside and outside Egypt.

We also found users tweeted more on
average on Egypt-related topics, though
their tweets were much more likely
to be retweets, or echoes of tweets by
other, presumably more authoritative,

contributed articles

Pulse of a Revolution

Our Web site (http://www.pulseofthetweeters.com) has been collecting information

on all trending topics on Twitter since Feb. 2010. Pulse of the Tweeters (see the figure
here) allows users to search trending topics or just scan for topics that are similar to
reveal how tweeters feel about particular topics and provide a breakdown of positive
vs. negative sentiment concerning them, along with total number of tweets. Users also
browse tweeters who have posted on a topic, sorting by influence, number of followers,
and number of tweets. They can also find tweeters’ home pages and most recent tweets

on the topic by clicking on user names.

We gleaned the information on the site through Twitter’s representational state
transfer API to collect daily trending topics, as well as information on all tweets related
to the topic. We continually analyze tweet and user data for sentiment and influence
using techniques we have developed at the Center for Ultra-scale Computing and
Information Science at Northwestern (Alok Choudhary, director).

Pulse of the Tweeters.
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users, and more likely to express nega-
tive sentiment. With so many tweets on
Egypt-related topics expressed in nega-
tive terms, the average user sentiment
for Egypt-related networks (number of
positive tweets minus negative tweets)

was negative, notably unlike the other
categories we considered.

Conclusion
We took an in-depth look at the ways
the Egyptian revolution, late Janu-

Table 3. Example popular tweets.

Category

Example tweets

News

RT @BreakingNews: 3 private jets leave Cairo airport under heavy security;
#Egypt parliament speaker to make major announcement - NBC #Jan25

RT @cnnbrk: Clarification: Key members resign posts in Egypt's ruling party.
Hosni Mubarak remains head of party & president.

Inspirational

RT @paulocoelho: To people in Tahrir Square: We are all Egyptians today/Hoje ns
somos todos egpcios

RT @NickKristof: Here's Nawal el-Saddawi, famed women's leader. She's 80-but
told me she will sleep in #Tahrir,_http://twitpic.com/3w5bsc

Humor

RT @TheOnion: Hosni Mubarak Reaches Out To Twitter Followers For Ideas
On How To Keep Regime Intact #Egypt #jan25

RT @pourmecoffee: Egyptians camped out in Cairo. For Americans, think of it
as like the release of new Apple product if Apple made freedom.
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ary to early February 2011, was dis-
cussed and debated as they unfolded
through Twitter. The discussion was
marked by strong negative sentiment
less cohesive than for other types of

Figure 3. Twitter topics by categ

Twitter topics. Moreover, a significant
portion of the discussion reflected
broadcast news of ongoing events,
with most influential users and tweets
delivering news and a large propor-

egypt

hosni_mubarak

tahrir

egyptians

Egypt

cairo

mubarak

omar_suleiman

phil_kessel vasco

Sports

clay_guida kim_clijsters

#superbowl

#nokmsft

#newtwitter ~ honeycomb

Tech/Business

wp7  google_translate

Figure 4. Twitter networks covering Egypt compared with other Twitter topics.

tion of messages as a way to repost
this news for others within, as well as
outside, Egypt.

For more on other popular Twitter
topics, including sentiment analysis
and influential users, see our Web site

http://www.pulseofthetweeters.com.
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Applied to almost 3,500 articles it reveals
computing’s (and Communications’) culture,

identity, and evolution.

‘ BY DANIEL S. SOPER AND OFIR TUREL

An n-Gram
Analysis of
Communications
2000-2010

GAINING A DEEP, tacit understanding of an institution’s
identity is a challenge, especially when the institution
has a long history, large geographic footprint, or
regular turnover among its employees or members.
Though the cultural themes and historical concepts
that have shaped an institution may be embedded in

its archived documents, the volume
of this material may be too much
for institutional decision makers to
grasp. But without a solid, detailed
understanding of the institution’s
identity, how can they expect to make
fully informed decisions on behalf of
the institution?

Many scientific disciplines suf-
fer from this phenomenon, with the

key insights

B N-gram analysis is a simple but
extremely useful method of extracting
knowledge about an institution’s culture
and identity from its archived historical
documents.

B N-gram analysis can reveal surprising
and long-hidden trends that show how
an institution has evolved.

B Knowledge gained from n-gram analyses
can substantially improve managerial
decision making.

problem especially pronounced in
computing.! A constant influx of new
technologies, buzzwords, and trends
produces an environment marked by
rapid change, with the resulting insta-
bility making it difficult to establish
a stable identity.>® As archived insti-
tutional artifacts, articles in journals
and other media reflect and chronicle
the field’s evolving identity. Unfortu-
nately, humans are simply unable to
digest it all. However, by leveraging
a computational method known as
n-gram analysis, it may be possible
for computer scientists and schol-
ars alike to unlock the secrets within
these vast collections and gain insight
that might otherwise be lost. If the
history and identity of computing are
encoded on the pages of journals, sys-
tematically analyzing them is likely to
yield a better understanding of where
the field has been and where it might
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be headed. After all, “We are what we
write, we are what we read, and we are
what we make of what we read.”
Here, we address the identity prob-
lem by prescribing the same medicine
for ourselves—technology and algo-
rithms—we often prescribe for others.
We present a culturomic analysis® of
Communications showing how natural
language processing can be used to
quantitatively explore the identity and
culture of an institution over time, in-
spired by the n-gram project released

in 2010 by Google labs (http://ngrams.
googlelabs.com). In natural language

processing, an n-gram can be viewed
as a sequence of words of length n
extracted from a larger sequence of
words.'? Google’s project allows for
quantitative study of cultural trends

based on combinations of words and
phrases (n-grams) appearing in a cor-
pus of more than five million books
published as early as the 15" century.
The central theory behind the project
is that when taken together, the words
appearing in a collection of books re-
veal something about human culture
at the time the books were written.
Analyzing these words computation-
ally makes it possible to study cultural
evolution over time.

Applying a similar analytical ap-
proach to the articles in Communi-
cations would allow us to better un-
derstand the culture, identity, and
evolution of computing. With a view
toward portraying its value for in-
stitutional-identity data mining, we
present several findings that emerged

Figure 1. Structural changes in Communications from 2000 to 2010.
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Table 1. Major trends (growth and decline) in terms published in Communications from

2000 to 2010.

Growing in Popularity

Declining in Popularity

Term % Change Term % Change
Google +18,151% perceptual -9,459%
queue +11,160% wrapper -9,459%
cloud +10,833% biometrics -9,295%
VM +6,439% CORBA -9,295%
IT professionals +5,703% telemedicine -8,969%
parity +5,151% disintermediation -7,991%
workload +5,151% multimedia -7,665%
venue +4,844% transcription -7,502%
polynomial time +4,599% personalization -6,425%
DRAM +4,292% user profile -6,197%
test cases +4,231% e-commerce -5,382%
theorem +4,016% e-business -4,281%
OoP +3,741% satellites -4,240%
science and engineering +3,557% AOL -4,158%
emulator +3,434% OCR -4,077%
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from our n-gram analysis of Commu-
nications. Though our effort here fo-
cuses on a single scientific journal, we
hope it engenders future studies that
evaluate and compare the cultures and
identities of a basket of institutions,
providing a deeper understanding of
their history and evolution over time.

Method

To appreciate how the identity of Com-
munications has evolved, we first con-
structed a corpus of the complete text
of every article it published from 2000
to 2010.? We also collected metadata
for all these articles, including title,
author(s), year published, volume, and
issue. In total, our corpus contained
3,367 articles comprising more than
8.1 million words. To put this in per-
spective, consider that if you were to
spend 40 hours per week reading Com-
munications, you would need more
than four months to read every article
published from 2000 to 2010.

With our corpus complete, we next
constructed a software system to to-
kenize, or split the text of each article
into a series of n-grams. For example,
René Descartes’ famous phrase “cogi-
to ergo sum”*® can be subdivided into
three 1-grams (cogito, ergo, and sum),
two 2-grams (cogito ergo, and ergo
sum), and one 3-gram (cogito ergo
sum). As this illustrates, the number
of n-grams that could potentially be
extracted from a large corpus of text
greatly exceeds the number of words
in the corpus itself. This situation has
serious scaling and performance im-
plications for a corpus with millions
of words, so to avoid them we limited
our analysis to include n-grams with a
maximum length of n = 4.

To address the challenges of punc-
tuation, we adopted the same method
used by the developers of Google’s
n-gram project for digitized books,*
treating most punctuation marks as
separate words during the n-gram
construction process. The phrase “El-
ementary, my dear Watson” would be
tokenized as, say, five words:

Elementary , my dear Watson

a Only the text of each article was included in
the database; excluded was trailing matter
(such as acknowledgements and references).


http://ngrams.googlelabs.com
http://ngrams.googlelabs.com
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Notable exceptions to this rule in-
clude currency symbols, decimal com-
ponents of numbers, and apostrophes
indicating possessive case. A term like
“$5.95” would be treated as a 1-gram,

while “Euler’s constant” would be
treated as a 2-gram. For a more general
rule for tokenization, developers might
consider splitting tokens that contain
a special character only if the character
is adjacent to whitespace or a linefeed.

We ignored case in the construction
of our n-gram corpus. Had we retained
case sensitivity, a term (such as “com-
puter science”) would have been treat-
ed as distinct from the term “Com-
puter Science.” While ignoring case
vastly reduced the potential number of
n-grams the system might encounter,
it also involved a few negative impli-
cations for search specificity. Without
case sensitivity, the term “IT” (for in-
formation technology) would be con-
sidered identical to, say, the word “it.”
Despite this drawback, we concluded
that the overall benefit of ignoring case
outweighed its cost.

Broadly speaking, our analysis of
how Communications evolved from
2000 to 2010 was predicated on the
idea that the level of importance or
relevance of a particular concept is
reflected in how often the concept is
mentioned over time. We therefore
had to compute the frequency with
which every n-gram in the corpus ap-
peared in Communications during
each year of the analysis. For example,
if the n-gram “e-commerce” was men-
tioned 273 times in 2000 but only 23
times in 2010, we might infer the
concept of e-commerce had become
less important in Communications
over time. However, direct frequency
comparisons can be deceiving be-
cause they do not account for poten-
tial growth or decline in the number
of words Communications published
over time. It was therefore necessary
for us to calculate relative frequen-
cies for each n-gram. We thus divided

b These were the actual n-gram frequencies for
“e-commerce” during 2000 and 2010.

contributed articles

n-gram frequencies for each year by
the total number of words appearing
in the corpus during that year in or-
der to produce a standardized mea-
sure of frequency that would allow
valid comparisons between n-grams
from year to year.”” The standardized
frequency values resulting from this
process indicated how often a particu-
lar n-gram appeared in Communica-
tions during a particular year relative
to the total quantity of text published
in it that year. Standardized frequen-
cies are not, of course, the only means
n-grams can be compared over time.
Indeed, other, more sophisticated
information-theoretic measures (such
as entropy and cross-entropy) can also
be used for this purpose.

The result was a vast database
containing more than 160 million n-
grams and their associated years and
standardized frequencies. From it we
then selected the one million unique
n-grams exhibiting the most abso-
lute change over time, reasoning that
the frequencies of less-interesting

MAY 2012 | VOL.55 | NO.5 | COMMUNICATIONS OF THE ACM 83



contributed articles

n-grams (such as “how” and “the”)
would remain relatively stable from
year to year. Alternatively, a linguisti-
cally informed approach to reducing
the size of the search space could be
done through part-of-speech (POS)
tagging, such that only those n-grams
identified as noun phrases would
be added to the dataset. However,
state-of-the-art POS taggers are only
about 95% accurate, implying that
many interesting n-grams could have
been overlooked had we taken this
approach. Nevertheless, POS-based
n-gram identification remains an op-
tion, especially when the corpus to be
analyzed is extremely large.

Finally, we constructed a Web-
based system to enable us to query,
graph, and explore our Communica-
tions n-gram database, plot and ana-
lyze multiple n-grams simultaneously,
and combine related search terms
into a single result. For example, the
search phrase “cellphone+cellphones,
smartphone+smartphones” would
produce a graph containing two lines,
one representing the combined fre-
quencies of the terms “cellphone” and
“cellphones” over time, the other rep-
resenting the combined frequencies of
the terms “smartphone” and “smart-
phones” over time. To try out our Com-
munications n-gram tool, see http://
WWW.invivo.co/ngrams/cacm.aspx.

Findings

Though we cannot expect to iden-
tify all ways the computing field has
evolved in a single article, we do aim
to provide a point of embarkation for
future research. Beginning with big-
picture considerations, we are confi-
dent saying the structure and content
of Communications evolved signifi-
cantly from 2000 to 2010. An analysis
of our metadata revealed several strik-
ing, large-scale structural changes
from 2000 to 2010. Over that time,
Communications published an average
of 306 articles per year, each contain-
ing an average of about 2,400 words.
However, these averages obscured un-
derlying trends showing that both the
number of articles published per year
and the average length of each article
grew significantly, especially in more
recent years. These trends (see Figure
1) imply Communications was provid-
ing more value to its readers than in

If, in the aggregate,
Communications
reflects what

is happening in
computing, then
perhaps existing
industry standards
should be refined
to more closely
approximate
real-world practice.
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it had previously, since more recent
issues contained more articles and
words than earlier issues.

Changing Focus

Continuing our investigation, we next
extracted the 15 terms that experi-
enced the most growth or decline in
popularity in Communications from
2000 to 2010 (see Table 1). We hope
you find at least a few trends in the
table that are unexpected or interest-
ing; indeed finding them is a primary
goal of large-scale data mining. For us,
we noticed that several of the terms
showing the most growth were related
to science and technology, while sev-
eral of the declining terms were re-
lated to business and management.
But is this observation anecdotal or a
broader pattern in Communications?
To answer, and to show how n-gram
analyses can be integrated with more
traditional analytic techniques, we
conducted an interaction analysis
comparing the n-gram frequencies for
terms related to business and man-
agement with those related to science
and technology. We identified related
terms using Thinkmap’s Visual The-
saurus software (http://www.visual-
thesaurus.com), which is specifically
designed for this purpose. We then
extracted n-gram frequencies for the
resulting lists of related terms, using
these values to conduct our interac-
tion analysis (see Figure 2). As shown
in the figure, the average frequency of
business- and management-related
terms declined steadily from 2000 to
2010, while science- and technology-
related terms became more common.
Our interaction analysis indicated
that the observed disparity was highly
significant (tsos2=2.834, p < 0.01), pro-
viding statistical evidence of Commu-
nications’ evolving identity.

Changes in Style

The style of the writing in Communica-
tions also evolved from 2000 to 2010.
Authors seemed to be transitioning
from the traditional academic style
of writing, adopting instead a less-
formal, more personal voice. Evidence
of this change can be seen in the in-
creasing use of words that refer di-
rectly to an article’s author(s) (such as
“I” +143% and “we” +137%) and in the
increased frequency authors spoke


http://www.invivo.co/ngrams/cacm.aspx
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directly to their readers through such
words as “you” (+222%) and “your”
(+205%). Interesting to note is while
the content of Communications be-
came more scientific and technical,
it was presented in a way that was less
scientific and technical. A possible ef-
fect of this change is that the content
of Communications became more ac-
cessible to a wider, more diverse audi-
ence. We, too, found ourselves adopt-
ing this more personal style when
writing this article.

Our n-gram analysis also revealed
changes in Communications’ use of
gender-related terms from 2000 to
2010. On average, masculine pro-
nouns (such as “he,” “his,” and
“him”) appeared 277% more often
than feminine pronouns (such as
“she,” “hers,” and “her”). Moreover,
the gap widened from 190% in 2000
to more than 290% in 2010. One pos-
sible explanation is the gender gap
between male and female comput-
ing professionals also grew and was
wider in 2010 than it was at any time
in the previous 25 years."

World Events

When major events occur somewhere
in the world, how and to what extent
does Communications respond? Do
such events influence the computing
profession? To answer, we conducted
an n-gram analysis that included three
types of world events: a natural disas-
ter (Hurricane Katrina), a terrorist at-
tack (9/11), and a health crisis (2003
SARS outbreak); Figure 3 shows a com-
mon pattern with respect to how Com-
munications reacted to such events.
Specifically, a major world event would
first appear in Communications shortly
after it occured, with discussion of
the event—measured by how often it
was mentioned—growing quickly for
a short time thereafter. This finding
indicates Communications is not in-
sulated from major world events but
rather embraces them and actively
contributes to their discussion in the
global forum. After a few years, how-
ever, Communications’ interest in a
major event would decline sharply.
Nevertheless, even after experiencing
this precipitous drop, major world
events still tend to be mentioned oc-
casionally in Communications over the
following years.

Systems Development Life Cycle

The systems development life cycle
(SDLC) is one of the most ubiquitous
and enduring components of the com-
puting profession. With respect to the
four principal phases of SDLC—plan-
ning, analysis, design, and implemen-
tation—industry standards generally
recommend that approximately 15% of
time and resources budgeted for a sys-
tems development project go to plan-
ning, 20% to analysis, 35% to design,
and 30% to implementation.’ To what
extent, then, does discussion of them
in Communications mirror the level
of interest recommended by industry

contributed articles

standards? To answer, we again turned
to n-gram analysis to compute the aver-
age frequency with which each SDLC
phase was mentioned in Communica-
tions from 2000 to 2010. Dividing the
value for each phase by the overall sum
of the average frequencies yielded the
relative average frequencies for Com-
munications in Table 2.

If we accept industry standards as
canonical, then the values in the table
suggest Communications underempha-
sized the SDLC planning and imple-
mentation phases while overempha-
sizing analysis and design. However,
Communications would seem to agree

Figure 2. Communications’ changing focus.
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Figure 3. Communications’ response to major world events.
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Table 2. Interest in the phases of SDLC in Communications compared to industry

standards.

SDLC Phase

Level of Interest

Industry Standard Communications

Planning

15% 8%

Analysis

20% 29%

Design

35% 46%

Implementation

30% 17%
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in principle with industry standards
that design deserves the most attention
and planning the least. The overall dis-
crepancies between these two sources
also raise another interesting point: If,
in the aggregate, Communications re-
flects what is happening in computing,
then perhaps existing industry stan-
dards should be refined to more closely
approximate real-world practice.

Special Sections

From 2000 to 2010, Communications
featured special sections that included
anumber of articles on a specific topic.
But did these sections engender long-
term interest in the topic being ad-
dressed or was the effect more fleeting?
To answer, we selected three topics
that were the focus of special sections:
spyware,® digital rights management,’
and democracy.! Our only criterion
in selecting them was that they were
published closer to 2000 than to 2010,
making it easier to identify long-term
effects (see Figure 4).

The figure shows special sections
generated a spike of interest in the
topic during the calendar year the sec-
tion was published. This interest was

sustained for a short time before de-
clining rapidly, eventually returning to
anear-zero steady state. Although they
can be expected to increase the visibil-
ity of a topic in the short-term, special
sections did not seem to engender
lasting interest in the topics they ad-
dressed, at least in Communications.
Whether this observation holds for
other journals is an interesting empir-
ical question but cannot be answered
within the scope of this article.

Technology Preferences

If the articles published in Communi-
cations truly reflect the state of the art
in computing, then a Communications
n-gram analysis focused on specific
technologies should help reveal dif-
ferences between the technological
preferences of computing profession-
als and those of the general public.
To this end, we compared Communi-
cations n-gram frequencies for differ-
ent Web browsers, operating systems,
and search engines in 2010 against the
market shares of the same products
among the general public during the
same year.”” The results, which speak
to the comparative popularity of dif-

Figure 4. Effect of special sections on long-term topic interest.
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ferent technologies among computing
professionals and the general public,
are outlined in Figure 5.

The figure indicates that the pref-
erences of computing professionals
with respect to Web browsers and
operating systems differed markedly
from those of the general public. Spe-
cifically, there appeared to be more di-
versity among the preferences of com-
puting professionals regarding the
technologies, while usage patterns
among the general public were much
more homogeneous. One explana-
tion might be that computing profes-
sionals simply have a more nuanced
understanding of the advantages and
disadvantages of the various technol-
ogy options available to them and are
more likely to orient their preferences
toward the technologies that serve
their needs best. If this is indeed the
case, then the search engine results in
the figure represent a powerful testa-
ment to the perceived superiority of
Google’s search technology.

Technology Life Cycles

Finally, we wondered whether Com-
munications’ interest in a particular
technology proxies the location of the
technology along its product life cycle.
To answer, we conducted an n-gram
analysis of three mass-market com-
mercial Apple products—iPod, iPhone,
and iPad—that were arguably at differ-
ent points in their respective life cycles
(see Figure 6).

As shown in the figure, the frequen-
cy a particular product appeared in
Communications spoke to the location
of the technology along its own unique
trajectory. For example, interest in the
iPod in Communications grew sharply
from 2004 to 2005, corresponding to a
500% increase in sales during that pe-

Figure 5. Technology preferences compared.
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Figure 6. Interest in mass-market commercial Apple products.
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riod.!! However, after the sudden enor-
mous popularity of the iPhone in 2007
and 2008, interest in the iPod began to
wane, as the ongoing incorporation of
digital music capabilities into smart-
phones (such as the iPhone) made
the iPod an increasingly redundant
technology. Beginning around 2009
interest in the iPhone also began to de-
cline among computing professionals,
while at the same time interest in Ap-
ple’s most current innovation—iPad—
continued to increase. Together, these
results demonstrate the viability of us-
ing n-gram analyses to help study tech-
nological evolution over time.

Conclusion
Findings of a 2010 U.S. Department of
Labor longitudinal study indicate col-
lege-educated workers hold an average
of 11 different jobs by the time they are
44.'® This surprising statistic has im-
portant ramifications for all organiza-
tions, since it implies skilled workers
(such as managers) will, on average,
hold their positions of leadership and
productivity for only a few years before
moving on. Reflecting such short ten-
ure, managers inevitably struggle to
develop the sort of deep, tacit under-
standing of their organizations that is
critical to strategic decision making. If
such knowledge can be found within
the archived document artifacts pro-
duced by an institution over time, then
n-gram analyses like those we have
presented here may prove invaluable
for sifting through the content of these
vast collections of archival documents,
as well as contribute to improvements
in managerial decision making.

With respect to our conclusions, we
found more recent issues of Communi-
cations contained substantially more

2006

2007 2008 2009 2010

content than earlier issues. The nature
of this content is also changing, as ar-
ticles published in Communications
are trending away from managerial
and business subjects to focus instead
on more technical and computational
subjects. Despite this trend, the writing
style in Communications became less
formal and more personal over time,
helping it reach a wider audience.

In addition to these structural chang-
es, we also pursued an assortment of
analyses that, together, demonstrate
the potential of the n-gram method for
institutional data mining. We invite you
to conduct your own Communications
analyses using our n-gram tool at http://
WWwWw.invivo.co/ngrams/cacm.aspx.

Broadly speaking, n-grams are a power-
ful tool for gaining insight into textual
data that might otherwise go unnoticed.
Though the analyses we discussed here
target a single publication, the n-gram
method itself is suitable for a range
of analytic situations, including virtu-
ally any large corpus of text data. For
example, historical documents could be
analyzed to identify long-hidden trends,
fads, and modes of thought. Blogs or
tweets could be analyzed to produce a
near-real-time snapshot of the global
consciousness. And software source
code could be analyzed for style and/
or efficiency. Combined with optical
character recognition, n-grams could be
leveraged to sift through mountains of
archived paper documents. Indeed, the
possibilities for n-gram analyses are al-
most limitless.

Finally, we hope this article serves
as evidence for why scholarly journals
should not be viewed as immutable
objects but as living entities evolv-
ing and responding to their environ-
ments. To this end, analyses like ours

contributed articles

should be conducted periodically to
codify and chronicle a publication’s
history, helping refine its identity over
time. This is especially important with
long-lived journals (such as Communi-
cations) that serve as standard-bearers
for their respective disciplines. When
applied to a broad portfolio of pub-
lications, such analyses would help
readers, authors, advertisers, and edi-
tors alike better understand journals
more objectively and perhaps even
glimpse what the future holds for dis-
ciplines like computer science.
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many diseases (for example, Hunting-

‘ Examining tools that provide valuable insight t%n’s disease*?) are the result 02 small
- - changes to a single protein and, con-
about molecular components within a cell. & 5ep

sequently, to its set of interacting part-

| ners and functionality. The mapping
BY NIR ATIAS AND RODED SHARAN of proteins and their interactions and

the interpretation of this data are thus
a fundamental challenge in modern

|
biology with important applications in
disease diagnosis and therapy.'
The last two decades have wit-

nessed a great shift in biological

|
research. While classical research
I focused on a single gene or subsystem
of a specific organism, the emergence

of high-throughput technologies

[
for measuring different molecular
I o el n aspects of the cell has led to a differ-
ent, systems-level approach. By this

approach, genome-wide data is used

to build computational models of cer-

] P
e wo I s tain aspects of the cell, thereby gener-
| ating new biological hypotheses that

can be experimentally tested and used

to further improve the models in an
, A prime example for this techno-

logical revolution is the development

— of techniques for measuring protein-

rac I ca protein interactions (PPIs). Histori-
cally, such interactions were measured

at small scale—one or few interactions
- at a time. The development of auto-

mated, large-scale measurement tech-

nologies such as the yeast two-hybrid

system® and the co-immunoprecipita-
tion assay' has enabled the mapping of

key insights

B The explosion of biological network
data necessitates methods to filter,
interpret, and organize this data into

AHOLY GRAIL of biological research is deciphering the modules of cellular machinery.
workings of a cell—the elementary unit of life. The B The comparative analysis of networks
. . . X from multiple species has proven to
main building blocks of the cell are macromolecules be a powerful tool in detecting
called proteins; they are key factors in driving cellular oo iad e et anain

processes and determining the structure and function | enabling their interpretation.

. s e . B Comparative network analysis presents
of cells. Proteins do not work in isolation but rather hard computational challenges such as
physically interact to form cellular machineries or graph and subgraph isomorphism and

. . . . . detecting heavy subgraphs; these can be
transmit molecular signals. A modification of a single tackled to near-optimality by a combination
. . . of heuristic, parameterized, and integer
protein may have dramatic effects on the cell; indeed, programming-based approaches.
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the entire interactome of a species in a
single experiment.

Since the first publication of PPI
data inyeast,” dozens of large-scale as-
says have been employed to measure
PPIs in a variety of organisms includ-
ing bacteria,* yeast, worm,* fly,"* and
human.’*? Protein interaction data
is being accumulated and assessed in
numerous databases including DIP,*
BioGRID,*® and more. Nevertheless,
PPI data remains noisy and incom-
plete. The reliability of different ex-
perimental sources for protein-protein
interactions has been estimated to
be in the range of 25%-60%.% A recent
experimental assessment of PPIs in

yeast®® estimated that even in this well-
mapped organism, the set of reproduc-
ible and highly confident interactions
covers only 20% of the yeast’s interac-
tion repertoire.

The low quality of the data has
driven the use of cross-species con-
servation criteria to focus on the more
reliable parts of the network and infer
likely functional components. The ba-
sic paradigm was borrowed from the
genomic sequence world, where se-
quence conservation (across species)
often implies that the conserved re-
gion is likely to retain a similar biologi-
cal function.** This evolutionary prin-
ciple has motivated a series of works

MAY 2012
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that aim at comparing multiple net-
works to extract conserved functional
components at two different levels:
the protein level and the subnetwork
level. On the protein level, proteins
whose network context is conserved
across multiple species are likely to
share similar functions.* On the sub-
network level, conserved subnetworks
are likely to correspond to true func-
tional components, such as protein
complexes, and to have similar func-
tion.** In both cases, biological knowl-
edge in any one of the species can be
transferred to the others, allowing the
annotation of networks in an efficient
and accurate manner.*
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Figure 1. Computational problems in comparative network analysis.

In this review, we survey the field of
comparative network analysis with an
emphasis on the arising computational
problems and the different methods
that have been used to tackle them,
starting from heuristic approaches, go-
ing through parameterized algorithms
that perform well on practical instances,
and ending with optimal integer linear
solutions
that rely on powerful, yet available, in-
dustrial solvers. We demonstrate the
applications of these methods to predict
protein function and interaction, infer
the organization of protein-protein in-
teraction networks into their underlying
functional modules, and link biological

programming (ILP)-based

processes within and across species.
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(a) In local network alignment,
we wish to identify local regions
that are similar across multiple
networks. The similarity
combines topological similarity
and node similarity. When
looking for matching dense
subgraphs, the solution may
align nodes {1, 2, 3, 4} to either
{A B C D}or {E F G, Hj.

(b) In network querying,
instances of a small network
are searched for in another,
usually much larger, network.
For illustration purposes,
assume we define a network
based on the sky map where
nodes represent the stars. Close
stars are connected by an edge
and the similarity between
stars is determined according
to their luminosity (graphically
represented by both size and
color). A known constellation
may serve as a query to look
for similar patterns.

(c) In global network alignment,
the goal is to align all the

nodes from one network with
those of the other network,
while optimizing node and edge
similarity. In the given example,
assuming all nodes are equally
similar, a clique such as

the one given by the nodes

{1, 2, 3, 4} could be locally
aligned to either {A, B, C, D} or
{E, F, G, H}. However, when
globally aligning the entire
networks, the additional
information given by the topology
of the nodes {5, 6, 7, 8, 9}
disambiguates the choice.

A Roadmap to Network
Comparison Techniques

We view a PPI network of a given
species as a graph G=(V, E), where V is
the set of proteins of the given species
and E is the set of pairwise interactions
among them. In a network compari-
son problem, one is given two or more
networks along with sequence infor-
mation for their member proteins. The
goal is to identify similarities between
the compared networks, which could
be either local or global in nature
(Figure 1). The underlying assump-
tion is that the networks have evolved
from a common ancestral network,
and hence, evolutionarily related pro-
teins should display similar sequence

VOL. 55 NO. 5

and interaction patterns. For ease of
presentation, we focus in the descrip-
tion below on pairwise comparisons,
but the problems and their solutions
generalize to multiple networks.

Most algorithms for network com-
parison score the similarity of two sub-
networks by first computing a many-to-
many mapping between their vertices
(with possibly some unmatched verti-
ces in either network) and then scoring
the similarity of proteins and interac-
tions under this mapping. Proteins
are commonly compared by their as-
sociated amino-acid sequences, us-
ing a sequence comparison tool such
as BLAST.? The similarity score of any
two sequences is given as a p-value,
denoting the chance of observing such
sequence similarity at random. Signifi-
cant p-values imply closer evolutionary
distance and, hence, higher chances of
sharing similar functions. Interactions
are compared in a variety of ways; the
simplest and most common of which
is to count the number of conserved in-
teractions. Formally, given a mapping
® of proteins between two networks
(associating proteins of one network
with sets of proteins in the other net-
work), an interaction (i, v) in one spe-
cies is said to be conserved in the other
species if there exist u'e ®(u) and v'e
®(v) such that ¥’ and v’ interact.

Historically, the first considered
problem variant was local network
alignment (Figure 1a), where the goal
is to identify local regions that are
similar across the networks being
compared. To this end, one defines a
scoring function that measures the
similarity of a pair of subnetworks, one
from each species, in terms of their
topology and member proteins. To
guide the search for high scoring, or
significant matches, the scoring func-
tion is often designed to favor a certain
class of subnetworks, such as dense
subnetworks that serve as a model
for protein complexes,'*'** or paths
that serve as a model for protein path-
ways.'”'® In the related network query-
ing problem (illustrated in Figure 1b in
an astronomical context), a match is
sought between a query subnetwork,
representing a known functional
component of a well-studied species,
and a relatively unexplored network
of some other organism. The match
could be exact (that is, an isomorphic



subgraph under some mapping of the
proteins between the two species) or
inexact, allowing unmatched nodes
on either subnetwork. This problem
was first studied by Kelley et al.'” in the
context of local network alignment;
its later development accompanied
the growth in the number of mapped
organisms.>”** The third problem
that has been considered is global net-
work alignment (Figure 1c), where one
wishes to align whole networks, one
against the other.*** In its simplest
form, the problem calls for identifying
a 1-1 mapping between the proteins
of two species so as to optimize some
conservation criterion, such as the
number of conserved interactions be-
tween the two networks.

All these problems are NP-hard as
they generalize graph and subgraph
isomorphism problems. However,
heuristic, parameterized, and ILP ap-
proaches for solving them have worked
remarkably well in practice. Here, we
review these approaches and demon-
strate their good performance in prac-
tice both in terms of solution quality
and running time.

Heuristic Approaches

As in other applied fields, many prob-
lems in network biology are amenable
to heuristic approaches that perform
well in practice. Here, we highlight two
such methods: a local search heuristic
for local network alignment and an
eigenvector-based heuristic for global
network alignment.

NetworkBLAST?** is an algorithm
for local network alignment that aims
to identify significant subnetwork
matches across two or more networks.
It searches for conserved paths and
conserved dense clusters of interac-
tions; we focus on the latter in our de-
scription. To facilitate the detection
of conserved subnetworks, Network-
BLAST first forms a network alignment
graph,””* in which nodes correspond
to pairs of sequence-similar proteins,
one from each species, and edges cor-
respond to conserved interactions (see
Figure 2). The definition of the latter is
flexible and allows, for instance, a di-
rect interaction between the proteins of
one species versus an indirect interac-
tion (via a common network neighbor)
in the other species. Any subnetwork
of the alignment graph naturally corre-
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Figure 2. The NetworkBLAST local network alignment algorithm. Given two input
networks, a network alignment graph is constructed. Nodes in this graph correspond

to pairs of sequence-similar proteins, one from each species, and edges correspond to
conserved interactions. A search algorithm identifies highly similar subnetworks that
follow a prespecified interaction pattern. Adapted from Sharan and Ideker.*°
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Figure 3. Performance comparison of computational approaches.

;

(a) An evaluation of the quality
of NetworkBLAST's output
clusters. NetworkBLAST was
applied to a yeast network from
Yu et al.* For every protein that
served as a seed for an output
cluster, the weight of this cluster
was compared to the optimal
weight of a cluster containing
this protein, as computed using
an ILP approach. The plot shows
the % of protein seeds (y-axis)

as a function of the deviation

of the resulting clusters from
the optimal attainable weight
(x-axis).

(b) A comparison of the
running times of the dynamic
programming (DP) and ILP
approaches employed by
Torque.” The % of protein
complexes (queries, y-axis)
that were completed in a given
time (x-axis) is plotted for

the two algorithms. The shift
to the left of the ILP curve
(red) compared with that of
the dynamic programming
curve (blue) indicates the ILP
formulation tends to be faster
than the dynamic programming
implementation.
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Finding a Hairpin
in a Haystack

Cells react to stimulation by propagating signals from sensory proteins to a set of
target proteins. Given a signaling pathway of a well-studied species, it is interesting
to query it within networks of less well-studied species. QPath is an exact path query
method that is based on color coding. It extends the basic color coding formulation
by allowing one to query a weighted network for inexact matches. That is, each edge
of the network has a confidence associated with it, and the goal is to find high-scor-
ing subnetworks that are similar to the query while allowing some flexibility in the
matches (see Figure 5b). Specifically, there could be up to N, insertions of vertices
to the match that are not aligned against the query’s proteins, and up to N, dele-
tions of vertices from the query that are not aligned against vertices in the matching
subnetwork. The algorithm aims at finding an inexact match that optimizes a scoring
function that combines: (i) sequence similarity—every pair of matched proteins (g, v)
contributes a sequence similarity term o(g, v); (ii) interaction confidence—every edge
(u,v) on the matched path contributes a weight term w(u, v); (iii) insertion penalty—
s per insertion; and (iv) deletion penalty—c,,, per deletion. The relative importance
of each of these terms is learned automatically by QPath; for clarity, we assume that
all terms are equally important in the description below.

For a given coloring of the network by k + N;,; colors, QPath employs a dynamic pro-
gramming formulation to find the highest scoring match with up to N, _insertions and
N, deletions. Denote the color of a vertex v by c(v). Denote by W(i, v, S, ) the score of an
optimal alignment of the first i nodes of the query that ends at a vertex v in the network,

induces 0, deletions, and visits nodes of each color in S. Then,

w(i-1,u, SMc)}, 0,.)+w(u, v)+0o(q,v) (u,v)€EE

Wi, v, S, 0,,)= max Wi, u, S{c()}, 6,) + Wy, v)—c,,
W(i-1,v,8,0,,—1)—c4y

(u,v)eE
0< edel SZ\]’del

The best scoring path is obtained using a standard dynamic programming back-

tracking starting at
argmax

veV, Sc{1,..., k+Ning }, 0 41 <Naet

sponds to a pair of potentially matching
subnetworks. NetworkBLAST scores
such a subnetwork by the density of its
corresponding intra-species subnet-
works versus the chance that they arise
at random, assuming a random model
that preserves the node degrees.

After constructing the alignment
graph, the algorithm proceeds to iden-
tify high-scoring subnetworks. This is
done by starting with a seed of at most
four nodes, and applying a local search
to expand it. Each node serves as the
center of a seed, along with at most
three of its neighbors. The search it-
eratively adds or removes a node that
contributes most to the score, aslong as
the score increases (and up to an upper
bound of 15 nodes). The effectiveness
of this search strategy can be quantified
by comparing to an exhaustive search
when such is possible. Figure 3(a) pres-
ents such a comparison when analyzing
a single (yeast) network from Yu et al.,*
searching the best cluster containing
each of the network’s proteins. It can be
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W(k, v, S, 0yq).

seen that the greedy heuristic produces
near-optimal clusters (up to 20% devia-
tion in score) in about 75% of the cases,
with an average of merely 13% deviation
from the optimal score. Notably, Net-
workBLAST requires only a few minutes
to run, while the exhaustive (ILP-based)
approach took several hours while lim-
iting the solver to five minutes per seed.
For seven out of a total of 326 seeds, the
solver could not find an optimal solu-
tion within the allotted time.

While NetworkBLAST can be used
to align multiple networks, the size
of the alignment graph grows expo-
nentially with the number k of net-
works and becomes prohibitive for
k = 4. Interestingly, the NetworkBLAST
alignment strategy can be mimicked
without having to explicitly construct
the alignment graph. Instead, Kalaev
et al.'* show that one can build a linear-
size layered alignment graph where
each layer contains the PPI network of
a single species and inter-layer edges
connect similar proteins. The main

MAY 2012 | VOL.55 | NO.5

observation is that a set of proteins
that are sequence similar, one from
each species, translates to a size-k sub-
graph that contains a protein (vertex)
from each species and is connected
through the sequence similarity edges.
Such a subgraph must have a spanning
tree, which can be looked for using
dynamic programming.

To exemplify the algorithm, con-
sider the implementation of Network-
BLAST’s local search strategy and let us
focus on the addition of new k-protein
“nodes” (that is, these would have been
nodes of the alignment graph) to the
growing seed. The latter requires iden-
tification of k inter-species proteins
that induce a connected graph on the
interlayer edges and contribute most
to the seed’s weight. As the contribu-
tion of each protein to the score can be
easily computed and the total contri-
bution is the sum of individual protein
contributions, the optimal “node” to
be added can be identified in a recur-
sive fashion. That is, the correspond-
ing spanning tree is obtained by merg-
ing two neighboring subtrees that span
distinct species subsets whose union is
the entire species set. This computa-
tion takes O(3*) time in total, where [is
the number of inter-layer edges.

For global network alignment, both
heuristic and exact (ILP) approaches
exist. Here, we highlight one such ap-
proach by Singh et al.** that is based
on Google’s PageRank algorithm. The
idea is to score pairs of proteins, one
from each species, based on their se-
quence similarity as well as the simi-
larity of their neighbors. A maximum
matching algorithm is then used to
find a high-scoring 1-1 alignment be-
tween the compared networks.

Singh et al. formulate the compu-
tation of the pairwise scores as an ei-
genvalue problem. Denote by R the
score vector to be computed (over all
pairs of interspecies proteins). Let N(v)
denote the set of nodes adjacent to v,
and let A be a stochastic matrix over
pairs of inter-species proteins, where
Ay = VIN@)||N(v)| if and only if
{u, v/, v, v'} induce a conserved inter-
action (that is, («, ¥’) and (v, V) inter-
act). Finally, denote by B a normalized
pairwise sequence similarity vector.
The goal is to find a score vector R in
which the similarity score of a pair of
proteins combines the prior sequence



information with a weighted average of
the similarity scores of their neighbors.
Thus,

R=0AR+(1-x)B

where o is a parameter balancing
the network-based and sequence-based
terms. R can be found efficiently using
the power method algorithm, which
iteratively updates R according to the
above equation and converges to the
analytical solution R = (I - c4) (1 - &)B.

As mentioned earlier, some mani-
festations of the global alignment
problem can be solved to optimality
using ILP. For instance, in Klau,* a 1-1
mapping that maximizes the num-
ber of conserved edges between the
two networks is sought. Interestingly,
while the eigenvector solution is heu-
ristic in nature, it performs as well as
an exact solution in terms of the num-
ber of conserved edges it reveals and its
correspondence to a biological ground
truth. Indeed, in a recent paper,* the
performance of the heuristic approach
of Singh et al. was compared to that
of the exact ILP formulation. The al-
gorithms were used to pairwise align
the PPI networks of yeast, worm, and
fly. Notably, for all three species pairs,
the number of conserved edges in the
alignment proposed by the heuristic
method was equal to that of the ILP ap-
proach. As further shown in Mongiovi
and Sharan,” both approaches gave
comparable results when their align-
ments were assessed against a gold
standard database of cross-species
protein matches (precisely, the Ho-
moloGene database of clusters of or-
thologous genes®).

Exact Approaches

In contrast to the heuristic methods
highlighted here, which do not pro-
vide any guarantee of the quality of the
obtained solution, exact approaches
guarantee optimality at the cost of
speed. Two general methodologies
for efficient, yet exact, solutions have
been common in network analysis:
fixed parameter and ILP formulations.
Fixed parameter tractable problems
can be solved in time that is, typically,
exponential in some carefully cho-
sen parameter of the problem and
polynomial in the size of the input
networks. As we will describe, many

variants of the network querying prob-
lem are amenable to fixed parameter
approaches, as the query subnetworks
can be often assumed to have a small,
bounded size. The other methodology
we demonstrate is based on reformu-
lating the problem at hand as an inte-
ger linear program and applying an
industrial solver such as CPLEX" to
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optimize it. While arriving at a solution
in a timely fashion is not guaranteed
(as integer programming is NP-hard''),
in practice, on current networks, many
of these formulations are solved in
reasonable time.

We start by describing a parameter-
ized approach—color coding—that
has been extensively used in network

Querying via an Integer
Linear Program

In the biological domain, where one wishes to query known protein machineries in the
network of another species, oftentimes the topology of the query is not known (only the
identity of the member proteins is known). One possible way to tackle this scenario,
applied by Torque,’ is to assume that the query and, hence, the sought matches are
connected. Torque is based on an ILP, which expresses the connectivity requirement
by simulating a flow network, where an arbitrary node serves as a sink draining the
flow generated by all the other nodes that participate in the solution. In detail, the

ILP formulation uses the following variables: (i) a binary variable ¢, for each note v,
denoting whether it participates in the solution; (ii) a binary variable e, for each edge
(u,v), denoting whether it participates in the solution subnetwork; (iii) a pair of rational
variables f.., f.. for each edge (u, v), representing both the magnitude and direction of
the flow going through it; (iv) a binary variable r, that marks the sink node; and (v) a
binary variable g,, for every pair of sequence-similar network and query nodes (v, g),

denoting whether g is matched with v.

The following set of constraints is immediately derived from the model and expresses
the requirements that (i) the solution should span k nodes; (ii) only one node may serve as
a sink; and (iii) an edge is part of the solution only when its two endpoints are:

evu 2

< +1
<—¢,+—¢,
2

Y(v,u)eE

Let Q denote the set of query proteins, |Q| = k, and let #(v) C Q denote the (possibly
empty) subset of query proteins that are sequence similar to v. To obtain an adequate
match between the solution and query proteins, the following constraints are added
to ensure that (i) a network protein may match at most one query protein; (ii) all query
proteins are matched with exactly one network protein (assuming, for simplicity, that
there are no insertions or deletions); and (iii) only nodes that are part of the solution

may be matched.
qufb(v]g”q =1

Z veV qu =1

qu ch

YveV

VgeQ
YveV,qgedv)

To maintain a legal flow, one also needs to ensure that (i) the pair of flow variables
associated with a given edge agrees on its direction and magnitude; (ii) the flow may
only pass through edges that participate in the solution; and (iii) source nodes generate
flow that is drained by the sink. These conditions are formulated by the following

constraints:

vu f;w

.fvu’ f;w = (k_]')evu
ZusN(v)‘fW :Cv _krv

Y(v,u)eE
V(v,u)eE
YveV

Together, the above constraints restrict the solutions to take the form of a
connected subnetwork spanning exactly k nodes that are sequence similar to their
respective matches in the query. Finally, denoting the weight of edge (u, v) by w(u, v),
the objective is to maximize the weight of the solution subnetwork:

max Y w(y, ve,

(u,v)eE
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Figure 4. Insights derived from a multiple network alignment.
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querying applications. Color coding
was originally developed by Alon et al.
for searching for structured size-k sub-
graphs, such as simple paths and trees,
within a graph. Its complexity is 2°®
m, where m is the size of the searched
graph. Color coding is based on the
idea that by randomly assigning k dis-
tinct colors to the vertices of the graph,
the task of finding a simple subgraph
translates to that of finding a colorful

94 COMMUNICATIONS OF THE ACM | MAY 2012

subgraph, namely, one spanning k
distinct colors. For certain classes of

tree-like subgraphs, the subsequent
search can be efficiently implemented
using dynamic programming. Since a
particular subgraph need not be col-
orful in a specific color assignment,
multiple color assignments should be
considered to retrieve a desired sub-
graph with high probability. Precisely,
the probability that a graph of size k is

VOL. 55 | NO.5

(a) A global map of conserved
protein machineries (dense
clusters and paths, denoted by
arbitrary IDs) in the alignment of
the PPI networks of yeast, worm,
and fly. Clusters with high overlap
(>15%) that share an enriched
function are grouped together into
regions (squares colored by the
enriched function; color legend

is omitted for simplicity). Solid
links indicate overlapping regions;
their thickness is proportional to
the % of shared proteins. Hashed
links indicate conserved paths
connecting different clusters.

(b) Aligning yeast and bacterial
networks suggests that DNA
replication (yeast proteins
Rfc2/3/4/5 and bacterial protein
dnaX; shaded in green) and
protein degradation (yeast
proteins Rpt1/2/3/4/5 and
bacterial proteins ftsH, lon,

and clpX; shaded in purple)

are functionally linked. This
conserved region also sheds light
on the function of the bacterial
protein HP1026 (circled in red).
Its inclusion in this region,
interaction with the bacterial
replication machinery (dnaX), and
placement opposite of the yeast
replication proteins all point to its
involvement in DNA replication.

(c) Interaction prediction.

The yeast proteins Gle2 and
Mad3 (circled in red) are not
known to interact. However,

the interaction of their
sequence-similar proteins
(Y54G9A.6 and Bub-1 in worm
and Bub3 and Bubl in fly)

and their inclusion in a conserved
subnetwork suggest that

the interaction is conserved

in yeast as well. Adapted from
Sharan et al.*? and Kelley et al.'”

colorful is k!/k* > e*; hence, in expecta-
tion, e* iterations of the algorithm suf-
fice to detect the desired subgraph.

In the context of comparative net-
work analysis, color coding was mainly
used to tackle network querying
problems, where typically the query
subnetwork is small (5-15 proteins),
motivating the use of this parameter-
ized approach. One specific example
is the QPath* method for querying



paths in a network. QPath extends the
basic color coding formulation by que-
rying weighted networks for inexact
matches (see the accompanying side-
bar “Finding a Hairpin in a Haystack”).
The algorithm takes minutes to run
with length-7 queries and up to three
insertions (unaligned match vertices)
and three deletions (unaligned query
vertices). Efficient heuristics to color
the network can be used to reduce
its time even further.”?! In a follow-
up work,’ the QPath approach was
extended to handle queries of bounded
treewidth and a heuristic solution was
offered for general queries.

Our last highlighted method uses
an ILP formulation to optimally solve
a different variant of the network
querying problem, where the topology
ofthe queryis not known. This scenario
is very common when querying for
protein complexes, where the under-
lying interaction structure is rarely
available* but the member proteins
are assumed to be connected. Hence,
instead of searching for a particular
interaction pattern, the goal is to find
amatching subgraph that is connected.
In Bruckner et al.,” an ILP solution to
this problem is given. The main chal-
lenge in formulating the problem as
an ILP is to express the connectivity of
the solution sought. The Torque algo-
rithm’ solves this problem by model-
ing the solution subgraph as a flow
network, where one of its nodes is
arbitrarily designated as a sink, capa-
ble of draining k — 1 units of flow, and
all the other nodes are set as sources,
each generating one unit of flow. A
set of constraints requires that the
total flow in the system is preserved.
The detailed program is given in the
accompanying sidebar “Querying via
an Integer Linear Program.”

Notably, there is also a parameter-
ized approach to this querying prob-
lem. The approach is based on the
observation that a connected sub-
graph can be represented by its span-
ning tree, so the querying problem
translates to that of finding a tree of
k distinct vertices. The latter problem
can be solved using the color coding
technique.®” Interestingly, for most
instances, the dynamic programming
approach is empirically slower than
running the ILP formulation through a
solver, as demonstrated in Figure 3(b).

The Power of Comparative
Network Analysis

The successful application of com-
parative network analysis approaches
depends not only on their compu-
tational attributes but also on their
biological relevance. Here, we give
examples for the applications of sev-
eral of the reviewed approaches and the
biological insights they have enabled.
We demonstrate the power of compara-
tive network analysis approaches by
comparing their performance with that
of methods that are either sequence-
based and, thus, cannot exploit the
network information, or single-species-
based and as a result are more prone to
noise in the network data.

The most intuitive use of com-
parative network analysis is to gather
support for computational predic-
tions from multiple species. A prime
example for this use is the inference
of protein complexes or pathways
from PPI data. For instance, in Sharan
et al.,® a cross-species analysis is used
to identify yeast-bacterial conserved
complexes. By comparing the inferred
complexes to known complexes in
yeast, it is shown that the comparative
analysis increases the specificity of the
predictions (compared to a yeast-only
analysis) by a significant margin, albeit
at the price of reduced sensitivity.

InSharanetal.,*thelocal alignment
of three networks (yeast, worm, and fly)
was used to identify their conserved
protein machineries (Figure 4a); those
were used in a systematic manner to
infer protein function (Figure 4b) and
interaction (Figure 4c), showing supe-
rior performance compared to that of
a sequence-based analysis. In brief,
NetworkBLAST was used to identify
high-scoring triplets of matching sub-
networks across the three networks.
Whenever the proteins in a conserved
subnetwork were enriched for a certain
function and at least half the proteins
in the subnetwork were annotated
with that function, the rest of the sub-
network’s proteins were predicted to
have that function as well. This predic-
tion strategy yielded 58%-63% accuracy
across the three species (in a cross-val-
idation test), versus 37%-53% accuracy
for a sequence-based method that pre-
dicts the function of a protein based
on its most sequence-similar protein
in the other species. The conserved

review articles

subnetworks were further used to pre-
dict novel PPIs in the following man-
ner: a pair of proteins were predicted
to interact if two sequence-similar pro-
teins were known to interact in another
species (directly or via a common net-
work neighbor) and, additionally, if the
four proteins co-occurred in one of the
conserved subnetworks. Remarkably,
this strategy yielded >99% specificity in
cross-validation. Experimental valida-
tion of 65 of these predictions gave a
success rate in the range of 40%-52%.
In comparison, sequence-based pre-
dictions that do not use the conserved
subnetwork information yielded suc-
cess rates in the range of 16%-31%.'*

The transfer of annotations across
species can go beyond single proteins
to whole subnetworks. For instance,
in Shlomi et al.,*® paths in the yeast
network served as queries for the fly
network. The resulting matches were
annotated with the function of the
query (whenever the query was signifi-
cantly enriched with some functional
annotation; see Figure 5a), and the pre-
dictions were tested versus the known
functional annotations in the fly.
Overall, the annotation was accurate in
64% of the cases, compared to 40% for
sequence-based annotation.

Network comparison schemes can
be used to gain additional insights on
protein function, interaction, and evo-
lution. Both local and global network
alignments suggest aligned pairs (or,
more generally, sets) of proteins as
functionally similar. Accordingly, they
have been used to identify proteins
that have evolved from a common
ancestor and retained their function
(so called functional orthologs).* ** In
Bandyopadhyay et al.,* it is shown that
in a majority of the cases, the aligned
pairs were not the highest sequence
similar ones. In addition, the con-
served subnetworks often connect cel-
lular processes that may work together
in a coordinated manner (Figure 4b).
The evidence is particularly compel-
ling when the link is supported by
multiple species.

Conclusion

The explosion of molecular data in
the last two decades is revolution-
izing biological and, consequently,
computational research. The aris-
ing computational problems require
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Figure 5. Path queries.

(a) (a) A yeast-fly conserved pathway
map. Pathways from yeast were

25
used to query the fly network.
- -- d to query the fly k
. o) Nodes represent best-match
@ Query-based annotation @F pathways and are connected if
Wl Conserved annotation - s A they share more than two proteins.
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& Cell communication K i1 @ their predicted function based
Development il ] on the yeast query proteins.
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= Transport { ® «» significantly many proteins are
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: (‘cclido:g';;l;]?mion @ function appear as boxes.
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. (b) A querying example. QPath
o5 A @ - was applied to query the human
GP A g MAPK pathway (red nodes)
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@ ' two insertions relative to the
1 < ia T query. Fly proteins that are
. aE similar to the query are shown
A0 " @m ' 2 i L ® in light green. Adapted from
. ™= . Shlomi et al.®
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practical solutions that can cope with
an evergrowing scale. In addition
to heuristic approaches, it is often
of interest to compute exact solu-
tions that can potentially lead to new
insights about the biological problem
at hand. The combination of param-
eterized approaches and powerful lin-
ear programming solvers has enabled
the development of efficient, yet exact,
methods to solve some of the key prob-
lems in comparative network analysis.

The application of comparative

analysis tools to available network
data has provided valuable insights
on the function and interplay among
molecular components in the cell.
While much progress has already
been made, new computational tech-
niques will need to be developed to
cope with the flood of genomic data
that is expected to arrive in the com-
ing years. These will span thousands
of organisms and diverse molecular
aspects. The arising challenges will
involve the organization of this data
into high-quality networks, dataimpu-
tation through the integration of mul-
tiple information sources, multiple
network alignment, and, ultimately,
the propagation of curated or experi-
mentally derived annotations through
the aligned networks. Hybrid solution
approaches that try to combine dif-
ferent techniques depending on the
problem instance (see, for example,
Bruckner et al.”) may be key to meet-
ing those challenges.
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Technical Perspective
Best Algorithms + Best
Computers = Powerful Match

By William Gropp

SAY YOU WANT to simulate the motion
over time of the stars in a galaxy to
learn about how galaxies formed and
why the universe appears as it does to
us. This seems like a simple computa-
tional problem—the laws of motion are
governed by Newton’s laws (let’s ignore
relativity) and simply require comput-
ing the force of every star on every other.
For N stars, thatis N? operations, and for
billions of stars, that is a billion billion
operations. Is it feasible on a single pro-
cessor? Sadly, even today’s fastest single
processor and one single moment in
time, the answer is “no.” Even worse,
this computation must be repeated mil-
lions or billions of times, as the motion
of each star is followed. (If you prefer
biology or materials science, replace
“stars” with “atoms.”)

So is parallelism the answer? Unfor-
tunately not. Even the biggest systems
today do not provide enough process-
ing power to handle these problems
(supercomputers may be fast, but they
are not infinitely fast).

What can we do?

The following paper by Lashuk et al.
shows the way. Solving such a difficult
problem requires taking advantage of
everything possible. The authors start
with the algorithm. While the obvious
way of computing the mutual interac-
tion of N bodies on each other takes
quadratic time in the number of bod-
ies, there is a clever method that, with
rigorous error bounds, can compute
those interactions to any specified ac-
curacy in linear time! This algorithm,
developed 25 years ago by Greengard
and Rohklin, exploits a hierarchi-
cal representation of the forces. But

even a linear-time algorithm on a
single processor is not fast enough
for the problems that scientists want
to solve. So, having picked an excel-
lent algorithm, the authors proceed
to parallelize it. However, the choice
of algorithm does not make that easy.
Because the algorithm uses a hier-
archical representation, it is natural
that the data structures involved are
trees, and because the distribution of
bodies, be they stars or atoms, is non-
uniform, the trees are unbalanced.
This makes effective parallelization
difficult because a major impediment

ey
Why should you read
the following paper?
Because it provides

a clear description

of solving a difficult
problem by
effectively combining
the best algorithms
with the best
computers,

while making use

of the most
appropriate strategies
for parallelization.
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to efficient parallelization is effective
load balance. The paper then tackles
parallelism at multiple levels, starting
with distributed memory parallelism,
then continuing to multicore pro-
cesses and finishing with GPUs. A very
pragmatic argument is made for the
use of hybrid parallel programming
models (specifically, MPI combined
with OpenMP and/or CUDA): a single
programming model is not always the
best solution for real applications.
Why should you read the follow-
ing paper? Because it provides a clear
description of solving a difficult prob-
lem by effectively combining the best
algorithms with the best computers,
while making use of the most appro-
priate strategies for parallelization.
Throughout this work you will find
the use of simple yet effective com-
plexity analysis to guide and explain
the choices that are made. This is
high-performance computing at its
best—using the best algorithms with
the biggest machines; using complex-
ity analysis to engineer a high-perfor-
mance solution, using a hierarchy of
programming models, each providing
high performance for that part of a
parallel computer. The result is a tool
that can be used by scientists to solve
problems that cannot be solved by
any other means—an example of how
computing has become critical to the
advancement of science.

William Gropp (wgropp@illinoise.edu) is the Paul and
Cynthia Saylor Professor of Computer Science and Deputy
Director for Research at the Institute for Advanced
Computing Applications and Technologies at the
University of Illinois Urbana-Champaign, IL.
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A Massively Parallel Adaptive
Fast Multipole Method on
Heterogeneous Architectures

By Ilya Lashuk, Aparna Chandramowlishwaran, Harper Langston, Tuan-Anh Nguyen, Rahul Sampath,
Aashay Shringarpure, Richard Vuduc, Lexing Ying, Denis Zorin, and George Biros

Abstract

We describe a parallel fast multipole method (FMM) for
highly nonuniform distributions of particles. We employ
both distributed memory parallelism (via MPI) and shared
memory parallelism (via OpenMP and GPU acceleration) to
rapidly evaluate two-body nonoscillatory potentials in three
dimensions on heterogeneous high performance comput-
ing architectures. We have performed scalability tests with
up to 30 billion particles on 196,608 cores on the AMD/
CRAY-based Jaguar system at ORNL. On a GPU-enabled sys-
tem (NSF’s Keeneland at Georgia Tech/ORNL), we observed
30x speedup over a single core CPU and 7x speedup over a
multicore CPU implementation. By combining GPUs with
MPI, we achieve less than 10ns/particle and six digits of
accuracy for a run with 48 million nonuniformly distributed
particles on 192 GPUs.

1. INTRODUCTION

N-body problems are the computational cornerstone of
diverse problems in mathematical physics,'* machine learn-
ing,® and approximation theory.* Formally, the problem is
how to efficiently evaluate

fl)=Y K(x,u)s(y;), i=1,...,N, (1)
=

which is essentially an O(N?) computation of all pairwise
interactions between N particles. We refer to fas the “poten-
tial,” s as the “source density,” x as the coordinates of the
target particles, y as the coordinates of the source parti-
cles, and K as the interaction kernel. For example, in elec-
trostatic or gravitational interactions K(x, y):K(r):% with
r=x-y and |r| its Euclidean norm. Equation (1) expresses
an N-body problem.

The challenge is that the O(N?) complexity makes the
calculation prohibitively expensive for problem sizes of
practical interest. For example, understanding blood flow
mechanics* or understanding the origins of the universe?*
requires simulations in which billions of particles interact.

Given the importance of N-body problems, there has
been a considerable effort to accelerate them. Here is the
main idea: the magnitude and variance of K(r) decay with
|7|, and so when the particles or groups of particles are well
separated, the interactions can be approximated with small
computational cost. But the details are tricky. How can we
perform the approximation? Can we provide rigorous error

and complexity bounds? And how do we implement these
approximations efficiently?

One of the first successful attempts toward fast schemes
was the Barnes-Hut method' that brought the complexity
down to O(N log N). Greengard and Rokhlin®* 2 solved the
problem. They introduced the fast multipole method (FMM)
that uses a rapidly convergent approximation scheme that
comes with rigorous error bounds and reduces the overall
complexity (in three dimensions) to O(log(1/€)’N), where
e is the desired accuracy of the approximation to the exact
sum. This result is impressive: we can evaluate the sum in
Equation (1) in arbitrary precision in linear time.

So how does FMM work? Here is a sketch. Given the posi-
tions of particles for which we want to compute all pairwise
interactions, we build an octree (henceforth we just consider
FMM in three dimensions) so that any leaf node (or octant)
has approximately a prescribed number of particles; then
we perform tree traversals to evaluate the sum. We perform
a postorder (bottom-up) traversal followed by a preorder tra-
versal (top-down). The postorder traversal consists of calcu-
lations that involve an octant and its children. The preorder
traversal is more complex, as it involves several octants in a
neighborhood around the octant being visited.

At this level of abstraction, we begin to see how we might
parallelize the FMM. When the distribution of particles is
uniform, the analysis is relatively straightforward: we per-
form the traversals in a level-by-level manner, using data
parallelism across octants in each level. The longest chain of
dependencies is roughly O(log N). The challenge lies in the
case of nonuniform particle distributions, in which even the
sequential case becomes significantly more complicated.?

Summary of the method: We describe and evaluate an
implementation of the FMM for massively parallel distrib-
uted memory systems, including heterogeneous architec-
tures based on multicore CPU and GPU co-processors. We
use the message passing interface (MPI) for expressing
distributed memory parallelism, and OpenMP and CUDA
for shared memory and fine-grain parallelism. There exist
many variants of FMM, depending on the kernel and the

The original version of this paper has the same title and
was published in the 2009 Proceedings of the Conference
on High Performance Computing Networking, Storage and
Analysis. Some results in this paper also appeared in
Reference Rahimian et al, 2010.
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interaction approximation scheme. Our implementation
is based on the kernel-independent FMM.* * However, this
choice affects only the construction of certain operators
used in the algorithm. It does not affect the overall “flow”
of the algorithm or its distributed-memory parallelization.
(It does affect single-core performance as vectorization and
fine-grain parallelism depend on the FMM scheme.)

Our parallel algorithm can be summarized as follows.
Given the particles, distributed in an arbitrary way across
MPI processes, and their associated source densities, we
seek to compute the potential at each point. (For simplic-
ity, in this paper, we assume that source and target points
coincide.) First, we sort the points in Morton order,* a kind
of space-filling curve, and then redistribute them so that
each process owns a contiguous chunk of the sorted array.
Second, we create the so-called locally essential tree (LET,
defined in Section 3), for each process in parallel. Third, we
evaluate the sums using the LETs across MPI processes and
using GPU and OpenMP acceleration within each process.
All the steps of the algorithm are parallelized, including tree
construction and evaluation.

Related work: There is a considerable literature on par-
allel algorithms for N-body problems. A work-depth analy-
sis of the algorithm gives O(NV) work and O(log N) depth for
particle distributions that result in trees that have depth
bounded by O(log N). Greengard and Gropp analyzed and
implemented the algorithm using the concurrent-read,
exclusive-write (CREW) PRAM model for the case of uniform
particle distributions.’ The implementation is straightfor-
ward using level-by-level traversals of the tree and using data
parallelism. The complexity of the algorithm, omitting the
accuracy-related term, is O(N/p)+ O(log p), where p is the
number of threads. This result extends to message passing
implementations.

The implementation, parallel scalability, and complexity
analysis become harder when one deals with nonuniform
distributions of particles. Callahan and Kosaraju? propose
an exclusive read exclusive write (EREW)-PRAM algorithm
with p=N processors which is work optimal, takes log p time,
and does not depend on the distribution of the points. To our
knowledge, that algorithm has not been used in practice. Our
algorithm uses many ideas that first appeared in the seminal
work of Warren and Salmon, who introduced space-filling
curves using Morton-ordering for partitioning the points
across processors, the notion of local essential trees (LET),
and a parallel tree construction algorithm.”” These ideas
were widely adopted and analyzed in other works.” %

Teng was the first to provide a complexity analysis that
accounts for communication costs for particle distributions
whose tree depth is bounded by log N (in finite floating point
precision, all particle distributions satisfy this assump-
tion).” The key idea is to build a communication graph in
which graph nodes correspond to tree octants and edges to
interactions between octants. Teng shows that FMM com-
munication graphs have a bisector whose edge cut (in three
dimensions) is bounded by O(N*3*(log N)*3); to compare,
the bisector for a uniform grid is O(N*?). This result shows
that scalable FMM calculations are theoretically possible.
Teng outlines a divide-and-conquer parallel algorithm to
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construct and partition the tree. Morton-order sorting is
used to build the tree and repartitioning is done using a geo-
metric graph partitioning method that guarantees low edge-
cut and good load balancing.'® Assuming (1) a parallel radix
sort is used to partition the points and (2) the depth of the
FMM tree grows logarithmically with N, the overall algorithm
scales as O(N/p) + O(log p). The constants in the complexity
estimates involve flop rate, memory latency, and bandwidth
parameters of the underlying machine architecture.

Work that is focused more on actual implementations
and performance analysis includes Kurzak and Pettitt"
and Ogata et al." Several groups have been working on
GPU acceleration.> ' 1% 2. 30 Finally, for nearly uniform
distributions of particles, one can use fast Fourier trans-
forms (particle-in-cell methods) to calculate the sums in
O(N log N) time.

Contributions: To our knowledge, there are no FMM
implementations that demonstrate scalability on thousands
of MPI processes for highly nonuniform particle distribu-
tions. Our main contribution is to produce and demonstrate
the scalability of such an implementation that exploits all
levels of parallelism. In Section 3, we discuss the distributed
memory parallelism and introduce a novel FMM-specific all-
reduce algorithm that uses hypercube routing. In Section 4,
we introduce the shared memory parallelism of our imple-
mentation, and in Section 5, we discuss our experiments
and the scalability results.

2. OUTLINE OF FMM

In this section, we describe the FMM data structures, the
main algorithmic steps, and the parallel scalability of the
method. Without loss of generality for the rest of the paper,
we assume that the source particles y; and the target par-
ticles x; coincide. The FMM tree construction ensures that
every leaf octant contains no more than g particles. The
sequential algorithm is simple: the root octant is chosen to
be a cube that contains all the particles; we insert the par-
ticles in the tree one by one; we subdivide an octant when it
contains more than g particles. The parallel construction is
more involved, and we describe it in Section 3.

After the tree construction, for each octant  we need
to construct its interaction lists. These lists contain other
octants in the tree. Each list represents a precisely defined
spatial neighborhood around f, and for every list we have to
compute “interactions” between 3 and the octants in that
list. By “interactions,” we refer to floating point operations
that correspond to matrix-matrix or matrix-vector multipli-
cations. Once the interaction lists have been constructed, the
tree is traversed twice: fist bottom-up and then top-down. In
each traversal for each octant, we perform calculations that
involve other octants in its interaction lists.

One difficulty in FMM codes is the efficient math-
ematical representation and implementation of the
octant-octant interaction matrices so that we achieve algo-
rithmic efficiency without compromising accuracy. The size
of the matrices varies, but typical dimensions are 100-1000,
depending on the implementation. FMM algorithm design-
ers seek to reduce the size of the matrices, to employ sym-
metries to reduce storage needs, to use precomputation,



and to use fast approximations (e.g., fast Fourier transforms
or low-rank singular value decompositions). All we need to
remember here is that once we fix the desired accuracy, the
computation of the interactions between an octant fand the
octants in its interaction lists can be completed in O(1) time.

Now let us give the precise definition of these lists. For
each octant fin the tree, we create four lists of octants, the
so-called U-, V-, W- and X-list.? The U-list is defined only for
leaf octants. For a leaf octant f3, the U-list of 3 consists of all
leaf octants adjacent to 3, including fitself. (We say that «is
adjacent to Bif fand o share a vertex, an edge, or a face.) For
any octant f3, its colleagues are defined as the adjacent octants
that are in the same tree level. The V-list of an octant j (leaf
or non-leaf) consists of those children of the colleagues of 8's
parent octant, P(f§), which are not adjacent to . The W-list
is only created for a leaf octant 8 and contains an octant o
if and only if r is a descendant of a colleague of f3, ¢ is not
adjacent to 3, and the parent of ais adjacent to 8. The X-list of
an octant f3 consists of those octants o which have B on their
W-list. These definitions are summarized in Table 1.

For each octant f € T, we store its level £ and two vectors,
uandd. The uvector is an approximate representation of the
potential generated by the source densities inside f. This
representation is sufficiently accurate only if the evaluation
particle is outside the volume covered by 3 and the colleagues
of B. For the u vector we will use the name “upward equiva-
lent density” or simply “upward density.” This terminology
is motivated by Ying et al.*®**

The d vector is an approximate representation of the
potential generated by the source densities outside the volume
covered by Band colleagues of . This approximate representa-
tion is sufficiently accurate only if the evaluation particle is
enclosed by . For the d vector we will use the name “down-
ward equivalent density” or simply “downward density.”
For leaf octants (3 € L), we also store x, s, and f. Given the above

Table 1. Notation. Here we summarize the main notation used to
define the interaction lists for each octant in the FMM tree. (The
symbol “\” denotes standard set exclusion.) Note that o € YVW(S) need
not be a leaf octant; conversely, since VW(f) exists only when e L,

o € X(p) implies that ¢ € L. We say that ¢ is adjacent to Sif fand o
share a vertex, an edge, or a face. See Figure 1 for an example of the
U, V, W, and X lists in two dimensions.

o B Octants in the FMM tree

l FMM tree level

q Maximum number of particles/octant
Octant lists

T The FMM tree

L All leaf octants

P(B) Parent octant of 3 (@ for root of T)
A(B) All ancestor octants of 8

K(B) The eight children octants of 8 (@ for B e T)
D(P) All descendant octants of Bin T

C(p) (colleagues) Adjacent octants to 5, same level
J(p) Adjacent octants to j (arbitrary level)
U-list: € U(P) o e L adjacent to 3 (note: 8 e U(P))
V-list: o € V(B) a e K(C(P(B)N\C(B)

W-list: @ € W(B) o e D(C(B))\J(P), Pla) € J(P)

X-list: o € X(B) iff B e W()

Z(P) (interaction) V(B) UU(B) UW(B) U X(B)

definitions, approximately evaluating the sum in Equation
(1) involves an upward computation pass of T, followed by a
downward computation pass of T, seen more specifically in
Algorithm 1. Let us reiterate that the details of the “inter-
act” step in Algorithm 1 depend on list type and the under-
lying FMM scheme.

2.1. Parallelizing the evaluation phase

Understanding the dependencies in Algorithm 1 and devis-
ing efficient parallel variants can be accomplished by
using distributed and shared memory programming mod-
els. These models can then be implemented using MPI,
OpenMP, and GPU application programming interfaces.

There are multiple levels of concurrency in FMM: across
steps (e.g., the S2U and ULI steps have no dependencies),
within steps (e.g., a reduction on octants of an octant 3 dur-
ing the VLI step), and vectorizations of the per-octant calcu-
lations. In fact, one can pipeline the S2U, U2U, and VLI steps
to expose even more parallelism. We do not take advantage
of pipelining because it reduces the modularity and general-
ity of the implementation.

The generic dependencies of the calculations outlined in
Algorithm 1 are as follows: The APPROXIMATE INTERACTIONS
(except for steps (5a) and (5b)) and DIRECT INTERACTIONS
parts can be executed concurrently. For the approximate
interaction calculations, the order of the steps denotes
dependencies, for example, step (2) must start after step (1)
has been completed. Steps (3a) and (3b) can be executed in
any order. However, concurrent execution of steps (3a) and
(3b) requires a concurrent write with accumulation. This is
also true for the steps (5a) and (5b), they are independent up
to concurrent writes.

Figure 1. FMM lists. Here we show an example of the U, V, W, and X
lists in two dimensions for a tree octant B. One can verify that Z(B) is
inside the domain enclosed by C(P(B)).

v v v v
U
U U Vv v
Vv U B U
UUUUWW X
ww [w [w
v U
wl w| wl| w
v Vv v v
X
v v v v
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Algorithm 1. {f;}zb; =FMM ({xnyiisi}z]‘iu OCtree)

/| APPROXIMATE INTERACTIONS

// (1) S2U: source-to-up step
VBeL:source to up densities interaction

// (2) U2U: up-to-up step (upward)
Postorder traversal of T
VB T:interact (B,P())

//(3a) VLI : V-list step
VBeT:Yac V(B) interact (B, a) ;

// (3b) XLI : X-list step
VBeT:Vac X(B): interact (S, «) ;

// (4) D2D: down-to-down step (downward)
Preorder traversal of T
VBET:interact (B, o) ;

// (5a) WLI: W-list step
VBeL:Yae W(B): interact (B, «) ;

// (5b) D2T : down-to-targets step
VBeL:evaluate potential onx, € f3;

//IDIRECT INTERACTIONS
// ULIL U-list step (direct sum)
VBeL:Vae U,: interact (B, ) ;

Our overall strategy is to use MPI-based distributed mem-
ory parallelism to construct the global tree and to partition
it into overlapping subtrees (the LETSs) in order to remove
dependencies between steps (3a)/(5a) and (3b)/(5b). We handle
the concurrent writes explicitly and we use shared-memory-
based parallelism on GPUs within each MPI process to
accelerate the direct interactions and steps (1), (3), (5) of the
indirect interactions in Algorithm 1. In the following sec-
tions, we give the details of our approach.

3. DISTRIBUTED MEMORY PARALLELISM

The main components of our scheme are (1) the tree
construction, in which the global FMM tree is built and each
process receives its locally essential tree and a set of leaves
for which it assumes ownership and (2) the evaluation, in
which each process evaluates the sum at the particles of the
leaf octants it owns. This sum has two components: direct
interactions (evaluated exactly) and indirect interactions
(evaluated approximately).

The input consists of the particles and their source den-
sities. The output of the algorithm is the potential at the
particles. Before we describe the algorithm, we need the fol-
lowing definition:*

Locally essential tree (LET): Given a partition of L across
processes so that L, is the set of leaf-octants assigned to the
process k (i.e., the potential in these octants is computed by
process k), the LET for process k is defined as the union of
the interaction lists of all owned leaves and their ancestors:

LET(K) = Uy g0 a,y Z(B)-

The basic idea? for a distributed memory implementa-
tion of the FMM algorithm is to partition the leaves of the FMM
tree across processes, construct the LET of each process,
and then compute the N-body sum in parallel. There are two
communication-intensive phases in this approach: the first
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phase is the LET construction and the second phase is an all-
reduce during evaluation. Next, we discuss the main compo-
nents in these two phases.

3.1. Tree construction

The inputs for the tree construction procedure are the
particles. The output is the local essential tree on each
process, which is subsequently used in the computation,
along with geometrical domain decomposition of the unit
cube across MPI processes. The latter is used throughout
the algorithm. The tree construction involves (1) the con-
struction of a distributed linear complete octree that con-
tains only the leaf octants and (2) the construction of the
per-process LETS.

We start by creating the distributed and globally Morton-
sorted array containing all the leaves from the global tree.
The algorithms for this task are known (we use the one
described in Sundar et al.;* see also Hariharan and S.
Aluru®), and their main ingredient is the parallel Morton-
sort of particles. This sort determines the overall complexity
of the tree construction.

The distribution of the leaves between processes induces
a geometric partitioning of the unit cube: each process con-
trols the volume covered by the leaves it owns. By Q,, we will
denote the region “controlled” by process k. Each process
stores the overall geometric partitioning: we use an MPI _
AllGather to exchange the first and last octants of their
region, which is all is needed to define the partition.

Next, each process adds all ancestor octants to its local
leaves, thus creating a local tree. The task of exchanging
information about “ghost” octants still remains to be com-
pleted. To accomplish that, let us introduce the following
definitions:

* “Contributor” processes of an octant € T:
P(B):=ke1...p: Boverlaps with Q,

* “User” processes of an octant
P (B):=ke1...p:P(B)orC(P(B)) overlaps with Q..

Let I, be the set of octants to which process k contributes
and which process &’ uses. Then, process k must send all
octants in I,,, to MPI process k'. Figure 2 provides an illus-
tration of this procedure. That is, each process contributor of
each octant sends the octant data to all users of that octant.
Once the exchange of the I, lists has been completed, all
MPI processes insert received octants into their local trees.
This concludes the construction of the per-process LETs.
We summarize the construction of the local essential trees
in Algorithm 2.

The correctness of the construction is based on the
direct relation between LET and FMM. Consider the poten-
tial generated by the sources enclosed by some octant .
In order to evaluate this potential outside the volume cov-
ered by C(P(f3)), one does not need information regard-
ing sources or upward densities associated with f3, since
the upward density of some ancestor of 3 would be used
instead. This observation can be used to formalize the cor-
rectness of the LET construction. See Lashuk et al.”” for a
more detailed discussion.



Figure 2. Communication of ghost octants. Process 0 sends green
octants to process 1, red octants to process 2, and brown octants
to both 1 and 2. White octants in lower-left corner are “internal” to
process 0 and not sent to anyone. The procedure is applied to both
leaves and non-leaf octants. (a) Finer level of octree. (b) Coarser
level of octree.

(a)

Algorithm 2. LET construction

Input: distributed set of particles x;
Output: LET on each process k

1.L,=Points20ctree (x) //IMPI
2.B,=L UA(L)
3.1, :={B € B,: P(B) or C(P(P)) overlaps with ,}
4.Vk K=k

Send I,,, to process k'

Recv I, from process k'

Insert I, in B,
5. Return Bk

//MPI
//MPI

In the last step of Algorithm 2, every process indepen-
dently builds U, V, W, and X lists for the octants in its LET
which enclose the local particles (where the potential is to be
evaluated). All necessary octants are already present in the
LET, so no further communication is required in this step.

3.2. Load balancing

Assigning each process an equal chunk of leaves may lead to
a substantial load imbalance during the interaction evalua-
tion for nonuniform octrees. In order to overcome this dif-
ficulty, we use the following load-balancing algorithm.

After the LET setup, each leaf is assighed a weight, based
on the computational work associated with its U, V, W, and
X lists (which are already built at this particle). Then, we
repartition the leaves to ensure that total weight of the leaves
owned by each process is approximately equal. We use
Algorithm 1 from Sundar et al.* to perform this repartition-
ing in parallel. Note that similarly to the previous section,
each process gets a contiguous chunk of global (distributed)
Morton-sorted array of leaves. In the final step, we rebuild
the LET and the U, V, W, and X lists on each process.

Note that we repartition the leaves based solely on
work balance ignoring the communication costs. Such an
approach is suboptimal, but is not expensive to compute
and works reasonably well in practice. In addition to leaf-
based partitioning, the partitioning at a coarser level can
also be considered;* we have not tested this approach.

3.3. FMM evaluation

Three communication steps are required for the potential
evaluation. The first is to communicate the source densities
for the U-list calculation. This communication is “local” in a
sense that each process typically communicates only with its
spatial neighbors. Thus, a straightforward implementation
(say, using MPI Isend)is acceptable.

The second communication step is to sum up the upward
densities of all the contributors of each octant, the U2U step.
During this step (bottom-up traversal), each process only
builds partial upward densities of octants in its LET. The
partial upward densities of an octant do not include contribu-
tions from descendants of the octant that belong to other MPI
processes. For this reason, we need a third step, a communi-
cation step, to collect the upward densities to the users of
each octant. This communication step must take place after
the U2U step and before the VLI and XLI steps. Once this step
is completed, every process performs a top-down traversal of
its LET without communicating with other processes.

Algorithm 3 describes a communication procedure that
combines the second and the third steps mentioned above.
This algorithm resembles the standard “AllReduce” algo-
rithm on a hypercube. What follows is the informal descrip-
tion of the algorithm.

At the start, each processor r forms a pool S of octants
(and their upward densities) which are “shared”, that is, not
used by r alone. The MPI communicator (set of all MPI pro-
cesses) is then split into two halves (for simplicity, we shall
assume that the communicator size is a power of two) and
each processor from the first halfis paired with a “peer” pro-
cessor from the other half.

Now consider those octants in S which are “used” by
some processor from the other half of the communica-
tor (not necessarily a peer of r). If such octants exist, r
sends them (together with upward densities) to its “peer”.
According to the same rule, the “peer” will send some (pos-
sibly none) octants and densities to r. The received octants
will be merged into S, eliminating duplicate octants while
summing densities for duplicate octants.

At this point, no further communication between the
two halves is required, and the algorithm proceeds recur-
sively by applying itself to each of the halves. We finally note
that after each communication round, Sis purged from the
“transient” octants which are no longer necessary for com-
munications and not used locally at r.

The time complexity of this algorithm is not worse than (9(\/; ).
To be more specific, assuming that no process uses more than
m shared octants and no process contributes to more than m
shared octants, for a hypercube interconnect, the communi-
cation complexity of Algorithm 3 is O(¢, log p+twm(3\/5 -2)),
where ¢ and ¢ are the latency and the bandwidth constants,
respectively. See Lashuk et al.'” for a proof.

After the three communication steps, all the remain-
ing steps of Algorithm 1 can be carried out without further
communication.

3.4. Complexity for uniform distributions of particles
We have all the necessary ingredients to derive the overall
complexity of the distributed memory algorithm for uniform
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distributions of particles. Let N be the number of particles
and let p be number of processes. The number of octants is
proportional to the number of particles. The first commu-
nication cost is associated with the parallel sort of the input
particles. We have used a comparison sort instead of bin-
ning, so its time complexity is O(%log%+ plog? p)(combina-
tion of sample sort and bitonic sort).® Exchanging the “ghost”
octants has the same complexity as the reduce-broadcast
algorithm described in Section 3.3, that is, (’)(\/?m), where m
is the maximal number of “shared” octants between two pro-
cesses. For a uniform grid, m can be estimated as O((N/p)*?)
divided by p. The communication also includes the exchange
of source densities. Assuming that the bandwidth of the sys-
tem is reasonably high, we can neglect all lower order com-
munication terms. In summary (assuming large enough
bandwidth but assuming nothing about latency), the overall
complexity of the setup phase is (’)(%log%)+ O(plog® p). For
the evaluation, we have O (%) +O(log p).

Algorithm 3. Reduce and Scatter

Input: partial upward densities of “shared” octants at “contrib-
utor” processes

Input: 7 (rank of current process); assume communicator size
is 2¢

Output: upward densities of “shared” octants at “user”
processes

/[Define shared octants (for each process):
S={BELET: #(P(BUP(B))>1}
/[Loop over communication rounds (hypercube dimensions)
Fori:=d-1t00
/[Process s is our partner during this communication round
1.5:=rXOR 2!
2.u,=sAND (2~ 2Y)
3.u,=sOR 2i-1)
4. Sendtos.'{BeS:I(ﬁ)m(UZj Q) ;t(?)}
5.q =rAND (27 - 2})
6.9,=rOR(2'-1)
7.Delete{ Be S: T(B)n (L% Q,) =0}
/|Reduction
8. Recv from s and append S
9. Remove duplicates for S
10. Sum up densities for duplicate octants.

For a nonuniform particle distribution, the complexity
estimates for the setup and evaluation phases include an
additional ¢,m,/p term. Since we do not have a (nontrivial)
bound on m, this result is worse than what is theoretically
possible by Teng’s algorithm. (He partitions the tree using
both work and communication costs instead of just using
the work at the leaf octants.)

4. INTRA-NODE PARALLELISM

A key ingredient to the efficiency of the overall algo-
rithm is highly tuned intra-node performance. Many
current supercomputing systems have heterogeneous
nodes, meaning they have both conventional general-
purpose multicore CPU processors and more specialized
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high-speed co-processors, such as GPUs. Consequently,
our implementation can exploit both CPUs (via OpenMP)
and GPUs (via CUDA).

Shared memory parallelization is common for either
type of processor. For the S2U, D2T, ULI, WLI, VLI, and XLI
steps, we can visit the octants in an embarrassingly parallel
way. Moreover, all octant visits include octant-to-octant or
octant-to-particle interactions expressed as matrix-vector
multiplications. The matrices are dense except for the VLI
calculations, which correspond to a diagonal translation.
Thus, overall there are two levels of parallelism: across
octants and across the rows of the corresponding matrix.
The same approach to parallelism applies on both CPU and
GPU co-processors, because they have essentially the same
architectural features for exploiting parallelism: shared
memory address spaces, a multilevel memory hierarchy, and
vector units for regular data parallelism. The U2U and D2D
remain sequential in our current implementation, though
they could in principle be parallelized using rake and com-
press methods.*

Although the architectural features are similar between
CPUs and GPUs, differences in their scale directly affect
the algorithm and implementation. The main algorithmic
tuning parameter for the FMM is the maximum number of
particles per octant, g. Increasing g makes the leaf octants
larger and the overall tree shorter, which in turn increases
the number of flops performed by the compute-bound ULI,
WLI, and XLI steps, while decreasing the flop-cost of the
memory-bound VLI and other phases. Figure 3(a) shows
an example of this behavior. A processor’s relative balance
of performance and bandwidth will change these curves,
thereby changing the optimal value of g.

Indeed, this phenomenon gives rise to the overall perfor-
mance behavior shown in Figure 3(b), where we compare
the single-socket execution times for three single-socket
implementations: (i) single-threaded CPU with explicit
vectorization using SSE intrinsics; (ii) multithreaded CPU
with four threads and SSE; and (iii) GPU using CUDA. Note
that combined threading and vectorization yields a 7.4x
improvement over the single-threaded code. The GPU
code is 32x faster than the single-threaded CPU code and
4.3x faster than the multithreaded CPU code, even includ-
ing time to send/receive data from the GPU. Interestingly,
the GPU win comes not just from parallelization and tun-
ing but because faster processing enables better algorith-
mic tuning of g. In particular, the faster we can perform
the compute-intensive ULI step, the larger we can make ¢
thereby reducing the VLI and other memory-bound steps.
In other words, there is a synergy between faster process-
ing and algorithmic tuning in which we can trade more
flops (ULI step) for less memory communication (e.g., VLI
step). Such techniques are likely to apply more generally as
many-core processors increase in use.

5. NUMERICAL EXPERIMENTS

This section evaluates the overall scalability of our imple-
mentation on two different architectures and in both strong
and weak scaling regimes. (We have used the Stokes kernel
instead of the Laplacian. K(7) is defined as 1/|7|(1 - r ® 1)/



Figure 3. Intra-node optimization. (a) Optimal particles per octant: increasing the leaf sizes increases the relative costs of ULI, WLI, and XLI
while decreasing the costs of the other phases. (b) Implementation comparison: solid horizontal bars indicate the observed wall-clock time
on each platform. In the hybrid CPU+GPU implementation, ULI runs on the GPU while the other steps run on the CPU, yielding an overall

benefit from overlapping.
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), where ® is the outer product between two three-dimen-
sional vectors.)

Platforms and architectures: We tested our code on two
supercomputing platforms, one based on conventional
CPUs and the other based on hybrid CPU+GPU nodes.
The CPU system is Jaguar PF at the National Center for
Computational Sciences (UT/ORNL), (http://www.nccs.
gov/computing-resources/jaguar/) a Cray XT5 with 224,256
cores (using 2.6-GHz hex-core AMD Opteron CPUs, 2GB/
core), and a three-dimensional-torus network (9.6 GB/s link
bandwidth). Jaguar is ranked third on the Top 500 List (www.
top500.org) as of June 2011. The GPU system is the Keeneland
initial delivery system, also at UT/ORNL (http://keeneland.

gatech.edu). Keeneland is based on the Hewlett-Packard
SL390 servers accelerated with NVIDIA Tesla M2070 GPUs.
Keeneland has 120 compute nodes, each with dual-socket,
six-core Intel X5660 2.8-GHz Westmere processors and 3
GPUs per node, with 24GB of DDR3 host memory. Nodes are
interconnected with single rail QDR Infiniband.

MPI, strong scalability tests on Jaguar: Figure 4(a)
summarizes the strong scaling experiments. The prob-
lem has 100 million unknowns. We use a nonuniform
(line) distribution. On 24,576 cores, the evaluation phase
takes just 1.7 s, which constitutes a speedup of 205x when
increasing cores by a factor of 512x. The setup phase
(tree construction) begins to dominate at this scale in the
strong-scaling regime.

MPI, weak scalability tests on Jaguar: Figure 4(b) summa-
rizes the weak scaling results. The problem size per core is
kept fixed to approximately 672,000 unknowns. The FMM
evaluation phase and setup phase (tree construction) times

increase because of several factors. First, since we have
highly nonuniform distributions (the max leaf-level is 23
and the min is 4—for a uniform tree, the leaf level would
be 9), as we increase the problem size, the tree gets deeper
and the cost per core increases (i.e., we observe a O(N log N)
scaling), as we have not reached the asymptotic O(N) phase
of the FMM. Secondly, for nonuniform trees, it is difficult to
load balance all phases of FMM. The solution to these scal-
ing problems is to employ the hypercube-like tree-broadcast
algorithm for all of the phases of FMM. (Currently it is used
only in the postorder communication phase of the evalua-
tion phase.) Finally, the setup phase is not multithreaded,
which is the subject of future work. Nevertheless, we still
attain a reasonably good utilization of compute resources:
the evaluation phase sustains over 1.2 GFlopsper core (in
double-precision).

GPU strong scalability tests on Keeneland: Figure 5 shows
strong scaling for a 48 million particle problem on up to 192
GPUs of the Keeneland system. We use 1 MPI process per
GPU and 3 GPUs per node (64 nodes total). In the best case,
the evaluation completes in just 0.47 s. For comparison, we
estimate that the equivalent purely direct (O(n?) ) calculation
on 192 GPUs, ignoring all communication, would require
approximately 1000x more wall clock time, which confirms
the importance of employing parallelism on an algorithmi-
cally optimal method.

6. DISCUSSION AND CONCLUSION

We have presented several algorithms that taken together
expose and exploit concurrency at all stages of the fast mul-
tipole algorithms and employ several parallel programming
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Figure 4. Strong and weak scalability on Jaguar PF. (a) Strong Scaling on Jaguar PF. The strong scalability result for 22M particles. Each

bar is labeled by its absolute wall-clock time (seconds) and speedup relative to the 48-core case. There are six cores (and six OpenMP
threads) per MPI process. The finest level of the octree is nine and the coarsest is three. The evaluation and setup phases show 205x and
48x speedups, respectively, when increasing the core count by 512x. (b) Weak Scaling on Jaguar PF. The weak scalability of the simulation to
196,608 cores, with approximately 672,000 unknowns per core. Each bar is labeled by wall-clock time (seconds) and parallel efficiency. We
use one MPI process per socket and all of the six OpenMP threads in each MPI process. The finest to coarsest octree levels range from 24 to
4. Our implementation maintains parallel efficiency levels of 60% or more at scale.
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Figure 5. GPU strong scaling. We show strong scaling for FMM paradigms. We showed that we can efficiently scale the tree
evaluation of 48 million particles on up to 192 GPUs of Keeneland setup with the major cost being the parallel sort, which in

system, which completes in as few as 0.47 s. The solid point-line
shows the measured wall-clock time, and the dashed line shows
the ideal time under perfect speedup. Each point is labeled by its

turn exhibits textbook scalability. We described anewreduc-
tion scheme for the FMM algorithm and we demonstrated

parallel efficiency (ideal = 1). overall scalability. We explored per-core concurrency using
the streaming paradigm on GPU accelerators with excel-
102 - lent speedups. FMM is a highly nontrivial algorithm with

several different phases, a combination of multiresolution
data structures, fast transforms, and highly irregular data
access. Yet, we were able to achieve significant speedups on
heterogeneous architectures.

On our largest run on 196,608 cores, we observed about
220 TFlops/s in the evaluation, about 15% of the Linpack
sustained performance. Assuming a 7x speedup on a
hybrid machine of similar size means that our FMM would
exceed one PetaFlop without further modifications. Our
main conclusion is that it is possible to construct highly
efficient scalable N-body solvers, at least up to hundreds of
thousands of cores. But what about one million or many
million cores?

One important lesson for us is that hybrid parallelism is
absolutely necessary; once we reached several thousands
of MPI processes, MPI resource management in the com-

Time (s)

101 - munication-intensive phases of the algorithm became
| | | | | | | an issue. Employing shared memory parallelism within

3 6 12 24 48 96 192 | the socket and combining with accelarators results in a

No. of GPUs (1 MPT task/GPU) more scalable code. The maintainability overhead, how-

ever, can be significant especially for the GPU case and for
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a complex code like FMM. Currently, we are working on
introducing shared-memory parallelism in the tree con-
struction, sharing the workload between CPUs and GPUs
(essentially treating the GPU as another MPI process), and
introducing shared-memory parallelism in the upward

and downward computations.
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Technical Perspective
An Experiment in Determinism

By Steven Hand

THE ADVENT OF multicore processors
means that complex software is becom-
ing more complex: developers must
turn to the use of multiple threads to
exploit hardware parallelism, yet it is
widely held that parallel programming
is far more difficult and error prone
than writing sequential code. In par-
ticular, the myriad allowable interleav-
ings of thread execution mean that dif-
ferent runs of a program can produce
different behaviors, including differ-
ent outputs or—worse—bugs!

To address this concern, the recent
past has seen considerable interest in
deterministic parallelism: techniques
to ensure that multiple executions of
a program observe the same interleav-
ings, regardless of variations in the
hardware, the vagaries of the sched-
uler, the use of synchronization primi-
tives, or the presence or absence of
external workloads. The hope is that
deterministic parallelism will make
it easier to have confidence in test-
ing software quality: for example, if a
bug can manifest due to a particular
ordering of read and writes to objects
in memory, then deterministic paral-
lelism will ensure that this either al-
ways happens—thus making it easier
to debug—or ensure it never happens,
avoiding the bug altogether.

Some previous work has investigat-
ed providing deterministic parallelism
in the language (Deterministic Parallel
Java), at the level of the compiler and/
or runtime system (Kendo, CoreDet,
dThreads), or within the hardware
(DMP, RCDC). Most of these schemes
do little to make parallel programming
inherently simpler, and most are limit-
ed to multithreaded (rather than mul-
tiprocess) systems. In the following
paper, however, Aviram et al. explore
the idea of building an operating system
that inherently enforces deterministic
parallelism both within and across all
hosted programs.

Most traditional operating systems
provide interfaces that are nondeter-
ministic; for example, creating a new
process with fork() or opening a file

with open() result in handles that de-
pend on the set of prior operations per-
formed, either systemwide or within
the current process; similar behavior
can be seen with memory allocations.
The values can directly or indirectly af-
fect control flow and general computa-
tion, thus leading to different behav-
iors even if there are no explicit ‘race
conditions.” And, of course, explicit
nondeterminism is often exposed via
operations such as wait()on a process
or condition variable, or invoking se-
lect() onasetoffile descriptors.

To avoid such issues, the authors
take a clean-slate approach with their
Determinator operating system. In De-
terminator, rather than threads shar-
ing an address space, each indepen-
dent thread of execution gets a private
workspace. This is a copy of the nomi-
nal global state, and all of the thread’s
read and write operations are per-
formed directly on the copy. At thread
exit—or certain other well-defined
points—the effects of the thread’s ex-
ecution are reconciled with the global
state. This can be considered analo-
gous to how modern revision control
systems operate: a person “checks
out” a private copy of the data, makes
whatever changes he or she wishes,
and then “checks in” the changes. The
use of private workspaces eliminates
any nondeterminism involved by fine-
grained interleavings; in essence,
read/write data races are impossible,
since any thread will only ever read
values that are canonical, or that it has
itself written.

Much like with revision control sys-
tems, however, write/write conflicts
are possible: two child threads could
modify the same (logically shared) lo-
cation during their execution. In De-
terminator this can be readily ascer-
tained during the reconciliation phase,
and causes a runtime exception. The
authors argue that turning write/
write conflicts into readily reproduc-
ible bugs simplifies the programming
model, and avoids any reliance on “be-
nign” data races.
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Determinator also controls other
aspects of nondeterminism. For exam-
ple, identifiers returned by the kernel
are thread-private rather than global,
and all synchronization operations
are deterministic, rather than first-
come-first-served (like many mutual
exclusion locks). This leads to a sys-
tem that has a quite different “feel” to
traditional operating systems, yet the
authors demonstrate it is possible to
run a number of parallel benchmark
programs without any ill effect. They
also describe an emulation layer that
provides some familiar Unix APIs,
albeit with occasionally different se-
mantics. One good example is in the
implementation of process synchro-
nization; while waitpid() can be eas-
ily supported, the nondeterminism
of wait() cannot be. Instead wait()
turns into “wait for the child process
with the lowest (thread-local) process
id” that, in many cases, suffices.

Determinator is an interesting and
thought-provoking piece of research.
However, it is unclear whether or not
future operating systems will be built
this way. There are a number of chal-
lenges in terms of how to support I/O
operations, particularly those that in-
teract with users or remote systems;
and in terms of how to support inher-
ently nondeterministic computation,
such as generating cryptographic keys.

This is not just a limitation of De-
terminator, but rather of most work
in the field. Although deterministic
parallelism has the potential to reduce
the number of allowable behaviors
a program (or system) can express,
which should increase the efficacy of
testing, it does not help with the fact
that most useful programs behave dif-
ferently given different inputs. Relying
on extensive testing to validate the
correctness of programs is intellectu-
ally unsatisfactory, particularly given
the woefully inadequate coverage ob-
tained, and the general lack of any
specification. Nonetheless, it is possi-
ble that deterministic parallelism will
make it all a smidge easier—and that
can’t be a bad thing, can it?
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University of Cambridge, U.K.
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Efficient System-Enforced
Deterministic Parallelism

By Amittai Aviram, Shu-Chun Weng, Sen Hu, and Bryan Ford

Abstract

Deterministic execution offers many benefits for debugging,
fault tolerance, and security. Current methods of executing
parallel programs deterministically, however, often incur
high costs, allow misbehaved software to defeat repeatabil-
ity, and transform time-dependent races into input- or path-
dependent races without eliminating them. We introduce a
new parallel programming model addressing these issues,
and use Determinator, a proof-of-concept OS, to demon-
strate the model’s practicality. Determinator’s microker-
nel application programming interface (API) provides only
“shared-nothing” address spaces and deterministic inter-
process communication primitives to make execution of all
unprivileged code—well-behaved or not—precisely repeat-
able. Atop this microkernel, Determinator’s user-level run-
time offers a private workspace model for both thread-level
and process-level parallel programming. This model avoids
the introduction of read/write data races, and converts write/
write races into reliably detected conflicts. Coarse-grained
parallel benchmarks perform and scale comparably to non-
deterministic systems, both on multicore PCs and across
nodes in a distributed cluster.

1. INTRODUCTION

The multicore revolution has made parallel programming
both ubiquitous and unavoidable, but building reliable
parallel software is difficult and error-prone. Mainstream
parallel programming models introduce pervasive risks
for timing-dependent races, leading to nondetermin-
istic “heisenbugs.” Slight synchronization bugs often
cause nondeterministic races between threads access-
ing shared memory.>?* 2! Concurrent processes can sim-
ilarly race when passing messages or accessing files in a
shared file system, yielding not just bugs but also security
vulnerabilities.*

We would often prefer to run software deterministically,
so that from a given input it always produces the same
output.”” Beyond mere convenience considerations, deter-
ministic execution is also a basic virtualization tool: a foun-
dation required to implement replay debugging,* fault
tolerance,' and accountability mechanisms.'* Methods of
intrusion analysis'> and timing channel control* further
require the system to enforce determinism, even on mali-
cious code that might be designed to evade analysis.

User-space techniques for parallel deterministic
execution® ** show promise but have limitations. First,
by relying on a deterministic scheduler residing in the
application process, they permit buggy or malicious

applications to compromise determinism by interfer-
ing with the scheduler. Second, deterministic schedulers
emulate conventional APIs by synthesizing a repeatable—
but arbitrary—schedule of inter-thread interactions, often
using an instruction counter as an artificial time metric.
Therefore, data races remain, but their manifestation
depends subtly on inputs and code path lengths instead
of on “real” time. Third, the user-level instrumentation
required to isolate and schedule threads’ memory accesses
can incur considerable overhead, even on coarse-grained
code that synchronizes rarely.

To meet the challenges presented by ubiquitous par-
allelism, we may need to rethink standard nondetermin-
istic parallel programming models instead of merely
shoehorning them into artificial execution schedules. To
this end, we present Determinator, a proof-of-concept OS
designed to make determinism the norm,* avoiding data
races at either memory access? or higher semantic levels.”
Owing to its OS-level approach, Determinator supports
existing languages, can enforce deterministic execution
not only on a single process but on groups of interact-
ing processes, and can prevent malicious user-level code
from subverting the kernel’s guarantee of determinism.
In order to explore the design space freely, Determinator
takes a “clean-slate” approach, offering only limited com-
patibility with basic Unix process, thread, and file APIs.
To improve backward compatibility, Determinator’s envi-
ronment could be implemented in a “sandbox,” extend-
ing a legacy kernel.’

Determinator’s kernel denies user code direct access to
hardware resources whose use can yield nondeterministic
behavior, including real-time clocks, cycle counters, and
writable shared memory. User code runs within a hierar-
chy of single-threaded, process-like spaces, each running
in a private virtual address space and capable of com-
municating only with its immediate parent and children.
Potentially useful sources of nondeterminism, such as
timers, which the kernel represents as I/O devices, can be
accessed by unprivileged spaces only via explicit commu-
nication with more privileged spaces. A supervisory space
can thus mediate all nondeterministic inputs affecting
a subtree of unprivileged spaces, logging true nondeter-
ministic events for future replay or synthesizing artificial
events, for example.

The original version of this paper was published in the
9th USENIX Symposium on Operating Systems Design and
Implementation, October 4-6, 2010, Vancouver, BC, Canada.
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Atop this kernel API, Determinator’s user-level runtime
emulates familiar shared-resource programming abstrac-
tions. The runtime employs file replication and versioning**
to offer applications a logically shared file system accessed
via the Unix file API, and adapts distributed shared memory
techniques! to emulate shared memory for multithreaded
applications. Since this emulation is implemented in user
space, applications can freely customize it,and runtime bugs
cannot compromise the kernel’s guarantee of determinism.

Rather than emulating conventional parallel memory
models, Determinator explores a private workspace model.?
In this model, each thread keeps a private virtual replica of
all shared memory and file system state; normal reads and
writes access and modify this working copy. Threads recon-
cile their changes only at program-defined synchronization
points, much as developers use version control systems.
This model eliminates read/write data races, because reads
see only causally prior writes in the explicit synchronization
graph, and write/write races become conflicts, which the
runtime reliably detects and reports independently of any
(real or synthetic) execution schedule.

Experiments with common parallel benchmarks sug-
gest that Determinator can run coarse-grained parallel
applications deterministically with both performance and
scalability comparable to nondeterministic environments.
Determinism incurs a high cost on fine-grained parallel
applications, however, because of Determinator’s use of
virtual memory to isolate threads. For “embarrassingly par-
allel” applications requiring little inter-thread communica-
tion, Determinator can distribute the computation across
nodes in a cluster mostly transparently to the application,
maintaining usable performance and scalability. The pro-
totype still has many limitations to be addressed in future
work, such as a restrictive space hierarchy, limited file
system size, no persistent storage, and inefficient cross-
node communication.

2. A DETERMINISTIC PROGRAMMING MODEL
Determinator’s goal is to offer a programming model that
is naturally and pervasively deterministic. To be naturally
deterministic, the model’s basic abstractions should avoid
introducing data races or other nondeterministic behavior
in the first place, not merely provide ways to control, detect,
or reproduce races. To be pervasively deterministic, the
model should behave deterministically at all levels of abstrac-
tion: for example, for shared memory access, inter-thread
synchronization, file system access, interprocess commu-
nication, external device or network access, and thread/pro-
cess scheduling.

Many intermediate design points may yield useful trade-
offs: enforcing determinism only on synchronization
and not on memory accesses can improve efficiency, for
example.?? For now, however, we explore the feasibility of
a “purist” approach to pervasive determinism. To achieve
this goal, we found we had to address at least four sources
of nondeterminism in current systems: nondeterministic
inputs that applications may require for operation; shared
state such as memory and file systems; synchronization
APIs that threads and processes use to coordinate; and
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namespaces through which applications use and manage
system resources.

2.1. Explicit nondeterministic inputs
Many applications use nondeterministic inputs, such as
incoming messages for a Web server, timers for interactive
applications, and random numbers for cryptographic algo-
rithms. We seek not to eliminate such nondeterministic
inputs but to make relevant inputs explicit and controllable.

Mechanisms for parallel debugging,” fault tolerance,"
accountability,’ and intrusion analysis'® all rely on the
ability to replay a computation instruction-for-instruction,
in order to replicate, verify, or analyze a program’s execu-
tion history. Replay can be efficient when only I/O need be
logged, as for a uniprocessor virtual machine,? but becomes
much more costly if internal sources of nondeterminism
due to parallelism must also be replayed.*®

Determinator transforms useful sources of nondeter-
minism into explicit I/O, which applications access via
controllable channels, and eliminates only internal non-
determinism resulting from parallelism. If an application
calls gettime-ofday (), for example, a supervising pro-
cess can intercept this I/O to log, replay, or synthesize these
time “inputs.”

2.2. A race-free model for shared state

Conventional systems give threads concurrent access to
many forms of shared state, such as shared memory and file
systems, yielding data races and heisenbugs if the threads
are improperly synchronized.* ** Replay debuggers' and
deterministic schedulers®*> make data races reproducible
once they manifest, but do not change the inherently race-
prone model in which developers write applications.

Determinator replaces the standard concurrent access
model with a private workspace model,* which avoids data
races in the first place. This model gives each thread a private
virtual replica of all logically shared states, including shared
memory and file system state. A thread’s normal reads and
writes affect only its private working state, and do not inter-
act directly with other threads. Instead, Determinator accu-
mulates each thread’s changes to the shared state, and then
reconciles these changes among threads only at program-
defined synchronization points. This model is related to
early parallel Fortran systems,® replicated file systems,* dis-
tributed version control systems," and snapshot isolation in
databases.” To our knowledge, however, Determinator is the
first OS to introduce such a model for pervasive thread- and
process-level determinism.

If one thread executes the assignment “x=)” while another
concurrently executes “y=x,” for example, these assignments
race in the conventional model, but are race-free under
Determinator and always swap x with y. Each thread’s read of
x or y always sees the “old” version of that variable, saved in
the thread’s private workspace at the last explicit synchroni-
zation point.

Figure 1 illustrates a more realistic example of a game or
simulator, which uses an array of “actors” (players, particles,
etc.) to represent some logical “universe,” and updates all
actors in parallel at each time step. To update the actors, the



Figure 1. C pseudocode for lock-step time simulation, which contains
a data race in standard concurrency models but is bug-free under
Determinator.

struct actor_state actor[nactors];
main()
initialize all elements of actor(] array
for (time = 0; ; time++)
for (i = 0; i < nactors; i++)
if (thread_fork(j) == IN_CHILD)
// child thread to process actor|i]
examine state of nearby actors
update state of actor(i] accordingly
thread_exit();
for (i=0; i < nactors; i++)
thread_join();

main thread forks a child thread per actor, then synchro-
nizes by joining all child threads. The child thread code to
update each actor is “inline” within the main() function, a
convenience of Unix fork () that Determinator extends to
shared memory threads.

Each child thread reads the “prior” state of any or all
actors in the array, then updates the state of its assigned
actor in-place, without explicit copying or additional syn-
chronization. With standard threads this code has a read/
write race: each child thread may see an arbitrary mix of
“old” and “new” states as it examines other actors in the
array. Under Determinator, however, this code is correct
and race-free. Each child thread reads only its private work-
ing copy of the actors array, which is untouched except by the
child thread itself, since the main thread forked that child.
Asthe main thread rejoins allits child threads, Determinator
merges each child’s actor array updates back into the main
thread’s working copy, for use in the next time step.

Traditional write/write races become conflicts in this
model. If two child threads concurrently write to the same
actor array element, for example, Determinator detects this
conflict and signals a runtime exception when the main
thread attempts to join the second conflicting child. In the
conventional model, by contrast, either thread might “win”
this timing-dependent race, silently propagating a likely
erroneous value throughout the computation. Running
this code under a conventional deterministic scheduler
causes the “winner” to be decided based on a synthetic,
reproducible time metric (e.g., instruction count) rather
than real time, but the race remains and may still manifest
orvanish because of slight changes in inputs or instruction
path lengths.

2.3. A race-free synchronization API

Standard threads can behave nondeterministically even in
a correctly locked program with no memory access races.
Two threads might acquire a lock in any order, for example,
leading to high-level data races.> This nondeterminism is
inherent in the lock abstraction: we can record and replay or
synthesize alock acquisition schedule,** but such a schedule

is still arbitrary and unpredictable to the developer.

Fortunately, many synchronization abstractions are nat-
urally deterministic, such as fork/join, barriers, and futures.
Deterministic abstractions have the key property that when
threads synchronize, program logic alone determines the
points in the threads’ execution paths at which the synchro-
nization occurs, and the threads that are involved. In fork/
join synchronization, for example, the parent’s thread_join(¢)
operation and the child’s thread_exit() determine the
respective synchronization points, and the parent explicitly
indicates the thread ¢ tojoin. Locks fail this test because one
thread’s unlock() passes the lock to an arbitrary successor
thread’s lock(). Queue abstractions such as semaphores and
pipes are deterministic if only one thread can access each
end of the queue'® but nondeterministic if several threads
can race to insert or remove elements at either end.

Since the multicore revolution is young and most applica-
tion code is yet to be parallelized, we may still have a choice
of what synchronization abstractions to use. Determinator
therefore supports only race-free synchronization primi-
tives natively, although it can emulate nondeterministic
primitives via deterministic scheduling for compatibility.

2.4. Race-free system namespaces

Current operating system APIs often introduce nondeter-
minism unintentionally by exposing shared namespaces
implicitly synchronized by locks. Execution timing affects
the pointers returned by malloc () or mmap () or the
file numbers returned by open () in multithreaded Unix
processes, and the process IDs returned by fork () or
the file names returned by mktemp () in single-threaded
processes. Even if only one thread actually uses a given
memory block, file, process ID, or temporary file, the
assignment of these names from a shared namespace is
inherently nondeterministic.

Determinator’s API avoids creating shared namespaces
with system-chosen names, instead favoring thread-
private namespaces with application-chosen names.
Applications, not the system, choose virtual addresses for
allocated memory and process IDs for children. This prin-
ciple ensures that naming a resource reveals no shared
state information other than what the application itself
provided. Since implicitly shared namespaces often cause
multiprocessor contention, designing system APIs to avoid
this implicit sharing may be synergistic with recent multi-
core scalability work."

3. THE DETERMINATOR KERNEL

We now briefly outline the Determinator kernel’s design and
API. Applications normally do not use this API directly, but
rather use the user-level runtime described in Section 4.

3.1. Spaces

Determinator executes application code within a hierarchy of
spaces, illustrated in Figure 2. Each space consists of CPU reg-
ister state for a single control flow, a virtual address space con-
taining code and working data, and optionally a snapshot of a
prior version of this address space. A Determinator space is
analogous to a single-threaded Unix process, with important
COMMUNICATIONS OF THE AcM 113
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differences; we use the term “space” to highlight these differ-
ences and avoid confusion with the “process” and “thread”
abstractions that Determinator emulates at the user level.

A Determinator space cannot outlive its parent, and a
space can directly interact only with its immediate parent
and children via three system calls described below. The
kernel provides no file systems, writable shared memory, or
other abstractions that imply globally shared state.

Only the root space has direct access to nondeterministic
inputs viaI/O devices, such as console input or clocks. Other
spaces access I/O devices only indirectly via parent/child
interactions or via privileges delegated by the root space.
A parent space can thus control all nondeterministic inputs
into any unprivileged space subtree, for example, logging
inputs for future replay. This space hierarchy also creates
a performance bottleneck for I/O-bound applications, a
design limitation we leave to address in future work.

3.2. System call API

Determinator spaces interact only as a result of processor
traps and three system calls—Put, Get, and Ret, shown in
Table 1. Arguments allow multiple related operations to be
combined in one system call. A Put call can, for example, ini-
tialize a child’s registers, copy a virtual memory range into
the child, set permissions on the target range, snapshot the
child’s address space, and start the child executing.

Each space has a namespace of child spaces. User-level
code manages this namespace, specifying any child number
in a Get or Put; the kernel creates this child if it does not exist.
If the child did exist and was running, the kernel blocks the
parent until the child stops via Ret or a trap. These coopera-
tive “rendezvous” semantics ensure that spaces synchronize
only at well-defined points in both spaces’ execution.

Figure 2. The kernel’s hierarchy of spaces, each containing private
register and virtual memory state.

Grandchild Space Grandchild Space

Synchronization
Child Space

Child Space

Synchronization
Working Memory

Registers- "—l Root Space i """
~~~~~~~~ Snapshot

User-level code can specify a Copy option in a Get or Put
call to copy a range of virtual memory between the invoking
space and a child. The kernel uses copy-on-write to optimize
large copies and avoid physically copying read-only pages.
A Snap option similarly uses copy-on-write to save a refer-
ence snapshot of a child space’s entire virtual address space.

The Put call also supports a Merge option, which is like
Copy, except that the kernel copies only bytes that dif-
fer between the child’s current and reference snapshots
into the parent space, leaving other bytes in the parent
untouched. The kernel also detects conflicts: if a byte
changed in both the child’s and parent’s spaces since the
snapshot, the kernel generates an exception, treating a
conflict as a programming error like an illegal memory
access or divide-by-zero. Determinator’s user-level runtime
uses Merge to give multithreaded processes the illusion of
shared memory, as described later.

Finally, the Ret system call stops the calling space, return-
ing control to the space’s parent. Exceptions such as divide-
by-zero also cause an implicit Ret, providing the parent a
status code indicating why the child stopped.

To facilitate debugging or protect againstlooping children,
a parent can start a child with an instruction limit, forcing
the child to trap back to the parent after executing a specific
number of instructions. Counting instructions instead of
“real time” preserves determinism, while enabling spaces to
“quantize” a child’s execution to implement deterministic
scheduling at user level.?

3.3. Distribution via space migration

Space hierarchies can span not only multiple CPUs in a
multiprocessor/multicore system but also multiple nodes in
a homogeneous cluster. While distribution is semantically
transparent to applications, an application may have to be
designed with distribution in mind to perform well.

To support distribution, the kernel interprets the higher
order bits in each space’s child namespace as a node
number. When a space invokes Put or Get, the kernel first
migrates the calling space’s state and control flow to the
node specified in the child number argument, before creat-
ing or interacting with some child on that node indicated
in the remaining child number bits. Figure 3 illustrates
a space migrating between two nodes and managing chil-
dren on each.

Determinator kernel ‘

Figure 3. A space migrating between two nodes and starting child

Table 1. System calls comprising Determinator’s kernel API.

Call Interacts with Description

Put  Child space Copy register state and/or virtual memory range
into child, and optionally start child executing

Get  Child space Copy register state, virtual memory range, and/
or changes since the last snapshot out of a child

Ret Parent space Stop and wait for parent to issue a Get or Put.
Processor traps also cause implicit Ret

Child (1,0)

spaces on each node.
H Child (0,0) ' H Child (0,1) ' H Child (1,1) '

"\

igration

‘ Determinator Kernel ‘4>‘ Determinator Kernel ‘

Cluster Node O Cluster Node 1
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When the kernel migrates a space, it first transfers to the
receiving kernel only the space’s register state and address
space metadata. The receiving kernel requests the space’s
memory pages on demand as the space accesses them on the
new node. Each node’s kernel avoids redundant cross-node
page copying in the common case when a space repeatedly
migrates among several nodes—for example, when a space
starts children on each of several nodes, then returns later
to collect their results. For read-only pages such as program
code, each node’s kernel reuses cached copies of these pages
whenever the space returns to that node.

4. HIGH-LEVEL PARALLEL ABSTRACTIONS
Determinator’s kernel API eliminates many convenient and
familiar abstractions, but we can reproduce many of them
deterministically in user space, with important trade-offs.
This section describes how Determinator’s user-level run-
time infrastructure emulates traditional Unix processes, file
systems, threads, and synchronization.

4.1. Processes and fork/exec/wait

We make no attempt to replicate Unix process semantics
exactly, butwish to emulate traditional fork/exec/wait
enough to support common uses in scriptable shells,
build tools such as make, and multiprocess applications
such as compilers.

Fork: A basic Unix fork () requires only one Put sys-
tem call, to copy the parent’s entire memory state into a
child space, set up the child’s registers, and start the child.
The difficulty arises from Unix’s global process ID (PID)
namespace, a source of nondeterminism as discussed in
Section 2.4. Since most applications use PIDs returned by
fork () merely as an opaque argument to a subsequent
waitpid (), our runtime makes PIDs local to each process.
Each process allocates its own PIDs, which are unrelated to
and may numerically conflict with PIDs in other processes.
This change breaks Unix applications that pass PIDs among
processes, and means that commands like “ps” must be
built into shells for the same reason that “cd” already is.
This approach works for compute-oriented applications
following the typical fork/wait pattern, however.

Exec: A user-level implementation of Unix exec () must
construct the new program’s memory image, intended to
replace the old program, while still executing the old pro-
gram’s runtime library code. Our runtime loads the new pro-
gram into a “reserved” child space never used by fork(),
then calls Get to copy that child’s entire memory atop that of
the (running) parent: this Get thus “returns” into the new pro-
gram. The runtime also carries over some Unix process state,
such as the PID namespace and file system state described
later, from the old to the new program.

Wait: When an application callswaitpid () towait fora
specific child, the runtime calls Get to synchronize with the
child’s Ret and obtain the child’s exit status. The child may
Ret back to the parent to make I/O requests before termi-
nating; the parent’s runtime services the I/O request and
resumes the waitpid () transparently to the application.

Unix’s wait () is problematic as it waits for any (“the
first”) child to terminate, violating determinism as discussed

in Section 2.3. The kernel cannot offer a “wait for any child”
system call without compromising determinism, so our run-
time simply waits for the child that was forked earliest.

This behavior does not affect applications that fork several
children and then wait for all of them to complete, but affects
two common uses of wait (). First, interactive Unix shells
usewait () toreportwhen background processes complete;
an interactive shell running under Determinator requires
special “nondeterministic I/O privileges” to provide this
functionality (and related functions such as interactive job
control). Second, our runtime’s behavior may adversely affect
the performance of programs thatuse wait () toimplement
dynamic scheduling or load balancing in user space.

Consider a parallel make run with or without limiting
the number of concurrent children. A plain “make -3j,”
allowing unlimited children, leaves scheduling to the sys-
tem. Under Unix or Determinator, the kernel’s scheduler
assigns tasks to available CPUs, as in Figure 4 (a) and (b).
If the user runs “make -3j2,” however, then make initially
starts only tasks 1 and 2, then waits for one to complete
before starting task 3. Under Unix, wait () returns when
the short task 2 completes, enabling make to start task 3
promptly as in Figure 4 (c). On Determinator, the wait ()
returns only when (deterministically chosen) task 1 com-
pletes, resulting in nonoptimal schedule in Figure 4 (d):
determinism prevents the runtime from learning which of
tasks 1 and 2 completed first. The unavailability of timing
information with which to inform user-level scheduling
decisions thus suggests a practice of leaving scheduling
to the system in a deterministic environment (e.g., “make
-j”instead of “-j2”).

4.2. A shared file system

Unix’s file system provides a convenient namespace and
repository for staging program inputs, storing outputs, and
holding intermediate results such as temporary files. Since
our kernel permits no physical state sharing, user-level code
must emulate shared state abstractions. Determinator’s
“shared-nothing” space hierarchy is similar to a distrib-
uted system consisting only of uniprocessor machines, so
our user-level runtime borrows distributed file system prin-
ciples to offer applications a shared file system abstraction.

Figure 4. Parallel make under Unix and Determinator: (a) and (b) with
unlimited parallelism; (c) and (d) with a 2-worker quota imposed at
user level.
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Time allwait()sreturn Time allwait ()sreturn

(d)"make -j2"on Determinator
(deterministic)

(c) "make -j2"onUnix
(nondeterministic)

CPU1| Task 1 \ Task 1

CPU2| Task2 |[ Task3 || [ Task2 | Task 3
—_— Wwoo—— \J
Time wait () returns Time wait () returns

MAY 2012 | VOL.55 | NO.5 | COMMUNICATIONS OF THE ACM 115



research highlights

Since our current focus is on emulating familiar abstrac-
tions and not on developing storage systems, Determinator’s
file system currently provides no persistence: it effectively
serves only as a temporary file system.

Our runtime mimics a weakly consistent, replicated file
system,* by maintaining a complete file system replica in
each process’s address space, as shown in Figure 5. When a
process creates a child via fork (), the child inherits a copy
of the parent’s file system in addition to the parent’s open file
descriptors. Individual open/close/read/write opera-
tions in a process use only that process’s file system replica,
so different processes’ replicas may diverge as they modify
files concurrently. When a child terminates and its parent
collects its state via wait (), the parent’s runtime uses file
versioning to propagate the child’s changes into the parent.

If a parallel make forks several compiler processes, for
example, each child writes its output .o file to its own file
system replica. The parent’s runtime merges these .o files
into the parent’s file system as the parent wait () s on each
child. This copying and reconciliation is not as inefficient as
it may appear, due to the kernel’s copy-on-write optimiza-
tions. Replicating a file system image among many spaces
copies no physical pages until user-level code modifies them,
so all copies of identical files consume only one set of pages.

As in any weakly consistent file system, processes that
perform unsynchronized, concurrent writes to the same file
may cause conflicts. When our runtime detects a conflict, it
simply discards one copy and sets a conflict flag on the file;
subsequent attempts to open () the file result in errors.
This behavior is intended for batch compute applications
for which conflicts indicate a bug, whose solution is to fix
the bug and rerun the job. Interactive use would demand a
policy that avoids losing data. The user-level runtime could
implement stronger consistency and avoid unsynchronized
concurrent writes, at higher synchronization costs.

4.3. Input/output and logging

Since unprivileged spaces can access external I/O devices
only indirectly via parent/child interaction within the space
hierarchy, our user-level runtime treats I/O as a special case
of file system synchronization. In addition to regular files, a
process’s file system contains special I/0 files, such as con-
sole input and output files. Unlike Unix device special files,

Figure 5. Each process maintains a private replica of the shared file
system, using file versioning to reconcile replicas at synchronization
points.
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Determinator’s I/O files actually hold data in the process’
file system image: for example, the console input file accu-
mulates all characters that the process has received from
the console, and the console output file holds all characters
written to the console. In the current prototype, console
or log files can eventually “fill up” and become unusable,
though a suitable garbage-collection mechanism could
address this flaw.

When a process does a console read () , the C library first
returns unread data already in the process’s local console
input file. When no more data is available, instead of return-
ing an end-of-file condition, the process calls Ret to synchro-
nize with its parent and wait for more console input (or in
principle any other form of new input) to become available.
When the parent does a wait () or otherwise synchronizes
with the child, it propagates any new input to the child.
When the parent has no new input for any waiting children,
it forwards all their input requests to its parent, and ulti-
mately to the kernel via the root process.

When a process does a console write (), the runtime
appends the new data to its internal console output file as
itwould append to aregular file. The next time the process
synchronizes with its parent, file system reconciliation
propagates these writes toward the root process, which
forwards them to the kernel’s I/O devices. A process can
request immediate output propagation by explicitly call-
ing fsync ().

Reconciliation handles “append-only” writes differently
from other writes, enabling concurrent writes to console
or log files without conflict. During reconciliation, if both
the parent and child have made append-only writes to the
same file, reconciliation appends the child’s latest writes to
the parent’s copy of the file, and vice versa. Each process’s
replica thus accumulates all processes’ concurrent writes,
though different processes may observe these writes in a dif-
ferent order. Unlike Unix, rerunning a parallel computation
from the same inputs with and without output redirection
yields byte-for-byte identical console and log file output.

4.4, Shared memory multithreading
Shared memory multithreading is popular despite its non-
determinism, in part because parallel code need not pack
and unpack messages: threads simply compute “in-place”
on shared variables and structures. Since Determinator
gives user spaces no physically shared memory other than
read-only sharing via copy-on-write, emulating shared mem-
ory involves distributed shared memory (DSM) techniques.
Adapting the private workspace model of Section 2.2 to
thread-level shared memory reuses ideas from early paral-
lel Fortran machines® and release-consistent DSM systems,*
although these prior designs did not offer determinism.
Our runtime uses the kernel’s Snap and Merge opera-
tions (Section 3.2) to emulate shared memory in the pri-
vate workspace model, using fork/join synchronization.
To fork a child, the parent thread calls Put with the Copy,
Snap, Regs, and Start options to copy the shared part of its
memory into a child space, save a snapshot of that memory
state in the child, and start the child running, as illustrated
in Figure 6. The master thread may fork multiple children



Figure 6. A multithreaded process built from one space per thread,
with a master space managing synchronization and memory
reconciliation.
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this way. To synchronize with a child and collect its results,
the parent calls Get with the Merge option, which merges
all changes that the child made to shared memory, since
its snapshot was taken, back into the parent. If both parent
and child—or the child and other children whose changes
the parent has collected—have concurrently modified
the same byte since the snapshot, the kernel detects and
reports this conflict.

Our runtime also supports barriers, the foundation of
data-parallel programming models like OpenMP.** When
each thread in a group arrives at a barrier, it calls Ret to
stop and wait for the parent thread managing the group.
The parent calls Get with Merge to collect each child’s
changes before the barrier, then calls Put with Copy and
Snap to resume each child with a new shared memory snap-
shot containing all threads’ prior results. While the private
workspace model conceptually extends to nonhierarchical
synchronization,® our prototype’s strict space hierarchy cur-
rently limits synchronization flexibility, an issue we intend
to address in the future. Any synchronization abstraction
may be emulated at some cost as described in the next
section, however.

An application can choose which parts of its address
space to share and which to keep thread-private. By placing
thread stacks outside the shared region, all threads can reuse
the same stack area, and the kernel wastes no effort merg-
ing stack data. Thread-private stacks enable a child thread to
inherit its parent’s stack and run “inline” in the same C/C++
function as its parent, as in Figure 1. If threads wish to pass
pointers to stack-allocated structures, however, then they
may locate their stacks in disjoint shared regions. Similarly,
if the file system area is shared, then the threads share a com-
mon file descriptor namespace as in Unix. Excluding the file
system area from shared space and using normal file system
reconciliation (Section 4.2) to synchronize it yields thread-
private file tables.

4.5. Emulating legacy thread APIs

For legacy code already parallelized using nondeterministic
synchronization, Determinator’s runtime can emulate the
standard pthreads API via deterministic scheduling.® In this
case, the process’s initial master space never runs applica-
tion code directly, but acts as a scheduler supervising one
child space per application thread. The scheduler uses the
kernel’s instruction limit feature (Section 3.2) to quantize
each thread’s execution. After allowing each thread to run
independently for one quantum, the scheduler uses Merge
to collect the thread’s shared memory changes, then restarts
the thread from the merged state for another quantum.

To emulate pthreads synchronization, a thread can end
its quantum prematurely to interact with the scheduler.
Each mutex, for example, always has an “owner” thread,
whether or not the mutex is locked. The owner can lock
and unlock the mutex without scheduler interactions, but
another thread needing the mutex must invoke the sched-
uler to obtain ownership. At the current owner’s next
quantum, the scheduler “steals” the mutex’s ownership
if the mutex is unlocked, otherwise placing the locking
thread on the mutex’s queue to be awoken once the mutex
becomes available.

While deterministic scheduling offers compatibil-
ity with legacy code, it has drawbacks. The master space,
required to serialize synchronization operations, may limit
scalability unless execution quanta are large. Large quanta
canincrease the time threads waste waiting to interact with
another, however, to steal an unlocked mutex, for example.

Further, since the deterministic scheduler may preempt
a thread and propagate shared memory changes at any
point in application code, the programming model remains
nondeterministic. In contrast to our private workspace
model, if one thread runs “x = y” while another runs “y =
x” under the deterministic scheduler, the result may be
repeatable but is no more predictable to the programmer
than before. While rerunning a program with exactly iden-
tical inputs will yield identical results, if an input change
or code recompilation affects the length of any instruction
sequence, this change may cascade into a different execu-
tion schedule and trigger schedule-dependent if not tim-
ing-dependent bugs.

5. EVALUATION
This section evaluates the Determinator prototype, first
informally, and then examines single-node and distributed
parallel processing performance and, finally, code size.
Determinator is written in C with small assembly frag-
ments, and currently runs on the 32-bit x86 architecture.
Since our focus is on parallel compute-bound applications,
Determinator’s I/O capabilities are currently limited to text-
based console I/O and a simple Ethernet-based protocol for
space migration (Section 3.3). The prototype has no persis-
tent disk storage: the runtime’s shared file system abstraction
currently operates in physical memory only.

5.1. Experience using the system
We find that a deterministic programming model sim-
plifies debugging of both applications and user-level
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runtime code, since user-space bugs are always reproduc-
ible. Conversely, when we do observe nondeterministic
behavior, it can result only from a kernel (or hardware) bug,
immediately limiting the search space.

Because Determinator’s file system holds a process’s out-
put until the next synchronization event (often the process’s
termination), each process’s output appears as a unit even if
the process executes in parallel with other output-generat-
ing processes. Further, different processes’ outputs appear
in a consistent order across runs, as if run sequentially.

While race detection tools exist,?* we find it convenient
that Determinator detects conflicts under “normal-case”
execution, without requiring a special tool. Determinator’s
model makes conflict detection as standard as detecting a
division by zero or illegal memory access.

A subset of Determinator doubles as PIOS, “Parallel
Instructional Operating System,” used in Yale’s OS course
for the past 2 years." While determinism is not a primary
course topic, we found Determinator/PIOS to be a useful
tool for teaching operating systems in the multicore era,
due to its simple design and minimal kernel API. Partly
derived from and inspired by JOS," PIOS includes an
instructional framework where students fill in missing
pieces of a “skeleton.” Students work in small groups to
reimplement all of Determinator’s core features: multi-
processor scheduling, virtual memory with copy-on-write
and Snap/Merge, user-level threads with fork/join, the
user-space file system with versioning and reconciliation,
and cross-node space migration. In their final projects, stu-
dents extend the OS with features such as graphics, pipes,
and remote shells. The course is challenging and incurs a
heavy programming load, but anonymous student reviews
have been highly positive due to its educational value and
perceived relevance.

5.2. Single-node multicore performance

Since Determinator runs user-level code “natively” on the
hardware instead of rewriting user code,® its performance
is comparable to that of existing systems when running
coarse-grained parallel code, but incurs higher costs on
fine-grained parallel code because of the system calls, con-
text switches, and virtual memory operations required at
synchronization events.

Figure 7. Determinator performance relative to pthreads under Linux
using parallel benchmarks.
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Figure 7 shows the performance of several shared-memory
parallel benchmarks on Determinator, relative to the same
benchmarks using standard pthreads on 32-bit Ubuntu Linux
9.10. The coarse-grained benchmarks md5, matmult, gsort,
blackscholes, and fft perform comparably to nondeterministic
execution under Linux, while the fine-grained lu benchmarks
show a higher performance cost.

Figure 8 shows each benchmark’s speedup relative to
single-threaded execution on Determinator. The “embar-
rassingly parallel” md5 and blackscholes scale well, mat-
mult and fft level off after four processors (but still perform
comparably to Linux), and the remaining benchmarks
scale poorly.

5.3. Distributed computing performance
To evaluate cross-node space migration (Section 3.3), we
changed the md5 and matmult benchmarks to distrib-
ute workloads across up to 32 uniprocessor nodes, while
preserving Determinator’s shared memory programming
model. Lacking a cluster suitable for native testing, we ran
Determinator under QEMU,’ on a shared-use Linux cluster.
Figure 9 shows parallel speedup versus single-node
execution in Determinator, on a log-log scale. The md5-
circuit benchmark serially migrates to each node to fork

Figure 8. Determinator parallel speedup relative to its own single-CPU
performance.

12

10 — ideal

— md5
blacks choles
matmult

— fft

— gsort
lu_cont

— lu_noncont

—_—

Speedup over 1 CPU

o N~ OO

0 2 4 6 8 10 12
Number of CPUs

Figure 9. Speedup of deterministic shared-memory benchmarks on
varying-size distributed clusters.
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worker threads and collect results, while md5-tree and
matmult-tree fork and join workers recursively in a binary
tree structure. The “embarrassingly parallel” md5-tree
performs and scales well with recursive work distribu-
tion, while matmult-tree suffers from the cost of large
cross-node data transfers using Determinator’s unopti-
mized page copying protocol.

As Figure 10 shows, the shared-memory benchmarks
on Determinator perform comparably to nondetermin-
istic, distributed-memory equivalents running on Linux.
Ilustrating the benefits of its shared memory API, the
Determinator version of md5 is 63% of the size of the Linux
version (62 lines versus 99), which uses remote shells to
coordinate workers. Determinator’s matmult is 34% of the
size of the Linux version (90 lines versus 263), which passes
data using TCP.

5.4. Implementation complexity

To provide a feel for implementation complexity, Table
2 shows source code line counts for Determinator, as well
as its PIOS instructional subset, counting only lines con-
taining semicolons. The entire system is less than 15,000
lines, about half of which is generic C and math library code
needed mainly for porting Unix applications easily.

6. CONCLUSION

While Determinator is only a proof of concept, it shows
that operating systems can offer a pervasively, naturally
deterministic environment. Determinator avoids intro-
ducing data races in shared memory and file system access,
thread and process synchronization, and throughout its
API. Experiments suggest that such an environment can

Figure 10. Deterministic shared-memory benchmarks versus
distributed-memory equivalents for Linux.
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Table 2. Implementation code size of the Determinator OS and of
PIOS, its instructional subset

Component Determinator semicolons PIOS semicolons
Kernel core 2044 1847
Hardware drivers 751 647
User-level runtime 2952 1079
Generic C library code 6948 394
User-level programs 1797 1418
Total 14,492 5385

efficiently run coarse-grained parallel applications, both
on multicore machines and across clusters, though run-
ning fine-grained applications efficiently may require
hardware evolution.
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last byte

Puzzled
Designs on Square Grids

Welcome to, as usual, three new puzzles. However, unlike previous columns,
where solutions to two were known (and included in the related Solutions and
Sources in the next issue), this time expect to see solutions to all three in June.

1 In composing this puzzle, writer/mathematician Barry

m Ciprawas inspired by a work called “Straight Lines in
Four Directions and All Their Possible Combinations” by the

great American artist Sol Lewitt. You are given 16 unit squares,

each containing a different combination of vertical crossing
line, horizontal crossing line, SW-NE diagonal, and SE-NW

diagonal. The object is to tile a 4x4 grid with these squares

(without rotating them) in such a way that no line ends before it

hits the edge of the grid or, alternatively, prove it cannot be done.
Figure 1 shows a failed attempt, with dangling ends circled.

Cipra also composed an entertaining curved version.
m Init, each unit square contains one of the 16 possible

combinations of four quarter circles, each of radius 1/2
and centered at a corner. Can you tile a 4x4 grid with these

squares so no path ends before it hits the edge of the grid?
Or, better still, can you arrange the tiles so an even

number of quarter circles meet at each edge shared by
two squares? Figure 2 shows a failed attempt, again with

dangling ends circled.
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We now upgrade to a 5x5 grid in a puzzle passed
m to me by my Dartmouth colleague Vladimir Chernov.

In it, each unit square is blank or has one diagonal drawn in.

How many non-blanks can you pack in without any two

diagonals meeting at a corner? Figure 3 shows a legal

configuration with 15 diagonals. Can you beat it with 16
diagonals? Or prove 15 is the maximum possible?

Readers are encouraged to submit prospective puzzles for future columns to puzzled@cacm.acm.org.

Peter Winkler (puzzled@cacm.acm.org) is William Morrill Professor of Mathematics and Computer Science
at Dartmouth College, Hanover, NH.
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THE A.M. TURING AWARD, often referred to as the "Nobel Prize" in
computing, was named in honor of Alan Mathison Turing (1912-1954),
a British mathematician and computer scientist. He made fundamental
advances in computer architecture, algorithms, formalization of
computing, and artificial intelligence. Turing was also instrumental in
British code-breaking work during World War II.
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