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acm publications board letter

ACM'’s Copyright Policy

Addressing the needs of authors, readers, and the Association.

In 2010 ACM published approximately
18,000 articles in its Digital Library (DL).
As a condition of publication, a designated

author of each of those articles is
required to sign an agreement that
transfers copyright to ACM. Many
authors execute the transfer with
little thought about what rights they
are transferring, what rights they are
retaining, and perhaps most impor-
tantly, why transferring copyright to
ACM provides any benefits to them
and to the larger computing commu-
nity. Some authors view the copyright
transfer as a “land grab” by ACM of
their intellectual property and only
grudgingly execute the transfer form.
This misperception about the goals
and purpose of ACM’s copyright pol-
icy sometimes appears in blogs and
postings to discussion lists on aca-
demic publishing. Our intent here is
to briefly highlight some key provi-
sions of ACM’s copyright policy (the
full text can be found at http://www.
acm.org/publications/policies/copy-
right_policy) to dispel some misper-
ceptions, and to describe some recent
changes to the policy that benefit both
our authors and the Association.

Background

ACM'’s original copyright policy was
reformulated in 1994 specifically to
address access and usage rights in the
digital environment. The major prin-
ciples in this landmark policy were
widely adopted by other scholarly so-
cieties and eventually by commercial
publishers as well.

Nonetheless, few could antici-
pate the rapid adoption of electronic
publishing and the accompanying
development of enhanced services

and functions. To keep pace with and
adapt to these changes, the Publica-
tions Board continually reviews our
copyright policy. These reviews con-
sider input collected from the vari-
ous stakeholders: authors, subscrib-
ers, and the Association. Indeed, the
reformulated policy has undergone
multiple revisions over the past 17
years. The current version, Version
6, was adopted in January 2011. As
part of our most recent review, the
Publications Board also carried out a
comparative review of our copyright
policy with the copyright and licens-
ing policies of several major scientific
publishers. We did this not only to de-
termine how ACM’s policy compared
to those of its peers (we compare very
favorably), but also to uncover good
ideas that might be useful to incorpo-
rate in our policy.

Rights Retained by Authors
Many authors assume they are giving
up all rights to use their material in
future works (as is common with com-
mercial publishers) when they trans-
fer copyright to ACM. In fact, ACM’s
policy allows authors to reuse the
material in their future works without
restriction, without cost, and without
any need to ask for permission. The
complete list of rights retained by au-
thors under ACM’s copyright transfer
agreement is:

» All other proprietary rights to the
work such as patent,

» The right to reuse any portion of
the work, without fee, in future works
of the author’s own, including books,
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lectures, and presentations in all me-
dia, provided that the ACM citation
and notice of the Copyright are in-
cluded,

» The right to revise the work,

» The right to retain copyright to
embedded images (for example, fig-
ures) with independent artistic value,

» The right of an employer that orig-
inally owned copyright to distribute
definitive copies of its author-employ-
ees work within its organization, and

» The right to post author-prepared
versions of the work covered by ACM
copyright in a personal collection on
their own home page, on a publicly
accessible server of their employer,
and in a repository legally mandated
by the agency funding the research on
which the work is based. Such posting
is limited to noncommercial access
and personal use by others, and must
include the ACM copyright notice
both embedded within the full-text
file and in the accompanying citation
display as well.

The last three items deserve special
comment. The right to retain copy-
right to embedded images with inde-
pendent artistic value was a change
the Publications Board adopted last
January. Many of the images that ap-
pear in ACM’s computer graphics
conference proceedings and journals
require substantial effort to produce
(both creative effort and production
effort) and the authors or their com-
panies often wish to separately exploit
these images as artworks. Based on
feedback from the graphics commu-
nity, the Publications Board added

COMMUNICATIONS OF THE ACM 5


http://www.acm.org/publications/policies/copyright_policy
http://www.acm.org/publications/policies/copyright_policy
http://www.acm.org/publications/policies/copyright_policy

the ability for authors to selectively re-
tain copyright to such images.

The rights addressed by the last
two items have always been somewhat
controversial in the community. That
isnot surprising as these items expose
the tension between ACM providing
a means for free and open access to
every article and sustaining a robust,
publishing program with subscrip-
tion revenue. This tension was noted
in David Wise’s June 1999 Communi-
cations article that described the Pub-
lications Board rationale for grant-

ing these rights (see _http://dx.doi.
01g/10.1145/303849.303870).

In fact, as a not-for-profit profes-
sional society, ACM has priced its DL
subscriptions at the low end of the
spectrum for commercial and non-
profit society publishers alike. The
result is the DL is now available at
some 3,000 academic, government,
and industrial sites in 75 countries,
accounting for an estimated 15-20
million persons with potential access.
For calendar year 2011 we are project-
ing approximately 15 million full-text
downloads by 1.5 million active users.
So, the “pay wall” erected by subscrip-
tions is not a barrier to the vast major-
ity of research scientists. And, the sub-
scription revenues contribute to DL
services that are free to the community
at large, such as the DL’s embedded
Guide to Computing Literature, a free,
discipline-specific discovery service
that indexes the top research publica-
tions of the entire field, with Web pag-
es that aggregate citation and usage
data in profiles for individual authors,
conferences, and institutions.

ACM continues to look for ways in
which it can strike an even better bal-
ance between open access and the
need to generate revenues to extend
and sustain its editorial services, da-
tabases, and servers. One new feature
that ACM will roll out in the fall will
enable authors to obtain a special link
for any of their ACM articles that they
may post on their personal page. Any-
one who clicks on this link can freely
download the definitive version of the
paper from the DL. In addition, au-
thors will receive a code snippet they
can put on their Web page that will
display up-to-date citation counts and
download statistics for their article
from the DL.
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This referrer-linking service has
major benefits for our authors and for
the ACM DL. First, it provides free ac-
cess to the definitive version of the ar-
ticle permanently maintained by ACM
in the DL, enabled by the authors
through their home-page bibliogra-
phy. There will no longer be a need
to post author-prepared versions.
The benefit to the author and ACM is
that download statistics maintained
and reported by the DL will be more
complete as they will reflect activity
of users accessing the article from the
author’s home page, and automatic
indexers will point to the article in the
DL rather than non-definitive copies
hosted elsewhere without any prom-
ise of being permanently maintained.

Benefits of Copyright Transfer
One might wonder, given the gener-
ous rights retained by authors, why
ACM requires authors to transfer
copyright to ACM at all. In fact, the
transfer of copyright to ACM provides
substantial benefit to the computing
research community and to authors.
By owning exclusive publication
rights to articles, ACM is able to de-
velop salable publication products

NO. 10

that sustain its top-quality publishing
programs and services; ensure access
to organized collections by current
and future generations of readers;
and invest continuously in new titles
and in services like referrer-linking,
profiling, and metrics, which serve
the community. Furthermore, it al-
lows ACM to efficiently clear rights
for the creation, dissemination, and
translation of collections of articles
that benefit the computing commu-
nity that would be impossible if in-
dividual authors or their heirs had to
be contacted for permission. Owner-
ship of copyright allows ACM to pur-
sue cases of plagiarism. The number
of these handled has been steadily
growing; some 20 cases were handled
by ACM in the last year. Having ACM
investigate and take action removes
this burden from our authors, and
ACM is more likely to obtain a satis-
factory outcome (for example, having
the offending material removed from
arepository) than an individual.

Conclusion

ACM’s policies regarding author
rights, reuse permissions, and copy-
right transfer, coupled with its busi-
ness model offering multiple access
paths to content—some of them free
of charge—and a commitment to keep
subscription prices for both individu-
als and institutions very low—all com-
bine to maximize wide distribution
of ACM publications and global ac-
cess to them. As part of its continued
stewardship of this resource, ACM
will continue to seek input from its
stakeholders and adapt its policies
to improve the experience of both the
authors that generate content and the
many users that access this content.

Ronald F. Boisvert and Jack W. Davidson are co-chairs
of the ACM Publications Board.
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To ensure the timely publication of articles, Communications
created the Virtual Extension (VE) to expand the page limitations
of the print edition by bringing readers the same high-quality
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Don’t Turn Social Media Into
Another ‘Literary Digest’ Poll
Daniel Gayo-Avello

Content published in microblogging
systems like Twitter can be data-mined

to take the pulse of society. Indeed, a
number of studies have praised the value of
relatively simple approaches to sampling,
opinion mining, and sentiment analysis.
In this article, the author plays devil’s
advocate, detailing a study conducted

in late 2008/early 2009 in which such
simple approaches largely overestimated
President Barack Obama’s victory in the
2008 U.S. Presidential election. The author
conducts a post-mortem of the analysis,
extracting several important lessons.

Twitter is a microblogging service for
publishing very short text messages (only
140 characters each), or tweets, to be
shared with users following their author.
Many Twitter users do not protect their
tweets, which then appear in the so-called
public timeline. They are accessible
through Twitter’s own API, so are easily
accessed and collected.

Twitter’s original slogan—*“What are
you doing?”—encouraged users to share
updates about the minutia of their daily
activities with their friends. Twitter has
since evolved into a complex information-
dissemination platform, especially during
situations of mass convergence. Under
certain circumstances, Twitter users not
only provide information about themselves
but also real-time updates of current
events.

Today, Twitter is a source of
information on such events, updated by
millions of users worldwide reacting to
events as they unfold, often in real time.
It was only a matter of time before the
research community turned to it as a rich
source of social, commercial, marketing,
and political information.

The goal of this article is to focus
on one of the survey’s most appealing
applications: using its data to predict the
outcome of current and future events.

contributed article
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Computing for the Masses
Zhiwei Xu and Guojie Li

The fields of computer science and
engineering have witnessed amazing
progress over the last 60 years. As we
journey through the second decade of

the 21st century, however, it becomes
increasingly clear that our profession faces
some serious challenges. We can no longer
solely rely on incremental and inertial
advances. Fundamental opportunities and
alternative paths must be examined.

In 2007, the Chinese Academy of
Sciences (CAS) sponsored a two-year
study on the challenges, requirements,
and potential roadmaps for information
technology advances into year 2050. This
article presents a perspective on a key
finding of that study: A new paradigm,
named computing for the masses, is needed
to cope with the challenges facing IT in
the coming decades.

The CAS study focused on China’s
needs. However, the issues investigated
are of interest to the worldwide computing
community. For instance, when
considering the drivers of future computing
profession, it is critical not to underestimate
the requirements and demands from
the new generations of digital native
population. As of July 2010, 59% of China’s
420 million Internet users were between
the ages of 6-29 years old. The time frame
of 2010-2050 is not too distant a future for
them. These digital natives could drive a
ten-fold expansion of IT use.

Computing for the masses is much
more than offering a cheap personal
computer and Internet connection to
the low-income population. It means
providing essential computing value for
all people, tailored to their individual
needs. It demands paradigm-shifting
research and discipline rejuvenation
in computer science, to create
augmented Value (V), Affordability (A),
and Sustainability (S) through Ternary
computing (T). In other words, computing
for the masses is VAST computing.
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From ldea to Product;
How Schools of
Education Can Help CS

Daniel Reed discusses how researchers communicate their project
ideas to companies and product groups and get them successfully
adopted. Mark Guzdial considers whether schools of education
could create more high school CS teachers.

Daniel Reed
"Technology Transfer:
A Contact Sport”

_http://cacm.acm.org/

blogs/blog-cacm/99627

October 4, 2010
It is fall and football season in the Unit-
ed States. We are still playing soccer
too—football everywhere else—but that
is another story. American football has
long been called a contact sport, mean-
ing the players intentionally collide to
move the ball toward the goal line. How-
ever, it remains a far cry from rugby,
which to my untrained eye seems indis-
tinguishable from unarmed combat.

How, one may wonder, does foot-

ball relate to technology transfer? For
that matter, what do I mean by the
phrase “technology transfer” itself?
There are broader definitions, but for
the sake of discussion, let’s define
technology transfer as the mechanism
via which research ideas are commu-
nicated to and adopted by companies
and their product groups.
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The success or failure of technol-
ogy transfer depends on many factors,
from the personalities and skills of the
people involved, through the timing
and appropriateness of the offering, to

“In the embedding
model, researchers
become members

of the product

team, working

side by side on the
product in the same
environment as the
product developers.”

NO. 10

the risks and costs associated with the
new idea. No single mechanism is guar-
anteed to succeed, although there are
many mechanisms that are likely to fail.

Sharing the Love

Opening the technology transfer con-
versation with a product group by
disparaging the current product or
questioning the intelligence of the
developers is unlikely to create a re-
ceptive audience for one’s brilliant
research result, no matter how scin-
tillating and erudite the subsequent
description may be. Nor will woeful
obliviousness to the history that led
to the current product design, for it is
important to understand context and
competition. Finally, neither will bad
timing. Reporting a better way to engi-
neer a product just before it is finished
will accomplish nothing other than
depressing the product team, though
it may provide guidance for the next
product generation.

One needs to build a long-term,
productive, and positive relationship
between research and product devel-
opment. It is about creating mutual
benefit, sharing the love.

On the positive side, I have observed
a continuum of mechanisms that fa-
cilitate the transfer of ideas. None is
universally successful in isolation, and
even in aggregate they may fail. How-
ever, the set is far more powerful than
the elements, and all can benefit from
true contact sport engagement.

Papers. These are the stock and
trade of researchers, whether in aca-
demia or in government or corporate
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research laboratories. Yes, members
of many product groups read research
papers, but an abstract idea, even with
supporting experimental data, is rarely
the catalyst for uptake of a new idea. A
well-written paper does, however, pro-
vide the technical details needed when
an idea is ultimately adopted.

Demonstrations. These are the “sci-
ence fair” instantiations of ideas, the
early instances that are little more than
mockups of the idea. They work on lim-
ited data, are constructed using labora-
tory rather than product components,
and they are unreliable at best. How-
ever, their virtue is in allowing non-
researchers to see and experience the
idea in concrete form. Often, seeing re-
ally is believing, and a prototype can be
convincing in ways that a paper is not.

Prototypes. Prototypes are the next
stage, where the demonstration is suf-
ficiently robust that it can be used rou-
tinely by individuals and groups other
than the creators. The robustness al-
lows product groups and developers
to test the idea in more realistic condi-
tions and contexts, and see how it fares
relative to existing technologies.

Near Products. Near products are
products in all but name, suitable for
shipment with little more than cosmet-
ic changes. Creating a near product can
be effective if the product team is inter-
ested and willing but understaffed, or
if they lack the specific technical skills
needed to create a product-quality in-
stance of the idea.

Contact Engagement
Papers, demonstrations, prototypes,
and near products help, and they may
sometimes be sufficient to transfer
an idea into a product. However, they
are pale shadows of the true contact
sports, either direct embedding with
the product team or long-term en-
gagement and partnership. In the
embedding model, researchers be-
come members of the product team,
working side by side on the product
in the same environment as the prod-
uct developers. Because the utility of
so many new ideas depend on culture
and context—things rarely written
down—as well as personal trust and
connections, contact engagement is
often the most successful approach.
Remember, game plans, no mat-
ter how elaborate, rarely work without

To get 10,000 high
school CS teachers
in five years,

‘“we desperately
need to involve
people who know
how to prepare and
develop teachers—
faculty in schools
or colleges

of education across
the country.”

modification. The players on the field
innovate and adapt. Technology trans-
fer is a contact sport. It can be conten-
tious at times, but the rewards for suc-
cessful transfers are enormous, both
in a sense of personal accomplishment
and pride and in the long-term success
of the companies involved.
P Mark Guzdial
“Computer Science
Needs Education
Schools. Desperately.”
http://cacm.acm.ora/

3 blogs/blog-cacm/100067
October 13, 2010
In the new National Science Founda-
tion (NSF) “Computing Education in
the 215 Century (CE21)” program solic-
itation, proposers are explicitly asked
to “design, develop, and evaluate the
impact of pre-service and in-service ef-
forts and strategies that enhance K-14
teaching expertise in computing.” In
Education-speak, “pre-service” means
(mostly) undergraduate teacher edu-
cation programs and “in-service”
means professional development for
teachers in the classroom. The solici-
tation points to the “CS 10K” goal: To
have 10,000 high school teachers ca-
pable of teaching the new Advanced
Placement (AP) exam in computer
science (CS) by 2015. Today, we have
about 2,000 AP CS teachers in the U.S.
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How are we going to get to 10,000
high school CS teachers in five years?
Here’s a quick answer: We're not going
to get there alone. We desperately need
to involve people who know how to pre-
pare and develop teachers—faculty in
schools or colleges of education across
the country.

Let’s quickly set aside the idea of
computer science faculty teaching all
those 10,000 future high school teach-
ers ourselves. What do we know about
preparing lifelong career teachers?
There are employers in IT who argue
that we are not particularly good at
producing our existing graduates for
today’s software development careers.
High schools are a completely new
kind of employer, with new kinds of
stakeholders, and new kinds of jobs.
Yes, we know computer science. They
know the rest. We need a partnership.

How do we convince the schools of
education that they want to work with
us? That’s a harder problem. Budgets
are tight. Education schools are not ea-
ger to develop new teacher education
programs. The just-released “Running
on Empty” report shows that few states
are teaching anything about comput-
ing, so there has to be a parallel effort
to create demand for new computer
science teachers. From the educa-
tion schools’ perspective, they already
teach STEM teachers, and they prob-
ably already teach pre-service courses
about “technology,” although often
that means “How to teach a class how
to use Excel.” Why should they branch
out into computer science?

There is a good, mercenary answer:
There’s money in it. Besides the new
NSF CE21 program, the current U.S.
administration is funding more efforts
in STEM education. The Department
of Education and the White House
have said clearly that computer science
is part of STEM, but little of the STEM
education funding is aimed at comput-
er science. That’s an opportunity with
little competition right now. The time
is ripe to form partnerships between
CS and education to improve comput-
ing education in high schools.

Daniel Reed is vice president of Technology Strategy &
Policy and the eXtreme Computing Group at Microsoft.

Mark Guzdial is a professor at the Georgia Institute of
Technology.
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ACM TechNews Now Available
in the Android Market

After the successful launch of the ACM TechNews iPhone and iPad apps, which
have now been downloaded by thousands of ACM members from the Apple
iTunes store since their launch last year, ACM now introduces an Android ver-
sion available for both Android smartphones and tablets. As an increasing
number of ACM members consume information on their mobile devices, ACM
will continue to provide new and compatible options for accessing content on
these devices.
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The design and functionality of this new app are nearly identical to the iOS ver-
sions. Like the existing versions, this app is free to download but one must have
a current ACM membership to receive newly published issues of ACM TechNews
three times each week.

For those interested in downloading the app directly from the Android Market,
please visit http://bit.ly/q4sONT.

We hope you will enjoy using this new app and please be sure to send us your
feedback directly through the app itself. Thank you.
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FORMER ACM PRESIDENTS
REMEMBERED

Two former ACM presidents
died in July—Franz L. Alt,

100, on July 21 and Daniel
McCracken, 81, on July 31.

Born in Vienna,
Austria, on
November 10,
1910, Alt fled
the Nazis to
come to the U.S.
in 1938. He was
a mathematician who studied
set-theoretic topology and
econometrics. Drafted by the U.S.
Army during World War II, Alt
worked at the Aberdeen Proving
Ground, where he was a member
of the Computations Committee,
and helped the army adopt
automatic computers. After the
war, he moved to the National
Bureau of Standards, from 1948
to 1967, where he helped lead the
federal government’s early use of
computers.

In 1947 he was a founder of
the ACM, and served as its third
president, from 1950 to 1952.
He was editor of the Journal
of the ACM from 1954 to 1958,
and was the first recipient of the
Distinguished Service Award in
1970. In 1994, he was among
the first group to be inducted as
a Fellow of the ACM.
McCracken was
born on July 23,
1930, in
Hughesville,
MT, and earned
degrees in

| mathematics
and chemistry, as well as a
master of divinity degree from
Union Theological Seminary. He
worked at General Electric
starting in 1951. McCracken
wrote Digital Computing
Programming, the first
programming textbook, in 1957.
He left General Electric in 1959
to be a consultant and write a
series of books on Fortran and
Cobol; his Fortran books were
the standard textbooks for more
than two decades. McCracken
taught at City College of New
York from 1981 until his death.

McCracken was president of
the ACM from 1978 to 1980, and
chaired the ACM Committee on
Computers and Public Policy.
He was inducted as an ACM
Fellow in 1994.

—Neil Savage
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Science | DOI:10.1145/2001269.2001275 Kirk L. Kroeker

Improving Brain-Computer

Interfaces

Researchers are demonstrating advances in restorative BCI systems
that are giving paralyzed individuals more effective ways to communicate,
move, and interact with their environment.

PECULATIVE FICTION HAS lODg

entertained the idea of

humans interfacing with

machines at the level of

thought, resulting in en-
hancement technologies that not only
sidestep the limitations associated
with the fragile human body, but also
supplement the brain’s own short-
comings in processing information
or accessing data. While fictional ren-
derings of human-machine interfaces
typically take the form of supplemen-
tary enhancements for healthy indi-
viduals, scientists doing research in
brain-computer interface (BCI) tech-
nologies have been developing inno-
vative restorative strategies for those
who have lost basic functions, such as
sight, hearing, and movement.

BCI research, which draws on sev-
eral fields, such as neuroscience,
computer science, physics, and elec-
trical engineering, has led to new
developments in nontraditional ap-
proaches to the physiological prob-
lems that have been resistant to tra-
ditional medical solutions. These
developments include deep brain
stimulators for those who have Par-
kinson’s disease, cochlear implants

Brain-computer interface researcher Dawn Taylor at the Cleveland VA Functional Electrical
Stimulation Center.

OCTOBER 2011 | VOL.54 | NO.10 | COMMUNICATIONS OF THE AcM 11



NEWS

for those who have lost their hearing,
and communication devices for those
who are paralyzed. Today, researchers
are demonstrating real-world restor-
ative BCI systems, both invasive and
noninvasive, that are giving paralyzed
individuals more effective ways to
interact with their environment and
even move.

The complex issues that scientists
deal with in this area are numerous,
and include challenges ranging from
practical lab logistics, sensor hard-
ware, and data-processing systems
to team members who have come to
the work from very dissimilar disci-
plines, making it difficult for the field
to establish and maintain consistent
terminology. For Dawn Taylor, a re-
search scientist working in this area,
such problems are not insurmount-
able. “With a close-knit lab, everyone
learns a common vocabulary fairly
quickly,” says Taylor, who conducts
her research at the Cleveland Clinic
Department of Neurosciences and the
Cleveland VA Functional Electrical
Stimulation Center.

Despite the ongoing challenges,
research in BCI technologies is result-
ing in real help for people with severe
disabilities, says Taylor. In her cur-
rent work, Taylor is focusing on us-
ing brain signals to trigger movement
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Despite the ongoing
challenges, research
in BCI technologies

is resulting in real
help for people with
severe disabilities,
says Dawn Taylor.

in paralyzed individuals, bypassing
damage in the spinal cord. “We are
getting pretty good at decoding some-
one’s intended arm and hand move-
ments from recorded brain activity,”
she says, noting that her colleagues
are now able to restore arm and hand
function in paralyzed individuals by
using implanted stimulators to ac-
tivate paralyzed muscles. The main
goal for her at this point is to link
these two technologies—on the one
hand effectively decoding the brain’s
movement intentions and on the
other hand successfully stimulating
paralyzed muscles to produce move-
ment—to enable paralyzed people
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Neural activity from a 16-channel electrode array for a BCI system. Each spike indicates
a firing neuron. The software determines which neuron generates each detected spike by
attributing each spike to the neuron whose wave shape is most similar to its own.
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to move their limbs just by thinking
about doing so.

To devise a brain-controlled typing
system for a patient who is unable to
communicate, one method would be
to display a keyboard on a screen and
have the patient think about moving
his or her fingers to each letter. While
it would be possible to decode the
movement path the patient is imag-
ining and use that data to control a
mouse on the screen, Taylor says it
might be more efficient to decode the
final goal of each pointing movement
and select each letter directly. Or, Tay-
lor explains, decoding each muscle’s
activation level might be the most ef-
ficient strategy when using the brain to
control an implanted stimulation sys-
tem that activates paralyzed muscles
to restore arm motion.

Depending on where the electrodes
are implanted in the brain’s informa-
tion-processing stream, BCI research-
ers can decode the goal of the move-
ment itself, the trajectory in 3D space
that a hand follows during a move-
ment, the angular motion of the joints,
or even the force in each muscle. The
type of device that the BCI system con-
trols will impact which aspect of move-
ment to decode and where it would be
best to acquire data from the brain’s
processing stream.

What is clear from Taylor’s research
and other BCI studies is that users can
improve their device-movement skills
with practice. “The brain is an adapt-
able learning machine,” says Taylor.
“We learn to do a new dance move or
play tennis through practice. Learning
to control the movements of a device
directly with the brain is no different.”

Taylor says such learning can be ac-
celerated by using smart algorithms
that learn in parallel with the brain.
Taylor’s latest algorithm, which she
calls “co-adaptive,” is designed to de-
code muscle activation levels from the
brain to restore arm and hand func-
tion via implanted stimulators. The
algorithm, which must be set up in
an initial supervised training phase
where it is clear what the patient is
trying to accomplish, is designed to
modify itself on the basis of how accu-
rate recent past movements were. Tay-
lor likens this update process to how
supervised learning occurs in neural-
network algorithms.



However, unlike most neural-net-
work applications, the algorithm’s in-
put (that is, the brain activity) is also
learning in parallel to the decoding
algorithm. “This co-adaptation pro-
cess can be powerful in that adjust-
ing the decoding algorithm allows
the person to explore new and poten-
tially easier ways to think about mov-
ing that will generate stronger brain
activity patterns and ultimately result
in more robust decoding of the ap-
propriate muscle activity,” explains
Taylor. “In any parallel adapting sys-
tem, finding an appropriate adap-
tation rate is key to ensuring stable
rapid improvement.”

While decoded brain activity has
been used to activate muscle stimula-
tors in a few studies and the ground-
work is now being laid for U.S. Food
and Drug Administration endorse-
ment, suggesting that the techniques
and technologies associated with BCI
systems are finally maturing, Taylor
notes there is still a long way to go. She
cites two main technical challenges,
in particular, as bottlenecks for fur-
ther progress. One is that researchers
working in this area need better brain-
recording technologies to extract high-
resolution brain activity reliably. The
other is the actual physical compo-
nents that go into a complete BCI sys-
tem must be made smaller and more
portable, and must also be simple
enough to use so they can be adjusted
without the aid of a research engineer.

Platform Standardization

Another major issue facing the BCI
field as a whole is the lack of platform
standardization and interoperability.
One scientist who has been working
to address this issue is Gerwin Schalk,
a researcher at the Wadsworth Cen-
ter in Albany, NY, and director of the
BCI2000 project. Schalk says he be-
came interested in BCI technologies in
the late 1990s, when most BCI teams
were writing custom software because
there was no common platform to fa-
cilitate BCI implementations. In 1999,
Schalk and his colleagues began work-
ing to develop such a platform, which
they named BCI2000.

At present, the software is being
used by some 600 laboratories around
the world. “BCI2000 has supported ex-
periments in about 150 peer-reviewed

D
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publications or theses,” says Schalk.
“Some of these papers are among the
most influential studies in the field of
BCIresearch.”

At its core, BCI2000 is a general-pur-
pose software system designed to sup-
port many data-acquisition and feed-
back formats through an interface that
allows for interaction with external
programs. For example, a robotic arm
application that is external to BCI2000
can be controlled in real time with
brain signals processed by BCI2000.
As another example, BCI2000 can be
used to store behavioral-based inputs

News

such as eye-tracker coordinates. The
software is free, and is available with
full source code. While the application
is currently Windows-based, Schalk
says he and his team are developing
BCI2000 code for other operating sys-
tems, including Linux and Mac.

With labs regularly developing
both new sensor technologies and
new methods for interacting with the
brain’s data stream, work on BCI2000
remains ongoing. “We are working
hard to prepare BCI2000 for the grow-
ing complexity of the experiments in
BCI research, for the increasing num-
ber of clinical applications of BCI
technology, and for new applications
of BCI technology in areas other than
communication and control, such as
clinical diagnosis,” says Schalk, noting
that he and his team are committed to
keeping the software evolving to the
latest developments in BCI research.

The biggest challenge at this point
in the BCI community, says Schalk, is
the lack of a noninvasive sensor that
can robustly measure brain signals at
high fidelity. For noninvasive options,
Schalk says he expects this sensor is-
sue to remain a substantial problem
for the foreseeable future. But he says
he remains optimistic. “Without the
limitations associated with current
sensors, and with a more complete
understanding of brain function,
it may be possible to create brain-
computer interfaces that seamlessly
connect our nervous system with ma-
chines,” says Schalk. “We are far from
this goal, but many in the research
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Diagram showing a brain-computer interface setup with implanted and external components.
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community, myself included, dream
about this possibility every day.”

Such seamless interactions might
not be achieved for many years to come,
but Schalk says it is realistic to see im-
pressive demonstrations of functional
restoration, such as full control of robot-
ic arms with actuation of individual fin-
gers, in the near term. Despite the chal-
lenges, the potential benefits to ongoing
work in this area remain clear. “Using
conventional methods, our brain’s nor-
mal input and output pathways limit the
amount of information that can be com-
municated to about 50 bits per second,
such as for spoken speech,” says Schalk.
“Using BCI technology, it may be possi-
ble to substantially increase this rate of
communication, and thus allow for an
ideal symbiosis of the human brain and
artificial machines.”

Taylor also offers a similar per-
spective on the future of BCI technol-
ogy, suggesting that more adaptive
systems will be emerging in the near
term. “When you have a less-than-
perfect means of controlling your
computer, it is imperative that your
computer interface make the most
of the limited information coming in
from the user,” she says. In this sense,
necessity may lead to significant in-
terface improvements designed to be
more intelligent and dynamic in re-
sponding to human input.

The prospect of more intuitive
input mechanisms has been a key
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motivation for interface designers,
who have long expressed excitement
about the potential for BCI research to
change the way humans interact with
computers. Still, most BCI scientists
are careful to offer only guarded opti-
mism, cautioning that the field is still
relatively young in its methods and
results, making it unlikely the average
person will be using BCIs to interact
with computers in the near term. At
this point, noninvasive ways of record-
ing brain activity provide only low-
fidelity data. But for somebody who is
paralyzed, even gaining a slow method
of interacting with a computer can

make a significant improvement in
quality of life.

“In a truly ideal future, BCI technol-
ogy will make it so that you wouldn’t
be able to tell if someone has a physi-
cal disability,” says Taylor. ”Paralyzed
individuals would move and interact
with their environment just like every-
one else.”
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Skin-like Electronic Patch Unveiled

In an emerging field called
epidermal electronics, a
multidisciplinary team of
University of Illinois researchers
has crafted a skin-like,
wearable electronic patch that
could transform such diverse
fields as medical monitoring,
wound treatment, covert
communication, and human-
computer interfaces.

The researchers demonstrated
a system that integrates tiny
sensors, transistors, radio-
frequency inductors, capacitors,
and other electronic devices into
an ultra-thin, flexible artificial
substrate with physical and
chemical properties that make

the patch barely distinguishable
from the user’s own skin. The
work was first reported in the Aug.
12 issue of Science.

The practice of affixing
electronic sensors and probes
to the human body—for
monitoring heart activity, for
example—dates back decades.
But it has relied on bulk
electrodes attached by adhesive
tapes, conducting gels, and
mechanical fasteners, connected
by wires to external boxes of
computing and power devices.

A key to making a
comfortable and durable
wearable alternative was to
fashion a skin-like substance
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that is so thin and so flexible—it
stretches, compresses, and
resists punctures—that it tightly
conforms to the tiny bumps and
craters on the skin’s surface. The
patch developed by the scientists,
which can be as thin as 1 micron
resting on a 30-micron elastomer
substrate, adheres closely to

the skin solely via van der Waals
forces, those that bind surfaces at
the molecular level.

In a demonstration, the
researchers showed it was
possible for their device, attached
to the throat, to identify muscle
activity with sufficient accuracy
to form the basis of a speech
recognition system, possibly

then controlling computer
games, PCs, or surreptitious
communication devices.

“We’ve figured out a way to
configure silicon electronics—
conventionally built on the
rigid, brittle surfaces of silicon
wafers—into formats that are
soft, curvilinear, and stretchy,”
says John Rogers, a professor of
materials science and chemistry at
the University of Illinois and leader
of the project. “The outcome
blurs the distinction between
electronics and biology and opens
up new modes for integration, with
significant potential benefits to
human health.”

—Gary Anthes
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Tom Geller

Seeing Is Not Enough

A new DARPA program is teaching cameras visual
intelligence—how to spot and understand human behavior.

MAN WAITS by the public
square of a war-torn city.
A woman walks by and
hands him something,
then quickly walks away.
He waits there another 15 minutes be-
fore someone else gives him another
package and sprints off. The subject
hurriedly puts together the two pieces,
walks to the center of the square, puts
down the new assemblage, and leaves.

What are the pieces? What did they
compose? Why did the man leave af-
ter putting them together? The an-
swers to these questions could pres-
age something horrible—like a bomb
explosion—or something ordinary,
like a city worker installing signage. A
human observer would know to follow
up, perhaps by examining the placed
object or detaining the man who put
it there. But for a surveillance camera,
these actions are no more suspicious
than those of an ice cream vendor or of
kids playing soccer. The camera sees,
but it does not understand.

A program from the U.S. govern-
mental agency Defense Advanced
Research Projects Agency (DARPA)
aims to change that with its Mind’s
Eye program, which first sought par-
ticipants in March 2010, launched
that September, and announced its
15 contractors in January 2011. The
five-year program provides funding
for 12 research teams to develop “fun-
damental machine-based visual intel-
ligence” (VI), as well as three imple-
mentation teams that will integrate VI
technologies with portable, camera-
bearing, combat-ready unmanned
ground vehicles. Funding for the first
year totals about $5 million, or an av-
erage of about $333,000 per contrac-
tor. It will be followed by $10 million
the next year and $16 million the next,
with further funding to be determined
as the program progresses. To ensure
the final products have military use-
fulness, DARPA has engaged the Army

The Mind'’s Eye project has the ambitious goal of teaching cameras to recognize and name
the “nouns” and “verbs” of actions, such as one person giving an object to another person.

Research Laboratory as its “customer”
throughout the process.

According to DARPA Program Man-
ager James Donlon, action recognition
research has traditionally focused on
narrowly defined problems, solved
with incrementally higher degrees
of performance. By comparison, the
Mind’s Eye project aims to markedly
advance the field by converting video
streams to simple descriptions of the
actions they depict. “DARPA’s in the
perfect role to identify problems that
are almost ridiculously difficult, com-
pared to the current state of the art,”
Donlon says. “We know that perfor-
mance will be lower than you’d have on
aset of tightly controlled data. But then
the questions are, What did we learn as
a result? What needs to be developed
next to get better performance?”

Seeing Things as They Are

The Mind’s Eye project requires re-
searchers to attack four tasks: Recogni-
tion of actions in a scene; description of
the actions being performed; gap-filling
to make accurate assumptions of what’s
left out of a scene, including predictions
of what came before and what will fol-
low after it; and anomaly detection to
identify actions that are unusual in the
context of the entire video. It builds on

past achievements in object recogni-
tion—the “nouns” of VI—to establish
methods to recognize the “verbs” of ac-
tion. To focus efforts, DARPA has identi-
fied 48 specific verbs of interest such as
“approach,” “fly,” and “walk.”

Action recognition is a surprisingly
difficult task for a VI system, although
humans do it without thinking. First,
the system must separate active objects
from the background—a task the world
makes difficult with such distractions
as tree branches blowing in the breeze.
Even after a VI system discounts irrel-
evant movement, the scene could con-
tain multiple active objects that require
examination, and the crucial action
could depend on one, some, or all of
them. As Lauren Barghout, founder of
the vision technology firm Eyegorithm,
describesit, “You can refer to something
as a group of objects or nouns—‘two
cupcakes’. If you employ the ‘spotlight
theory of attention,” you pay attention
to the area they occupy, but you might
find that the center of that area is just
an empty space. Or you could follow the
‘object-based’ theory, in which case you
have to determine whether the ‘object’
is one cupcake or both cupcakes.”

The visual system must also recog-
nize and deconstruct those objects.
Takeo Kanade, a professor at Carnegie
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Mellon University’s Robotics Institute,
points out that some objects are easier
to recognize than others. “We can train
for limited sets of objects pretty well,
once we know their expected appear-
ances—the human face, the human
body, cars, things like that. But there
are lots of objects whose appearance is
completely unknown or unspecifiable.
Take ‘package’. People who use that
word only know that it’s three-dimen-
sional, probably box-like, and made of
paper. It tends to be from hand-size to
body-size, because we call it something
else if it’s bigger.” The human face,
on the other hand, is patterned after a
well-defined template and is therefore
easier for VI systems to identify.

From Object to Actor

Once the VI system recognizes objects
with some accuracy, it must under-
stand how their movements and inter-
actions comprise actions. Bruce Drap-
er, an associate professor of computer
science at Colorado State University,
believes a successful system will need
to learn that without explicit training.
“You cannot go in and predefine every
object, every action, every event,” he
says. “You don’t know where the sys-
tem’s going to be deployed, and the
world changes all the time. We need to
build systems that learn from watch-
ing the video stream without ever be-
ing told what’s in it.” The key, he says,
is for the system to recognize repeated
actions. “If we had only one video of
someone throwing a football, there’d
be no repeated pattern to learn from,”
says Draper. “But with several, it can
learn that pattern as unique.”

After the VI system can recognize ac-
tions, it still has to name them. NASA
Jet Propulsion Laboratory Principal
Investigator Michael Burl believes
that a VI system should do more than
just flash “run” and “approach” on
the screen when those actions occur.
“We want to go beyond text descrip-
tions by extracting and transmitting a
‘script’ that can be used to regenerate
what happened in the video,” he says.
To that end, Burl and co-investigator
Russell Knight are using planning-ex-
ecuting agent (PEA) graphical models
to provide an abstract representation
of various behaviors. “Take ‘throw,”
says Burl. “It takes two arguments:
The agent doing the throwing, and the
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object being thrown. For the action it-
self you’d expect to see transitions be-
tween several states, such as a windup,
forward motion of the arm, then the
concepts of ‘separate’ and ‘fly’ being
applied to the object. PEA models are
hierarchical so complex actions can be
composed from simpler ones. By iden-
tifying the PEA models being used by
the agents, we obtain a compact, gen-
erative script that provides a summary
of the full video.”

Beyond the Battlefield
DARPA’s Donlon says the target verbs
were chosen to be both relevant and
wide-ranging. “Some verbs are what
soldiers would need to know on the
battlefield, but the list has a lot of diver-
sity,” he notes. In fact, all of the listed
verbs have some applicability in non-
military situations, raising the ques-
tion: What will VI technology be like
when it reaches the civilian sphere?
“We’'re getting a lot of interest
in non-military applications” says
Draper. “For example, the National
Institutes of Health wants to figure
out what kids are doing on the play-
ground. Not what any individual child
is doing, but which pieces of equip-
ment are encouraging them to be ac-
tive. And there’s an existing surveil-
lance market that detects motion and
determines whether it’s caused by a
person. That’s wonderful to protect a
perimeter, but what if someone grabs
their chest and falls down in the mid-
dle of a public square? That’s an activ-
ity that’s wrong, not just a matter of
‘someone who shouldn’t be there.” ”
However, the presence of intel-
ligent cameras in the public sector
could have a chilling effect, says Jay
Stanley, senior policy analyst in the
Speech, Privacy and Technology Pro-
gram of the American Civil Liberties
Union. “It’s fine to use this technology
in military applications on overseas
battlefields or in certain law enforce-
ment situations where there’s proba-
ble cause and awarrant,” he says. “And
perhaps it could be used by individu-
als if it becomes integrated into con-
sumer products, the way face recogni-
tion has in a limited way. But there are
two classes of concerns. The first is
that it works really well, and so inten-
sifies existing concerns about surveil-
lance. The second is that it works very

NO. 10

poorly. False alarms can be just as bad
for people as accurate ones, and there
are all kinds of gradations in what a
false positive is. Perhaps the computer
correctly interprets your behavior but
there’s a perfectly innocent explana-
tion. Or perhaps the computer totally
misunderstands your behavior. And
there are a lot of points in between.”
Donlon believes the benefits of
the Mind’s Eye project will outweigh
such risks. “One of the things inspir-
ing about visual intelligence is that, if
we can solve this range of tasks on this
range of verbs—even partially—there
will be a wide range of both military
and commercial applications,” he
says. “We use one potential military
outcome as the ultimate goal, but it’s
just one exemplar, really, of the ben-
efit we’ll get. It just seems intuitively
obvious that there’s a very rich po-
tential commercial market for smart
cameras—for commercial security
applications, or for loss prevention
in retail. For all of them, attending to
alerts and dismissing false alarms is a
lot less eyeball-intensive than staring
atavideo feed 24/7.”
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Living in a Digital World

Technology has created new opportunities to connect and interact.
Yet, researchers are increasingly concerned that heavy technology
usage is changing people’s behavior in less than desirable ways.

T 1s No secret that humans

have an innate urge to con-

nect with one another. In fact,

research shows that well-ad-

justed people spend more time
engaged in social interaction and ac-
tivities. However, in the age of always-
on digital technology, the notion of
connectedness—and the definition of
friendship—is changing radically. In-
creasingly, the route to human interac-
tion is through a digital device.

Approximately two billion people
now tap into the Internet. About five
billion people use mobile phones and
a growing number of these devices
offer sophisticated computing and
communications capabilities. There’s
cell service atop Mt. Everest and in re-
mote South Pacific atolls. Incredibly,
the average 13- to 17-year-old in the
U.S. sends about 110 text messages
per day. In fact, it’s become increas-
ingly difficult to go anywhere without
getting caught in the tractor beam of
digital technology.

Not surprisingly, as people use
these devices more frequently—and
for more hours each day—researchers
are studying the effects with growing
interest. Add to this the extreme mul-
titasking that we increasingly engage
in, either by choice or necessity, and it
is clear that society is venturing into a
brave new frontier. “We’re seeing peo-
ple so absorbed in digital media that
it’s becoming their primary reference
point for life,” observes Clifford Nass,
a communications professor at Stan-
ford University and author of The Man
Who Lied to His Laptop: What Machines
Teach Us About Human Relationships.

What is the impact of digital im-
mersion? How is it changing people’s
thinking and behavior? And how does
it affect the way we view the world and
interact with others? It's a complex
equation that researchers are only
now beginning to understand. “Digital

technology brings people together,”
says Michael Suman, research director
at the Center for the Digital Future at
the University of Southern California.
“It allows people to connect in ways
that were never before possible. But it
also creates new sets of questions and
potential problems.”

N
“For many of us,

it is becoming
increasingly difficult
to control the impulse
to check the inbox

yet again,” notes Yair
Amichai-Hamburger.
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Net Losses

There’s no disputing that digital tech-
nology has thoroughly invaded our
lives. A 2011 study conducted by tele-
communications giant Ericsson found
that 35% percent of iPhone and An-
droid users check their email or Face-
book account before getting out of bed
in the morning. In addition, 40% use
their phones in bed before they go to
sleep at night. The average American
is digitally connected between 2.5 and
3.5 hours a day. Nielsen reports that
social networking, online games, and
email are the biggest attractions.

Few people have examined the topic
more closely than Sherry Turkle, a pro-
fessor of social studies of science and
technology at Massachusetts Institute
of Technology and author of Alone
Together: Why We Expect More from
Technology and Less from Each Other.
She believes that digital immersion
is seductive because it seemingly ad-
dresses our human vulnerabilities. “As
it turns out, we are very vulnerable,”
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she says. “We are lonely but fearful of
intimacy. Constant connectivity offers
the illusion of companionship with-
out the demands of friendship. We
can’t get enough of each other if we can
have each other at a distance and in
amounts that we can control.”

The heavy use of digital technology
trains society to have less patience for
the particular skills, pace, and sensi-
tivities of face-to-face interaction. “We
become used to the volume and veloc-
ity of the digital medium,” explains
Turkle. “We adapt to it and, over time,
become more comfortable with its
simplifications.” The upshot? “People
complain that they are too busy com-
municating to think, too busy commu-
nicating to create, and, in a final para-
dox, too busy communicating to fully
connect with the people who matter.
We are in continual contact but we are
alone together.”

The ripples of digital technology
also make it easier to hide. Turkle says
many people admit they are relieved to
leave a voicemail message rather than
reach the intended person. Some say
that texting lets them avoid the time
commitment of phone calls. “We are
using technologies to dial down hu-
man contact,” she says. “People are
comforted by being in touch with a lot
of people whom they also keep at bay.”
The result? “We imagine that email
and texting will give us more control
over our time and emotional exposure”
but, eventually, “anything but staccato
texts seems too exhausting.”

ey
While digital
technology can
connect families

and friends over
geographic distances,
it is critical to
recognize that
Facebook pokes

and postings

aren’t equal to

actual conversation.

Master or Slave?

The allure of digital technology im-
pacts people in other ways. Suman
says the students he teaches have
more trouble than ever focusing on
lectures and learning. Text messages
and emails arrive in gibberish, he
says, and students end up asking the
same questions over and over. Even
when they have switched off their
devices they are too often unable to
think through concepts and ideas.
“They're increasingly challenged
to engage in deep and meaningful
thought,” he says. “Sequential, logi-

cal, rational thinking seems to be se-
verely compromised.”

A breakdown of social etiquette—
if not outright rudeness—is also more
pervasive, Nass says. “Today, people
think it’s okay to text in the middle of
dinner, at a meeting, in class, wher-
ever. They text while you’re talking to
them and then they look up and say,
‘What?” ” Humans, he says, aren’t
good at multitasking. In fact, studies
show that multitasking doesn’t exist.
We simply switch back and forth from
one task to another very quickly. The
heaviest “multitaskers” show signs
of diminished short-term memory. In
other words, they’re forgetful.

Yair Amichai-Hamburger, director
of the Research Center for Internet Psy-
chology at the Sammy Ofer School of
Communications, says it is time to con-
sider whether we are served or enslaved
by today’s technology. “For many of
us,” he notes, “it is becoming increas-
ingly difficult to control the impulse to
check the inbox yet again.” Worse, he
says, we're constantly surrounded by
advertisements urging us to find fulfill-
ment through the acquisition of mate-
rial goods. The latest acquisition of a
shiny new gadget gives us a quick fix
but does nothing to feed the soul.

For many, the net effect is an al-
ways-on digital lifestyle. In a world
where time is often equated to money,
society increasingly buys into the no-
tion that being technologically teth-
ered is essential and even unavoid-
able. What’s more, as employers

Society

Gender Bias at Wikipedia?

A substantial gap in the number
of male versus female editors

at Wikipedia may be creating

a gender-oriented disparity in
the popular online information
source’s content, according to
research by the University of
Minnesota’s College of Science
and Engineering.

Only 16% of the new editors
who joined Wikipedia in 2009
identified themselves as female
and those females made only 9%
of the edits by the editors who
joined that year.

The findings of Minnesota’s
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GroupLens Research Lab were

recently published in a paper, “WP:

Clubhouse? An Exploration of
Wikipedia’s Gender Imbalance,”
and discussed in a YouTube
video, “Research Proves Gender
Imbalance on Wikipedia.”

“We think people who use
Wikipedia as a resource need
to be aware our results suggest
there are disparities in the
quality of its content coverage
and those disparities seem to be
related to the gender gap,” says
lead researcher Shyong (Tony)
K. Lam. “For example, we found
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Wikipedia’s coverage of movies
of particular interest to females
tends to be lower in quality than
its coverage of movies with large
male audiences.”

The research gives no
indication as to why the gender
gap exists. “Our research was
entirely quantitative and based
on data made publicly available
by Wikipedia,” Lam adds.

“What surprised us most was
this gap hasn’t changed in five
years. It was 16% five years ago
and it’s 16% now,” says Lam.
“This compares with other areas

of the Web, especially in other
social media like Facebook
and Twitter, where the gender
gap has not only closed but has
become female dominant.”

Lam has received
acknowledgment from
Wikipedia that it received the
research results but has gotten
“no indication as to whether any
action will be taken,” he says.

The research will be
presented at the 2011 WikiSym
conference in Mountain View,
CA, in October.

—Paul Hyman



require individuals to check digital
devices and respond 24/7, there’s no
clear separation between home and
work. These pressures, Amichai-Ham-
burger says, put modern society at
danger of “swapping standard of liv-
ing for quality of life.”

In fact, studies show that heavy
technology use can result in higher
levels of loneliness and depression—
and the U.S. and other countries are
trending upward. Irena Stepanikova,
an assistant professor of sociology at
the University of South Carolina, ex-
amined various digital tools in a 2010
study, “Time on the Internet at Home,
Loneliness, and Life Satisfaction.” Re-
searchers found that people who spent
more time at home browsing the Web
and using instant messaging, chat
rooms, and newsgroups felt lonelier
and less satisfied. Email, on the other
hand, neither increased nor decreased
mental well-being.

The thing that’s easy to overlook,
Stepanikova says, is that we frequent-
ly use digital tools in isolation as a
way to connect with others. While
digital technology can connect fami-
lies and friends over geographic dis-
tances, it's critical to recognize that
Facebook pokes and postings aren’t
equal to actual conversation. Too of-
ten, “we use the Internet alone, and
even if others are present, we do not
actively interact with them,” she says.
Consequently, “the solitude of these
activities may counter some of the po-
tential social benefits.”

It’s no small problem. “The more
time people spend at home on the
Internet,” says Stepanikova, “the
less time they spend on social activi-
ties, parties, conversation, attending
sports and cultural events—and es-
sentially on any activities performed
together with family members and
with friends.”

Switching Off

A growing number of researchers and
social scientists believe it is impor-
tant to take steps to regain control of
the technology and our lives. One ap-
proach that is gaining popularity is
the concept of switching off electron-
ics and taking clearly defined breaks.
In 2010, the Sabbath Manifesto proj-
ect emerged. It promotes the idea of
unplugging every seventh day, “dead-

lines and paperwork be damned” and
creating more defined boundaries in
order to avoid “destroying the fabric
of your life.”

Amichai-Hamburger says that be-
ing unplugged at least one day a week
“gives you a chance to be with those
you care about.” No less important: It
changes the flow of life and provides
perspective about what’s really impor-
tant. “It reminds us that we have to
lead technology and not be led by it. It
gives us space to think.”

Turkle also believes that ventur-
ing offline can be refreshing. “It can
be a reminder of the importance of
solitude that refreshes and sustains.”
Nevertheless, she believes that “un-
plugging” is not the way of the future
and that we’ve only begun the process
of adapting to digital technology and
learning how to manage our actions
and reactions effectively.

“We must begin to make correc-
tions,” says Turkle. “We are not doing
justice to the complexity of the prob-
lems we face, just as we are not doing
justice to each other. We need to learn
how to be on a digital diet so that we
can make healthy choices about the
kind of life we want to lead, the kind of
life that will make us productive, and
how we can be content and fulfilled
individually and in relationships.”
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Milestones

CS Awards

Microsoft Research, ACM
SIGPLAN, IEEE, and Women
Entrepreneurs in Science &
Technology (WEST) recently
honored a select set of computer
scientists for their innovative
research and leadership.

MICROSOFT RESEARCH
FACULTY FELLOWS
Microsoft Research recognized
eight new faculty members
from Austria, Australia, Brazil,
and the U.S. as 2011 Faculty
Fellows. They are Maria Florina
Balcan, Georgia Institute

of Technology; Krishnendu
Chatterjee, IST Austria; Jure
Leskovec, Stanford University;
Alistair McEwan, The University
of Sydney; Shwetak Patel,
University of Washington;
Anderson de Rezende Rocha,
University of Campinas;

Keith Noah Snavely, Cornell
University; and Brent Waters,
University of Texas.

SIGPLAN SOFTWARE AWARD
ACM SIGPLAN awarded the
2011 SIGPLAN Programming
Languages Software Award to
Simon Peyton-Jones and Simon
Marlow of Microsoft Research,
Cambridge, for their authorship
of the Glasgow Haskell
Compiler, the preeminent

lazy functional programming
system. Peyton-Jones and
Marlow donated their $2,500

prize to Haskell.org.

EMANUEL R. PIORE AWARD
IEEE presented the Emanuel R.
Piore Award to Fred B. Schneider,
Samuel B. Eckert Professor of
Computer Science at Cornell
University, for “contributions to
trustworthy computing through
novel approaches to security,
fault tolerance, and formal
methods for concurrent and
distributed systems.”

WEST LEADERS
WEST celebrated its 2011
Leadership Awards at the
Microsoft New England
Research & Development
(NERD) Center, and presented
Leadership Awards to Lydia
Villa-Komaroff, chief science
officer for Cytonome; Jennifer
Tour Chayes, distinguished
scientist and managing director
of Microsoft’s NERD Center;
Laura Fitton, founder and
CEO of OneForty.com; and
Joanna Horobin, CEO of Syndax
Pharmaceuticals.

—Jack Rosenberger

COMMUNICATIONS OF THE AcM 19


http://Haskell.org
http://oneForty.com

News

Milestones | DOI:10.1145/2001269.2001278

Success at 16

A high school student wins first prize from ACM
Jfordeveloping a faster keyboard layout.

SING A SOPHISTICATED Optimi-

zation algorithm, Natalie

Nash, a 16-year-old high

school junior from Pennsyl-

vania, designed a software
interface to help severely disabled us-
ers communicate significantly faster
than is possible using currently avail-
able alternatives. In May, her project,
which was Nash’s entry in the Intel
Science and Engineering competition,
wowed the three judges representing
ACM, who awarded her the Associa-
tion’s first prize.

“The project was both socially rel-
evant—it was clear that it meant some-
thing to her—and it had some very
impressive computer science pieces to
it,” says one of the judges, Robb Cutler,
founding president of the Computer
Science Teachers Association and a
graduate student in computer science
at Purdue University.

People who can’t speak use augmen-
tative and alternative communication
(AAC)devices that generate speech from
users’ input. Those who can’t type, such
as people with cerebral palsy, use AAC
devices with a single switch through
which they painstakingly make choices
via an onscreen keyboard. The comput-
er scans the AAC keyboard, highlighting
one row at a time until the user activates
the switch (by pressing a button, puft-
ing, or blinking), and the device slowly
zeroes in on the desired letter. “Some-
times it will take a good five minutes
to type one sentence, and by that time
everybody else in the conversation has
moved on to another topic,” Nash ex-
plains. “My project was designed to im-
prove the speed of communication us-
ing this single-button method.”

The first question Nash tackled was
the fastest style of keyboard: the stan-
dard QWERTY keyboard; an AAC key-
board, which arranges the 26 letters in a
5x5 grid; or a standard ambiguous key-
board, which has more than one letter
per key. Nash wrote a program to com-
pare the three keyboards’ efficiency at
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People with Disabilities

processing the 20,000 most commonly
spoken words in American English.
Contrary to her hunch, the AAC key-
board was fastest even though the am-
biguous keyboard requires traversing
only nine keys instead of 26.

Knowing that the AAC keyboard re-
duces scanning steps by placing the
most commonly used letters, such as
A and E, at the top left, Nash suspected
she could reduce scanning steps by re-
arranging the letters on an ambiguous
keyboard. What’s more, all the devices
use word prediction—guessing the en-
tire word from partial input—which
gave Nash an insight that helped her
optimize the AAC keyboard. “It’s not
necessarily the most common letters
in the English language [that should
be near the front], but the most com-
mon letters in the first part of the most
common words, because rarely does
the user have to type the actual whole
word.” G, for example, is very common
because many words end in -ing, but
users never have to enter the final g.

An exhaustive search of all possible
keyboard arrangements would take
forever, so Nash used the simulated an-
nealing algorithm to find the optimal
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keyboard layout. “It actually turns out
that I was correct. The ambiguous key-
board, when it was optimized, turned
out to be a lot better than the other
ones,” says Nash, who calculated it is
about 15% faster than an AAC keyboard.

Always interested in science, Nash
got her first taste of computer pro-
gramming as a third-grader participat-
ing in Carnegie Mellon University’s
(CMU'’s) C-MITES program for talented
students. Soon enough, she was learn-
ing from her father, a CMU-educated
programmer. By the time Nash could
take computer science classes in high
school, when she was a sophomore
at Vincentian Academy, she was sur-
prised by how much she already knew.

Although users would have to learn
a new keyboard layout, an acquain-
tance with cerebral palsy told Nash the
AAC community would embrace the
new design. “Their main struggle is to
be faster,” says Nash, “and if it means
memorizing a new keyboard, they
would do it.”

Based in San Francisco, Marina Krakovsky is the
co-author of Secrets of the Moneylab: How Behavioral
Economics Can Improve Your Business.
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Technology Strategy
and Management
The Platform
Leader’s Dilemma

Studying the lessons learned from past and present platform leaders.

LATFORM LEADERS ARE COm-

panies that do not just sell

standalone products. They

have a foundation technolo-

gy that is sufficiently open so
that outside firms can provide comple-
mentary products and services, rang-
ing from prerecorded videotapes to
software applications and download-
able digital content. The value of the
platform and complements can grow
exponentially with positive feedback
loops. These “network effects” make
the platform, and the complements,
increasingly valuable (and profitable)
as more users, application developers,
service providers, content providers,
device makers, and other ecosystem
players such as advertisers adopt the
same platform.

While “hit” products come and go,
platforms supported by a global eco-
system of complementors and strong
network effects should be more diffi-
cult for competitors to dislodge. But,
as Annabelle Gawer and I noted in our
book Platform Leadership, even the
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best firms face a common dilemma
best described by Clay Christensen
in his book The Innovator’s Dilemma:
Their success makes it difficult to
change, even though their technol-
ogy must evolve or become obsolete.?
As new platform wars emerge around
mobile phones, video games, cloud
computing, and social networking, it
seems like a good time to reflect on
some past examples of platform lead-
ership and draw some general lessons.
In this column, I begin with a few com-
panies we all should know well: IBM,
JVC, Sony, Google, and Nokia. Then I
turn to Microsoft and Apple.P

IBM
This venerable company created the
first global platform in the modern
computer era, based on the IBM/360
mainframe software introduced in the
mid-1960s. Antitrust initiatives pres-
sured IBM to release information to
independent maintenance providers.
This eventually led to an ecosystem of
hardware “clone” makers like Amdahl
and Fujitsu as well as software product
and service companies focused on IBM
customers. But IBM had the deepest
knowledge of its market. It had sold
primitive electronic computers since
the early 1950s and for decades before
that dominated in electromechani-
cal tabulating machines and other of-
fice equipment. In the 2000s, IBM still
rules the mainframe world and does
pioneering work in high-performance
computing (consider the Watson com-
puter system that beat the “Jeopardy!”
game champions). But enterprise com-
puting has evolved to a much more
heterogeneous world of machines and
software of different shapes and sizes.
To their credit, by 1980, a few key

a SeeA.Gawer and M. Cusumano, Platform Lead-
ership: How Intel, Microsoft, and Cisco Drive
Industry Innovation (Harvard Business School
Press, Boston, 2002). This column also plays
off the dilemma noted by Clayton Christensen,
who observed that established companies may
pay too much attention to their established
customers and fail to see challengers emerging
with initially inferior technology. See C. Chris-
tenson, The Innovator’s Dilemma: When New
Technologies Cause Great Firms to Fail (Harvard
Business School Press, Boston, 1997).

b Some of the cases discussed in this column
are based on material in M. Cusumano, Stay-
ing Power: Six Enduring Principles for Managing
Strategy and Innovation in an Unpredictable
World (Oxford University Press, 2010).
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ey
Google has
challenged the
modus operandi

of the computer
industry—proprietary
technology.

IBM executives had realized that a
platform shift was occurring and they
introduced their own personal com-
puter design in 1981. The operating
system and microprocessor turned
out to be the two key components of
this new PC platform, and IBM ceded
control over these elements to its sup-
pliers, Microsoft and Intel. To its credit
again, though, after absorbing billions
of dollars in losses, IBM found a way
forward. Under new CEO Louis Gerst-
ner, hired from RJR Nabisco in 1993,
it became the champion of “open sys-
tems” (Linux, Java, the Internet, ubiq-
uitous computing, and the cloud). Ger-
stner and his successors also sold off
commodity hardware businesses and
rebuilt the company around services
and middleware that help customers
utilize different technologies.

The lesson here? Platforms inevita-
bly evolve and the leader of one gen-
eration may lose control over the next.
But all is not lost if the erstwhile leader
truly has distinctive capabilities that
keep it linked to its customers. In this
case, IBM had decades of experience
that helped it understand—like no
other company—the data-processing
needs of enterprise users and other
large organizations. This is where the
firm kept its focus. The shift in plat-
forms away from the mainframe and
the loss of control over the PC were
both highly damaging financially. But
these changes created a new beginning
for a service-oriented IBM.

JVC and Sony

In the 1970s, VCRs became the highest
volume consumer electronics prod-
uct as everyone with a television set
became a potential customer. Sony
actually won the race to create a viable
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home-video recorder but JVC ended
up as the market winner. Several Japa-
nese firms studied Ampex’s technol-
ogy for broadcasters in the late 1950s,
and both JVC and Sony found ways to
miniaturize and improve the technol-
ogy for the mass market. They beat out
their rivals in Japan, the U.S., and Eu-
rope. Sony introduced the Betamax in
1975 and JVC countered with the VHS
in 1976. By 1978, however, VHS had
passed Betamax in sales. It became a
global platform in that JVC licensed
the VHS technology widely, allowed
other companies like RCA and GE to
influence feature development (main-
ly recording time), and cultivated a
large set of outside firms for video con-
tent and distribution. Sony may have
built a better product and was first to
market, but it did not do as good a job
cultivating ecosystem partners. JVC
went on to become a multibillion-dol-
lar company, based mainly on the VHS
platform. It must also be noted that,
while it diversified from audio and
video to computer storage products,
JVC never dominated another market.
Today it survives after merging with
another Japanese audio equipment
producer, Kenwood.

Compared to JVC, Sony always has
had broader technical skills and deep-
er pockets. After the Betamax experi-
ence, it also learned to cooperate bet-
ter with other firms when it came to
digital video standards, the PlayStation
platform for video games, and its Blu-
ray format for DVDs. But both Sony and
JVC failed to grasp how new software
and networking technologies were
changing the world of consumer elec-
tronics. The Walkman, for example,
introduced in 1979, brought enormous
revenues to Sony while the Betamax
gradually faded to zero market share
(for consumers) by 1989. Two decades
later, Sony had the technical skills as
well as the content to evolve the Walk-
man into a new type of platform, like
Steve Jobs did with Apple’s iPod and
then the iPhone. But Sony did not
have the visionary capabilities of Apple
and chose instead to focus mainly on
standalone hardware products.

The lesson here? Platform lead-
ers must prepare for the future, even
when they are focused and highly suc-
cessful with their present businesses.
This means creating a flexible and



creative organization, with people
who can learn about new technologies
and markets. Companies also need to
nurture deep, enduring skills, such as
by understanding how to marry high
technology with consumer electron-
ics. JVC could have done better after
the VCR era had it evolved its skills
more quickly from analog to digital
technology, and then to networked
systems and hardware driven by soft-
ware, rather than software driven by
hardware. Sony faced the same chal-
lenges and did slightly better but not
good enough. Though it still makes
Walkman multimedia devices as well
as PCs, smartphones, and video game
consoles, and owns its own music la-
bel and movie studio, Sony continues
to look for hit hardware products and
always seems to find itself trailing in
the newer platform markets.

Google

Google’s platform was initially the In-
ternet, based on a better search engine.
But Google made its technology nearly
ubiquitous on PC desktops with the
downloadable and free toolbar. It then
built an Internet portal, replete with
email, maps, applications, storage,
and other features, to surround and
feed the search engine. Google mon-
etizes its leadership position by selling
targeted ads that accompany searches.
But Google has not stopped there. The
company realized years ago that most
computing would one day be on mo-
bile devices. So Google bought and
then refined the Android operating sys-
tem (which is based on Linux) and cre-
ated the Chrome browser to facilitate
mobile computing (and mobile search-
es aswell as advertising). Google is now
the largest smartphone OS provider
and plans to challenge Apple directly
by acquiring Motorola’s mobile phone
business. But not even Google has done
everything right. It was slow to see the
importance of social networking. It has
been trying for years (with limited suc-
cess) to challenge Facebook and create
a coalition of partners to gain access
to more social networking and social
media content—again, presumably, to
sell more search and advertising.

The lesson here? Again, platform
leaders must force themselves to think
broadly about their platforms and
business models while extending their

technical and marketing capabilities.
Google has always focused on search,
but computing has been moving be-
yond the desktop for years and even
beyond the Internet—to multiple de-
vices as well as applications and con-
tent that reside within both open (such
as the Internet) and closed (such as
Facebook) networks. Moreover, Google
has challenged the modus operandi of
the computer industry—proprietary
technology. Its software platform for
mobile phones and other devices such
as Netbooks and tablets is both free
and open. It is difficult for companies
that charge for their technology and do
not have large advertising income—
like Apple and Microsoft, as well as
Nokia—to beat free and open.

Nokia

This Finnish company remains the
largest producer of cellphones, and
its Symbian software has been a domi-
nant platform for basic handsets. How-
ever, mobile sales are quickly moving
to smartphones that require more so-
phisticated software. Not surprisingly,
Nokia has seen its market share, market
value, and financial performance suffer
dramatically as RIM’s BlackBerry and
Apple’s iPhone handsets, and a variety
of devices from different companies
running Google’s Android software,
have come to dominate the market.
Nokia removed its CEO and is now led
by a former Microsoft executive, Steven
Elop, who recently announced plans to
abandon the Symbian operating sys-
tem as well as another joint OS project
with Intel. Instead, Elop wants to use
Microsoft’s Windows phone software
for Nokia’s next generation of smart-
phones.

The lesson here? Once more, we
see that platform leaders must be pre-
pared to evolve and even discard their
technologies and sometimes their
business models as well. If they fail to
develop new technology internally or
find suitable acquisitions, they may
well find themselves adopting the plat-
form technology of a competitor. We
shall see what happens to Nokia, but
the future does not look very bright.

Microsoft and Apple

Steve Ballmer, Microsoft CEO since Bill
Gates handed over the reins in 2000, is
often criticized for not being able to
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move much beyond the PC platform.
Indeed, Windows desktop and server
and the Office suite still account for
nearly 80% of Microsoft’s revenues and
almost all its profits. Ballmer is under
particular pressure because Micro-
soft’s share price is lower today than
it was a decade ago (though this is also
true of Intel, Cisco, Nokia, and a host
of other high-tech firms). And archrival
Apple, despite the small (but rising)
global market share of the Macintosh
personal computer, and despite its
near bankruptcy only a few years ago,
has been growing at 50% a year and
vaulted past Microsoft in market value
during 2010. Apple is growing so fast
because it has become a major player
in consumer electronics as well as cell-
phones and digital content distribu-
tion. On the strength of its high-mar-
gin digital service platforms (iTunes,
App Store, and iCloud), Apple may
someday match or surpass Microsoft
in profitability. Reproducing digital
bits is much less costly than reproduc-
ing hardware boxes.

But we tend not to give Microsoft
enough credit for its accomplishments.
It remains the most profitable of the
high-tech giants, including Apple and
Google. It has survived radically dis-
ruptive technological transitions and
daunting business-model challenges
(character-based to graphical comput-
ing, the Internet, the Software as a Ser-
vice model, cloud computing, mobile
computing, and social networking). It
has survived antitrust scrutiny and vio-
lations (remember Netscape?). Never-
theless, Microsoft continues to “print
money,” relying on the enormously
profitable gross margins of the pack-
aged software business. And change is
always in the works at Microsoft, albeit
slowly. Billions of dollars in losses (“in-
vestment”) from MSN and Bing over the
past 15 years has prepared Microsoft for
the online world funded by advertising
revenue. It learned from the Longhorn/
Vista debacle how to break up Windows
into smaller, more manageable chunks,
which can also help deliver new Inter-
net and cloud services. Its Windows
Azure cloud offering and SaasS versions
of some products have had good recep-
tions in the marketplace and are com-
petitive, though not dominant.

What Microsoft needs to do is what
IBM, Google, and Apple have done—
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evolve beyond the slow-growing PC
industry and move to newer, faster-
growing markets, as well as integrate
the new technologies. Microsoft’s
decision in early 2011 to buy Skype
is one move, although an expensive
one, to get access to new customers.
Other moves include Microsoft’s alli-
ance with Nokia to take over its future
smartphone software and an earlier al-
liance with RIM to take over the search
business on the BlackBerry smart-
phones. An even bolder move would
be for Microsoft to convince RIM to re-
place its aging operating system with
Windows and combine this business
with Nokia’s smartphones.

The lesson here? Platform lead-
ership can be both a blessing and a
curse. Gates’ major mistake (back
in the late 1990s) was probably to
insist that Microsoft remain a Win-
dows company, rather than become a
broader platform company. Microsoft
engineers tried to force Windows onto
the new platforms, the Internet, and
then mobile phones, rather than cre-
ate optimized software from scratch
and then link the new platforms
back to Windows. Microsoft also cut
down Windows for the Xbox, but did
not retain Windows compatibility. Of
course, Windows on the desktop is
the modern-day equivalent of a gold
mine. It is not difficult to understand
why Gates and Ballmer have been so
reluctant to cannibalize this business.
Apple, by contrast, was never wedded
to the original Mac platform, which
failed as a business in the 1980s and
1990s anyway. It later replaced the first
Mac OS with NeXT software, which
was based on Unix. But Apple did re-
main wedded to its remarkable capa-
bilities in user interface design and
visionary product innovation. Those
skills are the basis for Apple’s busi-
ness success with the iPod, iPhone,
iTunes, and iPad and its remarkable
transformation into a global platform
leader on multiple integrated devices.
But we shall need a few years to see
how well Apple copes with it own plat-
form leader’s dilemma.

Michael A. Cusumano (cusumano@mit.edu) is a
professor at the MIT Sloan School of Management and
School of Engineering and author of Staying Power: Six
Enduring Principles for Managing Strategy and Innovation
in an Unpredictable World (Oxford University Press, 2010).
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Kode Vicious
File-System Litter

Cleaning up your storage space quickly and efficiently.

Dear KV,

We recently ran out of storage space on
a very large file server—one with many
terabytes of space—and upon closer
inspection we found that it was just
one employee who had used it all up.
The space was taken up almost exclu-
sively by small files that were the result
of running some data-analysis scripts.
These files were completely unneces-
sary after they had been read once.
The code that generated the files had
no good way of cleaning them up once
they had been created; it just went on
believing that storage was infinite. Now
we’ve had to put quotas on our file serv-
ers and, of course, deal with weekly
cries for more disk space. Surely there
is a better way of dealing with this
problem than clamping down on every-
one for fear that one of them will do the
wrong thing.

Caught Between a Block
and a Lack of Space

Dear Caught,

Yes, there are better ways of handling
this problem. You have now discovered
one of the drawbacks of cheap storage
(and yes, that old adage is true): files
will always expand to fill the available
storage space, just as programs expand
to fill all available memory and spawn
more threads until all of your CPU is
utilized as well.

Shared storage, such as you are
dealing with, presents the thorniest
problem because it is shared, and, it
would seem—as regular readers of
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this column are, I'm sure, aware—peo-
ple simply cannot be trusted to police
themselves. In reality most people can,
but it takes just one, as you found out,
to “ruin it for everybody,” as our teach-
ers used to say.

The point you make about the
scripts not having a way of cleaning up
after themselves is a good one. When
you build programs out of many small
source files your tools also generate
intermediate files—the objects that
then get linked into a final executable.
All build systems worthy of the name,
however, have some form of “clean”
target. Although this target was origi-
nally created so that you could start
a new build from scratch, it is also a

George V. Neville-Neil

handy way of shrinking down the size
of your work area when a project is ei-
ther complete or on hold. Having a pro-
gram that would do the same work with
intermediate data files is a good start,
but there are other things that can be
done to improve the situation.

Littering the file system with files
that have to be deleted later results
in a performance problem. If you
need to find all the files via recursive
descent of the file system before you
can delete them, then you are going
to be hammering your file system. In
the case of NFS (network file system)-
mounted systems, you will also be
hammering your network while trying
to clean up after yourself. Although it
might appear that the best course of
action would be to delete the files im-
mediately after use, this would prevent
you from debugging problems in your
data analysis. Also, if you have to rerun
some part of the analysis, then the de-
rived objects you created could come
in handy in speeding up the second,
or third, or—well, you know—the nth
run before you finally get it right. Prob-
ably the best compromise position is
to place all of the derived objects into
their own directory or set of directo-
ries, which can be easily located and
purged when it is time to free up some
space on the file system.

Keeping all the files in one place
means you do not have to descend the
file system recursively to find all the
files that can be safely deleted. That
will make the process easier, faster,
and therefore more likely to be used by
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the people on your system. If cleaning
up after yourself takes 30 seconds, you
are pretty likely to do it; if it requires 30
minutes, you are going to put it off as
long as you can, usually long enough
for the file system to fill up again.

KV

Dear KV,

You have written in previous columns
about not using printf to debug
programs, and you recommended us-
ing a debugger, but you must admit
that there are times when a print
statement is just an easier way of de-
bugging a program and that using a
debugger is overkill.

Still Pounding on Printf

Dear Pounding,
True, I have written in previous col-
umns about the reasons for not using
print statements for debugging, and
I have recommended that people use
finer tools such as debuggers to find
problems in their programs. There are
two instances in which I agree that a
print statementis a better solution.
The first instance where print
beats a debugger is when either you
have no debugger or the debugger it-
self is incredibly painful to use. I find
this happens often with interpreted
languages, probably because adding a
print statement and rerunning your

program is just so easy that no one ever
bothers to write a decent debugger for
the language. Compiled languages,
on the other hand, usually have de-
buggers because the time needed to
add a print statement and rebuild a
large program is longer than it takes
to fire up the debugger. An example of
this problem is present in my script-
ing language of choice, Python. I love
writing in Python, but I do not love the
Python debugger. It has improved over
the past few years, likely because big-
ger and bigger systems are being built
in Python, so having a debugger makes
finding the bugs easier. As debuggers
go, however, the ones for Python are
nothing compared with those avail-
able for compiled languages.

The second instance where print
beats a debugger is one that perhaps
most readers of this column have not
had to experience: bringing up a new
piece of hardware. In the not-too-dis-
tant past it was uncommon for anyone
except a device-driver writer to worry
about bringing up new hardware. With
more people using open source oper-
ating systems, however, it has become
more common to have to do some level
of work with new hardware. I recently
experienced this when I bought a new
laptop. Of all the things that did not
work when I installed my operating
system of choice, it happened to be
the built-in keyboard that did not work
with the operating system’s keyboard

Figure 1. Emacs macro example.

(defun dbgprintf ()

“Insert a debug printf for kernel debugging.”

interactive “*”)
indent-for-tab-command)

indent-for-tab-command)

insert “_ func_ , _ FILE_ ,

__LINE__

(
(
(insert “printf (\”reached function %s file %s line %d\\n\”,\n”)
(
(

) i\n"))

Figure 2. Emacs macro example with print statement enclosed in a debug block.

(defun debug-block ()

“Insert a debug printf inside a C ifdef debug block.”

(interactive “*”)

(insert “#if defined (DEBUG) \n”)
(indent-for-tab-command)
(dbgprintf)

(insert “#endif /* DEBUG */\n”)
(indent-for-tab-command)

26 COMMUNICATIONS OF THE ACM

| OCTOBER 2011 | VOL. 54

NO. 10

driver. It turned out I could plug in a
USB keyboard and boot with the inter-
nal keyboard disabled, but that was not
quite how I envisioned using my new,
light, slick, laptop—with a USB key-
board attached.

I normally don’t work on keyboard
drivers, but I know the people who did,
and I know there is nothing more frus-
trating than having a whiny user send
you an email message saying, “The
keyboard doesn’t work.” The driver
itself was not long, and I knew about
where the hang would happen in the
code, so I just backtracked from where
I thought the hang point was and used
an Emacs macro I had written for just
such an occasion, as shown in Figure 1.

Attaching the code shown in Fig-
ure 1 to a key sequence, I could in-
sert a print statement anywhere in
my code, and when it was reached, it
would print out the function, filename,
and line that had been reached. Using
this primitive method, I was able to
track down what was causing the sys-
tem to hang and thus could avoid it,
as well as send a much more detailed
bug report to the driver maintainer.
Certainly more could be done with this
macro; Figure 2 shows an example that
builds on the previous code to enclose
theprint statementinadebug block
that can be turned on and off from the
makefile or command line.

Yes, there are times when you need
or want printf, or print  state-
ments, but I still say that those times
are, hopefully, few and far between.

KV
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Carsten Schiirmann

Inside Risks
Modernizing the Danish
Democratic Process

Examining the socio-technological issues involved in Denmark’s
decision to pursue the legalization of electronic elections.

N MARCH 3, 2009 the Ger-

man Supreme Court de-

cided that the use of elec-

tronic voting machines in

parliamentary elections
is unconstitutional as long as it is not
possible for citizens to exercise their
right to inspect and verify the essen-
tial steps of the election. The verdict
did not rule voting machines uncon-
stitutional, but the particular election
law that legitimized their use during
the 2005 election. Electronic elec-
tions, like any traditional election,
must be under public control. And as
this has not been achieved yet, the Su-
preme Court decision effectively out-
lawed the use of e-voting machines for
German parliamentary elections, at
least for now.

European E-Voting Initiatives

One might think that events as such
would have slowed down the efforts
of other European nations to push
e-voting technology into polling sta-
tions or even homes. This, however,
is not the case. Many European coun-
tries are newly invigorated, running ex-
periments with voter registration, vote
casting, and vote tallying. Switzerland,
a direct democracy, legalized Internet
elections in 2009. Norway used a newly
developed online voting system for its
parliamentary elections on Septem-
ber 12, 2011. In 2005, Estonians were
the first permitted to vote from their
homes, using their national ID cards
and off-the-shelf smartcard readers

Copenhagen election workers empty a ballot box containing votes cast during the June 7,
2009 election for the European Parliament.

connected to their computers to au-
thenticate themselves.

But why would governments advo-
cate this kind of technology, risking de-
cades of democratic achievements, in
what seemingly contradicts common
sense? There is more to this discussion
than meets the eye. Governments and
administrations currently revisit for-
mer decisions on how to implement
the voting process and view them in
the new light of information technol-
ogy. Modern mobile devices such as
smartphones, for example, interact
and tinker with the very assumptions
that secret and free elections are built
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upon. Off-the-shelf scanning technol-
ogy can be used to identify individual
sheets of paper simply by the compo-
sition of their fibers. It is also easy to
take and transmit a photo or even a live
video of the vote-casting process. Euro-
pean nations are pushing forward with
the adoption of electronic and even
Internet voting architectures, because
their governments feel the risks of stay-
ing with the status quo outweigh the
risks associated with modernizing the
democratic process. I believe these Eu-
ropean initiatives are healthy, neces-
sary, and natural. The evolution of the
democratic process must not come to
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D
The evolution of the
democratic process
must not come to

a standstill just
because serious
challenges lie ahead.

a standstill just because serious chal-
lenges lie ahead.

Denmark

There are only very few countries in Eu-
rope that have resisted (so far) the urge
to jump on the e-voting bandwagon—
among those is Denmark, a small coun-
try of slightly more than 5.5 million
people. Denmark has a long history of
democracy in Europe and is top-ranked
according to the information society
index (ISI)—an index often quoted for
comparing countries according to their
ability to access and absorb informa-
tion and information technology. E-
voting is not banned by law, no trials
have been conducted on the national
level to date, citizens generally respect
and trust their government and politi-
cians, and there is an educated elector-
ate with a pervasive desire for fairness,
openness, and equality.

Earlier this year, the Danish Board
of Technology, an advisory committee
to the government, released a report
recommending Denmark to take ini-
tial exploratory steps toward research
in and experimentation with e-voting
technology, with the goal to improve
the implementation of constitutional
law. One aspect of the recommenda-
tions includes requiring a secret and
free vote for all—not just those who
are able to see, read, write, or visit the
polling station on Election Day. The
report even went so far as to propose
an experimental deployment of mo-
bile networked voting vans, visiting
the elderly and those with disabilities
on Election Day. There is little to dis-
agree with: information technology
can make elections more inclusive,
more lawful, and also more conve-
nient for those who run them.
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Denmark has a long tradition of
public control in nationwide elections.
On Election Day, volunteers assume
the role of election observers who over-
see the entire voting process from early
morning to late at night. They meet,
look over each others’ shoulders, tally
and recount every vote as required
by law, and by doing so, create much
of the overall trust in the Danish vot-
ing process. Unfortunately, the num-
bers of volunteer election observers
are dwindling, which is problematic
as currently the demand exceeds sup-
ply. Denmark’s municipalities do not
expect this trend to change soon, but
hope instead for information technol-
ogy to complement the smaller corps
of election observers.

Therefore, Denmark will sooner
or later follow its European partners
and jump on the bandwagon—at least
for casting votes. Since 1984, the final
result of an election—the number of
seats awarded to each party in Parlia-
ment—is calculated by a computer
program that runs on a Unix worksta-
tion located at the Ministry of the Inte-
rior and Health. The results computed
that way are legally binding. For cast-
ing the vote, on the other hand, Danish
law needs to be changed, because in its
current form, it is prohibitively restric-
tive. All details are regulated, including
how to design a ballot form and how to
distinguish valid from invalid votes.

Denmark has evolved its voting
laws over many decades. It became a
constitutional democracy in 1849, bal-
lots were made secret in 1901, women
obtained the right to vote in 1915, bal-
lots were allowed to be cast by letter
since 1920, Danes living abroad ob-
tained the right to vote in 1970, and in
1978 the legal voting age was set to 18.
In 2009, the voting law was changed
to require that any visually impaired
voter must be accompanied by an
election observer when casting a vote.
The law will soon evolve to accommo-
date information technology, and this
will happen in the spirit of the Dan-
ish tradition of participatory design.
Decision makers, administrators, and
(computer, social, and political) sci-
entists, will work together in the best
interest of democracy.

In this, I believe, Denmark stands
apart from many other countries that
are currently introducing new voting
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laws, new voting culture, and new vot-
ing technologies without listening
to the voices of scientists and other
specialists. Decisions are all too often
made by politicians, administrators,
and industry alone, without properly
attempting to understand the nature
of the technological challenges, their
vulnerabilities, and their effects on
the trust of the voters and society as a
whole. Scientists carry a large socio-
technological responsibility and must
be heard. Given the opportunity, they
will act on behalf of the public, play the
role of the independent auditor, keep
an eye on the innovation and improve-
ments of the democratic process, and
increase public trust.

Defining a Metric for Success
Denmark’s decision to pursue the le-
galization of electronic elections will
to a large part depend on the imple-
mentation of the recommendations
outlined in the report of the Danish
Board of Technology and the suc-
cess of the suggested trials. A few key
groups will keep a close eye on these
trials: The Ministry of the Interior and
Health, which is responsible for their
constitutionality; municipalities, who
are responsible for a lawful, smooth,
and efficient implementation; suppli-
ers, who are responsible for the quality
of the voting solution; and scientists
who are responsible for ensuring the
deployed technology serves the best
interest of the public. Therefore, deci-
sion makers will be confronted with
conflicting opinions about whether or
not a trial was successful. It is thus pru-
dent that all groups get together ahead
of time and define a coherent metric
for measuring success.

ey
A modernized voting
system does not need
to be perfect, but it
should implement a
process that is at least
as trustworthy as the
one we know today.

A Danish child submits her parent’s paper
ballot for the European Parliament election.

It might seem like an obvious task
to tackle, but it is not at all clear how to
define this metric. Abstract concepts,
such as trust, belief, and perception
are difficult to model logically or math-
ematically; however, they need to be
brought together with the formal as-
pects of hardware, software, and engi-
neering in a meaningful way. Elections
are cyber-social systems.

The usual indicators (such as voter
turnout or opinion polls) are inade-
quate to measure success. Voter turn-
out, which is consistently above 85%
in Denmark, is too infrequent a mea-
sure to be useful. Opinion polls that
may be conducted more frequently are
usually too volatile to be indicative. In
February 2011, a poll conducted by
the Danish newspaper Borsen showed
that 63% (sample size 1,053) of Danish
citizens of all ages would happily vote
electronically even if it meant they
must authenticate using a personal
digital signature.

Instead, the metric must mirror the
scientific evaluation of technical and
social observations collected during
the trial. It must measure the function-
al correctness of the voting infrastruc-
ture: how well the final result matches
the voters’ intent, how well privacy
and secrecy are secured, and to what
extend Danish voting culture is pre-
served. This is where the real challenge
lies. Even for simple election schemes,
such as winner-take-all, technologi-
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cal solutions consist of many complex
and communicating components that
interface in various ways with election
officials and voters. Scientists need to
convince themselves that the system
will always perform according to speci-
fication, even under the most obscure
and unlikely circumstances including
software bugs, malicious hacker at-
tacks, or power outages. Furthermore,
they must be sure the collective trust of
the population is not negatively affect-
ed and that there are clear and accessi-
ble mechanisms to exercise public con-
trol. Electronic elections in controlled
environments have thus a much better
chance for success than elections in
uncontrolled environments, such as
Internet-based (remote) elections, for
which there are still more open prob-
lems than solved ones. A modernized
voting system does not need to be per-
fect, but it should implement a process
that is at least as trustworthy as the one
we know today.

Finally, the metric must reflect the
operational aspects of carrying out the
electronic election. Election observers
follow new protocols, initialize new
machines and read out final results,
handle unfamiliar physical evidence,
and respond to unknown and unfore-
seen problems, ranging from hard-
ware and software failures to denial-of-
service attacks. For the trials, election
observers must be adequately pre-
pared, and their reactions and experi-
ences must be carefully documented
and evaluated.

Conclusion

With the right metric in place, Den-
mark will be in an excellent position
to begin a rigorous scientific analysis
of various voting schemes, technolo-
gies, and platforms. Politicians, ad-
ministrators, and even suppliers have
already signaled their willingness to
cooperate and have promised scien-
tists access to all parts of the election.
If we do things right, Denmark will
not repeat past mistakes of other na-
tions, but its solution may serve as a
guide for how to define future demo-
cratic processes.

Carsten Schiirmann (carsten@demtech.dk) is an
associate professor at the IT University of Copenhagen,
where he is leading the DemTech research project that
aims to modernize the Danish democratic process.
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Phillip G. Armour

The Business of Software
Testing: Failing to Succeed

Optimizing what we learn from testing.

HERE ARE TWO Situations in

software testing that scare

testers: when they see “too

many” defects and when

they do not see “enough.”
Too many defects may indicate the
system contains a lot of problems
even though it has moved into the test-
ing phase. Too few discovered defects
might imply the product is of high
quality but it usually means the testing
process itself is not working.

This is symptomatic of the paradox
of testing: We want to find defects in the
system under test, but we do not really
want to find them. While the business
of software has evolved from actually
punishing people for finding defects,
we can still be pretty ambivalent about
them. Experienced testers have a good
feel for the balance between finding too
many defects and not finding enough?
but most organizations and most cus-
tomers would still prefer to hear “we
haven’t found many defects” than
“we’ve found huge numbers of defects.”

Testing as Knowledge Acquisition

If we view testing as a knowledge acqui-
sition activity rather than simply a post
hoc quality assurance process we get a
different view. We also get a different
view when we line testing up against the
Five Orders of Ignorance.! Zero Order
Ignorance (00I) is lack of ignorance; it is
proven knowledge, knowledge that we
have acquired and against which some
trial has made that certifies it as “cor-
rect.” Second Order Ignorance (20]) is
lack of awareness of ignorance; it occurs
when we don’t know something and we
are unaware that we don’t know it. That
is, we have ignorance about our lack of

knowledge. We test systems primarily
for these two of the Five Orders of Igno-
rance and their focus is quite different.

Testing for 00I

We test to ensure the system performs
as it was specified and as it was de-
signed to perform. This is known as
clean testing and it is ensuring the
“proven” part of the definition of 00I—
we are showing that what we think we
know is, in fact, correct. This kind of
testing is relatively straightforward to
set up, run, and prove. While the 00I
test set might be large, it is bounded—
there are a finite number of things we
want any system to do.

Testing for 201

The other kind of testing we do is to try
and flush out any 20I—we run dynamic
tests on a system to see if there is any-
thing we don’t know we don’t know
about how the system actually runs. We

can’t be specific about the problems we
are trying to detect (in advance of actu-
ally running the test) or presumably we
would have already fixed them. How-
ever, it is true that designing a good
test may structure our thinking so we
see the problem before we actually run
the test. In this case the test we do run
will be focused on 001, proving that our
preemptive knowledge insertion really
works. Testing for 201 is an unbounded
test set—the number of things a system
might do but should not is essentially
infinite. This is also a difficult test set to
create since we have to devise tests for
something we are not specifically look-
ing for. The best we can do is to apply
testing heuristics: test to the boundar-
ies of ranges, test all classes on inputs
and outputs, test all combinations of
multiple logic conditions, and so forth.
To expose our ignorance about system
usability, we might put the system in
front of a naive user and see what hap-

Figure 1. Information content equation.

Information Content of a Test = Pf x log (Pi) + Ps « log (

1

Pf)

Figure 2. Binary view of information content of a test.

Information Obtained
from Test Set
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50% 100%

Probability of “Failure” in a Test Set
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pens. We might simply “monkey test”
by firing all manner of random data at
the system. In all these cases we do not
know a priori what will happen. We are
looking for something, but we do not
quite know what it is.

Not Testing for 10l

First Order Ignorance (10I) occurs
when we do not know something but we
are fully aware of what we do not know.
We should never test for 101. If we truly
knew in advance what we did not know
and where the limitations of our sys-
tem’s knowledge lie, we would resolve
our ignorance first, incorporate what we
have learned into the system, and then
conduct a 001 clean test to prove it.

A Successful Test

Here we see the dichotomy of testing:
for 00I a “successful test” does not
expose any new knowledge, it simply
proves our existing knowledge is cor-
rect. On the other hand, a 201 test does
expose new knowledge, but usually
only if it “fails.” The two yardsticks for
success in testing: passing and failing
tests are focused on these two different
targets. This is partly where the tension
between exposing and not exposing de-
fects comes from. While having defects
in our system is clearly a bad thing,
finding them in testing (versus not
finding them) is equally clearly a good
thing. As long as there aren’t too many.

How Much of a Good Thing?

For our 00I testing 100% passing is the
goal. Any test that “fails” indicates the
presence of 201 in the system (or the
test setup or possibly sloppiness in
testing, which is a different, Third Or-
der Ignorance, process kind of failure).
For 00I testing, the ideal situation is
that every bit of knowledge we baked
into our system is correct and the suc-
cessful tests simply prove it.

But what about the 20I tests? Logic
would suggest that a set of 201 tests
that exposed no defects at all would not
be a good test run since nothing new
would be learned.* It is possible that
a test run that exposed no defects at

a Information theory does assert that the knowl-
edge content of a system is increased by a 201
test that “passes”—specifically it assures that
the system will not throw an error under the
specific conditions the test employed and pro-
vides some assurance for certain related tests.

all shows the system is very, very good
and there are no lapses in the knowl-
edge that we built into the system. But
this is unusual and most testers would
be very suspicious if they saw no de-
fects at all, especially early in a testing
cycle. Logic aside, emotion would sug-
gest that a set of 20I tests that exposed
100% errors would also not be a “good”
test run. While finding such a huge
number of errors might be better than
not finding them, it indicates either a
criminally poor system or a criminally
poor test setup. In the second case the
knowledge we acquire by testing relates
to how we conduct tests that might be
easilylearned and fixed. In the poor sys-
tem case our ignorance is in the system
being tested and it may indicate an aw-
ful lot of rework in the requirements,
design, and coding of the system. This
is not an effective use of testing. In-
deed, it might be that we are actually us-
ing testing as a (very inefficient) way to
gather requirements, design, and code
the system since the original processes
clearly did not work.

So if 0% defect detection is too low,
and 100% defect detection is too high,
what is the right number? Well, it
would be somewhere between 0% and
100%, right? To find where this sweet
spot of defect detection is, we need to
look back to 1928.

Transmission of Information

In 1928, Ralph Hartley, a telephone
engineer at Bell Labs, identified a
mechanism to calculate the theoretical
information content of a signal.’ If we
think of the results of a test run as sig-
nals containing information about the
system that are transmitted from the
system under test to the tester, at what
point is this information maximized?
Hartley showed the information con-
tent of a signal is proportional to the
logarithm of the probability that the
event occurs. Viewing a test result as a
simple binary—a test throws a defect
(“failure”) or a test does not throw a de-
fect (“success”)—the information con-
tent returned is given by the equation
shown in Figure 1, where Pf= probabil-
ity of failure (error is detected); Ps = prob-
ability of success (error is not detected).*
The graph of this function is shown in

However, since the possible 201 test set is func-
tionally infinite, this assurance is not strong.
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Figure 2. In the simple binary view the
maximum amount of information is
returned when tests have a 50% prob-
ability of success (no error thrown). At
that point, of course, they also have a
50% probability of failure.

Managing Test Complexity

This gives testers a metric by which to
design test suites. If a set of tests does
not return enough defects we should
increase the test complexity until we
see about half the tests throw errors. We
would generally do this by increasing
the number of variables tested between
tests and across the test set. Contrari-
wise, if we see that more than 50% of
the test cases expose defects, we should
back off the complexity until the failure
rate drops to the optimal level.

This optimization is ideal for knowl-
edge acquiring (201) tests. For knowledge
proving (00I) tests, the ideal is 100%
pass rate. The problem is, we do not
know in advance that (what we think
is) a 00I test won’t expose something
we were not expecting. And sometimes
what is exposed in a 00I test is really
important, especially since we weren’t
expecting it. Still, as we migrate test-
ing from discovery to proof we should
expect that the failure rate will switch
from 50% to 100%. How this should
happen is a story for another day.

I Knew That
I showed this concept to a tester friend
of mine who has spent decades testing
systems. His response: “I knew that.”
He said. “I mean, if no errors is bad
and all errors is bad, of course a good
answer is some errors in the middle
and 50% is in the middle, right? I don’t
need an 80-year-old logarithmic for-
mula derived from telegraphy informa-
tion theory to tell me that.”

Hmm, it seems the unconscious art
of software testing is alive and well.
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Dan S. Wallach

Viewpoint

Rebooting the CS
Publication Process

A proposal for a new cost-free open-access
publication model for computer science papers.

ANY COMPUTER SCIENCE

academics have written

lately about problems

with how our publica-

tion procedures have

failed to scale as the field has grown
(for example, see 2*%9). While oth-
ers have focused on trying to shift CS
from conferences back to journals, it
is worthwhile to understand exactly
which problems we are trying to solve.
Acceptance Rates. The top confer-
ences, where publication can make or
break a career, may publish 10% of the
submitted papers.* Submission rates
have grown in the past decade with ac-
ceptance rates either flat or dropping,
despite an increasing absolute num-
ber of papers accepted. What happens
to the rejects? Realistically, there are
three categories. First, there are the
“bubble” papers. If, for whatever rea-
son, the conference were to double its
acceptance rate, these would be pub-
lished, but they were rejected either
because they were seen as too narrow
or uninteresting, or they were consid-
ered to have significant flaws. Next are
“second tier” papers that could well be
publishable at area-specific workshops
or less competitive conferences. Also
in the “second tier” category would be
“least publishable unit” (LPU) papers,
where an author advances their own

a Networking conference statistics are tracked
by Kevin Almeroth (http://www.cs.ucsb.edu/_
almeroth/conf/stats/), who links to statistics
for other disciplines as well.

32 COMMUNICATIONS OF THE ACM

OCTOBER 2011 | VOL. 54

work by the smallest possible amount
and the program committee wants
more. Finally, there are “noncompeti-
tive” papers, where the paper would
have no chance at publication in any
respectable venue.

Overloaded Reviewers. As submis-
sion rates have gone up, program com-
mittees must decide between huge
workloads per reviewer, or adding PC
members to the point where most mem-
bers are completely disconnected from
most papers’ discussions. This appears
toincrease the degree of randomnessin
whether a paper gets in or is rejected.

Resubmission. What happens with
all these rejections? Many are inevita-
bly resubmitted. Major conferences
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try to coordinate their accept/reject
announcement dates with subsequent
conferences’ submission dates, but
these can still be quite tight. (For ex-
ample, there was only one week, in
early 2010, between IEEE Security &
Privacy’s notification date and the USE-
NIX Security Symposium’s submission
date.) Consequently, similar content is
reviewed again and again.

Journal Latencies. In many other
fields, conferences only take short
papers and the “real” work is submit-
ted to journals. Journals offer the ben-
efit of having the same set of reviewers
through each phase of a paper’s life
cycle. The reviewers can insist on im-
provements and can then agree that the



authors satisfied their requirements. In
computer science, much work is never
submitted to journals, and, at least in
my experience, journals often receive
a large volume of noncompetitive sub-
missions, consuming reviewers’ time.
Furthermore, a latency of one year from
submission to publication is entirely
normal, and it can be far longer.

Short Incremental Work. Our cur-
rent system of promotion and tenure
strongly incentivizes authors to col-
lect as many publications as possible,
resulting in many different papers
for any one given idea. Many current
academics bemoan the good old days
when you could have a group working
on an involved, complex project, and
have only one or a small number of
groundbreaking papers. Given all these

disparate concerns, can we evolve or re-
design our way to a better structure for
our academic processes?

A Clean-Slate Solution
Here, I describe the high-level design
of a clean-slate solution, called CSPub
(clean-slate publication, or perhaps,
ambitiously, computer science publi-
cation). CSPub is, at its core, a mashup
of conference submission and review
management software with technical
report archiving services like arXiv and
with bibliographic management and
tracking and search services like DBLP
and Google Scholar.

Technical Reports on Steroids. To-
day, computer scientists have three dif-

ferent mechanisms for disseminating
technical reports: their own personal
or laboratory home pages on the Web,
their departmental “official” technical
report services, or centralized services
like arXiv. Efficient publication and
dissemination is the first and most
fundamental service that we would
have in CSPub. Ultimately, every paper
published in our field can and should
be available via this one mechanism,
regardless of whether it is a “technical
report,” a “preprint,” a “conference”
paper, or a “journal” paper. Further-
more, when a paper is submitted to a
conference or journal, the mechanism
should be that the paper is submitted
to CSPub, for all the world to see, and
it should be flagged for the target con-
ference or journal. CSPub could easily

support a variety of submission mech-
anisms, including double-blind manu-
scripts for a conference linked to an
optional public copy with the authors’
full affiliation.

If all of academic computer sci-
ence’s scholarship were available in
CSPub, a variety of new features would
become feasible and relevant. First
and most obviously, search engines
could efficiently compute simple ci-
tation counts and A-indices as well
as more sophisticated PageRank-like
metrics. CSPub’s ranking function(s)
should be public and well document-
ed, giving us a clear understanding of
the incentives to adjust our publish-
ing behavior. (The field of “biblio-
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Given all these
disparate concerns,
can we evolve or
redesign our way to

a better structure for
academic processes?

metrics” is dedicated to the design
and evaluation of such systems, and
those scholars would, no doubt, par-
ticipate in the design of CSPub’s met-
rics. Nature recently published a spe-
cial issue on the topic.') Alternately,
CSPub could publish enough raw
metadata that third-party services
could apply their own metrics. If we
can agree on metrics that favor smaller
numbers of better publications, CSPub
can help incentivize the community to
change its publishing behaviors.
Publication status and awards (in-
cluding “best paper” awards given by
a conference or even “test of time”
awards given in retrospect for papers
that have had a significant impact) are
metadata that could either be provided
by the author or the conference steer-
ing committee. Such annotations help
when somebody is searching CSPub
for a paper to cite on a particular topic,
and they may also contribute directly to
how a paper is ranked. Professional cu-
ration would be necessary to prevent au-
thors falsely giving themselves awards
and to deal with related issues, includ-
ing plagiarism, as they might arise. This
could be aided by CSPub users “report-
ing” spam as well as automated anti-
spam and anti-plagiarism systems.
With CSPub, other helpful features
become easy. If Alice releases “version
2” of her paper, she could add bidirec-
tional links, so “version 1” states that
it has been superseded by “version
2”, and “version 2” links to the earlier
edition. This would allow ranking ac-
cumulated by preprints or tech reports
to be applied to later conference and
journal publications. Similarly, if Al-
ice’s paper has made a splash and she
gets invited to give talks at a number of
universities, those invited talks are, in
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effect, additional metadata links that
are endorsed by the institution that in-
vited Alice to give a talk, and which will
improve Alice’s ranking. (In CSPub, a
university’s colloquium series could be
represented much like a journal, link-
ing to existing papers.)

Problem Solving. With CSPub, the
top papers will still get in, as always.
“Bubble” papers will, at the very least,
get the proper priority date of their ini-
tial submission and will start getting
citations. Conferences might intro-
duce “accepted without presentation”
distinctions, allowing more papers to
be recognized and to avoid the need for
subsequent resubmission. Today, au-
thors of rejected papers must choose
whether to edit and resubmit to a top
conference, resubmit to alower-ranked
conference, or abandon a paper. With
CSPub, these decisions can be delayed.
If the paper turns out to be popular
and starts gaining citations, then its
authors will be motivated to update it
and resubmit it. If the paper turns out
to be poorly received, its authors can
rationally abandon it and move on. By
reducing resubmission rates, conference
program committees will have fewer pa-
pers to consider and can do a better job.

When apaperisrejected, and the au-
thor receives feedback from the reject-
ing conference, that feedback would
also be in CSPub, presumably (but not
necessarily) private to the author. This
creates an opportunity for the author
to choose to give this feedback to a sub-
sequent program committee, along
with a statement about how the previ-
ous committees’ comments were ad-
dressed. This moves the treatment of
the manuscript closer to the consistent
handling available through the jour-

|
If all of academic
computer science
scholarship were
available in CSPub,

a variety of new
features would
become feasible.
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nal process, yet with the speed of the
conference process. An anonymous
reviewer suggested that rejected pa-
pers might be indelibly tagged as such,
in public, as a disincentive to authors
submitting poor work to conferences.
The idea of “negative” metadata, per-
manently associated with one’s name
and reputation, would be seen as of-
fensive by many researchers. Certainly,
CSPub could support such features if
they were desired.

CSPub can also enable new models
for how conferences operate. “Unpub-
lished” papers would be easy for pro-
gram committees to discover on their
own and “pull” into a conference. One-
time workshops might be built purely
around thematically linked, previously
unpublished papers.

Journals. In CSPub, a journal is
nothing more than an organization
that adds metadata notations to pa-
pers in the system. As such, anybody
can start their own journal for almost
no cost. Some journals would have
calls for papers, as conferences do,
and authors would indicate a submis-
sion in their metadata when posting a
manuscript. Other “journals” would
be nothing more than collections of
thematically related papers, perhaps
put together by graduate students
as part of their related work search.
Of course, if a senior academic puts
together a collection with a catchy
title (“Alice’s List of Seminal Papers
in Blah-Blah Theory”), and Alice is a
highly ranked professor, the collec-
tion would help increase the included
manuscripts’ rankings, both directly,
due to Alice’s strong personal rank-
ing, and indirectly, by leading more
academics to read and cite the papers
on Alice’s list.

CSPub offers a number of improve-
ments to the journal latency problem.
It allows early drafts to be seen and cit-
ed, while simultaneously being under
review, and it completely eliminates
printing latencies. Accepted papers
“appear” immediately. CSPub also triv-
ially supports new models, such as the
hybrid journal/conference approach
being taken by VLDB.”

Rollout

Without a doubt, the biggest challenge
of CSPub is getting the ball rolling.
Computer science scholarship is pub-



lished under a variety of professional
organizations including the ACM,
IEEE, AAAI, USENIX, ISOC, IACR, and
many more. It is enough of a challenge
to imagine any one of these organiza-
tions moving to the wholesale adop-
tion of a new publication model, much
less all of them at once.

The only feasible path is for one or-
ganization to develop CSPub for itself
and start using it one conference at a
time. Initially, anybody could submit a
paper, as in arXiv or the Crypto ePrint
server, and for the pioneering con-
ferences, this would be the exclusive
mechanism for submitting a paper to
be considered for inclusion. By making
this mandatory, at least for the authors
at the pioneer conferences, the system
will be populated by those papers and
will have its initial users. CSPub’s ini-
tial implementation could certainly
build on the existing arXiv service,
which already hosts many CS papers
in its Computing Research Repository
(CoRR).? According to Joseph Halpern,
who runs CoRR, CoRR grew 35%-40%
per year for several years running; he
anticipates 10% growth (over 7,000 new
papers) for 2011. CoRR is increasingly
hosting archival papers from major
journals and conferences. Elsevier also
now allows authors to post accepted
journal paper “pre-prints” on the Web
and on CoRR. However, Elsevier does
not allow authors to redistribute the fi-
nal, camera-ready version of their work.

Already, many conferences and
journals provide free, open access to
their publications. All USENIX confer-
ence publications are available freely
on USENIX’s Web site. Similarly, Logi-
cal Methods in Computer Science (see
http://www.lmcs-online.org) is a pa-
perless journal published under the
auspices of the International Federa-
tion of Computational Logic, with no
cost to publishers or readers. Authors
retain their copyright while agreeing
to have their work distributed by the
journal under a Creative Commons li-
cense. LMCS also distributes its publi-
cations through CoRR.

Authors who presently serve PDF
files of their papers from personal or
lab Web pages could incrementally mi-
grate to using CSPub instead. CSPub
could easily generate dynamic HTML
that can be included in personal Web
pages, research group pages, and so

ey
By providing such
convenient services,
academic authors
may well upload all

of their papers to take
advantage of CSPub’s
features and increase
their work’s visibility.

forth. By providing such convenient
services, academic authors may well
upload all of their papers to take ad-
vantage of CSPub’s features and in-
crease their work’s visibility. Inevita-
bly, the switch will occur one research
area at a time as CSPub matures and
individual communities adopt it.

The largest concern with CSPub
would be the loss of revenue from jour-
nal subscriptions and digital libraries
hosted by our existing professional
societies. Regardless, virtually any cur-
rent manuscript can be found on one
of its co-authors’ home pages, free of
charge for the reader. “Paywalls” be-
tween our papers and their readers
will inevitably go away. CSPub, by vir-
tue of institutionalizing this practice,
would require the ACM, IEEE, and so
forth to forgo this income as their au-
thors adopt it. Consequently, confer-
ence registration fees will inevitably
go up.” However, if we save our institu-
tional libraries from the costs of jour-
nal subscriptions, that money could
be redirected in many ways including
scanning and entering old work into
CSPub. Given that the bulk of U.S.
computer science research is sup-
ported by the National Science Foun-
dation, it is not unreasonable that the
NSF could underwrite CSPub.

A related issue is ownership. New
manuscripts can adopt a Creative Com-
mons-style license where authors grant
CSPub nonexclusive rights to redistrib-
ute their work. Older manuscripts often
have their copyrights assigned to legacy

b Some associations, like USENIX, already provide
archival papers freely online; adopting CSPub
for them would not be financially disruptive.
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publishers, who will certainly be reluc-
tant to give up their lucrative franchises.
We control our professional societies;
we can vote for new policies. Other pub-
lishers may well put up a fight or go out
of business as their authors abandon
them. Ultimately, academic authors are
incentivized to have their papers widely
read and cited. Cost-free open-access
to our manuscripts, whether through
CSPub or any other mechanism, is the
obvious way to accomplish this.
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Applying lessons from software languages
to hardware languages using Bluespec
SystemVerilog.

| BY RISHIYUR S. NIKHIL

Abstraction
iIn Hardware
System Design

THE HISTORY OF software engineering is one of
continuing development of abstraction mechanisms
designed to tackle ever-increasing complexity.
Hardware design, however, is not as current. For
example, the two most commonly used hardware
description languages (HDLs)—Verilog and
VHDL*"2—date back to the 1980s. Updates to
the standards lag behind modern programming
languages in structural abstractions such as
types, encapsulation, and parameterization. Their
behavioral semantics lag even further. They are
specified in terms of event-driven simulators running
on uniprocessor von Neumann machines (and this is
true even for their recent descendents, SystemVerilog
and SystemC'>'").

These HDLs all have “synthesizable subsets” that
constrain them in an effort to narrow this behavioral
gap, but the mismatch is never completely eliminated.
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The strain is beginning to show as
hardware chip capacity has grown ex-
ponentially according to Moore’s Law
and we are called upon to design entire
systems-on-a-chip (SoCs) of astonish-
ing diversity and complexity.

Another important issue is that veri-
fication (testing) has so far been done
using simulation, but this is decreas-
ingly practical.® In modern SoCs, the
hardware is large and complex, and it
runs heavy software loads such as full-
featured operating systems and ap-
plications. Verification involves simu-
lating all of these together, and it is
not unusual for software simulations
to run for days or weeks. Simulation
speeds are typically cited in the 10s to
100s of KHz, whereas what are needed
are MHz speeds.

ILLUSTRATION BY DAVE BOLLINGER
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The only feasible solution to this
problem is what hardware people call
emulation, which is simulation of the
hardware design on field-programma-
ble gate arrays (FPGAs). This FPGA-
based emulation cannot be left to final
drafts of a design, however; it must be-
gin at the very start of the design pro-
cess, from early models onward. Doing
so places further requirements on the
behavioral semantics of HDLs.

Simple emulation is not enough,
however. Previously it might have
been acceptable to use separate high-
level languages for models and test
benches that run only in software
simulation, such as SystemC TLM
(Transaction Level Modeling)” and
SystemVerilog VMM (Verification
Methodology Manual).? Today, how-
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ever, what is needed is an HDL that
can be used for all these purposes—
from early models and test benches
to detailed implementation—where
these different components can be
mixed freely and where all these com-
ponents can be synthesized for FPGA
simulation. Thus, the HDL needs to
be universal, both in the sense that
it is suitable for all kinds of digital
designs (for example, not just signal
processing) and in the sense that it
should be fully synthesizable, wheth-
er used for models, test benches, or
implementations.

These requirements mean a radical
reconsideration of HDLs. This article
describes Bluespec SystemVerilog
(BSV),'® the design of which was mo-
tivated by just such a reconsideration

OCTOBER 2011 | VOL. 54

while reusing features from SystemVer-
ilog wherever possible. BSV’s structut-
al extensions (involving more expres-
sive types, overloading, encapsulation,
and parameterization) are inspired by
Haskell,* the functional programming
language. Its behavioral semantics are
inspired by Term Rewriting Systems*?
(or Guarded Atomic Actions), which
are best suited for describing complex,
concurrent hardware. This is more
than a theoretical exercise—BSV and
its tools have been used in industry for
more than five years (your smartphone
or tablet may well contain components
designed with BSV).

Why Not Use Existing Software
Language for Hardware Design?

Before looking at BSV, it is useful to

NO.10 | COMMUNICATIONS OF THE ACM 37
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consider whether a new language is
necessary at all. Although from a func-
tional point of view “it’s all just com-
putation,” hardware system design is
characterized by features very different
from software design.

Concurrency/parallelism. Hard-
ware systems typically have parallelism
that is massive, fine-grain, heteroge-
neous, and reactive. (Unlike some au-
thors, I make no distinction between
the terms concurrency and parallelism).
This parallelism results in increased
speed, which is often the main reason
to implement something in hardware.
Massive in this context means that the
number of parallel activities may num-
ber in the thousands or even millions.
Fine-grain means that parallel activities
interact frequently (measured in time
scales of clock cycles) over possibly
very small shared resources (such as
individual registers of a few bits). Het-
erogeneous means that parallel activi-
ties involve diverse tasks—in contrast,
for example, to SIMD (single instruc-
tion, multiple data) or SPMD (single
process, multiple data) computation.
Finally, reactive means that parallel ac-
tivities are often triggered by asynchro-
nous events, such as unpredictable
data arrival, interrupts, arbitration
resolution, and I/O.

Unfortunately, most software lan-
guages are not parallel at all, but instead
are entirely sequential. Some extensions
for massive parallelism address only
SIMD parallelism. Thread extensions
can handle heterogeneity, but they are

notoriously difficult for massive, fine-
grain, or reactive parallelism."'*?

Architecture and algorithm. In
hardware system design, good archi-
tecture (with its attendant cost model)
is a central design goal and an outcome
of design activity, whereas software is
mostly designed for a fixed, given input
architecture (typically von Neumann,
perhaps with extensions such as
SIMD), as illustrated in Figure 1. Thus,
in hardware design, algorithm and ar-
chitecture are inseparable, and it is
meaningless to talk about “pure algo-
rithm design” in the abstract, without
some architectural model that gives it
a concrete cost metric.

Since they are all Turing-complete,
any architecture can be modeled or
simulated with existing programming
languages, but there are two funda-
mental problems with this. First, it
takes extraordinary discipline (and
therefore a lot of time and effort) to
model a complex architecture accu-
rately. Second, modeling an archi-
tecture often means losing orders of
magnitude in execution speed, both
because of the extra layer of interpreta-
tion and because the natural parallel-
ism of the architecture being modeled
is essentially completely discarded.’?
Domain-specific languages (DSLs) can
address the first issue, but not the sec-
ond. For most software programming
languages, the “native” architectural
model is the von Neumann model (one
sequential process, with constant-time
access to a large, flat memory), and it is

Figure 1. Hardware vs. software design.

Architecture
(computation model and its costs)

Software
design

Algorithm/code

Hardware
design

Algorithm/Architecture
(computation model and its costs)
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only native von Neumann algorithms
that execute at speed.

The term architectural transparency
expresses the idea that the source pro-
gram directly reflects the desired ar-
chitecture. Abstraction mechanisms
can hide detail but should not distort
the resulting architecture. This prop-
erty is essential for the programmer/
designer, for whom abstraction is
good, provided that it does not com-
promise predictability and control.
This property is also essential for com-
pilers (synthesis) to produce efficient
implementations.

The Inadequacy of
Software Simulation
As mentioned, today’s SoCs need
FPGA-based emulation to achieve ac-
ceptable simulation speed, and this
requires universal applicability of HDL
(models, test benches, and implemen-
tations of the full gamut of SoC compo-
nents) and universal synthesizability.
Unfortunately, no software languages
are suitable for this.

Many in the industry advocate using
a combination of C++ and SystemC—
the former to describe the algorith-
mic content of individual intellectual
property (IP) blocks, and the latter to
describe system-level communication,
hierarchy, and integration of these
IP blocks into an SoC. The C++ inside
IP blocks can then be subjected to
so-called high-level synthesis® (HLS),
using tools that automatically gener-
ate parallel hardware from sequential
C++, given declarative objectives such
as latency, throughput, area, power,
and target silicon technology. A de-
tailed critique would require another
article, but this section and Stephen A.
Edwards’ article on the topic” provide
some background.

Bluespec SystemVerilog

Let’s focus first on the computation
model of BSV (that is, its behavioral
semantics), because that is the great-
est limitation of existing software lan-
guages for hardware design. Then we
present an example to demonstrate the
use of modern structural abstraction
mechanisms.

Rules: The basic computation mod-
el. Verilog and VHDL, with their ori-
gins as simulation languages, are built
on the uniprocessor von Neumann



model: sequential processes, stack-
based procedure calls, traditional
stack-based updatable variables, and
cooperative multitasking. BSV, on
the other hand, is born out of direct
hardware description—state and par-
allel state transitions. The computer
science literature has a computation
model that is well suited for this, vari-
ously called Term Rewriting Systems,*?
Guarded Atomic Actions, or Rewrite
Rules. It is used in many formal speci-
fication languages for complex con-
current systems, including Dijkstra’s
Guarded Commands,® Chandy and
Misra’s UNITY," Lamport’s TLA+,"
Abrial’s Event-B,'* and many more.
The following BSV excerpt illustrates
a computation to sort four integers in
ascending order.

Reg #(int) x1 <- mkRegU;
Reg #(int) x2 <- mkRegU;
Reg #(int) x3 <- mkRegU;
Reg #(int) x4 <- mkRegU;

rule swapl2 (x1 > x2);
x1l <= X2;
X2 <= X1;

endrule

rule swap23 (x2 > x3);
X2 <= X3;
X3 <= X2;

endrule

rule swap34 (x3 > x4);
X3 <= X4;
X4 <= X3;

endrule

The first few lines instantiate four
registers (storage elements) named
x1 ... x4, containing values of type
int. The mkRegUright-hand sides are
the constructors, whose details are
not important here.

The rule (or Guarded Atomic Action)
swapl2 is like a reactive process (that
is, it can “fire” whenever its Boolean
condition x1>x2 is true). The body of
a rule is an Action and is semantically
an instantaneous event. Here it is com-
posed of two smaller Actions: one that
assigns thevaluein x1 intox2,andvice
versa. The net effect is to swap the val-
ues in the two registers. Rules swap23
and swap34 are similar.

There is no inherent sequencing
between rules—a rule can fire when-

The strainis
beginning to show
as hardware chip
capacity has grown
exponentially
according to
Moore’s Law and
we are called
upon to design
entire systems-
on-a-chip (SoCs)
of astonishing
diversity and
complexity.
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ever its condition is true. Thus, in the
example, it may happen that rules
swapl2 and swap34 perform their
swaps in parallel. But what about
rules that act on shared state, such as
swapl2 and swap23, both of which
update x2? Rules have the semantics
of atomic transactions, and thus, in
this case, those two rules can fire only
in some order (such as, sequentially).
For this example, it does not matter
which of the two possible orderings is
chosen; the registers will eventually be
sorted anyway.

The previous fragment seems repet-
itive—four similar registers and three
similar rules—but we wrote it that way
first to explain the semantics. It would
more likely be written this way:

Vector#(4,Reg#(int))
x <-replicateM (mkRegU);

for (int j=1; j<4; j=J + 1)
rule swap (x[j-1]1>x[3]);
x[j-1] <= x[3];
x[31 <= x[3-1);
endrule

This expands (“statically elabo-
rates,” in hardware language jargon)
to what is essentially the same frag-
ment as before. Of course, the 4 here
could be abstracted into a parameter.
The fragment represents the classic
bubble-sort algorithm of introductory
programming texts—with the same
O(N?) worst-case complexity—except
that here the “bubbling” can happen
in parallel, modulo atomicity (that is,
any pair of enabled rules that do not
conflict on a shared register can fire
in parallel).

When atomicity requires two
enabled conflicting rules to be se-
quenced, the order chosen can be left
unspecified. This is at first alarming to
hardware designers, where nondeter-
minism is equated with unpredictable
(bad) results. It is usually welcomed
for formal specifications, however,
where insisting on a schedule too
early is regarded as an unnecessary
over-specification. In BSV various
techniques are available to nail down
particular scheduling choices when-
ever necessary.

What rules mean for hardware, and
why they matter. All hardware design
involves specifying parallel activities
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that update state. The classic style in
Verilog (all of these remarks apply to
VHDL as well) is state-centric. For each
state element x:

always @ (posedge CLK)
if (...condl...)
X <= valuel
else if (...cond2...)
X <= value?2
else if
else
X <= valueN

More generally, multiple state ele-
ments may be updated in each condi-
tional arm, the conditional could be
written as a case statement. In syn-
thesizable code, however, each state
element may be updated in only one
always block and may be updated at
most once in each conditional arm.

This is how the problem of parallel
updates to a shared resource is solved
in (synthesizable) Verilog: it is updated
in only one “process” (always block)
and, for every clock, exactly one pos-
sible new value for x is specified. It is
almost a direct, explicit specification
of the hardware that is generated: the
conditional represents a multiplexer
on the input of the x register; the con-
ditions specify how one of the multi-
plexer inputs is selected to be clocked
into the register; and the conditions
may also specify whether the register
is updated at all. Collectively, all this
logic is referred to as control logic.

This organization of behavior in
terms of states is, unfortunately, or-
thogonal to how behavior is typically
conceptualized: as a collection of steps,

condO

Figure 2. Two registers updated by three parallel processes.

condl

| l
‘ +1 -1 @ +1 -1
Process 0 Kum glROR o -

or transactions. Each step of behavior
may involve updates (perhaps condi-
tionally) to multiple state elements.
This “transpose” from the transaction-
centric dimension to the state-centric
dimension is at the heart of the prob-
lem with Verilog. The state-centric
view does not scale well as the num-
ber of parallel activities increases and
becomes more complex in regard to
how the activities compete for shared
state. Consider the problem in Figure
2, which illustrates two registers x and
y updated by three parallel processes
under certain conditions. Assuming
that process 0 has lower priority than
process 1 for the update of x, and pro-
cess 1 has lower priority than process 2
for the update of y, the Verilog solution
may look like this:

always @ (posedge CLK) begin
if (cond2)
y <=y - 1
else if (condl) begin
y <=y + 1;
X <= x - 1;
end
if (cond0 && !condl)

X <= X + 1;
end

This Verilog code could be written
in many styles, but they are all state-
centric. The “transpose” from problem
statement into state-centric code has
intertwined and obscured the original
transactions. Also, the priorities are
wired into the code structure—the pri-
ority of process 2 over process 1 is ex-
pressed in the sequentiality of if ...
else. The priority of process 1 over
process 0 is expressed in the !condl
term. In fact, a clever designer may

cond2

Update priority: Process 0 < Process 1 < Process 2
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recognize that when cond2 is true,
process 1 cannot update x, thus open-
ing an opportunity for process 0 to do
so. Therefore, the designer might “im-
prove” the last two lines to:

if (cond0 && (lcondl || cond2))
X <= X + 1;

Note the transitivity of control: Pro-
cess 0’s update of x is affected by the
condition of the nonadjacent Process
2. Third, some of the process condi-
tions are duplicated in multiple claus-
es, with the usual risks of incorrect
duplication.

Imagine a change to the spec (this
happens all too frequently in the real
world) requesting a different priority
among the three processes. Or imag-
ine adding another process, or pos-
sibly another shared state variable,
or both, with new control conditions.
The whole code would need to be re-
vised; it’s hard to make local incre-
mental changes.

The fact that even such a small ex-
ample carries such subtleties in con-
trol logic should sensitize the reader to
the fact that reasoning about parallel
updates in a state-centric manner on a
per-clock basis can get very tricky while
scaling to more parallel activities and
shared state elements, and scaling the
complexity of the update conditions.

The BSV code for this example looks
like this:

rule procO (cond0);
X <= X + 1;

endrule
rule procl (condl);
y <=y + 1;
X <= x - 1;
endrule
rule proc2 (cond2);
y <=y - 1;
endrule

(*descending urgency = “proc2,
procl, proc0” *)

The rules are a direct expression of
the process descriptions (i.e., they are
transaction-centric, not state-centric),
and the final line expresses the sched-
uling priority. Synthesis from this
code produces essentially the same



Verilog code shown earlier—namely,
the complex control logic necessary
to manage parallel update to shared
state. It is easy to add more processes,
or more shared state, or more com-
plex update conditions.

Rules matter even more when scal-
ing up to systems organized into mod-
ules; we will return to this discussion af-
ter describing modularity mechanisms.

Organizing rules into modules. In
object-oriented programming, com-
plex systems are organized into ob-
jects. The key behavioral construct is a
process or thread (just one in a sequen-
tial language). A process is rooted in
some module (perhaps “main”), but it
may span object boundaries through
method calls. Because methods may
themselves call methods, a process
may thus access an unbounded num-
ber of objects. Each method is seman-
tically a fragment of a process.

Similarly, in BSV a syntactic rule
in one module can invoke a method in
another module. Methods can, in turn,
invoke other methods. Each method
is semantically a fragment of a Rule.
Thus, a method is more than just a
procedure—itis a guarded expression.
A semantic Rule is composed of syn-
tactic components: a rule construct
and (transitively) all the methods it in-
vokes; this semantic Rule is the unit of
parallelism and atomicity.

A small module that implements
a FIFO containing integers illustrates
this. First its interface declaration:

interface FIFOint;
method Action eng (int x);
method int first ();
method Action deq ();
endinterface

Like a C++ virtual class, it merely
describes the externally visible meth-
ods of a module. The eng method en-
queues an item x. Its Action type in-
dicates that it returns no value and just
has an effect. The first method takes
no arguments and returns the value of
the element at the head of the queue.
The deg method is a pure Action—it
has no arguments or results; it just has
the effect of discarding the first ele-
ment in the queue.

Figure 3 illustrates the code for one
possible module that implements this
interface. This is a module construc-

tor that can be instantiated multiple
times to create actual modules (hence
the stylistic choice of mk in the mod-
ule name mkFIFOint, suggesting the
word make). FIFOint in the header
specifies the interface. The next two
lines instantiate two registers: data,
containing an integer, initially un-
specified; and empty containing
a Boolean, initially True. The eng
method is guarded by the condition
if (empty)—any rule from which it
is invoked will be enabled only if the
guard is true. When invoked, it stores
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its argument x in the data register
and sets empty to False. The first
and deqg methods are guarded by the
condition if (! empty)—any rule
from which they are invoked will be
enabled only if this guard is true. The
first method returns data’s value
and does not change the FIFO. The
deq method has the effect of setting
empty to True.

This example is simple, but it could
be generalized to an N-element FIFO
by extending data to a vector of reg-
isters and maintaining the usual head

Figure 3. A FIFO module.

module mkFIFOint
Reg #(int)
Reg # (Bool)

(FIFOint) ;
data <- mkRegU;
empty <- mkReg (True) ;

(int x) if
empty <= False;

method Action eng
data <= x;

(empty) ;

endmethod

method int first () if (! empty);
return data;

endmethod

method Action deq () if (! empty);
empty <= True;

endmethod

endmodule
Figure 4. Butterfly crossbar switch
4x4
upper 2x2

input ports

lower 2x2
Basic building blocks

1x1 buffer module
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and tail pointers. The FIFO could also
be generic (polymorphic) in its con-
tent type, instead of just containing
int values.

Many modules have FIFO-like in-
terfaces—that is, flow-controlled ports
that accept or yield values. We can de-
fine polymorphic interfaces for this:

interface FIFOin #(type t);
method Action eng (t x);
endinterface

interface FIFOout #(type t);
method t first ();
method Action deqg ();
endinterface

Other than in the syntactic details,
these capabilities are similar to what is

seen in object-oriented languages. The
key difference is that while OO meth-
ods are fragments of sequential pro-
cesses, BSV methods are fragments of
rules and have guards.

A larger example. Figure 4 illus-
trates a Butterfly crossbar switch,
which is a hardware device with N
input ports and N output ports (here,
N=4). Packets enter at input ports, and
each is routed to an output port. Note
that the switch has a recursive struc-
ture: the 4x4 switch shown contains,
as components, two 2x2 switches, and
each of those in turn contains two 1x1
switches (buffers). Two of these 4x4
switches, in turn, could be used to
make an 8x8 switch, and so on. Also
note that there are three basic compo-
nents: FIFOs (1 in, 1 out), merge boxes

Figure 5. Interface type declaration.

interface XBar #(type packet_t);

interface List #(FIFOin # (packet_t))
interface List #(FIFOout # (packet_t))

endinterface

input_ports;
output_ports;

Figure 6. A crossbar switch module.

module mkXBar #(Integer n,
Function UInt #(32)

Module # (Merge2xl #(t))

(XBar #(t) );
List# (Put#(t))

if (n == 1)
FIFO# (t)

begin
f <- mkFIFO;

iports = cons (toFIFOin (f), Nil);
oports = cons (toFIFOout (f) ,Nil) ;

end
else begin
XBar# (t) upper <- mkXBar (n/2,
XBar# (t) lower <- mkXBar(n/2,
iports =
let

List# (Merge2x1l) merges <- replicateM
oports = map (oport_of, merges) ;

for (Integer j = 0; j <n; j =

rule route;
let x = midports

let jDest = computeRoute

if (jDest == j) merges [Jj]

else merges

midports [j].deqg() ;
endrule

end
interface input_ports = iports;
interface output_ports = oports;

endmodule: mkXBar
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iports; List# (Get#(t))

//(P1)
destinationOf (t x), // (P2)
mkMerge2x1) // (P3)

oports;

destinationOf, mkMerge2xl) ;
destinationOf, mkMerge2xl) ;
append (upper.input_ports,
midports = append (upper.output_ports,

lower.input_ports) ;
lower.output_ports) ;

(n, mkMerge2xl) ;

j o+ 1)

[31.first();
(destinationOf

(x), 3, n);
.iport0.eng (x);

[jDest] .iportl.eng (x);
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(2 in, 1 out), and routing logic (1 in, 2
out). Figure 5 shows the interface type
declaration.

It is generic, or polymorphic, in the
type packet t of packets flowing
through the switch. It is nested, or hier-
archical, in that it is defined in terms of
two sub-interfaces: input _ portsand
output _ports. These, in turn, use
standard List data structures to refer
to collections of FIFOin and FIFOout
interfaces. Figure 6 shows a module
mkXBar implementing this interface.

P1-P3 are parameters: n requests an
nxnswitch;destinationOf isa func-
tion from packets (of type t) to desti-
nations (of type UInt #(32), unsigned
32b integers) that can be used to take
routing decisions; and mkMerge2x1
is a constructor for the 2-input, 1-out-
put merge modules. In the semantics,
a module constructor is just a function
from parameters to modules. Further,
it is a higher-order function—that is,
its parameters may themselves be func-
tions and module constructors. These
features are standard in advanced pro-
gramming languages such as Haskell*
and Standard ML (SML)"” but are very
unusual in HDLs, particularly in syn-
thesizable HDLs.

The bulk of the module is a recursive
definition of the module. The then part
of the big conditional is the base case
(n==1). A 1x1 switch is implemented
using mkFIFO. The next line uses func-
tions toFIFOin and toFIFOout (easy;
not shown) to separate the FIFO inter-
face into FIFOin and FIFOout inter-
faces, and builds them into singleton
lists iports and oports.

The else part is the recursive
case (n>1). The code first recur-
sively instantiates mkXBar twice, at
size n/2, for the upper and lower 2x2
subswitches. It appends their in-
put _ports and output ports
and holds them in the lists iports
and midports, respectively. It then
instantiates the vertical column of n
2x1 merge blocks at the right edge of
the switch shown in Figure 4 using the
library higher-order function repli-
cateM on parameter mkMerge2x1. It
uses the standard library list-process-
ing higher-order function map with
the oport _ of function (not shown;
simply returns the output port of a
mkMerge2x1 module) to create the
oports list.



The for loop generates n instances
of the rule. In any one instance, the
name x refers to the packet at the head
of the j port in midports. The func-
tion computeRoute (not shown; a
simple numeric calculation) is applied
to get the index of the merge module
into which x should be forwarded,
which is done in the small conditional.
The rule also dequeues the packet.

Each rule expressing the switch’s
behavior hides much control detail:

» The rule is enabled only when a
packet is available on the rule’s up-
stream FIFO (because of guards on the
first and deq methods).

» The rule is enabled only when a
packet can be sent into its downstream
merge block (because of the guard on
enq). For example, it may be blocked
as a result of flow control.

» This last control condition is fur-
ther nuanced by the fact that the down-
stream merge block is dynamically se-
lected, depending on the packet, and,
therefore, only the enq guard of the se-
lected block matters.

An even subtler control condition
arises out of conflict between two
rules. In the for loop, pairs of rules
enqueue into the same merge blocks.
This contention may require one of the
competing rules to be stalled (that is,
not enabled) to satisfy atomicity.

Why rules matter (continued). In
Verilog, all of the above control con-
siderations manifest themselves as
explicit, visible control wires on the
physical input and output ports of
the merge modules, together with a
protocol on how to use those wires.
These are specified explicitly by the
designer, and require effort on a per-
module basis. They are ad hoc in that
these control interfaces and protocols
vary from module to module, from
designer to designer, and even from
day to day for the same designer. The
protocol (semantics) is usually con-
veyed in accompanying text and tim-
ing diagrams and, as you might imag-
ine, is often incomplete, ambiguous,
and sometimes wrong. When working
with rules, the compiler handles this
control complexity naturally, auto-
matically, and formally.

This automation is especially im-
portant in accommodating change
(for fixing a bug, reacting to changing
specs, and so on). The mkMerge2x1

Rules are part

of agood DSL

for hardware
description because
they are like state
machine transitions,
familiar and intuitive
to hardware
engineers. Rules,
however, are more
profoundly powerful
because they are
parallel and atomic.
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module is a formal parameter, a black
box. One actual parameter may permit
both eng ports to be activated simul-
taneously, whereas another may not,
perhaps because one has separate
internal buffering, while the other
shares internal buffers. This affects
whether competing rules in mkXBar
can fire simultaneously or not (this
is another example of the transitivity
of control). With ad hoc control logic
(as in register-transfer level, or RTL), it
may not be able to accommodate such
a change without redesigning mkX-
Bar, whereas with rules, the compiler
handles it.

Consider this analogy: in compil-
ing software, imagine doing register
allocation by hand, and designing and
documenting an ad hoc calling con-
vention for every function you write. It
is rather difficult and painful doing it
even once, but it’s much worse if the
source code changes because register
allocation has a transitive effect across
function boundaries, such as control
logic across hardware module bound-
aries. Just adding an argument to a
function may require redoing register
allocation for both the callers and the
callees, and this may have a ripple ef-
fect across multiple functions. Fortu-
nately, compilers automate this, and
adding an argument to a function is
trivial for the programmer. Similarly,
Rules simplify writing source code and
modifying it; the compiler (synthesis)
figures out the required changes in
control logic.

Rules are part of a good DSL for
hardware description because they
are like state machine transitions,
familiar and intuitive to hardware
engineers. Rules, however, are more
profoundly powerful because they are
parallel and atomic.

Synthesis into Hardware
Historically, rules in programming
and specification languages were con-
cerned just with functionality and not
performance; there is only an abstract
notion of time in the sense that one
rule may fire before another. In hard-
ware design, performance is usually
a central requirement, not merely an
implementation detail; so the compu-
tation model must make this visible to
the designer.

Space does not permit a full de-
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scription here, but BSV indeed defines
such a concrete mapping of rules into
clocked hardware. Clocks and Re-
sets are abstract data types, and rules
and methods are mapped into clock
and reset domains. Strong static type
checking verifies the isolation of these
domains. In summary, BSV has easy-to-
use and semantically rigorous facilities
for the robust creation of designs with
multiple clock domains.

Another very important consider-
ation today is power consumption.
At a fine granularity, BSV clocks can
be gated, with gating conditions in-
tegrated organically into rule condi-
tions. At the coarser granularity of IP
blocks, BSV has power-management
facilities to switch off or scale power
and clocks to entire modules or sub-
systems in a disciplined manner.

One intriguing thought is that BSV
could also be compiled into asynchro-
nous logic (which has many potential
advantages relating to circuit timing
and power consumption), but how to
do this, and how to reason about sys-
tem performance in this regime, are
still open research questions.

Synthesis quality for ASICs. Tech-
nology to compile Rules into efficient
hardware was first developed more
than a decade ago.® It has been im-
proved continuously since then and
has been used on hundreds of de-
signs. In some there was an existing
RTL design for apples-to-apples com-
parisons, and in general, quality has
been comparable (as measured in sil-
icon area and performance), typically
within 5%.

In a few cases, BSV-generated RTL
has significantly better quality (15%—
25%) than hand-coded RTL. This is
surprising at first because in software
you typically pay a performance penalty
for higher abstraction. As illustrated in
Figure 1, however, higher abstraction
in hardware design can yield signifi-
cant algorithmic advantages (that is,
more efficient architectures).

Synthesis for FPGA-based simula-
tion. The universal applicability and
synthesizability of BSV has opened
the door for many to use FPGAs as
their standard simulation engine,
from the earliest stages of design,
and with a “design-by-refinement”
methodology.

Bluespec Inc., by “eating its own
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dog food,” has used BSV to create
highly parameterized communica-
tion, debugging, and IP libraries for
FPGA boards. These form a kind of
operating system for FPGAs, so that
the user has high-level facilities for
communicating with a host and de-
bugging a model or design instead of
the customary painful wrestling with
the raw FPGA board hardware.

Where users previously might have
written test generators or analyzers
or models in C++, they can now write
them in BSV without loss of abstrac-
tion but with the ability now also to
synthesize them and run them on the
FPGA adjacent to their designs.

As a result, given that boards with
significant FPGA capacity can now be
purchased for less than $2,000 (such
as Xilinx ML605), with comfortable
high-level abstractions for communi-
cations, debugging, and libraries in
BSV, designers can now treat FPGAs
as another computation weapon in
their arsenal, just like GPGPUs (gen-
eral-purpose computing on graphics
processing units).?!

Conclusion

Historically there has been an almost
total separation between software
and hardware designers, much of it
attributable to the wide cultural (se-
mantic) gap between the languages
they use to design their respective
systems. Modern systems demand a
reduction or elimination of this spe-
cialization. All interesting hardware
systems today must run sophisticated
software, and many complex software
computations must move to hard-
ware to meet performance and power
consumption goals.*

BSV is an attempt to address this
problem. Rather than trying to force
fit solutions for von Neumann ma-
chines (such as C++ and threads) into
hardware description, BSV has taken
excellent ideas from software that are
naturals for hardware description. It
describes behavior using Rules (from
Term Rewriting Systems), which are
excellent for massive, fine-grain,
heterogeneous, reactive concur-
rency (hardware!). It describes struc-
ture and structural abstraction us-
ing types, overloading, higher-order
functions, parameterization, and
even monads from Haskell. These

NO. 10

ideas have been tested in the field for
well over five years and used in fin-
ished products, one of which might
be in your pocket right now.
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Big data is about more than size, and LINQ
is more than up to the task.

‘ BY ERIK MEIJER

The World
According

to LINQ

PROGRAMMERS BUILDING WEB- and cloud-based
applications wire together data from many different
sources such as sensors, social networks, user
interfaces, spreadsheets, and stock tickers. Most of
this data does not fit in the closed and clean world

of traditional relational databases. It is too big,
unstructured, denormalized, and streaming in real
time. Presenting a unified programming model across

all these disparate data models and
query languages seems impossible
at first. By focusing on the common-
alities instead of the differences, how-
ever, most data sources will accept
some form of computation to filter and
transform collections of data.
Mathematicians long ago observed
similarities between seemingly differ-
ent mathematical structures and for-
malized this insight via category the-
ory, specifically the notion of monads
as a generalization of collections. Lan-
guages such as Haskell, Scala, Python,
and even future versions of JavaScript
have incorporated list and monad
comprehensions to deal with side ef-
fects and computations over collec-
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tions. The .NET languages of Visual
Basic and C# adopted monads in the
form of LINQ (Language-integrated
Query) as a way to bridge the gap be-
tween the worlds of objects and data.
This article describes monads and
LINQ as a generalization of the rela-
tional algebra and SQL used with arbi-
trary collections of arbitrary types, and
explains why this makes LINQ a com-
pelling basis for big data.

LINQ was introduced in C# 3.0 and
Visual Basic 9 as a set of APIs and ac-
companying language extensions that
bridge the gap between the world of
programming languages and the world
of databases. Despite the continuing
excitement about LINQ in the external
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developer community, the full poten-
tial of the technology has not yet been
reached. Thanks to the foundational
nature of LINQ, there is still enormous
potential for its mapping scenarios
outside object-relational (O/R), espe-
cially in the area of big data.

The advent of big data makes it
more important than ever for pro-
grammers to have a single abstraction
that allows them to process, trans-
form, compose, query, analyze, and
compute across at least three differ-
ent dimensions: volume, big or small,
ranging from billions of items to a
handful of results; variety in mod-
els, structured or unstructured, flat

or nested; and velocity, streaming or
persisted, push or pull. As a result, we
see a mind-blowing number of new
data models, query languages, and
execution fabrics. LINQ can virtual-
ize all these aspects behind a single
abstraction.

Take, for example, Apache’s Hadoop
ecosystem. It comes with at least eight
external DSLs (domain-specific lan-
guages) or APIs: a set of low-level Java in-
terfaces for MapReduce computations;
Cascading, a “data-processing defini-
tion language, implemented as a simple
Java APL;” Flume, a “simple and flexible
architecture based on streaming data
flows;” Pig a “high-level language for

Figure 1. Example pie chart.
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expressing data analysis programs;”
HiveQL, an “SQL-like language for easy
data summarization, ad hoc queries,
and the analysis of large data sets;” CQL,
a “proposed language for data manage-
ment in Cassandra;” Oozie, an XML-
based “coordinator engine specialized
in running workflows based on time
and data triggers;” and Avro, a schema
language for data serialization.

To create an end-to-end applica-
tion, programmers need to use sev-
eral of these external DSLs in addition
to a general-purpose programming
language such as Java to glue every-
thing together. If data comes from an
external RDBMS (relational database
management system) or push-based
source, then even more DSLs such as
SQL or StreamBase are required. Us-
ing LINQ and C# or Visual Basic on
the other hand, programmers can use
internal DSLs to program against any
shape or form of data inside a gener-
al-purpose OO (object-oriented) lan-
guage that comes with tooling (Visual
Studio or cross-platform solutions
from Xamarin such as MonoDevelop,
Mono Touch for iPhone, or Mono for
Android) and an extensive collection of
standard libraries (NET Framework).

Standard Query Operators and LINQ
Assume that given a file of text—say,
words . txt—you need to count the
number of distinct words in that file,
find the five most common ones, and
visualize the result in a pie chart. If you
think about this for a minute, it be-
comes clear that this is really an exer-
cise in transforming collections. This is
exactly the kind of task for which LINQ
was designed. To keep things simple,
we have implemented this example us-
ing LINQ to Objects to process the data
in memory; however, with minimal
modification the same code runs on
LINQ to HPC (high-performance com-
puting) over terabytes of data stored in
commodity clusters.

The standard File.ReadAllText
method provides the content of the file
as a single giant string. You first need
to chop up this string into individual
words by breaking it at delimiter char-
acters such as space, comma, period,
etc. Once you have a list of words, you
need to clean it up, removing all emp-
ty words. Finally, normalize all words
to lowercase.



Using the LINQ sequence operators,
you can transliterate the description
from the previous paragraph directly
into code:

var file = System.IO.File.

ReadAllText (“words.txt”);

var words = file.Split(delimiters)
.Where(w=!w.IsNullOr-
WhiteSpace())
.Select (w=w.ToLower());

Instead of using the sequence opera-
tors directly, LINQ also provides a more
“declarative” query comprehension
syntax. Using comprehensions, you can
rewrite the code as follows:

var words =
from w in file.Split(delimiters)
where !w.IsNullOrWhiteSpace()

select w.ToLower();

Once you have converted the file into
asequence of individual words, you can
find the number of occurrences of each
word by first grouping the collection by
each word and then counting the num-
ber of elements in each group (which
contains all occurrences of that word):

var wordcount =
from w in words
group by w into group
select new{ Word = group.Key,

Count = group.Count() };

Without using query comprehension
syntax, the code would look like this:

var wordcount = words.GroupBy(w=w).
Select(group=
new{ Word =
group.Key, Count =

group.Count() };

To find the top five most frequent
words, you can order each record by
Count and take the first five elements:

var top5 = wc.OrderByDescending(p=-
p.Count).Take(5);

Now that you have a collection of the
top five words in the file, you can visual-
ize them in a pie chart, as in Figure 1.
A pie chart is really nothing more than
a collection of slices, where each slice
consists of a number that represents
the proportion of the total pie and a leg-

To truly understand
the power of LINQ,
let’s take a step
back and investigate
its origins and
mathematical
foundations. Don’t
worry, you need
knowledge of only
high school-level
mathematics.
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end that describes what the slice repre-
sents. This means that by defining the
charting API to be LINQ friendly, you
can create charts by writing a query over
the Google image charts API:

var chart = new Pie(from w in top5
select new Slice(w.Count){ Legend = r.Word })
{Title = “Top 5 words” };

var image = await chart;

The await keyword is used in an
unorthodox way to make the expensive
coercion from Google.Ling.Charts.
Pie into an image that requires a net-
work round-trip explicit.

This example just scratches the sur-
face of LINQ. It provides a library of
sequence operators such as Select,
Where, GroupBy,... to transform col-
lections, and it provides syntactic sugar
in the form of query comprehensions
that allows programmers to write trans-
formations over collections at a higher
level of abstraction.

To truly understand the power of
LINQ, let’s take a step back and inves-
tigate its origins and mathematical
foundations. Don’t worry, you need
knowledge of only high school-level
mathematics.

Datacentric Interpretation
Relational algebra, which forms the
formal basis for SQL, defines a num-
ber of constants and constructors for
sets of values {X}, such as the empty set
@e{X}; injection of a value into a sin-
gleton collection {_}eX—{X}; and the
union of two sets into a new combined
set Ue{Z}x{X}—{X}. There are also a
number of relational operators such as
projection, which applies a transforma-
tion to each element in a set re(X—A)
x{X}—{A}; selection, which selects
only those elements in a set that satisfy
a given property oe(E—B)x{E}—{X};
Cartesian product, which pairs up all
the elements of a pair of sets X.{X}
x{A}—{XxA}; and cross-apply, which
generates a secondary set of values for
each element in a first set @c(X—{A})
x{X}—{A}.

Figure 2 depicts the relational alge-
bra operators using clouds to denote
sets of values. An SQL compiler trans-
lates queries expressed in the familiar
SELECT-FROM-WHERE syntax into
relational algebra expressions; to op-
timize the query it applies algebraic

OCTOBER 2011 | VOL. 54 | NO.10 | COMMUNICATIONS OF THE ACM 47



practice

laws such as distribution of selection:
o(p,0(g,xs)) =0 (x»p(x),q(x),xs);
and then translates these logical ex-
pressions into a physical query plan
that is executed by the RDBMS.

For example, the SQL query SE-
LECT Name FROM Friend WHERE
Likes(Friend, Sushi) is translated
into the relational algebra expression
7 (f=f.Name, (0 (E=Likes(f,Sushi
),Friend). To speed up the execution
of the query, the RDBMS may use an in-
dex to quickly look up friends who like
Sushi instead of doing a linear scan
over the whole collection.

The cross-apply operator @ is
particularly powerful since it allows
for correlated subqueries where you
generate a second collection for each
value from a first collection and flat-
ten the results into a single collection @
(f,{a,..z})=f(a)U..Uf(z). All other
relational operators can be defined in
terms of the cross-apply operator:

xs X ys = @x=>T(y= (X,y),ys),Xs)
T(f,xs) = @(x={f(x)},xs)
0(p,xs) = @(x=p(x)?{x}:J,xs)i

As a programmer you can eas-
ily imagine writing up a simple imple-
mentation of cross-apply: you would
just iterate over the items in the input
set, apply the given function, and ac-

cumulate the results into a result set.
Such an implementation, however,
wouldn’t need its argument to be as
set {X}; anything that we can iterate
over such as a list, array, or hash table
would suffice. Similarly, there is no
reason at all that relational algebra
operations should be restricted to
sets of values {X}. They can be imple-
mented based on other types of col-
lections as well.

Perhaps surprisingly, there is also
no reason that the operations passed
into w, o, and @ should be restricted
to concrete functions ¥—A. In fact,
you can use any representation of a
function from which to determine
which computation to perform. For
example, in a language such as Javas-
cript you could simply pass a string
and then use eval to turn it into ex-
ecutable code.

What you are searching for is the
underlying interface that relational
algebra implements. As long as there
is a type constructor for collections
M<X¥> that provides the operations
that satisfy similar set-like algebraic
properties as {3}, and a type construc-
tor for computations ¥—A that satis-
fies similar function-like properties as
¥ —A, you can generalize relational al-
gebra to the following set of operators
and still be able to write SQL queries

Figure 3. LINQ standard query operators and relational algebra.

//projection w

IEnumerable<T> Select<S,T> (IEnumerable<S> source,
Func<S,T> selector)

//CROSS-APPLY @

IEnumerable<T> SelectMany<S,T> (IEnumerable<S> source,
Func<S, IEnumerable<T>> selector)

//selection o

IEnumerable<T> Where<T> (IEnumerable<T> source,
Func<T,bool> predicate)

Figure 4. Yahoo weather state machine.

.WeatherService()
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over these collections by desugaring
query syntax:

I €M<E>

{ } eZ—M<E>

U € M<X>xM<Y>—M<Y>

@€ (X—M<A>)xM<Y>—M<A>

For programmers this is just separating
interface from implementation; math-
ematicians call the resulting structure
monads, and instead of queries they
speak of comprehensions.

An OO language such as C# uses
the canonical interface for collections
IEnumerable<T> as a specific in-
stance of the abstract collection type
M<T> and uses delegates Func<>,A>
to represent computations X—»A.
By doing this, you recognize the op-
erators from relational algebra as the
LINQ standard query operators as
defined in the Ling.Enumerable
class, as shown in Figure 3.

Alternatively, you can use the
IQueryable<Tsinterface to represent
collections M<T> and expression tree
Expression<Func<Y,A>> to repre-
sent computations >—A. In that case
you recognize the relational algebra
operators as the LINQ standard query
operators as defined in the Ling.Que-
ryable class. The ability to treat code
as data using morphisms—or in the C#
case using the Expression type and
lambda expressions for code literals—
is a fundamental capability that allows
the program itself to manipulate, opti-
mize, and translate queries at runtime.

Instead of SQL syntax, the C# lan-
guage defines XQuery-like comprehen-
sions of the form from-where-se-
lect.The previous SQL query example
looks like this:

from friend in friends where friend.
Likes(Sushi) select friend.Name

Just as in SQL, comprehensions are
translated by the compiler into the un-
derlying LINQ query algebra:

friends.Where(friend=friend.
Likes(Sushi)).Select(friend=friend.Name)

Depending on the overloads of
Where and Select, the lambda ex-
pressions will be interpreted as code or
data. A simplified implementation of
IQueryable is discussed later.



As already shown, monads and their
incarnation in practical programming
languages such as LINQ are simply a
generalization of relational algebra by
imagining the interface that relational
algebra implements. The concepts and
ideas behind LINQ should therefore be
deeply familiar to both database peo-
ple and programmers.

Theory into Practice
Unlike Haskell, which has incorpo-
rated monads and monad comprehen-
sions in a principled way, the C# type
system is not expressive enough for the
mathematical signatures of the monad
operators. Instead, the translation of
query comprehensions is defined in
a purely pattern-based way. In a first
pass, the compiler blindly desugars
comprehensions, using a set of fixed
rules, into regular C# method calls
and then relies on standard type-based
overload resolution to bind query oper-
ators to their actual implementations.
For example, the method Foo
Select(Bar source, Func<Baz,
Qux> selector), which does not
involve any collection types, will be
bound as the result of translating the
comprehension

var foo = from baz in bar select qux

into the desugared expression
var foo = bar.Select(baz=qux)

This technique is used extensively in
the example presented next.

Another difference between LINQ
and its monadic basis is a much larg-
er class of query operators including
grouping and aggregation, which is
more SQL-like. Interestingly, the inclu-
sion of comprehensions in C#, which
was inspired by monad and list com-
prehensions in Haskell, has recursively
inspired Haskell to add support for
grouping and aggregation to its com-
prehensions.

Custom Query Providers

The Yahoo weather service (http://de-
veloper.yahoo.com/weather/)  allows
weather forecast queries for a given lo-
cation, using either metric or imperial
units for the temperature. This simple
service is a good way to illustrate a non-
standard implementation of the LINQ

query operators that is completely spe-
cialized for this particular target and
that will allow only strongly typed que-
ries of the form

var request = Yahoo.WeatherService().
Where(forecast=forecast.City == city).
Where (forecast=forecast.
Temperature.In.units);

var response = await request;

or equivalently using query compre-
hensions

var request =

from forecast in Yahoo.WeatherService()
where forecast.City == city

where forecastTemperature.In.units
select forecast;

var response = await request;

The implementation of the opera-
tors extracts the city and temperature
unitfromthequeryandusesthemtocre-

ate a REST call (http://weather.yahooa-
. ; wewoeidfu—uni
to the Yahoo service as a result of using
theawait keyword to explicitly coerce
the request into a response.

The technical trick in this style of
custom LINQ provider is to project the
capabilities of the target query lan-
guage—in this case the Yahoo weather
service that requires (a) a city and (b)
aunit—into a type-level state machine
that guides users in “fluent” style (and
supported by IntelliSense) through
the possible choices they can make
(Figure 4).

At each transition in the state ma-
chine we collect the various parts of
interest of the query—in this case, the
particular city and the temperature
unit. In principle, the city doesn’t re-
ally need to come first, but it might
be more natural for the graph to al-
low either type of where clause to be
specified first, but with the restriction
that both where clauses are required.
I leave the lifting of this restriction in
the state machine as an exercise for
the reader.

Note that none of the types Weath-
er, WeatherInCity, or WeatherIn-
CityInUnits implements any of the
standard collection interfaces. Instead
they represent the stages in the compu-
tation of a request that will be submit-
ted to the Yahoo Web service, for which
you do not need to define an explicit
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container type. What also surprises
many people is that neither of the two
Where methods actually computes a
Boolean predicate. Even stranger is
that each of the three occurrences of
the range variable forecast in the
query has a different type.

The Weather class defines a single
method that picks the city specified in
the query and passes it on to Weath-
erInCity, which is the next state in
the type-based state machine:

WeatherInCity Where(Weather source,
Func<CityPicker,string> city)
{
return new WeatherInCity{ City =
city(new CityPicker()) };

}

The “predicate” in the Where meth-
od is a function that takes a value of
type CityPicker, which has a single
property that returns the phantom
class City that exists only to facilitate
IntelliSense and whose equality check
immediately returns the string passed
to the equality operator:

class CityPicker { City City; }
class City

{

static string operator == (City c,
string s) { return s; }

}

As a result of this, calling Yahoo.
Weather().Where(forecast=
forecast=="Seattle”) really is
just a convoluted way of creating a new
WeatherInCity{ City = “Seattle” }
instance using a Where method that
does not take a Boolean predicate
and an equality operator that returns
a string.

You can wuse the same trick-
ery in WeatherInCityInUnits
Where (Func<UnitPicker,Unit>
predicate), so  that calling
Where(forecast=forecast.Tem-
perature.In.Celsius) on the result
of the previous filter creates an instance
of new WeatherInCityInUnits{
City = “Seattle”, Unit = Unit.
Celsius }. The techniques used here
are not only useful for defining custom
implementations of the LINQ opera-
tors, but also can be leveraged for build-
ing fluent interfaces in general.

Since the Yahoo service requires
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Figure 5. The LINQ implementation of Task<T>.

class YahooWeatherInCityInUnits

{

string City; string Units;

string AppID;

TaskAwaiter<ForeCast> GetAwaiter ()

{

var www = new WebClient () ;
var response =

from xml in www.DownloadStringTaskAsync (..City, AppID..)

let woeid = ..fish WOEID from result..
from rss in www.DownloadStringTaskAsync (..woeid...)
let forecast = ..deserialize forecast from rss..

select forecast;

return response.GetAwaiter () ;

the city as a WOEID (where on earth
ID), we need to make two service calls
under the hood in order to retrieve the
weather forecast. The first service call
retrieves the WOEID of arequested city
via  http://where.yahooapis.com/v1/
places.q(city)?appid=XXXX. If that suc-
cessfully returns, then a second call is
made to retrieve the weather forecast
for that location. The calls to the Web
server are performed asynchronously
and both return a Task<T> (in Javayou
would use java.util.concurrent.
Future<T> to represent the result of
an asynchronous operation). Since we
can consider a Task<T> as a kind of
collection that contains (at most) one
element, it also supports the LINQ
query operators, and we have turtles
all the way down; the LINQ implemen-
tation for Weather is defined using
the LINQ implementation of Task<T>
(see Figure 5).

Though this is an extremely small
and limited example, it clearly illus-
trates many of the techniques used to
create real-world LINQ providers such
as LINQ to Objects, LINQ to SharePoint,
LINQ to Active Directory, LINQ to Twit-
ter, LINQ to Netflix, and many more.

Generic Query Providers

The weather service query provider ex-
ample is structured as an internal DSL.
While this provides a great user experi-
ence with maximum static typing, it al-
lows little room for reusing the actual
implementation of the provider. It is
custom built for the particular target
top-to-bottom. At the other end of the
spectrum we can create a completely
generic query provider that records a
complete query “as is,” using a little bit
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of meta-programming magic.

In C# a lambda expression
such as x=x>4711 can be con-
verted into either a delegate—
say, of type Func<int,int>—or
into an expression tree of type
Expression<Func<int,int>>,
which treats the code of a lambda ex-
pression as data. In Lisp or Scheme
one would use syntactic quoting to treat
code as data. In C# lambda expres-
sions in combination with the type
expected by the context provide a type-
based quoting mechanism.

The class Queryable implements
LINQ standard query operators that
take expression trees as arguments and
return an Expression representation
of their selves, very much like a macro
recorder as shown in Figure 6.

For example, given a value xs
of type Queryable<ints>, the call
xs.Select(x=x>4711) causes the
lambda expression to be converted
into an expression tree (shown in
bold), and then returns an expres-
sion tree that represents the call itself
xs.Select (x=>x>4711). Now it is up
to the specific query provider (such as
LINQ to SQL, Entity Framework, LINQ
to HPC) to translate the resulting ex-
pression tree and compile it into the
target query language.

The IQueryable-based implemen-
tation that ships with the .NET Frame-
work uses the same scheme as the
simplified example code just shown,
except that it is interface based, and it
therefore relies on a second interface
IQueryProvider to supply a factory
for creating instances of IQueryable.

The advantage of a generic query
provider is that you can offer general
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services such as query optimization,
which implement rewrite rules such as
xs.Union(ys).Where (p) =xs.Where(p).
Union(ys.Where(p)) that can be re-
used across many LINQ providers.

LINQ-Friendly APIs
All examples so far have dealt with
implementing particular LINQ pro-
viders. An orthogonal aspect of LINQ
is APIs that leverage particular LINQ
implementations, often LINQ to Ob-
jects. For example, LINQ to XML is an
API for manipulating XML documents
that has been designed specifically
with LINQ in mind, which eliminates
the need for a DSL such as XQuery or
XPath to query and transform XML.
The Google Chart API is a Web
service that lets you dynamically cre-
ate attractive-looking charts, using a
simple URI (Uniform Resource iden-
tifier) scheme. The URI syntax for
Google charts, however, is not very
sequence friendly. For example, the
URI for the earlier sample pie chart
looks like this:

http://ch i le.com/char
p) _ _ _
500x200
&chd=t:21,12,7,7,6
&chl=the|of|a|that|is

The problem is that the
specification for the labels
(chl=the|of|a|that|is) and

the specification for the data set
(chd=t:21,12,7,7,6) of the chart are
given in two separate collections. On
the other hand, to generate a pie chart
using a query, you want a single collec-
tion of pairs that specify both the value
and the label for each slice as in from
w in top5 select new Slice(w.
Count){ Legend = r.Word }.

In other words, to make the Google
Chart API sequence friendly, you must
transpose a collection of pairs M<SxT>
into a pair of collections M<S>xM<T>.
Functional programmers immedi-
ately recognize this as an instance of
the function Unzipé€ (R—S x R—T x
M<R>) —M<S>xM<T>. Unzip can con-
vert a chart that contains a sequence
of slices into the URI format required
by the Google Chart API by formatting
the various collections using the sepa-
rators prescribed by the chart service
as shown in Figure 7.


http://chart.apis.google.com/chart?cht=p3&chtt=Top+5+words&chs=500x200
http://chart.apis.google.com/chart?cht=p3&chtt=Top+5+words&chs=500x200
http://chart.apis.google.com/chart?cht=p3&chtt=Top+5+words&chs=500x200

Conclusion

Big data is not just about size. It is also
about diversity of data, both in terms of
data model (primary key/foreign key ver-
sus key/value), as well as consumption
pattern (pull versus push), among many
other dimensions. This article argues
that LINQ is a promising basis for big
data. LINQ is both a generalization of
relational algebra and has deep roots in
category theory—in particular, monads.

With LINQ, queries expressed in
C#, Visual Basic, or JavaScript can be
captured either as code or expression
trees. Either representation can then
be rewritten and optimized and subse-
quently compiled at runtime. We have
also shown how to implement custom
LINQ providers that can run in memory
and over SQL and CoSQL databases,
and we have presented LINQ-friendly
APIs over Web services. It is also pos-

Figure 6. Class Queryable implements LINQ standard query operations.

class Queryable<T>

{ Expression This { get; set; }
Queryable () { This = Expression.Constant (this); }
Queryable<S> Select<S> (Expression<Func<T, S>> f)
{
return new Q<S>
{
This = Expression.Call (This,”Select” ,new|] (typeof (S) } , )
T
}
}

Figure 7. Making the Google chart API sequence friendly.

string CompileToUri ()

slices=>slices.Select(slice=slice.Legend) .Separated-

slices=slices.Select (slice=slice.Value) .Separated-

return string.Format (e“http://chart.apis.google.com/chart

?cht=p3&chtt={0}&chl=t:{1}&chd={2}",

{
var tt = Title.UrlEncode() ;
var p = Slices.Unzip(
By(“ | u) ,
By (™, "))
p.Second) ;
}

tt, p.First,

Here are some convenience constructors for the types Pie and Slice, and a GetAwaiter method
on Pie that triggers the compilation of the sequence to a URI and makes a Web request to Google:

class Pie

slices; }

{
IEnumerable<Slice> Slices; string Title;
Chart (IEnumerable<Slice> slices)( Slices =
TaskAwaiter<Image> GetAwaiter () { ..CompileToUri ().. }
}
class Slice
{
int Value; string Legend;
Slice(int Value){ Value = value;}
}

Now you can create pie charts (and all other Google chart types) by writing LINQ queries
to generate the data set in a natural way, and then await the image of the chart to come back

from the call to http://chart.apis.google.com/chart:

var slices = from w in top5

select new Slice(w.Count){ Legend = r.Word };

var image = await new Pie(slices){ Title =

“Top 5 words” };

practice

sible to expose streaming data so as to
implement the LINQ standard query
operators, resulting in a single abstrac-
tion that allows developers to query
over all three dimensions of big data.
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Avionics software safety certification is
achieved through objective-based standards.

| BY B. SCOTT ANDERSEN AND GEORGE ROMANSKI

Verification of
Safety-Critical
Software

AVIONICS SOFTWARE HAS become a keystone in
today’s aircraft design. Advances in avionics systems
have reduced aircraft weight thereby reducing fuel
consumption, enabled precision navigation, improved
engine performance, and provided a host of other
benefits. These advances have turned modern aircraft
into flying data centers with computers controlling or
monitoring many of the critical systems onboard. The
software that runs these aircraft systems must be as
safe as we can make it.

The Federal Aviation Administration (FAA) and
its European counterparts, along with the major
airframe, engine, and avionics manufacturers worked
together to produce guidance for avionics software
developers culminating in the document Software
Considerations in Airborne Systems and Equipment
Certification® published in the United States by the
nonprofit organization RTCA as DO-178B and in
Europe by EUROCAE as ED-12B. The guidance
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in DO-178B is in the form of objectives
and activities that must be met or per-
formed to earn certification for the soft-
ware product.

A safety assessment and hazard
analysis helps determine the Design As-
surance Level (DAL) for the software by
characterizing the effects of its failure
on the aircraft, crew, and passengers.
There are five DALs (quoted directly
from DO-178B and FAA Advisory Circu-
lar AC 25.1309-1A):*

» Catastrophic: Failure conditions
that would prevent continued safe flight
and landing.

» Hazardous/Severe-Major:  Failure
conditions that would reduce the ca-
pability of the aircraft or the ability of
the crew to cope with adverse operat-
ing conditions to the extent that there
would be: (1) a large reduction in safety
margins or functional capabilities, (2)
physical distress or higher workload
such that the flight crew could not be re-
lied on to perform their tasks accurately
or completely, or (3) adverse effects on
occupants including serious or poten-
tially fatal injuries to a small number of
those occupants.

» Major: Failure conditions that
would reduce the capability of the air-
craft or the ability of the crew to cope
with adverse operating conditions to
the extent that there would be, for ex-
ample, a significant reduction in safety
margins or functional capabilities, a
significant increase in crew workload or
in conditions impairing crew efficiency,
or discomfort to occupants, possibly in-
cluding injuries.

» Minor: Failure conditions that
would not significantly reduce aircraft
safety, and that would involve crew ac-
tions that are well within their capa-
bilities. Minor failure conditions may
include, for example, a slight reduction
in safety margins or functional capabili-
ties, a slight increase in crew workload,
such as routine flight plan changes, or
some inconvenience to occupants.

» No Effect: Failure conditions that
do not affect the operational capability
of the aircraft or increase crew work-
load.
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DO-178B identifies a set of Software
Levels Definitions A through E that
roughly correspond to the DALs, with
level A software the highest criticality
and level E the lowest. The objectives to
be met depend upon the software level
assigned to the project. This article dis-
cusses activities and objectives associ-
ated with level A.

Software Engineering 101

In the preface of Nancy Leveson’s Safe-
ware: System Safety and Computers, the
author cites “One obvious lesson is that
most accidents are not the result of un-
known scientific principles but rather of
a failure to apply well-known, standard
engineering practices. A second lesson
is that accidents will not be prevented
by technological fixes alone, but will re-
quire control of all aspects of the devel-
opment and operation of the system.”
Definition and control of the software
development process is the first key to
creating safety-critical systems.

The objectives and activities identi-
fied in DO-178B should be familiar to
anyone who was attentive during soft-
ware engineering courses in college.
The key points are that activities and
work-products are defined and repeat-
able. A software life cycle model must
be identified, and transition criteria
between processes must be document-
ed. In short, things are written down.

There are plans and standards used by
software development and verification
teams, and those activities are audited
to ensure compliance with those plans
and standards. These plans include:

» Plan for Software Aspects of Certi-
fication (PSAC). The primary means of
communicating the overall project plan
to the certification authority.

» Software Development Plan (SDP).
Defines the software life cycle and de-
velopment environment.

» Software Verification Plan (SVP).
Describes how the software verification
process objectives will be satisfied.

» Software Configuration Manage-
ment Plan (SCMP). Describes how arti-
facts will be managed.

> Software Quality Assurance Plan
SQAP). Describes how the SQA (Soft-
ware Quality Assurance) function will
ensure plans are followed and stan-
dards are met.

DO-178B demands three standards
be present: requirements, design, and
source code.

A software configuration manage-
ment (SCM) system consistent with
the SCMP must be provided. Addition-
ally, an issue-tracking or bug-tracking
system must be provided to document
issues with either the software or com-
pliance to standards and processes. All
of these activities, plans, and standards
(with the exception of the PSAC) are
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things that a well-run organization at
SET’ level 2 or 3 would have in place.

No Surprises

What does it mean to be safe? If
complete safety were defined as the
complete absence of hazards, then it
would be difficult to imagine any prac-
tical and useful real-world system ever
being completely safe. The safeness
of a particular system is, therefore, a
relative notion defined by the identi-
fied potential hazards within the sys-
tem, the likelihood of each hazard’s
occurrence, and the effectiveness of
the mitigations put in place for each
of those hazards.

In order to inventory and understand
the hazards for a system, you must first
understand what the system is sup-
posed to do. Otherwise, how can you
tell if it is doing it wrong (or what might
result)? A strong set of requirements
is necessary for the foundation of any
safety-critical system. Further, the re-
quirements will appear at various levels
of abstraction beginning as high as the
requirements for the airframe and de-
scending into systems, line-replaceable
units, CSCIs (computer software con-
figuration items) for a particular sub-
system, high-level requirements for that
subsystem, and low-level requirements.
The particular levels of abstraction
present will depend on the particulars
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of the aircraft and the project, but the
presence of multiple levels of require-
ments and abstraction is common.

Returning for a moment to the ques-
tion of what it means to be safe, a por-
tion of that answer could be summed
up as “no surprises.” The software
should perform such that all of the re-
quirements are fulfilled. Further, there
should be an absence of unintended func-
tion. That is, the software should do
only what is specified in the require-
ments: no more, no less. You do not
want to be learning about a hidden,
extra feature of the software during an
emergency at 30,000 feet.

Traceability

To say that “the system should have
an absence of unintended function,”
prompts the question: unintended
by whom? As requirements are devel-
oped at lower levels, the requirements
statement must include more details
and specifics. Lower-level require-
ments should and must provide ad-
ditional value to the implementers,
or they would just be restatements of
their parent requirements. How can
you differentiate between something
that has been added to a lower-level
requirement and something that is
justa decomposition or elaboration of
a higher-level requirement?

Managing the relationships be-
tween levels of requirements (and oth-
er project artifacts) is done through a
system called traceability. Traceability
is a mapping between requirements or
other project artifacts that provides a
navigable relationship between two or
more items. For example, a high-level
software requirement can be traced to
one or more low-level requirements.
Where such a mapping shows a decom-
position and elaboration of the higher-
level item (and no new behavior), no
additional safety analysis is necessary.
If a lower-level item cannot be directly
traced to a higher-level item, then the
possibility exists that this lower-level
item has introduced an unintended
function. In such a case, the lower-level
(unmapped) item should be subjected
to a safety assessment.

Traceability provides a means of
following the mappings from the
highest level of requirements down
through each level of abstraction to
the lowest level. From the lowest levels
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of software requirements traceability
continues to software design artifacts,
source code, verification methods and
data, and other related artifacts. You
should be able to start with a system-
level requirement and follow each
related requirement in turn through
the traceability mapping down to the
related code and verification data.

Reviews and Independence

Each requirement and other project
artifact must be subject to review, and
the review should be based on crite-
ria identified in the project planning
documents. Additionally, depending
on the criticality of the software as de-
fined by its Software Level Definition,
the review of a specific artifact might
need to be done with independence, de-
fined in DO-178B as the “separation of
responsibilities, which ensures the ac-
complishment of objective evaluation.
For software verification process activi-
ties, independence is achieved when
the verification activity is performed by
a person(s) other than the developer
of the item being verified, and a tool(s)
may be used to achieve an equivalence
to the human verification activity. For
the software quality assurance process,
independence also includes the author-
ity to ensure corrective action.”

The DO-178B guidance does not
specify how reviews must be per-
formed. Some organizations hold
meetings with several (or many) re-
viewers, collect minutes, and sign the
review as a group. Anyone who has
witnessed or participated in a group re-
view will likely attest that the efficacy of
such areview is highly dependent upon
the acumen of those doing the review
and the culture of the organization
holding the review. In short, the danger
here is that if everybody is responsible,
then nobody is responsible.

Verocel, a company that provides
software verification services, takes a
different approach to organizing re-
views. Instead of assigning groups of
engineers to a given review, it assigns
a single engineer who is solely respon-
sible for the completeness and correct-
ness of the artifact and its review. It is
not unusual for the assigned engineer
to solicit assistance from other mem-
bers of the group or even the origina-
tor of the artifact to answer questions,
provide further analysis or insights, or
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obtain clarifications. In the end, how-
ever, only one signature appears on the
review checklist, and responsibility for
the quality of the artifact and its review
rests with the one person who signed.

Mechanics of Artifact

Organization and Traceability

There are practical considerations in
the organization of project artifacts and
the traceability between them. Often,
projects have hundreds or even thou-
sands of requirements. How should
these items be managed? How can the
traceability between them be main-
tained? Again, DO-178B provides a set
of objectives but is silent on how these
objectives should be met. It is up to the
development team to provide details for
how each objective will be met in the
project planning documents, including
artifact organization and traceability.
The development team and the certifi-
cation authority (or its representative)
must agree on these plans.

Several commercial offerings are
available for requirements manage-
ment. Some organizations use word pro-
cessors and spreadsheets (along with
some specific procedures) to meet these
objectives. Verocel found all of these
approaches wanting and developed its
own requirements and artifact manage-
ment system with a relational database
as its backing store. This system, called
VeroTrace, manages requirements text
directly and holds references to other
artifacts such as design components,
source files, test procedures, and test re-
sults, which are maintained in the CM
(configuration management) system.
VeroTrace fulfills the navigable trace-
ability objective. Once again, DO-178B
is not prescriptive on these matters.
A valid organizational and traceabil-
ity system could conceivably be created
with little more than a stack of paper
index cards. As a practical matter, large
software development projects require
automation of some type to manage the
project artifacts, their review state, and
their associated traceability.

A Good Requirement

The DO-178B objectives for a good re-
quirementare related to: (a) compliance
with system requirements, (b) accuracy
and consistency, (c) compatibility with
the target computer, (d) verifiability, (e)
conformance to standards, (f) traceabil-



ity, and (g) algorithm aspects. DO-178B
provides specifics for each of these top-
ics. The “conformance to standards”
objective suggests that there are stan-
dards with which to conform. Indeed,
project planning documents will likely
include standards and development
guidelines for requirements, design
components, coding standards, test
development standards, and other as-
pects of software development. Having
these guidelines and standards docu-
mented provides a means for SQA to as-
sess whether the applicable processes
are being followed and to demand cor-
rective action if they are not.

The requirement development stan-
dards contain additional criteria. For
example, a requirement should have a
unique identifier so that it can be unam-
biguously referenced both in its review
and by other requirements or artifacts
through traceability. A requirement
should have some version identifier so
that a change can be recognized and im-
pacted relationships can be assessed.
The requirement author must be iden-
tified or independence of review cannot
be guaranteed. The review of a require-
ment must identify the reviewer for the
same reason. A DO-178B objective often
generates a secondary group of implied
activities and objectives that must be
met to fulfill the original objective.

This might sound like an excessive
amount of work, and it certainly is a lot
of work to do correctly. The intent of
this system is to provide a set of solid
requirements with traceability between
those of the same level of abstraction
(where necessary) and between levels
of abstraction to ensure the absence of
unintended function. Only then can you
begin to assert the software is safe.

Waterfall

A software development process known
commonly as “the waterfall model” gen-
erally follows these steps: identify all the
requirements, complete the architec-
ture and design documents, then write
the code. Virtually no system of signifi-
cant size can be built this way. The guid-
ance in DO-178B acknowledges this and
states the following in Section 3: “The
guidelines of this document do not pre-
scribe a preferred software life cycle,
but describe the separate processes
that comprise most life cycles and the
interaction between them. The separa-
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tion of the processes is not intended to
imply a structure for the organization(s)
that perform them. For each software
product, the software life cycle(s) is con-
structed that includes these process-
es.” Further, DO-178B Section 12.1.4d
states, “Reverse engineering may be
used to regenerate software life cycle
data that is inadequate or missing in
satisfying the objectives of this docu-
ment.” In short, it is important to meet
all the objectives specified by DO-178B,
but the order in which those objectives
are met is not dictated.

That said, the FAA had certain con-
cerns about the practice of reverse engi-
neering and commissioned George Ro-
manski (Verocel, Inc.) and Mike DeWalt
(then of Certification Services Inc.) to re-
search the problem. (DeWalt has since
returned to the FAA as chief scientific
and technical advisor for aircraft com-
puter software.) The study, Reverse En-
gineering Software and Digital Systems,
determined that 68% of those surveyed
had used some sort of reverse engineer-
ing on a project. The report uncovered
a number of other interesting facts, but
the upshot for this discussion is that the
software development process need not
be “waterfall” to be successful.?

Validation and Verification
Validation: “Are we building the right
product?” Verification: “Are we building
the product right?”® The FAA commis-
sioned the reverse engineering study
because of the obvious concern that a
reverse engineering effort might simply
restate what the code was doing rather
than determine what the code should be
doing. Validation—determining if we
are building the right product—is still
an important component of the safety
process, and there are no shortcuts to
achieving this goal.

The reverse engineering study used
data provided by Verocel from 13 proj-
ects with a total of 250,000 e-LOC (ef-
fective lines of code). (For C programs,
for example, an e-LOC excludes blank
lines, comment lines, lines with only a
single bracket, else, or other keyword.)
Problems reported within these proj-
ects were apportioned among the fol-
lowing categories: design error, com-
ment error, documentation error,
error-handling problems, test errors,
structural coverage problems, modified
functionality, requirements errors, and
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code errors. Details on how these prob-
lems were found were also included: re-
view, analysis (manual inspection used
to reverse engineer artifacts), observa-
tion (manual inspection not related to
the specific artifact being worked on),
beta test/functional test, structural cov-
erage analysis, or system test.

Of all the problems found, 77%
were discovered by engineers using
engineering judgment, including 54%
found by analysis, 8% by observation,
and 15% by review. That is, three-quar-
ters of problems with the software were
found by engineers looking hard to de-
termine if the software is doing what it
should do. A successful verification ef-
fort can be done only on a set of project
artifacts that has been through a suc-
cessful validation effort.

Software Verification

Software verification can be accom-
plished by any of several means or
a combination. The most common
means is by test. Requirements-based
testing uses a set of requirements as
the basis for the test criteria and pro-
duces results that conclusively report
whether the software under test fulfills
those requirements.

A second common verification
method is analysis. Certain require-
ments are difficult or impossible to
verify by test. For example, if a require-
ment demands that interrupts be
locked and a critical section formed
during a particular operation, then in-
terrupt locking may be impossible to
detect from the outside. In this case, it
is appropriate to produce a small anal-
ysis document that provides evidence
that this requirement is fulfilled.

Test and analysis are by no means
the only verification options available.
For example, formal methods can be
used to prove correctness of an algo-
rithm or fidelity to the software require-
ments. For small systems such as a
pressure sensor, exhaustive input test-
ing can be used to fully cover the input
space for the software. Even product
service history can be used in certain
limited situations.

Structural Coverage Analysis
DO-178B says the following about SCA
(structural coverage analysis): “The ob-
jective of this analysis is to determine
which code structure was not exercised
by the requirements-based test proce-
dures...The structural coverage analysis
may be performed on the Source Code,
unless the software level is A and the
compiler generates object code that is
not directly traceable to Source Code
statements. Then, additional verifica-
tion should be performed on the ob-
ject code to establish the correctness
of such generated code sequences. A
compiler-generated array-bound check
in the object code is an example of ob-
ject code that is not directly traceable to
the Source Code.”

The idea behind SCA is simple: if
testing is complete and the software
fulfills the requirements completely,
then one would expect 100% of the
code would be executed during the test.
There are reasons why this might not
be true, however. For example, robust-
ness checks in the software might have
execution paths that are unreachable
because it is impossible under normal
testing conditions to create the excep-
tions they guard against.

Sample traceability.

Review Checklist Review Checklist
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Gaps in the SCA might also indicate
other problems: shortcomings in the
requirements-based test cases or proce-
dures, inadequacies in the software re-
quirements, or dead code, which is code
that cannot be traced to any require-
ments. Dead code should be removed
from the system or the requirements
should be updated if that function is
necessary for the software.

Deactivated code is not intended to
be executed during flight, although it
has corresponding requirements and
should be present in the software. (Per-
haps this code is used only for ground
maintenance activities.) It is necessary
to show that deactivated code cannot be
inadvertently executed in a mode where
the code is not intended to run.

In addition to the activities showing
coverage of source or object code in the
software under test, further analysis
must be performed to confirm the data
coupling and control coupling between
the code components. The output of
the compiler is not trusted. Testing and
structural coverage analysis is used to
confirm that source code and object
code are fully covered and any discrep-
ancies are remedied or documented.
Similarly, the linker (or any other ref-
erence fix-up mechanism) is also not
trusted. Proper coupling and fix-up
must be shown to be correct. SCA data
along with control coupling data are re-
viewable artifacts.

The accompanying figure shows the
web of traceability from HLR (high-level
requirement) to SCA report and its re-
view checklist. Dashed lines indicate
traceability. Note that this diagram is
only representative (and not complete).
For example, documents used for verifi-
cation by analysis are not shown. Even
so, this gives a good general overview of
a typical web of traceability.

Development and Verification Tools

As previously mentioned, neither the
compiler nor the linker is trusted fully.
These are considered development tools
because they create artifacts that fly. It
is possible to create qualified develop-
ment tools whose output need not be
checked. The guidance for the creation
of such a tool (and its verification) is
the same as the guidance for the cre-
ation and verification for software that
flies. At times, however, the extraordi-
nary burden of creating that full set of



verification artifacts is worth it. The
output of a qualified development tool
does not need to be subject to further
verification efforts.

A less intense effort is required for
the creation of a qualified verification
tool. Such a tool can be substituted
for a human reviewer on the targeted
artifacts. Qualified verification tools
require only requirements, require-
ments-based tests, and appropriate
documentation as outlined by DO-
178B. As an example, Verocel has a
qualified verification tool called VerO-
Link that helps with the control cou-
pling analysis.

The Role of the DER

In the U.S. the certification authority is
the FAA, but the FAA does not supply
engineering resources to each project
developing software for aircraft. Instead
a system of DERs (designated engineer-
ing representatives) has been developed
that allows the FAA to delegate respon-
sibility for project oversight to specially
trained and properly certified engineers
who work within the industry, either
for an independent firm or even for the
manufacturers themselves. The FAA al-
ways does the final sign-off for a project,
but the DERs do the lion’s share of the
work following the progress of the proj-
ect and evaluating the materials pro-
duced by the project.

DERs assigned to the project will
hold a series of four stages of involve-
ment (SOI) meetings at various stages
of the project. The first of the meetings,
SOI-1, covers the plan for certification
and reviews materials that are key to
ensure that the project will proceed
properly. This involves verifying that
the processes and procedures necessary
for a successful certification effort are
in place, that there is a good and solid
plan for meeting each of the identified
DO-178B objectives, and that there is
good agreement between the DER and
the software developer on all important
aspects of the project. The point of the
first meeting is to ensure that a plan for
certification is in place and that every-
one agrees that if the plan is followed
and the artifacts are produced, then
there should be no impediments for
achieving certification.

A second meeting, SOI-2, reviews any
open issues from the first meeting, as-
sesses the impact of any variations from

the plan, and explores the quality of
the materials developed thus far in the
project. The minimum project state for
having a successful SOI-2 is 50% of the
requirements developed and reviewed,
50% of the design artifacts completed
and reviewed, 50% of the source code
completed and reviewed, and traceabil-
ity between all of these artifacts. The
purpose of this meeting is not to assess
or review the completed set of require-
ments or other artifacts but to identify
any problems early in the process so
that corrective action can be taken while
changes are relatively inexpensive and
minimally disruptive. The volume of
materials required to be ready for such
a meeting may be more or less than the
50% identified here, as it is completely
between the DER and the development
team to set goals and milestones.

A third meeting, SOI-3, takes place
when development is complete and
the verification effort is approximate-
ly 50% complete. Verification can be
done by any number of mechanisms
including test, analysis, formal meth-
ods, or any other approach described
and approved within the project plans
for aspects of certification.

The final meeting, SOI-4, happens
when all certification evidence has been
produced for the completed project,
and the review is primarily to assess the
readiness of the package for final certifi-
cation assessment.

A DER is in an adversarial role. He
or she is also in a position to be an as-
set, assisting the project team in iden-
tifying flaws in their plans, defects in
their processes, or even as a facilitator
who can help the project get out of a
bind by making suggestions or iden-
tifying options that the team has not
identified themselves. A DER should
not be placed in a position of develop-
ing process plans; the DER’s job is to
evaluate and not to develop materials
that he or she would later be evaluat-
ing. A good DER is tough as nails and
helps ensure the project produces soft-
ware of high integrity.

Wrapping Up

DO-178B is not prescriptive, but it is
comprehensive in its criteria and objec-
tives. Not all of what DO-178B demands
can be captured in a relatively short ar-
ticle, but we have highlighted the main
points about how DO-178B provides
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guidance to help produce safe software.
Good requirements, vetted to ensure
they match the intent of what the soft-
ware should do, must be developed.
These requirements and all software de-
velopment artifacts (including designs,
code, tests, test results, and structural
coverage data) are connected through a
web of navigable traceability that helps
ensure each of the requirements is ful-
filled by the software and that there is
no unintended function. On the other
end, structural coverage analysis identi-
fies code not covered by requirements-
based tests, and dead code (code not as-
sociated with any requirements) can be
flagged for removal.

All of this is presented with a back-
drop of solid and documented engi-
neering practices and a mature software
development environment. With prop-
er procedures and controls in place, it is
possible to create software upon which
one would trust their safety and the
safety of others.
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Expect more cyberwarfare on the conventional
battlefield and less against civilian infrastructure
-.assuming containment is possible.

| BY JOHN ARQUILLA

From
Blitzkrieg
to Bitskrieg:
The Military
Encounter
with
Computers

WARFARE IS NOT just a matter of hurling mass and
energy at one’s enemies; it is also about gaining an
“information edge.” In ancient times the emergence
of writing allowed for battle orders that could guide
subordinates at a distance, making possible greater
operational complexity and enhancing the importance
of skillful generalship. In the Middle Ages the Mongol
Arrow Riders, a Pony-Express-like messenger system,
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coordinated movement of armies
across vast distances and contributed
to the startling victories that created
a “nomad empire” from East Asia to
Central Europe. In the Napoleonic era,
1790-1815, the British Navy’s Popham
signaling system allowed transmission
and receipt of more, and far more com-
plex, information than opposing fleets
could muster. During the period from
the American Civil War through the
German wars of unification and on to
World War I, telegraphy supported the
deployment choreography of masses of
rail-mobile troops.

A generation later in World War 11,
maturing radio capabilities played a
key role in coordinating the German
armored blitzkrieg on land and the U-
boat wolf packs at sea, the latter nearly
starving Britain into submission. In
that conflict, fast-moving panzer divi-
sions and far-flung submarine squad-
rons, each guided to their objectives
and commanded in battle from great
distances, completely revolutionized
fighting doctrine. Radio reports by
spotter planes also played a key role
in empowering aircraft-carrier opera-
tions, allowing some naval battles to
be conducted without opposing ships
ever coming into visual range of each
other.

Early computers also debuted dur-
ing World War II, helping enable
breakthroughs in many areas, includ-
ing ballistics, but made their most im-
portant contribution in codebreaking.

key insights

B Militaries have been greatly empowered by
arange of advanced information systems
but are so dependent on them their
disruption would have crippling effects.

B Therise of cyberwarfare should impel
a reexamination of classical just-war
ethics, given its relative ease of use as a
“first resort” and the tempting prospect
of being able to achieve national aims
with less-bloody use of force.

B To head off a virtual arms race,
behavior-based cyber arms control
should be explored, including
multilateral agreements to refrain
from targeting civil infrastructures and
pledging “no first use” of such tactics.
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Indeed, the ability of Britain’s “Ultra”
and its American counterpart “Magic”
to decipher, respectively, German and
Japanese codes made all the differ-
ence in the first few years of the war
when the Allies often had to engage
Axis forces from a position of material
inferiority. Later, when the tide had
turned, codebreaking enabled Allied
victories with fewer casualties due to
foreknowledge of enemy intentions.

The age of computers in battle that
has unfolded over the past 70 years has
proved similar to earlier eras in military
history, with these new informational
tools pointing to new practices. To-
day, computers serve not only to guide
weapons and break codes but also to
winnow vast amounts of battle-related
information in the search for insight
while facilitating lateral communica-
tions, or contact with fellow field units,
not just with distant commanders. It is
this super-empowerment of those who
actually conduct the fighting that most
distinguishes our era of informational
advances from earlier ones.

An example is the triumph enabled
by some 200 American Special Forces
soldiers in Operation Enduring Free-
dom they and local allies conducted
in Afghanistan in late 2001. The Green
Berets rode and fought in the immedi-
ate company of a few thousand friendly
Afghans, part of a larger nominal force
of perhaps as many as 40,000 fight-
ers—until then, on the losing end of a
civil war in which 95% of the country
had been ceded to the Taliban.*” The
Special Forces and those accompany-
ing them were opposed by upward of
70,000 Taliban and Al Qaeda fighters
who had already shown resilience in
the face of a month of American-led
aerial bombing.” But “the 200” had a
secret weapon: the tactical Web page.

Originally designed with the idea
of simply allowing these soldiers to
order supplies, the Web page quickly
became their preferred means of com-
municating timely, targetable infor-
mation among themselves. The result-
ing effect was that the teams could
act more swiftly and knowledgeably

The Network is
continuously

under attack.

Poster created by U.S. Department of Defense Cyber Strategy.

and give attack aircraft supporting
them far greater potency, due to what
has been described as their “faster,
unfiltered flow of data.” In just a few
weeks the enemy was driven from
power and out of the country by an om-
nidirectional assault best described
as a “swarm.” That this success was
eventually squandered, allowing the
Taliban to mount an insurgency of its
own, is more a function of the return
to traditional command arrangements
and concepts than of any fundamental
flaw in network-style operations.
Several years after the initial take-
down of the Taliban, another kind of
military network emerged, this time
in Iraq, where vicious insurgent action
was under way. While senior Ameri-
can generals and Pentagon officials
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were having difficulty mastering this
challenge, junior officers doing most
of the actual fighting crafted a way to
share their “lessons learned” and best
practices. Through a Web site called
companycommand.com, initially open
only to company commanders, good
ideas were quickly diffused through-
out the force, sharply improving coun-
terinsurgent practices.” Sadly, out of
ostensible security concerns, the Web
site was soon subjected to high-level
oversight that had a chilling effect on
the willingness of junior officers to
freely share their thoughts. Still, an-
other aspect of the power of IT-enabled
networking had been demonstrated.
Every day it grows clearer that net-
works, best described by philosopher-
technologist David Weinberger’s el-
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egant phrase, “small pieces, loosely
joined,” comprise the organizational
form most empowered by comput-
ers, the Internet, and the Web. Their
strength comes from their great lateral
connectivity and the kind of “collective
intelligence” that arises when many
share their thoughts and build on one
another’s ideas. Over the past two de-
cades the world has seen networks
rise, with civil-society movements top-
pling authoritarian regimes in a series
of social revolutions, most recently in
the “Arab Spring“ of 2011. But terror-
ists and transnational criminals, the
principal “uncivil society” actors of our
time, have benefited from networking,
too, demonstrating that the new tools
may serve the darkest of purposes, as Al
Qaeda has shown the world. Which of
networking’s Janus-like faces will pre-
vail in the future?

The Path Since the 1970s

Given the wide-ranging effects of the
computer revolution on the larger is-
sues of society and security, it is not
surprising that military affairs are also
profoundly affected by computeriza-
tion and networking. But this reshap-
ing has emerged only in fits and starts,
with halting progress. Difficulties in Af-
ghanistan following the initial triumph
enhanced by a tactical Web page and

the fate of companycommand.com are

dramatic examples of the problem. But
so, too, was the notion that electrons
transmitted through information sys-
tems no longer simply communicate,
but were becoming actual weapons.
This idea, introduced by Thomas
Rona, a science advisor to the Defense
Department, in his seminal 1976 think
piece, “Weapons Systems and Informa-
tion War,”’! was a breakthrough con-
cept. Yet for the next 20 years, Rona’s
notion was simply folded into existing
strands of strategic thought, leading
to information warfare being equated
with either strategic air power or nucle-
ar war.

At this time, defense researchers,
still steeped in Cold War military doc-
trines, became deeply attracted to the
idea of mounting crippling attacks on
adversaries without first having to en-
gage and defeat their sea, air, and land
forces. To the extent there was debate,
it was about whether “strategic infor-
mation warfare,” as it would come to
be called,” would look more like the
sustained aerial-bombardment cam-
paigns of World War II and later Korea
and Vietnam or be thought of in terms
of the massive effects that would ac-
company nuclear exchanges or wide-
spread use of chemical and biologi-
cal weapons, as international security
expert Walter Laqueur argued in the
1990s.2> That such “mass disruption”

U.S. sailors assigned to Navy Cyber Defense Operations Command at Joint Expeditionary
Base, Little Creek-Fort Story, VA, responsible for monitoring, analyzing, detecting,
and responding to unauthorized activity within U.S. Navy information systems and
computer networks.
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could be achieved without significant
loss of life made strategic information
warfare irresistible.

Around the same time (early-1990s)
my RAND Corporation colleague David
Ronfeldt and I introduced our concept
of “cyberwar,” which was far less about
using computer viruses to attack other
societies than about gaining an infor-
mation edge over adversary military
forces in battle.? Our view was based on
the belief that information warfare as a
form of strategic attack would have as
poor a record of success as aerial bom-
bardment, which has seldom achieved
its hoped-for goals.?®

Instead, advanced information sys-
tems had simultaneously empowered
and imperiled modern militaries,
opening new operational possibilities
but at the same time making armies,
fleets, and air forces vulnerable to dis-
ruption. Small but better-informed
forces could thus defeat larger, less-
well-informed, enemies, much as the
heavily outnumbered U.S. naval forces
outfought the Imperial Japanese fleet
at Midway in 1942 by knowing more
about their adversary’s dispositions
and intentions. Fanatical courage,
luck, and timing were important fac-
tors in this battle, but the ambush of
the Imperial Japanese Fleet could not
have happened without an initial infor-
mation edge. So a key defense research
agenda was identified, one aimed at
understanding the material effects of
“knowing more.”

Doctrinal Debate

Conflict between the two major com-
peting concepts—strategic informa-
tion warfare as launching “bolts from
the blue” and cyberwar as doing bet-
ter in battle—was inevitable. Since the
1990s, a kind of “war of ideas about the
idea of cyberwar” has been waged, with
each side landing telling blows. The
military proponents of what journalist
James Adams once called the “strate-
gic attack paradigm”* have been domi-
nant in the discourse, skillfully using
the threat of this kind of assault—in
the hands of hostile nations and/or
networks—to drive national-security
debates in countries around the world
and generate huge budgetary support
for protection of their “critical infor-
mation infrastructures.” Much as the
still-frightening specter of nuclear
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strikes sparked the rise and persis-
tence of myriad well-funded ballistic-
missile defense initiatives, the notion
of a “digital Pearl Harbor,” mounted
perhaps by cyberterrorists, has en-
sured the future of an entire industry
devoted to thwarting a massively dis-
ruptive virtual attack.

The alternative emphasis, on explor-
ing the implications of the informa-
tion revolution for battle, has gained
less traction. In part this is the result
of a military mind-set still steeped in
the Powell Doctrine of “overwhelm-
ing force” and its aerial homunculus,
“shock and awe” bombing. Command-
ers much prefer to flatten enemy forces
with brute force if at all possible, fear-
ing that subtler approaches enabled
by advanced information systems will
either have less effect or be too difficult
to implement.

The same commanders express
concern that growing dependence on
such systems could have crippling ef-
fects should they be disrupted, wheth-
er by logic bombs or well-placed physi-
cal bombs. This last worry—about
kinetic weapons—is a subtle echo of
early reservations, largely dispelled, as
to whether computers would ever actu-
ally be rugged enough to function in
the field.®"

Despite such old habits of mind, at-
tempts have been made to articulate in-
novative ideas that would improve mili-
tary effectiveness. The best known is the
concept championed by the late Vice
Admiral Arthur Cebrowski, “network-
centric warfare.” Cebrowski, a Vietham-
era fighter pilot with an advanced de-
gree in computer science from the Naval
Postgraduate School, envisioned an
interconnected, lattice-like set of “sen-
sor and shooter grids” that would share
information swiftly and widely with
the largest possible number of combat
elements. Introduced in 1998, this no-
tion has sparked much discussion but
has not been implemented widely or
systematically." Another senior naval
officer, Admiral William Owens, pro-
pounded his own views of a highly net-
worked “system of systems” intended to
function in similar fashion.*”

In the late-1990s, while Cebrowski
and Owens focused on organizational
redesign along networked lines, Ron-
feldt and I, interacting with them
regularly at the time, shifted our own

focus to developing the kind of battle
doctrine implied by a force that would
have better access to information than
ever before. We came up with the no-
tion of “swarming,” or simultaneous
assault from many directions, as the
most effective means by which a well-
informed network comprised of many
small units could strike at its foes,
whether large and traditional or small
and irregular.’

As with Cebrowski’s network-cen-
tric warfare and Owens’s system of
systems, swarming has been embraced
only fitfully. Today it languishes in a
virtual purgatory alongside “autono-
mous” combat systems, or weapons
wielded by artificial intelligence, since
swarming has been branded as best-
suited to application by silicon-based
intelligence.* As for autonomous sys-
tems, the notion of unleashing robotic
weapons has been seriously studied
since the 1980s,* a period of major
technical advances in the field. Never-
theless, there remains a high barrier
to change here, posed largely by hu-
man self-interest (such as pilots’ fear
of and resistance to replacement by
robots) that slows their progress. Other
concerns have to do with the possibil-
ity that robots would unwittingly inflict
serious collateral damage, making it
more difficult to fulfill the ethical im-
perative to always do one’s best to wage
war “justly.” But now, with a swarming
doctrine to guide field operations, mili-
tary commanders have at least a vision
of how a skillfully blended future force
of humans and intelligent machines
could operate effectively and ethically.
All that may be necessary to make this
leap would be to overcome tradition-
bound organizational inertia. Given
the great strains on U.S. service mem-
bers from repeated deployments over
the past decade, robots may soon be
more welcome in the force.

The Offense-Defense Balance

In a period in which battlefield-based
cyberwar has made only isolated gains,
the bureaucratic triumph of the strate-
gic attack paradigm has spawned what
can only be called a “cyber defense
initiative,” an information-age coun-
terpart to the Strategic Defense Initia-
tive missile-interceptor program in-
troduced by President Ronald Reagan
in 1983. While the mix of institutional
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actors involved is more diverse than in
the nuclear realm, the U.S. military still
plays a central role in thinking through
the problems associated with ensuring
the continued functions of its forces in
the field and the infrastructures upon
which its citizens depend. The same
is true with regard to infrastructure
protection in many other developed
countries, where several military cyber
corps have sprung up.

A key problem that has plagued
cyber defense is that there was, and
continues to be, far too little debate
over alternative paradigms. The domi-
nant view was, and still is, tethered to
a kind of preclusive security based on
firewalls capable of distinguishing
friendly “self” from hostile “other.”
The problem with this Maginot-Line-
like approach is that firewalls are, for
the most part, capable of recognizing
only things they already know, wheth-
er hostile or friendly. They are not as
good at dealing with new wrinkles.

There have been repeated serious
intrusions into sensitive defense in-
formation systems in the years im-
mediately before, as well as since, the
9/11 attacks on America, little of which
can be discussed openly. These events,
known to the public under such names
as “Moonlight Maze,” which may be
linked to Russia, and “Titan Rain,”
which may involve China,***® provide
stark proof of the limitations of the
Maginot Line mind-set. This is not
only true of the military “infosphere”;
commercial firms tend to follow the
military model of preclusive security.
Here, too, the news is troubling, if even
more difficult to obtain in detail. But
the reality is that leading corporations
around the world are hemorrhaging in-
tellectual property, as hackers tap their
creative veins and bleed them of their
precious information resources.

The alternative to a primarily fire-
wall-dependent information-security
model is to accept that intruders will
almost always access the system, no
matter how nominally secure, but by
strongly encrypting the data within, a
defender can deny the attacker/exploit-
er the advantage of having gotten in-
side. Dorothy Denning, a leading com-
puter scientist and professor of defense
analysis at the Naval Postgraduate
School, has summed up the case for de-
fense dominance via encryption: “If the
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key length is sufficiently long, it is not
feasible to test each and every key. In
practice, the strength of a system needs
only to be commensurate with the risk
and consequence of breakage.”*

Those who believe “data at rest is
data at risk” envision the additional
security option of breaking encrypted
data into pieces and sending them out
into “the cloud,” or into cyberspace
beyond one’s own system, ready to be
called back and reassembled at a key-
stroke. Strong crypto and the cloud
are gaining attention, but the firewall-
based model remains dominant, espe-
cially with military- and national-secu-
rity-related information systems.

Thus the fear of a crippling “bolt
from the blue” cyberattack is great,
and the U.S. military’s frenetic efforts
to cope with such a possibility have
sparked a return in some military cir-
cles to the classic question of whether
offense or defense is “dominant.” In
every period of major technological
change there has been sharp debate
about the properties of the new tools of
war, and the conclusions drawn have
quite often been wrong.> For example,
before World War I, most Western
generals believed machine guns and
high-explosive artillery would favor the
offense. They were tragically wrong.
Some millions of soldiers marched
shoulder to shoulder to slaughter in
that war.®

A generation later, at the outset of
World War 1II, the prevailing belief,
except within small circles of mili-
tary mavericks, was that defense was
dominant. This mind-set led to such
initiatives as the massive investment
in the French Maginot Line. Wrong
again. Aided by mechanization, the
Germans simply went around the wall
and scored one of history’s signal mili-
tary victories in the spring of 1940. It
seems that figuring out the state of the
offense-defense balance, in light of the
latest technological changes, has gen-
erally proved quite difficult. Today is
no exception.

Security System, Attack Tool

Assessing the balance of power in
battle is just as difficult to parse in
the virtual realm as it has been in the
physical realm. To date, the school of
thought associated with notions of of-
fense dominance in cyberwar has been
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ascendant, feeding the frenzy to craft
defenses.”” But articulate dissenters
have also been heard from, in particu-
lar the RAND Corporation’s Martin
Libicki, who believes it will be diffi-
cult for cyberspace-based offensives to
achieve strategic effects. As he sees it,
cyberwarfare “is still largely theoreti-
cal. People have seen the detritus left
behind by small-scale hacker attacks,
but no one has ever seen it work at the
scale often claimed for it.”*

Even so, a theoretically superior de-
fensive concept can still lead to wrong-
headed implementation, engendering
great vulnerabilities. A case in point
is the Navy Marine Corps Intranet
(NMCYI), a classic preclusive security at-
tempt—in the form of the world’s larg-
est intranet—to make intrusions into
the sea services’ information systems
virtually impossible. From the outset,
NMCI proved vulnerable to a range of
threats, none openly acknowledged,
beyond admission that one particular
computer virus, a variant of MS/Blast,
made its way into and throughout
much of the system.?*

Viral attacks, based on malicious
software that attaches to programs or
documents, have grown in sophistica-
tion and stealth, as have “worms,” self-
replicating programs that can even
cause disruptive effects in the physi-
cal world. A recent and very troubling
example of the latter is the Stuxnet
worm, malicious software specifically
designed, it appears, to exploit vulner-
abilities in Siemens industrial control
systems components in Iranian high-
tech (possibly nuclear-weapons prolif-
eration-related) equipment.'®3

Stuxnet is especially interesting in
that it has apparently succeeded in dis-
rupting systems not connected to the
Internet, suggesting insertion of the
worm may have occurred via any of a
range of components, possibly through
something as simple as an infected
USB drive. If so, the “reach” of cyber-
weaponry may have to be reckoned as
far greater than previously thought.
The implication is that a vast range of
technical components—many of them
“off-the-shelf” imports—should be
seen as potential conduits for attack-
ers. Awareness of this threat has grown
and, in the American case, led the mili-
tary to develop a significant capacity
for ensuring “supply chain security.”*

NO. 10

This discussion—from Libicki’s
analysis to the Stuxnet example—sug-
gests the offense-defense balance in
this era may be characterized by an
action-reaction cycle in which one or
the other mode of war becomes tempo-
rarily ascendant. It may be much like
technical and tactical developments
in traditional military affairs, often fa-
voring the attacker or defender when
introduced, but which are eventually
countered. For example, the World
War II German U-boat wolf-pack offen-
sive was ultimately defeated by a mix
of skillful codebreaking and improved
direction-finding equipment, unmask-
ing the attackers’ positions and giving
the edge to the defense.

Likewise, viruses, worms, and new
forms of “semantic attack” on infor-
mation systems will likely be subject
to technical countermeasures that will
diminish, if not dispel, the threats they
pose, particularly if firewall-oriented
“Maginot Line mind-sets” give way to
greater emphasis on strong cryptog-
raphy and data being moved around
much more, not just deposited for long
periods in fixed locations.

Recent Cyberwars

In April and May 2007 a series of wide-
spread cyberattacks was mounted
anonymously against Estonia, sparked
by removal of a World War II monu-
ment to Soviet soldiery (commemo-
rating the Russian military campaign
and its casualties suffered driving the
Nazis from the country) from a promi-
nent place in the capital, Tallinn. Out-
rage among Russians at this action
was followed by massive cyberattacks
thought to have been perpetrated, or
at the least encouraged, by Russian
leaders against the Estonian govern-
ment and civil society. Huge disrup-
tions ensued for a short period, with
the attackers using simple tools in
distributed denial-of-service attacks.®
It was a clear example of the “strate-
gic attack paradigm”; a scaled-up ver-
sion of this sort of campaign launched
against, say, the U.S. or other devel-
oped country would have inflicted
enormous economic losses.

In August 2008 the Russian mili-
tary launched an invasion of the trans-
Caucasian Republic of Georgia, a U.S.
ally whose security forces had been
nurtured, trained, and equipped along



lines amenable to the Pentagon. Unlike
the difficulties they had experienced
fighting in nearby Chechnya, Russian
troops this time sliced through Geor-
gian defenses. (The Russians were
joined in the field by Ossetian irregu-
lars, though they did not form the ad-
vance shock troops in this particular
war.) Among the factors contributing
to Russian success were skillful cyber-
attacks mounted in conjunction with
field operations, making this a battle-
oriented cyberwar rather than a stand-
alone virtual strategic offensive against
infrastructure. The degree of disrup-
tion to Georgian command-and-con-
trol systems achieved by hackers (use
of cyberattacks has still not been ac-
knowledged by Moscow) was startling.
Again, were similar effects scaled up
against a U.S-size military, they would
likely achieve catastrophic levels of dis-
ruption.

The Estonian and Georgian cyber-
wars both seem to support the notion
that we are entering an era of offense
dominance. Whether the intent is to
use computers and cyberspace for
mounting strategic attacks on other
societies or to provide “virtual support-
ing fire” in force-on-force battles in the
field, preventing such assaults is likely
to prove problematic. They may also
prove difficult to contain, at least for a
while. One implication is these events
could herald a period of constant cyber
conflict in which cyberwars are always
under way somewhere; another is that
the ease of mounting such attacks will
be offset by retaliatory threats or mu-
tual agreements to refrain from doing
so. Indeed, both notions of “control-
ling cyberwar” have been considered
in recent years.

Deterrence and Arms Control

It is interesting, and somewhat ironic,
that the Russians appear to be on the
cutting edge of cyberwarfare, as both
a form of strategic attack and mode of
battle. The irony comes from the fact
that, at least since the mid-1990s, Rus-
sia has been trying to make the world
less permissive of this kind of conflict
by bringing older concepts of deter-
rence and arms control into the infor-
mation age. For example, an early, and
very blunt, Russian attempt at deter-
rence came in 1995 in the form of an
alarming statement from information

Strong crypto

and the cloud are
gaining attention,
but the firewall-
based model
remains dominant,
especially with
military-and
national-security-
related information
systems.
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warfare expert V.I. Tsymbal, as report-
ed by military analyst Tim Thomas:
“Moscow’s only retaliatory capability
[to cyberattacks] at this time is the nu-
clear response.”®

Tsymbal’s formulation spoke to
whatis called the “punitive” dimension
of deterrence, or the belief that, even
when defenses are poor, a capacity for
devastating retaliation can prevent at-
tacks from being mounted in the first
place. An early nuclear strategy, the
Eisenhower-era U.S. doctrine of “mas-
sive retaliation” with atomic weapons
against any form of aggression, even
on a small scale, is a classic example
of the punitive approach. However, the
exceedingly disproportionate nature of
the threat undermined its credibility
from the outset, causing the policy, in
the phrasing of strategic analyst and
Nobel laureate Thomas Schelling, to
be “in decline almost from its enuncia-
tion in 1954.” However, its successor
concept, advanced in the 1960s, “mu-
tual assured destruction” (MAD)—all-
out retaliation in the event of a nuclear
attack—has fared better and remains,
even today, the foundation of Ameri-
can strategic-deterrent thought.

In the cyber realm, it seems that
some informal variant of MAD may
already be in place to deter strategic
attacks on infrastructure, the twist be-
ing that the concept is now “mutual
assured disruption,” not destruction.
Where many advanced militaries are
hardly likely to be deterred from wag-
ing cyberwar in the field against their
adversaries, developed countries are
clearly aware that their information
systems are and will remain vulner-
able to attack, so considerable circum-
spection is the apparent norm when
it comes to the strategic-attack para-
digm. To be sure, many cyber-spying
intrusions occur worldwide on a daily
basis but are not attacks per se and do
little or no damage to operating sys-
tems.

Key problems for cyber deterrence
are that attacking nations may keep
their identities secret, and not all at-
tacks emanate from other nations.
On the latter point, nations may be at-
tacked by networks of non-state actors
(such as terrorists and transnational
criminal syndicates) or even super-em-
powered individuals. When it comes
to cyberwarfare of this strategic sort,
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a network could easily slip the bonds
of mutual deterrence simply because
it proves difficult, if not impossible, to
figure out against whom to strike a re-
taliatory blow. The same is true if net-
works ever get their hands on nuclear
weapons, though for now the notion of
a network having its own “nuclear Na-
poleon” remains just a far-off possibil-
ity. It is the imminent threat posed by
hacker networks (and perhaps terrorist
groups) that already possess or are de-
veloping capacities for mounting mass
disruptive cyberattacks that demands
attention. Against them, the only mea-
sure likely to work will be based on the
notion of what experts call “denial de-
terrence,” the ability to convince male-
factors that they are wasting their time
with such attacks, as the likelihood of
success is low.?®

Given the great edge conveyed by
being able to launch cyberattacks from
behind a veil of anonymity, denial-
based deterrence is to be preferred
when confronting the threat from
networked actors. But when it comes
to other nations, the hope remains
that they can be identified when they
perpetrate attacks, and that punitive
retaliatory threats can work to stop
them.* However, the ambiguity as to
the perpetrator(s) of the Stuxnet attack
suggests the veil of anonymity may re-
main difficult to pierce." Thus, uncer-
tainty abounds, leading to efforts to
cultivate another Cold War concept:
arms control. Though clear that almost
all information technologies can be
“weaponized” for cyberwarfare, and
trying to control their spread is futile,
there is some hope of fostering a be-
havior-based norm of restraint by “em-
phasizing dialogue with like-minded
nations,” as former CIA director Gen-
eral Michael V. Hayden explained ear-
lier this year.*

This notion, called “operational
arms control,” reflects success in both
the biological and chemical weapons
conventions, formally adopted in 1975
and 1997, respectively, that have done
much to limit development and use of
these mass-destructive weapons. The
question today is whether such behav-
ior-based controls can make a simi-
larly beneficial contribution, induc-
ing those nations, perhaps even some
networks, to refrain from using them,
atleast against civilian infrastructures.
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The Estonian and
Georgian cyberwars
both seem to
support the notion
that we are entering
an era of offense
dominance.
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However, as with deterrence, it is dif-
ficult to see how such controls would
be imposed on the battlefield, given
that cyberwar applied in a military-on-
military fight would likely convey an
advantage to the better practitioner,
bringing about a swifter, less-bloody
end to the fighting. The answer to the
question about cyber arms control and
cyberwarfare is perhaps to be found in
the ethical domain.

Just, Unjust Cyberwars

Classical ethical formulations about
conflict address both going to war
justly (acting in self-defense or fight-
ing only as a last resort) and waging
war morally (using force only in pro-
portionate ways and refraining from
inflicting harm on noncombatants).*
Cyberwarfare puts considerable strain
on both aspects of just-war ethics. The
very ease of offensive action encourag-
es redefining “defense” in preemptive
or even preventive terms® and makes
going to war in this way attractive as
an early option rather than as a last
resort. In terms of fighting justly, cy-
berwarfare, with its disruptive rather
than destructive effects, hardly seems
likely to qualify as “disproportionate,”
either as a form of strategic attack or
on the battlefield.

However, no one is able to predict
effects across cyberspace, and the
prospect of inflicting collateral dam-
age is likely to be high. Think of Stux-
net, which may have targeted a specific
Iranian nuclear-proliferation program
but which also apparently “escaped”
and spread. Thus it has inflicted dam-
age on information systems in many
other countries, and, now that it is out
in the world, may be reengineered by
others for their own, potentially un-
just, uses.

In the realm of cyberwarfare on the
battlefield, as opposed to its applica-
tion as a form of strategic attack, a cu-
rious new ethical nuance emerges: act-
ing early and aggressively might cripple
an opponent in ways that sharply re-
duce physical casualties and overall

a Preemption refers to attacking when under
imminent threat of attack, with Israeli actions
at the outset of the 1967 Six Day War often re-
ferred to as a clear example. Prevention means
striking before the enemy poses a serious
threat, the rationale some policymakers used
for the U.S.-led invasion of Iraq in 2003.



war costs. In essence, devoting more
attention to disrupting enemy forces,
even, or especially, with early surprise
attacks, might be ethically acceptable
due to the reduced destruction that
would ensue.

The paradox is that the rise of cy-
berwarfare techniques in battle may
make the traditionally unethical no-
tion of starting a war attractive, yet at
the same time cyberweaponry could
improve the efficiency, and thus the
morality, of the war-waging process
itself. The logical terminus of a world
replete with cyberwarfare would be an
era with more uses of force, though
theywould be shorter and less destruc-
tive than traditional conflicts.

A key problem with this line of
reasoning is that it does not deal ad-
equately with escalation. A nation
whose military is quickly debilitated on
the battlefield due to cyber strikes may,
instead of standing down or surrender-
ing, respond with whatever weapons of
mass destruction it has. Indeed, some
nations might respond to their own
perceived vulnerability to cyber disrup-
tion by seeking to acquire nuclear, bio-
logical, or chemical arms. The threat to
use them might be subject to deterrent
counterthreats by the war initiator; but
those who have been attacked first gen-
erally hold the somewhat higher moral
ground when it comes to retaliatory
escalation. The best example of this is
the decades-old NATO policy of reserv-
ing the right to use nuclear weapons
in response to a conventional Russian
invasion of Western Europe. A similar
policy might well emerge in future ef-
forts to cool the ardor of cyberwar en-
thusiasts, as in the new U.S. policy of
threatening to respond to cyberattacks
with conventional military means.*

Conclusion

The military encounter with com-
puterization is playing out against
a backdrop that includes many tra-
ditional concepts—strategic attack,
battlefield close support, deterrence,
arms control, and “just war” ethics—
exposed now to troubling new wrin-
kles. But for all the complexities that
have emerged, there are still reason-
able paths forward. One could lead to
more cyberwarfare on battlefields but
few, if any, direct cyberattacks on so-
cietal infrastructures. This runs coun-

ter to the current emphasis among
military leaders from nations around
the world on the “strategic attack par-
adigm” but is a shift that might have
profound practical (and ethical) ben-
efits. It is also gaining traction among
leading scholars, two of whom, Peter
Sommer and Ian Brown, of the Lon-
don School of Economics and the
Oxford Internet Institute, respec-
tively, took a clear position against
the strategic-attack paradigm but ac-
knowledged the importance of cyber
operations on the battlefield: “Pure
cyberwar... is highly unlikely. [But] in
nearly all future wars... policymakers
must expect the use of cyberweapon-
ry...in conjunction with more conven-
tional kinetic weaponry.”?¢

However, carrying out this battle-
oriented vision places huge demand on
the cultivation of cyber-adept military
service members of the highest caliber.

National governments and their
military leaders might also have to
choose between deterrence and arms
control. During the decades of the Cold
War and for some time after the disso-
lution of the Soviet Union, these con-
cepts were viewed as moving hand-in-
hand. But the information revolution
and the rise of cyberwarfare may have
gravely undermined deterrence, plac-
ing ever-greater weight on the need to
emphasize behavior-based arms con-
trol, as by, say, entering into mutual
agreements to refrain from being the
first to mount cyberattacks against an-
other country’s civilian infrastructure.
Against non-state networks, defense-
oriented “denial deterrence” would
likely prove of greater value than reli-
ance on punitive threats.

Civilian and military decision mak-
ers thus have two preferred pathways:
limiting cyberwar to battlefield use
and embracing behavior-based arms
control. If pursued, the paths could
enable the information age to unfold
in a more peaceful manner. Indeed,
they offer the world community its best
chance to use advanced information
technology to spread prosperity and
continue the intellectual improvement
of all humanity.
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How computer scientists can empower
journalists, democracy’s watchdogs, in the
production of news in the public interest.

| BY SARAH COHEN, JAMES T. HAMILTON, AND FRED TURNER

Computational
Journalism

THANKS IN NO small part to the modern computer’s
ability to gather and disseminate seemingly limitless
amounts and types of data, the institutions on which
the public depends for information about government
are melting away. To some this shift may look like a
good deal: Why not trade a few newspapers for what
appears to be infinite access to information? But as
news staffs decline, so too does the public’s ability to
monitor power.

If there’s a silver lining in this situation, it is the
ability of computer scientists to strengthen the hands
of the remaining professional reporters and engage
new players in the watchdog process. Advances in
analytic techniques, computing power, and the
volume of digitally stored documents have prompted
improvements in making sense of unstructured data.
Much of the work to date has focused on the consumer
arena: Web searches, blog discussions, tweets, and
text messages that generate terabytes of information.
Marketers, social scientists, information professionals,
and governments have all invested heavily in innovative
algorithms to analyze these sources.
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A similar push is also under way in
investigative and public-affairs report-
ing. Researchers and journalists are
exploring new methods, sources, and
ways of linking communities to the
information they need to govern them-
selves. A new field is emerging to pro-
mote the process: computational jour-
nalism. Broadly defined, it can involve
changing how stories are discovered,
presented, aggregated, monetized, and
archived. Computation can advance
journalism by drawing on innovations
in topic detection, video analysis, per-
sonalization, aggregation, visualiza-
tion, and sensemaking.® %

Here, we focus on an aspect of
computational journalism with a par-
ticularly powerful potential impact
on the public good: tools to support
accountability reporting. Building on
the experience of an earlier genera-
tion of computer-assisted reporting,
journalists and computer scientists
are developing new ways to reduce the
cost and difficulty of in-depth public-
affairs reporting.

This aspect of computational jour-
nalism faces technical challenges
ranging from how to transform pa-
per-based documents into search-
able repositories to how to transcribe
collections of public video records.
It also faces difficulty applying exist-
ing technology through user inter-
faces that accommodate the specific
needs of journalists. Finally, it faces
cultural challenges, as computer sci-
entists trained in the ways of infor-
mation meet journalists immersed in
the production of news. If it is able to

key insights

B The public-interest journalism on which
democracy depends is under enormous
financial and technological pressure.

B Computer scientists help journalists
cope with these pressures by developing
new interfaces, indexing algorithms,
and data-extraction techniques.

B For public-interest journalism to thrive,
computer scientists and journalists
must work together, with each learning
elements of the other’s trade.
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overcome these hurdles, the field may
sustain both public-interest reporting
and government accountability.

IT and Watchdog Journalism

In the popular view, investigative re-
porting looks like the movie version
of Watergate: secret meetings with
sources, interviews, leaks, and cloak-
and-dagger work. Due in large part to
IT and statistical methods in the news-
room, it has long been more mundane
and systematic.

A half-century ago, photocopying
machines quietly revolutionized ac-
countability journalism. The ability
to copy documents worked in tandem
with new freedom-of-information
laws to make possible more sophisti-
cated investigations. The machines let
whistleblowers share agency records
(such as correspondence and memo-
randa, inspection forms, and audits).
Previously, investigations would often

depend on undercover reporting, an
ethically dicey practice. But the copy
machine turned reporters’ attention
to documents and with them, to a new
level of ethical clarity and accuracy.

In the late 1960s, a few reporters, led
by Philip Meyer at Knight Newspapers,
started using such research methods
as sampling and correlation analy-
sis to find and document stories.*
Social-science tools have since helped
establish notable patterns among
variables, as in Bill Dedman’s Pulit-
zer Prize-winning series in the Atlanta
Journal-Constitution in 1988 on racial
discrimination in mortgage lending
in Atlanta.’ Journalists have also used
them to scout for outliers as news; for
instance, reporters now make scatter
plots to see the relationship between
school test scores and student income,
sometimes uncovering cheating by ad-
ministrators and teachers in the odd,
stray points.’

In the 1970s, reporters began to de-
ploy the relatively novel methods of
relational databases in their investiga-
tions. Using a portable nine-track tape
reader and his newspaper’s mainframe
computer, Elliot Jaspin of the Provi-
dence Journal matched databases he
acquired through government-in-sun-
shine laws. He found convicted drug
dealers driving public school buses
and local officials giving themselves
discounts on their property-tax bills.
By the late 1980s, he had shown that
relational database technology and the
Structured Query Language could be
used to cross-reference systems to find
news. He began traveling the U.S. show-
ing reporters how to use these tools
and founded an organization that later
became the National Institute for Com-
puter-Assisted Reporting (http://data.
nicar.org/), an arm of the 4,500-mem-
ber association Investigative Reporters
and Editors (http://www.ire.org/).
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Today, matching data sets never
intended to be matched is standard
fare in newsrooms; stories highlight-
ing child-care providers with felony re-
cords and voting rolls populated with
the names of the dead are examples
of the genre. The technique requires
painstaking data cleansing and verifi-
cation to deal with ambiguous identi-
ties and errors. Public records almost
never include Social Security numbers,
dates of birth, or other markers that
would provide more accurate joins.
But traditional news organizations
have been willing to devote their time
because they view documenting the
failure of government regulation, un-
intended consequences of programs,
and influence-peddling as core ele-
ments of their public-service mission.

However, such public-affairs report-
ing is increasingly at risk due to the de-
cline in revenue and reporting staff in
traditional news organizations—and
is where the field of computational
journalism can help the most. By de-
veloping techniques, methods, and
user interfaces for exploring the new
landscape of information, computer
scientists can help discover, verify, and
even publish new public-interest sto-
ries at lower cost. Some of this work
requires developing brand-new tech-
nology, much of it involving work on
new user interfaces for existing meth-
ods and some on simple repurposing.
Technologies and algorithms already
developed for informatics, medicine,
law, security, and intelligence opera-
tions, the social and physical sciences,
and the digital humanities all promise
to be exceptionally useful in public-
affairs and investigative reporting. At
the same time, coupling the promised
increased availability of government
information with easy-to-use inter-
faces can aid nonprofessional citizen-
journalists, non-governmental organi-
zations, and public-interest groups in
their own news gathering.

Understanding News Data

For computationalists and journalists
to work together to create a new gener-
ation of reporting methods, each needs
an understanding of how the other
views “data.” Like intelligence and law-
enforcement analysts, reporters focus
on administrative records and collec-
tions of far-flung original documents
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rather than anonymous or aggregated
organized data sets. Structured data-
bases of public records (such as cam-
paign contributions, farm-subsidy
payments, and housing inspections)
generate leads and provide context,
sometimes documenting wrongdoing
or unintended consequences of gov-
ernment regulation or programs. But
most news stories depend as much or
more on collections of public and in-
ternal agency documents, audio and
video recordings of government pro-
ceedings, handwritten forms, recorded
interviews, and reporters’ notes col-
lected piece-by-piece from widely dis-
parate sources. Some (such as press
releases and published reports) are
born digital; others are censored and
scanned to images before being re-

leased to the public.
In many academic and commercial
environments, researchers analyze

comprehensive data sets of structured
or unstructured records to tease out
statistical trends and patterns that
might lead to new policy recommen-
dations or new marketing approaches.
Journalists, however, look for the un-
usual handful of individual items that
might point toward a news story or an
emerging narrative thread. Journalists
often collect records to address a spe-
cific question, which, when answered,
marks the end of the analysis and the
beginning of the story. This suggests
a strict limit on the time and money
invested in any document or data; it
must be more effective or newswor-
thy than the alternative path of asking
whistle-blowers or partisan insiders
for the material.

On the flip side, investigative re-
porters have gigabytes of data on their
hard drives and reams of documents in
their file cabinets and are often willing
to share them with researchers after a
story is published. They are not bound
by rules regarding human-subject test-
ing or the research standards of peer-
reviewed journals. Investigative report-
ers also expect plenty of false starts,
tips that can’t stand up to scrutiny,
and stories that rarely hew to the route
expected at the outset. In short, they
write stories, not studies.

These  characteristics  suggest
several areas of opportunity for col-
laboration among journalists, social
scientists, humanists, and experts in

VOL. 54 | NO.10

computing. Over the past two years,
we have conducted scores of inter-
views with reporters, editors, comput-
er scientists, information experts, and
other domain researchers to identify
collaborations and projects that could
help reduce the cost and difficulty of
in-depth public-affairs reporting. In
July 2009, we also brought together
leaders in the field for a one-week
workshop at Stanford University’s
Center for Advanced Study in the Be-
havioral Sciences (http://www.casbs.
org)."® Our conversations identified
five areas of opportunity:

Combining information from varied
digital sources. In our interviews, one
reporter asked if it is possible to rou-
tinely combine all press releases from
the 535 members of the U.S. Congress
and their committees into a single
searchable collection. Another wanted
to search all 93 U.S. Attorney Web sites
each week for news of indictments or
settlements not likely to be shown in
routine reviews of court records. A third
dreamed of combing documents from
the Web sites of the U.S. Securities and
Exchange Commission, the Pentagon,
and defense contractors to identify mil-
itary officials who had moved into in-
dustry as consultants, board members,
or executives.

What ties these ideas together is the
ability to put into one repository ma-
terial not easily recovered or searched
through existing search engines. Each
project features a limited number of
discrete sources chosen by the report-
er. Little of the material is available in
RSS feeds. Each source has indepen-
dent control of the form and format
of its holdings; for instance, about
one-quarter of the members of Con-
gress keep press releases in databases
accessed by Cold Fusion applications,
while another significant portion post
links to Adobe Acrobat files or orga-
nize HTML pages in subject-specific
sections of their Web sites surrounded
by member-specific templates. Each
member’s site is organized at least
slightly differently.

This problem also arises for others,
including public officials who want to
monitor blogs, news sites, and neigh-
borhood email lists, many not available
in Google News alerts; corporations
that want to monitor the public com-
munications and regulatory filings of
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their competitors and clients; and citi-
zens who want to know everything their
elected officials have done in the past
week. Search and retrieval technology
may be up this task, but the existing
free and open source user interfaces to
the technology remain crude and fail
to address the variety of sources where
finding answers to queries is less im-
portant than exploring what’s new.

Information extraction. Most infor-
mation collected by journalists arrives
as unstructured text, but most of their
work involves reporting on people and
places. A beat reporter might cover one
or more counties, a subject, an indus-
try, or a group of agencies.

Most of the documents they obtain
would benefit from entity extraction.
Thomson Reuters allows the public to
use its OpenCalais service (http://www.
opencalais.com/), and at least a half-
dozen open source and academic enti-
ty-extraction tools have been available
for several years. The intelligence com-
munity and corporations depend on
this basic but relatively new technique.
But effective use of these tools requires
computational knowledge beyond that
of most reporters, documents already
organized, recognized, and formatted,
or an investment in commercial tools
typically beyond the reach of news out-
lets in non-mission-critical functions.

Being able to analyze and visualize
interactions among entities within and
even outside a document collection—
whether from online sources or boxes
of scanned paper—would give stories
more depth, reduce the cost of report-
ing, and expand the potential for new
stories and new leads.

Document exploration and redundancy.
There are two areas—finding what’s
new and mining accumulated docu-
ments—in which the ability to group
documents in interesting ways would
immediately reduce the time and effort
of reporting.

Audiences, editors, and producers
expectreporters to know what has been
published on their beats in real time.
Reporters need to notice information
that is not commonly known but that
could lead to news in interviews, docu-
ments, and other published sources.
The recent explosion in blogs, aggre-
gated news sites, and special-interest-
group compilations of information
makes distinguishing new stories time

Journalists look for
the unusual handful
of individual items
that might point
toward a news story
or an emerging
narrative thread.
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consuming and difficult. Collections
of RSS feeds might comprise hundreds
of stories with the same information.

In our interviews with journalists,
we were told this challenge is more
difficult than it seems for reporters
lacking technical knowledge. But solv-
ing it would immediately reduce the
amount of time spent distinguishing
“commodity news,” or news widely
known and therefore uninteresting,
from news their audience might not
know or items that could prompt fur-
ther reporting.

Another scenario arises in the col-
lections of documents and data accu-
mulated in a long investigative project.
In some cases, existing search tools are
not robust enough to find the patterns
journalists might seek. For example, in
2006, reporters at the New York Times
used more than 500 different queries
to find earmarks for religious groups in
federal legislation."

In other cases, simply exploring a
collection of documents might suggest
further work if grouping them would
help identify patterns. For example,
in June 2010, the William J. Clinton
Presidential Library released more
then 75,000 pages of memoranda,
email messages, and other documents
related to Supreme Court nominee
Elena Kagan. Grouping them in vari-
ous ways might help better identify her
interests, political leanings, and areas
where she disagreed with others in the
White House and suggest stories that
could be missed simply by reading and
searching the collection.

Combining these projects—con-
tent aggregation, entity extraction,
and clustering of documents—could
provide breakthrough innovation in
investigative reporting. Together, they
would directly address the key problem
faced by most news consumers, as well
as by producers: too much material too
difficult to obtain containing too little
information. These advances might al-
low for efficient, effective monitoring
of powerful institutions and people
and reduce the mind-numbing repeti-
tion and search in-depth reporting of-
ten requires.

Audio and video indexing. Public re-
cords increasingly consist of audio and
video recordings, often presented as
archived Webcasts, including govern-
ment proceedings, testimony, hear-
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ings, and civil- and criminal-court tri-
als. Unless a third party has already
transcribed, closed-captioned, or ap-
plied speech-recognition techniques
on the record, most reporters have no
way to search even a rough transcript.
In addition, many reporters record
many of their interviews digitally but
rarely have useful speech-recognition
software to index them. Basic consum-
er software products (such as Dragon-
speech from Nuance) work on simple,
short recordings or trained voices. Oth-
er promising projects (such as Google’s
Audio Indexing, or GAUDI) are not pub-
licly available. GPS and voice recogni-
tion on mobile phones and voice mail
could make reporters think solving
their problem is simple.

Reporters could make near-daily
use of technology and a user interface
that would provide approximate in-
dexing of a variety of voices and con-
ditions, leading them to the portions
they most want to review. They do not
require the accuracy of, say, e-discov-
ery by lawyers or official government
records. Instead, they want a quick way
to move to the portion of a recording
that contains what may be of interest,
then carefully review and transcribe it.
Existing technology is probably ade-
quate for reporters’ immediate needs,
but we are unable to find reasonably
simple user interfaces to the technol-
ogy that would allow unsophisticated
users to test the technology on their
own recordings.

Extracting data from forms and re-
ports. Much of the information col-
lected by reporters arrives in two
genres: original forms submitted to
or created by government agencies,
often handwritten, and reports gener-
ated from larger systems, sometimes
electronically and sometimes on pa-
per. Examples include financial dis-
closure statements of elected officials,
death certificates, safety inspections,
sign-in sheets at government check-
points and police incident reports.
Journalists have few choices today:
retype key documents into a database;
attempt to search recognized images;
or simply read them and take notes.
An in-house programmer can occa-
sionally find the pattern of digital re-
ports intended for printing that can
be leveraged to reverse them back into
a structured database, but this time-
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consuming job requires skill well be-
yond nearly all reporters.

Extracting meaningful information
from forms is among the most expen-
sive and time-consuming large news
investigations. Its cost sometimes re-
sults in abandoning promising stories.
Reducing that cost could encourage
substantially more important report-
ing on government, particularly at
state and local levels where special-in-
terest groups and NGOs are less likely
to step in to help.

New Tools, New Organizations
Ahandful of new services have emerged
to help address journalism’s data chal-
lenges. Usually free for small-scale or
non-commercial use, they facilitate
analysis, visualization, and presenta-
tion of structured data: Google Refine
promises to let reporters scrap their
spreadsheets for filtering, viewing, and
cleaning basic data sets; ManyEyes
from IBM lets news organizations visu-
alize and share data on their Web sites;
Tableau Public from Tableau Software,
Google Earth, and other such products
are routinely used by news organiza-
tions to generate and publish visual-
izations. New tools (such as TimeFlow
developed at Duke University as an
investigative tool for temporal analy-
sis) are being created to address some
longstanding needs of reporters.*
Another set of tools created for
other purposes, often experimental
or academic, shows promise for the
fast-paced, ad hoc nature of reporting
challenges. Several political-science
scholars have created tools for cluster-
ing legislation and other public docu-
ments; homeland-security developers
have created tools (such as Georgia
Tech’s Jigsaw"?) for visualizing the con-
nections among documents; and the
CMU Sphinx project® has created rea-
sonably accurate open source speech-
recognition technology. Applications
developed for intelligence, law enforce-
ment, and fraud investigations by such
companies as Palantir Technologies
and I2 are expensive and finely tuned
to specific industries, though they ad-
dress similar challenges on a different
scale and with different requirements
for speed and accuracy.
DocumentCloud (http://www.docu-

mentcloud.org), a nonprofit founded
in 2009 by journalists at the New York
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Times and ProPublica, hopes to ad-
dress one of the most vexing issues in
documents reporting: scanned images
files. With it, reporters can annotate
their documents as they find inter-
esting or questionable sections and
see which entities appear in multiple
documents. At this writing, most news
organizations have used it most ef-
fectively to publish government docu-
ments. But the project, which includes
information extraction as a standard
feature, shows great promise helping
address some of the problems of di-
gesting large document collections.

If such new methods and tools could
be more widely adopted in journalism,
they could perhaps do for investigative
reporting what the photocopier and re-
lational database did in decades past.

Despite these possibilities, chal-
lenges persist in working with unstruc-
tured data for watchdog reporting.
News organizations increasingly look
toward their audiences to fill some of
the gaps. Thanks to methods of col-
laboration pioneered in computer sci-
ence, amateurs and professionals now
find themselves reporting side-by-side.

In 2005, Josh Marshall of the on-
line news site Talking Points Memo

i i en-
couraged his readers to contribute lo-
cal stories of politicization of the Jus-
tice Department under the George W.
Bush administration. His work, and
the work of his audience, won a pres-
tigious George Polk award for investi-
gative reporting in the first known use
of crowdsourcing to uncover an im-
portant investigative story. The Guard-
ian in London has enlisted its read-
ers to help review payment records of
members of Parliament on deadline.'
American Public Media (http://ameri-
canpublicmedia.publicradio.org/) cre-
ated possibly the largest crowdsourc-
ing network, with more than 60,000
members in its Public Insight Network

_org/). It now needs to find ways to bet-
ter understand and mobilize them
while encouraging local National Pub-
lic Radio affiliates and other partners
to use the network effectively. Lead-
ers in social media and collaboration,
including ProPublica, are helping
reporters learn to motivate their audi-
ences and organize ad hoc communi-
ties around projects. These models all
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show promise enlisting more eyes and
ears in accountability reporting.

Next Steps
For many aspects of accountability re-
porting, including beat and investiga-
tive work, a key question for the future is
whether journalists’ research problems
are scientifically interesting, challeng-
ing, or even new enough. Some could
be solved with new user interfaces that
accommodate journalism’s quirks.
Others are bothersome impediments
to more interesting work. For example,
possibly the most intractable prob-
lem in investigative reporting remains
the form in which the material arrives,
often on paper, with large sections
blacked out by censors, or in large files
combining images of thousands of indi-
vidual records (such as email messages,
memos, forms, and handwritten notes).
The investment required to address
the problem is unlikely to be made in
the news industry and may not inter-
est software developers or scientists.
Philanthropists, academic institutions,
and spin-offs from government-funded
research may ultimately provide the so-
lution, not computer scientists.
Journalism and computer science
schools have begun to address the
questions at the intersections of their
fields. Two top journalism programs,
the Columbia University Graduate
School of Journalism and Northwest-
ern University’s Medill School of Jour-
nalism, have initiated interdisciplinary
programs with computer science or en-
gineering departments. At the Georgia
Institute of Technology, professor Ir-
fan Essa teaches an influential course
in computation and journalism, con-
ducting research in the field, while
videogame scholar Ian Bogost explores
new ways to use games in journalism.>’
Fortunately, funders have also
stepped into the financial vacuum
surrounding watchdog journalism.
The largest is the Knight Foundation,
which funds the annual $5 million
Knight News Challenge contest and
other grants and programs, along with
university centers, startups, and non-
profit investigative news sites. Knight
has funded digital innovators Every-
Block, DocumentCloud, and others.
Projects funded through government
programs (such as scanning and digiti-
zation projects at the National Archives

and the Library of Congress) might fur-
ther help address the challenges.

The Association for Computing Ma-
chinery’s special interest groups, most
notably Information Retrieval (http://
www.sigir.org/) and Knowledge Discov-
eryin Data (http://www.kdd.org/), could
foster sessions at their own meetings
and with journalism organizations,
including Investigative Reporters and
Editors. Annual research competitions
(such as the Text Retrieval Competi-
tion, the IEEE Visual Analytics Sym-
posium’s Challenge, and the ACM’s
Data Mining and Knowledge Discovery
competition) could each include as
research topics the kind of data chal-
lenges facing journalists today.

Conclusion

How might the worlds of politics, gov-
ernance, and social discourse change
when computational journalism ful-
fills its promise? Not surprisingly, part
of the answer is journalistic: Stories
will emerge from stacks of financial
disclosure forms, court records, legis-
lative hearings, officials’ calendars or
meeting notes, and regulators’ email
messages that no one today has time
or money to mine. With a suite of re-
porting tools, a journalist will be able
to scan, transcribe, analyze, and visu-
alize the patterns in these documents.
Adaptation of algorithms and technol-
ogy, rolled into free and open source
tools, will level the playing field be-
tween powerful interests and the pub-
lic by helping uncover leads and evi-
dence that can trigger investigations
by reporters. These same tools can
also be used by public-interest groups
and concerned citizens.

Much more of the answer, though,
involves democracy itself. How can
citizens govern themselves if they are
unable to hold their governments ac-
countable? This ancient question is
often phrased as “Who guards the
guardians?” A hundred years ago, or
even 20, the answer might have been
“full-time journalists.” But today they
can be only part of the answer. Jour-
nalists need to partner with computer
scientists, application developers,
and hardware engineers. For decades,
the computing community has em-
powered individuals to seek infor-
mation, improving their lives in the
process. Few fields have done more to
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give citizens the tools they need to gov-
ern themselves. Few fields today need
computer scientists more than public-
interest journalism.
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Exploring the connection of biology with
reactive systems to better understand
living systems.

| BY JASMIN FISHER, DAVID HAREL, AND THOMAS A. HENZINGER

Biology as
Reactivity

BIOLOGY IS NOT an exact science. Biological systems are
messy and noisy, and our understanding of many
biological scenarios remains extremely vague and
incomplete. We cannot assign precise rules to the way
cells behave and interact with one another, and we often
cannot quantify the exact amounts of molecules, such
as genes and proteins, in the resolution of a single cell.
To make matters worse (so to speak), the combinatorial
complexity observed in biological networks (for
example, metabolic and signaling pathways) is
staggering, which renders the comprehension and
analysis of such systems a major challenge.

One way to explain a certain class of complex
dynamical systems is to view them as highly
concurrent reactive systems.*> We argue that this
perspective is a natural fit for many biological
systems.*® A reactive system is characterized by the
way it responds to its inputs, as they arrive over time,
sequentially, or concurrently. The system’s behavior
and outputs are not just a function of the input values
but also of the order in which the inputs arrive, their
arrival times, speeds, and locations, and so forth.
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A living cell, we claim, is not only reac-
tive in nature, but is the ultimate exam-
ple of a reactive system, and so are col-
lections thereof. As explained in Cohen
and Harel 2007,'¢ a cell succeeds by be-
ing robust and resilient. It reacts to in-
puts and perturbations and continues
to survive thanks to its reactive dynam-
ics. The cell is a reactive system that ex-
presses a dynamic narrative, in which
the DNA code is one of many formative
inputs. Structural proteins, enzymes,
carbohydrates, lipids, hormones, and
other molecules also play key roles in
forming and informing the system.
Biological systems are also highly
adaptive, to both internal and external
changes; they use signals coming in
from receptors and sensors, as well as
emergent properties to fine-tune their
functioning. This adaptivity is another
facet of the reactivity of such systems.
We are well aware of the fact that
there are many aspects of biology that
are not reactive, or that reactivity is not
the best way to view them. These in-
clude, for example, structural aspects
of chemicals. While we point to the im-
portance of combining other model-
ing methods with reactive models, the
main thrust of this article is to explain
the connection of biology with reactive
systems, and the benefits that can be
gained from adopting such a view.
Viewing biology as reactivity is not
just an illustrative analogy, but has

key insights

H Living cells, and collections thereof, can
be viewed as reactive systems.

B Reactive models emphasize important
aspects of biological systems, such
as executability, concurrency and
interaction, multiple scales, and
combinatorial complexity.

B Concepts, languages, and tools for the
description and analysis of reactive
systems can help in the process
of biological discovery, ultimately
by providing biologists with virtual
experimentation environments.

B Biological experimentation needs to
obtain quantitative data across different
levels, and reactive modeling needs
to focus on incorporating and linking
such data.
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far-reaching consequences. Complex
reactive behavior is difficult to com-
prehend because it is neither predomi-
nantly computation-rich nor primarily
data-intensive, and does not yield well
to techniques based on algorithmics,
mathematics, and data management.
Rather, reactive systems “live” (if we
may use a pun in an article on biology)
in order to react.

Within computer science, several ap-
proaches have been offered for dealing
with reactivity. One of the richest and
most fruitful is that of finite automata,
or finite state machines, which are used
widely in many stages of the design of
hardware and software systems. It suf-
fices to observe the central role of state
machines in standards for the engineer-
ing of embedded and real-time software
and systems, such as the UML.

The original theory of finite autom-
ata, which was conceived of in order to
model hardware circuits, has brought
in its wake many extensions and vari-
ants, such as automata on infinite
words and trees; communicating, hi-
erarchical, and timed state machines;
Statecharts, and many others.”” In
addition, and related to these, special
logics, algebras, and calculi have been
devised for reactivity, first and foremost
among which are the varieties of tempo-
ral logic® and process algebra.”” Scenar-

r B
io-based languages have been used tos” e

model biology too, such as live sequence
charts (LSC).* All of this, in turn, has re-
sulted not only in numerous languages
and tools for specifying and program-
ming reactive behavior, but has also
given rise to powerful means for analy-
sis, such as model checking.'®
However, when reviewing the great
efforts made in understanding and
building complex reactive systems, it
is not only the final results—languages
and tools—that stand out. An even more
important contribution can be found
in the fundamental insights, concepts,
and ways of thinking that have result-
ed from this research. Hand-in-hand
with the central notion of reactivity go
the discrete event-based execution and
simulation of dynamical systems, which
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requires a fundamental understanding
of parallelism, interaction, and causal-
ity; the design of complex systems from
building blocks, requiring means for
composition and encapsulation; and the
description of systems at different lev-
els of granularity, requiring methods for
abstraction and refinement.

Of course, many of these concepts
are not exclusive to reactive systems,
but they are critical for understanding
them, and they are among the main
ideas that render possible the reliable
development of truly complex reactiv-
ity. The claim made in this article is that
these ideas can be of great benefit in the
modeling and analysis of biology.

Reactivity and Biology

The process of modeling a piece of biol-
ogy is very different from that of mod-
eling a human-made system. The mo-
tivation is different, the goals are very
different, the people involved are also
different, the scales are different, and so
on. Still the underlying maxim of this ar-
ticle is thata fighter jet and a fruit fly, for
example, have many things in common,
and that there is much to be gained
from using ideas from engineering the
former to reverse-engineering the latter,
even though the fly is in a way far more
complex than the airplane.

Biological systems are ultimately mo-
lecular and cellular machines. Using a
fixed set of building blocks (molecules)
with some fixed functionalities (for ex-
ample, cleavage, connection, ioniza-
tion, phosphorylation), cells emerge,
and these multilevel machines then
utilize various combination techniques
to give rise to the life we see around
us. The “execution” of a biological sys-
tem is distributed to a level that is still
beyond comprehension. In a sense, a
biological system can be viewed, almost
on a philosophical level, as a collection
of cells (each containing a multitude
of molecules) that work in concert and
independently to achieve a mutual
goal without a central controller that
coordinates them all. The cells in such
a collection communicate and pass in-
formation to each other in order to help
achieve their mutual goal. In doing this,
they can also affect limited control on
their environment.

Let us now concentrate on the pro-
grams (to put it simply, the DNA mol-
ecules) that drive these enormously

distributed processes. In the case of the
fruit fly Drosophila Melanogaster, for ex-
ample, a 165 million base-pair program
defines approximately 13K functions
(proteins). Such programs deal with two
entangled and inseparable tasks: how
to evolve the machine (cell collection)
from a single cell, and how to run the
machine so that it eventually creates
other such machines. At all stages, both
the development and maintenance
are determined by which genes are ex-
pressed and which are not. Effectively,
in each cell, the expressed genes consti-
tute a local control state of the program,
which tells the cell which functions it
should execute and which are irrelevant
to its (current) role. The state is local
because it may be different in different
cells. At all points, communication with
other cells and reaction to the environ-
ment are the keys to determine what
happens next.

More precisely, the expressed genes
tell the cell and its machinery which
proteins to produce and how many of
them, and which proteins not to pro-
duce. Gene expression and the corre-
sponding protein production are the
basic mechanisms that govern all ac-
tions of a cell. Proteins serve various
purposes in the cell itself and also act as
mediators of communication between
cells. The protein concentration levels
within a cell can be considered to be
the local data state of the machine. As in
computer programming, the data state
helps prescribe the control flow, in that
the proteins determine which genes are
expressed and which are not.

Consider the first part of the pro-
gram, the one that tells the system how
to evolve. All multicellular organisms
evolve from a single cell. The main en-
gine driving this part is called differen-
tiation, which is the process by which
a cell that divides can give rise to what
will ultimately become very different
types of cells. There are mainly two
mechanisms for cell differentiation.
One, which is mostly active in the early
stages of development of the machine,
is by asymmetric segregation—asymmet-
ric accumulation of substances inside
a single cell that divides into two differ-
ent kinds of cells. The second, which be-
comes active after a few initial divisions
have taken place, is governed by com-
munication between cells, by morpho-
gen gradient or inductive signaling. The
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former breaks the symmetry between a
group of equivalent cells, by one cell, ex-
ternal to the group, secreting a gradient
of molecules (for example, according to
distance from the secreting cell). The
latter involves direct communication
between cells, leading them to choose
different fates through the passage of
information. All communication is car-
ried out by transferring and manipu-
lating molecules. Such a process may
start, for example, by one cell sending
a molecule to a neighboring cell, which
will then trigger the creation of another
molecule in that neighboring cell (func-
tion activation).

The differentiation phase of cells
leads to a global system state where dif-
ferent cells have specialized to perform
certain roles that are necessary for the
mutual fulfillment of their common
goal (reproduction). The second part
of the program guides the system’s
behavior after having evolved from an
embryo, although major pieces are al-
ready in use throughout development
because the cells are alive and need to
maintain themselves during the pro-
cess. Initially, this part of the program
includes little coordination and com-
munication between cells. However, as
the cells specialize, they start to com-
municate and to manipulate their en-
vironment in order to perform basic
actions such as transferring nutrients
from one place to the other, transfer-
ring oxygen, and so on.

Perhaps the most magical part of
this program controls movement (actu-
ation). This process is slightly different,
as it involves a new form of communica-
tion through electrical signals that are
transmitted via nerve cells, and which
are then translated into local molecu-
lar mechanisms. But notice that when
a muscle contracts, the nerve reaches
only some of the muscle cells, and re-
sponsibility for the remainder of the sig-
nal’s effect must be taken over by other
mechanisms. In the reverse direction,
sensors such as eyes, ears, and taste
buds pass information from chemical
to electrical signals. Moreover, as men-
tioned earlier, the ability of biological
systems to adapt, as a result of incom-
ing signals, is also a highly relevant fea-
ture of their reactivity.

These are the kinds of processes that
we aim to understand better by creat-
ing executable reactive models. The ul-



timate challenge is to understand how
the behavior of an organism, or a part
thereof, emerges from the individual
behaviors of the cells in the collection.
We believe this is best done by focusing
on the reactivity of cells and the com-
munication between them.
Concurrency and interaction. The es-
sence of a reactive system is that differ-
ent parts of the system are simultane-
ously active (“alive”) and interact with
each other. In the case of computerized
systems, these can be software process-
es, hardware components, intelligent
agents, or the environment, and in the
case of biology they can be molecules
and molecular processes, cells, tissues,
bacteria, or again, the environment.
The operation that combines several
simultaneously active parts of a system
is called parallel composition because
the individual activities happen concur-
rently, in “parallel,” rather than sequen-
tially (one after the other). However, in
computer science there are several dif-
ferent interpretations of what “in par-
allel” actually means. At one extreme
is the clock synchronous interpretation,
where execution proceeds in lockstep
with a global clock, as a sequence of
discrete steps, with each building block
(component) of a system contributing
one action to each time unit. This hap-
pens, for example, in a clocked hard-
ware circuit built from individual logic
gates without combinational loops,
where each gate performs one opera-
tion per clock tick. At the other extreme
is the interleaved asynchronous interpre-
tation, where each action represents the
contribution of a single component, but
different actions, possibly carried out at
different time rates, may represent dif-
ferent components. This happens, for
example, in distributed software sys-
tems where the individual processes
proceed at independent speeds. Implic-
it to the asynchronous interpretation
is a scheduler, which chooses for each
step the component that will contribute
to that step. The scheduler is usually as-
sumed to be “fair,” the simplest inter-
pretation of which is that it cannot ne-
glect to choose any component forever.
Both kinds of concurrency occur in
biology, for example, in molecular pro-
cesses “running” in parallel, and tech-
niques for capturing both have found
their way into biological models.
Still, sticking religiously to these two

The process of
modeling a piece
of biology is very
different from

that of modeling

a human-made
system. The
motivationis
different, the goals
are very different,
the people involved
are also different,
and the scales are
different.
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interpretations may be inadequate
for representing the parallelism that
arises in a large collection of indi-
vidual cells. Cells, for example, often
proceed “roughly” in lockstep, but not
completely so: some reactions may be
a bit faster here but a bit slower there,
but biological reactions do not pro-
ceed at completely independent rates
either. An example of how to adapt
useful computer science techniques
to biology can be found in the recent
compromise between these two called
bounded asynchrony.® It allows the
components of a system (for example,
cells) to proceed independently while
bounding the differences in their rates.
Bounded asynchrony has been used to
accurately model some of the experi-
mental observations made about cer-
tain cell-cell interactions: it captures
the variability observed in cells that,
although equally potent, assume dis-
tinct fates, and thus can be used to
provide mechanistic explanations for
some phenomena that are observed
during cell-fate determination.
Bounded asynchrony is but one ex-
ample of how the modeling of biologi-
cal systems may give rise to new varia-
tions of reactive concepts. Once it is
agreed upon what the most suitable
interpretation of “parallel progress”
means for a collection of cells, the
communication between these cells
needs to be modeled. Again, there are
several standard alternatives, designed
for modeling hardware and software,
which may not be readily adequate for
our purposes. Traditionally, the inter-
action between concurrent processes
can happen through sharing state or
through sending messages. This dis-
tinction hasled, for example, to thread-
based programming languages on one
hand, and actor-based languages on
the other. The transfer of molecules
between cells seems more akin to mes-
sage passing, but within that paradigm
itself there exists a wide spectrum of
design choices, ranging from rendez-
vous, which stops the execution of two
processes until simultaneously the
sending process is ready to send and
the receiving process is ready to receive
a message, to unbounded message
buffers, which retain sent messages
until they are received. Explicitly spa-
tial models'® are natural candidates
for capturing morphogen gradients.
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While a biological scenario may sug-
gest a particular execution and interac-
tion model, often it is a matter of style
and the availability of analysis tools that
determines the choice of model. If there
is any lesson to be learned from several
decades of research on concurrency
theory in computer science, it is that we
should not preach the use of any partic-
ular modeling languages or methods,
but the very notion of reactive model-
ing itself, and the freedom of choice it
offers through a wide variety of different
execution and interaction mechanisms.

Towers of abstraction. Every model is
necessarily a simplification of a physi-
cal situation. The modeler is interest-
ed in some, but not all, aspects of the
physical system. The key to modeling a
complex system is to design a simplifi-
cation, such that (1) the behavior of the
model is correlated to behavior of the
system and (2) the model is amenable
to mathematical or computational
analysis. Point (1) measures models
according to their precision; point (2),
according to their performance. Preci-
sion must be sacrificed in order to gain
performance, but this must be done in
a quantifiable way.

Computer science offers a very rich
and useful theory, called abstraction,
for trading off precision against per-
formance in a principled manner."”
The theory of abstraction is used in
computer science very beneficially in
work on verification and testing, and
is aimed at relating models of differ-
ent precision. It thus differs greatly
from theories of approximation, which
measure the precision of a model in
terms of an error bound on how much
amodel may deviate from the system. A
theory of abstraction, by contrast, mea-
sures the precision of a model in terms
of which properties of the system are
preserved in the model—hence the rel-
evance to verification.

Consider, for example, the property
that event 4 is never followed by event B.
A model may preserve such a property,
despite possibly introducing a very large
error. On the other hand, even a model
that introduces only a very small error
may violate the property when the actu-
al system does not. The preservation of
properties can ensure that it suffices to
check a property on the model (simple)
in order to conclude that it holds for the
real system (complex). This principle
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Verification can
become very
expensive, or
impossible, for
human-made
systems, and
biological systems
are often even
more complex.
The good news

is program and
system verification
has made
enormous strides
in recent years.
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lies at the heart of all hardware and soft-
ware design. Modern computer systems
could not be built without several layers
of abstraction—the gate-level abstrac-
tion of the underlying physics (transis-
tors); the register level; the machine
instruction level; the programming lan-
guage; among others.

In analogy, a biological system may
be viewed at many different levels,
ranging from the molecular level to
the cell level to the level of organs and
entire organisms. The power of an ab-
straction layer derives from the fact that
all lower-level details may be omitted
from consideration. For example, when
designing a logical circuit from Bool-
ean gates, the designer does not need
to know about voltages and capacities.
Different layers may exhibit different
scales in space and time, even switch-
ing between continuous and discrete
scales (for example, continuous volt-
ages representing Boolean values). By
contrast, in biology, we have not (yet)
been able to identify building blocks
from which we can explain metabolic
pathways and cell behavior without re-
ferring to the underlying biochemical
(molecular) mechanisms.

In multiscale reactive systems, an ad-
ditional characteristic phenomenon is
the emergence of new high-level proper-
ties. An emergent property is a behavior
of the system that is not easily expressed
at a lower scale. Life, for example, is an
emergent property; none of the compo-
nent molecules of a cell are alive, only
a whole cell lives. The cell as a whole
emerges only when we zoom out, so to
speak, reaching the scale at which it
functions as an object with its own inter-
actions with other cells and molecules.
Thus, interactions at one scale create
new objects at a higher scale, which
is the essence of emergence. Quoting
from Cohen and Harel,'® “A major goal
of systems biology is to learn how the
concurrent reactions and interactions
of the lower-scale components of a cell,
organism, or society generate emergent
properties visible at higher scales and
higher layers of reality.“

All this leads to the need to be able
to observe and manipulate biological
systems on multiple scales. Abstraction
can work wonders here, and if carried
out multiple times we get a tower of ab-
stractions. A unique feature of software
that helps in handling multiple scales



is inheritance, where an existing behav-
ior is taken and augmented with a few
modifications. This encapsulates the
previous behavior and overrides or ex-
tends parts of it. One of the major chal-
lenges in biological modeling is to find
similar means to encapsulate biological
and biochemical complexity that will
allow us to use abstraction beneficially
to bridge and relate different scales in
order to manage the immense complex-
ity observed in living systems. Once we
have such multiscale models we will
need to search for the right computa-
tional frameworks that will allow us to
zoom back and forth between lower-
scale data and higher-scale behavior,
while experimenting in-silico. This, we
feel, is an ideal way to study emergence
computationally. A modest attempt in
this direction can be found in the Bio-
charts approach of Kugler et al.>

Noise and choice. Stochasticity has
received much attention in systems bi-
ology,****® as numerous experimental
studies have reported the presence of
probabilistic mechanisms in cellular
processes.****' The investigation of sto-
chastic properties of biological systems
requires that computational models
take into consideration the inherent
randomness of biochemical reactions.
Stochastic kinetic approaches give rise
to dynamics that differ significantly
from those predicted by deterministic
models because a system may follow
very different scenarios with non-zero
but varying likelihoods.

The dogma for this kind of model-
ing assumes that a molecular mixture
is well stirred and has fixed volume and
temperature (though PDEs can be used
to model variations in these too). The
state of a network of biochemical reac-
tions at any point in time is then given
by the population vector of the involved
chemical species (such as, molecules).
The temporal evolution of the system
can be described by a continuous-
time Markov process,*” which is usu-
ally represented as a system of ordinary
differential equations (ODEs) called
the chemical master equation (CME).
While individual system parameters,
such as the mean of the state distribu-
tion changing in time, can be studied
using deterministic differential equa-
tions, this is inadequate for uncovering
branching, switching, or oscillatory
behavior, such as cell fate determina-

tion (the mean between two alternative
cell fates is hardly meaningful). Such
phenomena require a fully stochastic
analysis.

However, building a stochastic
model that would mimic sufficiently ac-
curately the stochastic behavior of the
actual biological system is extremely
difficult when sufficiently accurate rates
of change are not known, as is usually
the case. In addition, we have no satis-
factory theory for abstracting stochastic
models. This becomes a central issue
when we wish to analyze the higher-lev-
el tiers of a biological model—say, those
at the intercellular level—by hiding the
underlying molecular reactions. In such
situations, a nondeterministic model-
ing of the possible behavioral alterna-
tives of a system may be justified. For
example, for determining possible cell
fates, it has proved fruitful to quantize
concentration levels of molecules into
a few discrete ranges (for example, low,
medium, high) with nondeterministic
transitions between the possible rang-
es.*>* A nondeterministic model can
only provide potential outcomes, with-
out the corresponding probabilities,
but it does provide hypotheses that can
be confirmed or refuted experimentally.

In computer science, many formal-
isms have been designed—or existing
ones have been extended—to support
nondeterministic transitions for mod-
eling alternative choices; for example,
Petri nets, various kinds of interacting
state machines, live sequence charts
(for example, Peterson,*® Harel,* Harel
and Gery," Damm and Harel"). Many
of these formalisms have been used to
model biology as well.62325324973 The
question of how such discrete, non-
deterministic models relate to the un-
derlying continuous, stochastic mech-
anisms, and which properties they
preserve, remains an interesting topic
of investigation. Hybrid (mixed discrete-
continuous) abstractions can also play a
central role to bridge the gap.***>”* To
find an optimal trade-off between pre-
cision and performance, it may be best
to treat some system parameters as vari-
ables that change continuously in time,
while others can be safely represented
as Boolean switches.

One main advantage of nondeter-
ministic over stochastic models, and
of discrete over continuous models,
is the former more efficiently support
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a broad class of techniques, generally
subsumed under the title of verification,
which we discuss here.

From simulation to verification.
Computer science offers a rich spec-
trum of means for assessing the dy-
namic properties of reactive models,
ranging from simulation to verifica-
tion. While simulation generates one
behavior of a model at a time, verifica-
tion looks systematically at the set of
all possible behaviors.

Simulation has a long tradition in
computational science, based mostly
on numerical methods for solving equa-
tional models of a system. For exam-
ple, from the CME for a system of (bio)
chemical reactions, stochastic simula-
tion can be used to generate trajecto-
ries of the underlying Markov process.*
Simulation methods are in widespread
use because they are easy to implement,
and each simulation run can be viewed
as a single “in silico” experiment, thus
fitting well into the methodology of ex-
perimental science. However, if we are
interested in properties of the set of all
runs, such as estimates for probability
distributions on the system state at a
given point in time, then the number of
trajectories required for statistical ac-
curacy is very large.* This is because in
order to halve the confidence interval of
an estimate, four times more trajecto-
ries have to be generated. Consequent-
ly, even when computationally feasible,
stochastic simulation may often result
in a very low level of confidence in the
accuracy of the results.

More information can be obtained,
for example, by a reachability analysis
of the model, which explores the state
space from an initial state or state dis-
tribution in a breadth-first, rather than
depth-first, manner. The distinction
between simulation and reachabil-
ity analysis is akin to the distinction
between program testing and program
verification. A reachability analysis can
provide insights into biochemical mod-
els,” but many techniques that have
been developed for coping with large
and unbounded state spaces in the
reachability analysis of nondeterminis-
tic models—such as model abstraction,
model decomposition, symbolic data
structures, symmetry, and partial-or-
der reduction—have yet to be adapted
satisfactorily to stochastic models.

It goes without saying that one must
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not forget the main difference between
simulation and verification: the worst-
case computational intractability
of the latter. In general, as is so well-
known, verification can become very
expensive, or impossible, for human-
made systems, and biological systems
are often even more complex. The good
news is that program and system veri-
fication has made enormous strides
in recent years: the worst-case perfor-
mance can sometimes be alleviated by
clever and powerful means, though ob-
viously this is outside the scope of the
present article. Itis these advances that
we hope to be able to utilize in model-
ing and verifying biology, too.

As discussed earlier, higher preci-
sion in the model generally means
lower performance in the analysis. The
modeler therefore aims at the lowest
possible precision that preserves the
property of interest. Reachability anal-
yses offer the possibility of dynami-
cally changing the level of abstraction
during the analysis.” In this way, the
precision of a model can be refined
on demand, precisely in those areas
of the state space where more detail is
required for determining the truth or
falsehood of a given property. Reach-
ability analysis can also be equipped
with rich languages for defining and
checking temporal properties of sys-
tems, such as temporal logics—a re-
search direction known as model check-
ing; for example, see Calzone et al.,"
which describes the BIOCHEM tool
used in the arena of systems biology.

Reactive models come with an oper-
ational semantics; that is, every model
defines a virtual machine with instruc-
tions for executing the model step by
step. This is true not only of textual
modeling and programming languag-
es, but also of visual formalisms, such
as Petri nets®” and Statecharts.* This is
in contrast with most equational and
denotational models, where generat-
ing trajectories is a mathematical task
that requires algorithmic and numeric
insights. This benefit of reactive mod-
els has led to the term “executable biol-
ogy.””** An operational semantics is not
only enormously helpful in simulation
and reachability analysis, but also of-
fers the possibility of interactive execu-
tion—or “playing in silico.”*

A second important attribute of
models of reactivity is that they offer
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a compact syntactic description of a
dynamical system. The actual number
of states and transitions of a biologi-
cal system—its semantics—is usually
very large or unbounded. Scientists
and mathematicians often make little
distinction between the semantics
of a system, say, as a Markov process,
and its description, say, as a transition
probability matrix. By not differentiat-
ing sufficiently between the two, a po-
tential critical advantage of syntax is
lost; namely, that the description of a
system can be much smaller than the
system itself. For example, the rule-
based description of a (bio)chemical
system can be exponentially smaller
than the matrix description of the same
system; in fact, even many infinite state
systems have finite descriptions. The
syntax of a language can offer scaling
operations, such as parallel composi-
tion and encapsulation, which greatly
magnify this effect.

Syntax matters also in other ways.
For one, the right choice of syntax
can substantially improve the perfor-
mance of analysis methods. Certain
crucial optimizations of reachability
analysis, such as on-the-fly state-space
generation and partial-order reduc-
tion (things that can be extremely
helpful when analyzing a piece of bi-
ology), are only available when the in-
dividual transitions of the underlying
system are described compactly, by a
syntactic expression (a rule, a process
algebraic term, or a state machine)
rather than a matrix equation. Fur-
thermore, an inductively defined syn-
tax, which features operators on basic
expressions for constructing more
complex expressions, offers the pos-
sibility of defining a structured opera-
tional semantics. In such semantics,
the execution engine is defined com-
positionally; that is, it is put together
from small primitives by using the
syntactic operators of the language.
Finally, a visual syntax makes model-
ing appeal to a larger group of people,
such as biologists, and reactive mod-
els offer natural opportunities for vi-
sual representations.

State of the Art and Challenges

A large number of efforts to construct
and analyze complete reactive models
of various biological systems are under
way. For lack of space, we can point only
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to a few of these efforts. We arrange
them in a way that proceeds from more
detailed, molecular-level models to
more abstract, cell-level models. Alas,
establishing formal relationships be-
tween the various levels, that would en-
able seamless combinations of execut-
able models, still remains one of the key
challenges in this area (see Kugler®?).

Individual molecules can be mod-
eled and combined as processes within
a process algebra. Such process-calculus
models stress the importance of con-
currency and interaction between mol-
ecules as the main driver behind the
dynamics of biological systems. Initial
work suggested the use of the pi-calcu-
lus® as a modeling language for mo-
lecular interactions,” using it to study
the cancer-related signal transduction
pathway RTK-MAPK and to build the
BioSPI simulation environment. The
language was later extended to the sto-
chastic pi-calculus® in order to model
a gene-regulatory positive feedback
loop.®® These initial successes have led
to the design of several bio-inspired
and location-aware process calculi,
such as BIO-PEPA, the ambient cal-
culus,” and the brane calculus. The
methodology was applied, among oth-
ers, to transcription factor activation
and the glycolysis pathway,'® RKIP inhi-
bition of ERK,® the FGF pathway,*! and
EGFR signaling.’”® These approaches
are very beneficial on the level of path-
ways and molecular interactions, but
lack natural power of expression when
dealing with larger biological systems,
say, on the intercellular level.

On a higher level, instead of repre-
senting individual molecules as compu-
tational objects, we may refer to quan-
tities of molecules through variables
in a programming language. A single
reaction may increment or decrement
such variables. Inspired by guarded
commands and reactive modules,* lan-
guages in this style were used for build-
ing qualitative models”* and discrete-
time Markov processes.”® They were
later extended to continuous time, for
describing biochemical reaction net-
works. Such transition-class models may
use general arithmetic expressions for
specifying reaction rates.** These mod-
els can be executed (interpreted) direct-
ly, without the need for constructing a
separate simulation engine. They can
compactly represent unbounded quan-



tities of molecules. It is their execut-
ability and compactness that allows the
stochastic analysis and model checking
of complex molecular systems, often in-
volving many different molecule types
and very large molecule quantities,
such as a genetic toggle switch. Further
extensions lead to hybrid systems, han-
dling particularly large quantities in a
continuous domain.***

Another class of languages for mod-
eling biology is based on term-rewrite
systems.** Rule-based models can of-
fer an even more compact syntax than
guarded-command definitions of mo-
lecular reactions, by defining the reac-
tive behavior of molecules in terms of
what happens at individual binding
sites within molecules. By formulat-
ing rewrite rules whose patterns are
matched against fragments of mole-
cules, one can avoid referring explicitly
to the state of an entire molecule, and
instead specify only the state of the af-
fected sites before and after the appli-
cation of the rule. Such rules, which
may simultaneously apply to many
different sites within a single complex
molecule, can lead to a further reduc-
tion in the size of the description of a
model. Rule-based modeling has been
applied to an increasing number of
systems such as signal transduction in
the immune system,**** bacterial mi-
gration,** cancer-related signaling,’*!
mechanisms by which various proteins
regulate cell signaling through their as-
sociation with membrane proteins,*
and more.*® Ideas from programming
languages, such as abstract interpre-
tation, have influenced the design of
more recent rule-based languages for
biological applications.*

At the highest, non-molecular level,
state-machine based models provide a vi-
sual approach for defining the behavior
of complex objects, such as collections
of cells, over time. Interaction mecha-
nisms between state machines can
specify causal relationships between
events and state changes in different
objects. A hierarchical structure allows
one to view a system at different levels
of detail (for example, whole organism,
tissues, cells). For example, the lan-
guage of Statecharts supports interact-
ing and hierarchical state-based model-
ing,* based on a visual syntax, and has
been used to model immune-cell acti-
vation and differentiation;>>* cellular

The research
directions described
in this article are
intended, first

and foremost, to
yield beneficial
results in biology
and medicine, thus
enhancing our
ability to improve
our lives.
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decision-making processes during ani-
mal development;**?**°°7> as well as or-
gan formation.” State-machine models
are particularly suitable for describing
mechanistic models of multicellular
systems that are well-understood quali-
tatively. Such models do not require
detailed quantitative data relating to
the number of molecules and reaction
rates, and indeed are inadequate when
it comes to modeling pathways and
molecular interactions. The possibility
of hierarchical structuring is particu-
larly useful in cases where behavior is
distributed over many cells and where
multiple copies of the same process
are executed in parallel. These mod-
els also allow the application of strong
analysis tools such as model checking.
Combined methods seem very promis-
ing when it comes to systems for which
one wants to model intercellular as well
as intermolecular behavior, such as the
Biocharts approach that is sketched in
Kugler, Larjo and Harel.*

There are many additional efforts in
modeling biological systems that have
not found their way into this article,
mainly because they are less along the
reactive system lines presented here.
Some of these are particularly exciting
and insightful. They include abstract
chemical machines,”* work on the
brane and ambient calculi mentioned
earlier, and other efforts to integrate
behavior directly with space and move-
ment considerations. In addition, the
reader is referred to Priami’s recent
article in Communications® for a differ-
ent perspective, more algorithmic, and
thus somewhat complementary to ours.

Are we doing science or engineering? It
is worth briefly addressing the connec-
tions between biological modeling and
both science and engineering. Our dis-
cussion follows recent insights voiced
by Luca Cardelli.

In science and engineering we find
notions of “systems,” which are the
objects of study, and “models,” which
are formal or semiformal descriptions
of those systems. The scientific method
starts from a given natural system of in-
terest, and through a discovery process
we gain knowledge about the system,
until we are in a position to formulate
a model that aims to characterize its
important features. Scientists then at-
tempt to falsify that model, showing
that it is inaccurate or incorrect, usu-
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ally by experimentation based on the
model’s predictions. This process of fal-
sification is the defining characteristic
of scientific models.® If it is successful,
we have discovered a property of the sys-
tem that is not captured correctly by the
model, which may lead to an improved
model and to a new falsification cycle.
If it is unsuccessful, the model stands,
which does not necessarily mean that it
is correct: it simply means thatit has not
yet been proven wrong (and we should
keep trying). A main feature of the scien-
tific method is that the “truth” is in the
system, while the model is in principle
never fully correct.

This Popperian approach has been
adopted as part of the recent idea of a
Turing test aimed at biological model-
ling,* where the model is deemed valid
if it cannot be told apart from the actual
biology. Here, of course, we do not advo-
cate comparison of the actual material,
but just of the behavior (as is the case
for Turing’s original test for machine-
generated intelligence). However, in
contrast to Turing’s original test, falsify-
ing the model here is something that we
actually strive for, since it is a wonderful
way to encourage further research.

The engineering method starts by
producing a model (for example, a
blueprint, or a specification) of what
we want to build, and proceeds by
building it. We then aim to show that
what we built is in fact an implementa-
tion of the model. Such a verification
process compares the outcomes of the
systemto the predicted outcomes of the
model, by testing and model checking,
which is in many ways similar to scien-
tific experimentation. If this is unsuc-
cessful, it means that we have discov-
ered a property of the model that is not
correctly implemented by the system,
which may lead to an improved sys-
tem and a new verification cycle. If it
is successful, the system stands, which
does not mean that it is correct: it sim-
ply means that we have not yet found
the next bug (and we should keep try-
ing, by making the model/specifica-
tion more complete). A main feature
of the engineering method is that the
“truth” is in the model, while the sys-
tem is in principle never fully correct.
Thus, science and engineering work in
opposite directions.

Incidentally, reverse engineering,
the process of deriving an unknown
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model from an existing system, fol-
lows very much the scientific method.
Conversely, (direct) engineering could
be also called reverse science. As an ex-
ample of the difference within a single
discipline, consider systems biology,
which is largely a scientific enterprise,
as opposed to synthetic biology, which
is largely an engineering enterprise. Of
course, there are strong interactions
between science and engineering, with
one inspiring the other. Many engi-
neered systems are inspired by biologi-
cal systems that have been scientifically
investigated (for example, genetic algo-
rithms, neural networks), and converse-
ly, as we have argued, modeling biologi-
cal systems can be inspired by modeling
techniques in engineering.

Indeed, when considering complex
systems, bothin science and in engineer-
ing one is usually in a position where the
model is so complex that itisin constant
flux, and where new knowledge about
the system is expanding so fast that it is
difficult to tell what “the system” actu-
allyis. In these situations, what emerges
is a joint iterative method, in which our
understanding of the system continu-
ously improves, as a result of the mod-
eling being continuously refined, which
is turn is done by discovering the dis-
crepancies between system and model;
and all this in an endless cycle. This sit-
uation is actually quite common in soft-
ware engineering, possibly more than
in any other branch of engineering,
where the model (the specification)
typically evolves while the system (the
code) is being built. And this situation
is also quite common in modern biol-
ogy, where scientific discovery is closely
coupled with the construction of arti-
ficial systems, for example, by genetic
engineering, so that not even nature is
taken as a given. In such complex situa-
tions we must combine the conflicting
views of systems and models into a wid-
er scientific-engineering method, which
still works by two opposite cycles. Dis-
covery can still be coupled with falsifi-
cation (when starting from the system)
and construction can still be coupled
with verification (when starting from
the model), but there is no longer a priv-
ileged starting point for the process. In
this sense, computing and biology are
already remarkably close to each other,
in the kind of general methods they use
to expand knowledge.
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Modeling a complete organism. We
feel that it might be beneficial to use
the ideas and methods discussed here
to model a complete biological system.
In fact, a “grand challenge” of modeling
a full multicellular organism has been
proposed,* motivated by the belief that
unprecedented depth of understanding
life and its mechanisms will result from
such a model. The dream is to model
the organism as a reactive system, the
backbone of which would be its multi-
tude of cells and their interactions, but
to include the relevant inner behavioral
aspects of the cell on the molecular and
biochemical level as well. The 1000-
cell Caenorhabditis elegans nematode
worm, better known simply as C. el-
egans, was suggested in Harel* as a pos-
sible system to model.

Obviously, this is less ambitious
than modeling, say, the entire popula-
tion of a species, and more ambitious
than modeling a mere cell. The choice
of which system to address is a matter
of taste, but our feeling is that an organ-
ism would be a good compromise that
would yield enormous benefits, if it can
indeed be done satisfactorily. The ques-
tion of when to stop, that is, when is the
model deemed valid or complete, is a
very interesting one, and we have pro-
posed that the Turing test mentioned
previously could be a good first approxi-
mation: We are done when the model’s
behavior cannot be distinguished from
that of the real thing, in which case the
model can be said to be a theory of the
organism; see Harel.*

This whole organism project (WOP)
would take many years of work, and
would entail using a variety of methods
and to interconnect them all smoothly
into a full, true-to-all-known-facts,
4-dimensional model of the creature.
We would want the model to be easily
modifiable and extendable as new facts
are discovered, to have an animated,
anatomically correct front-end, which
would have to be tightly linked to a re-
active system model of the organism.
The front-to-back linking could be done
using the idea of reactive animation.*
Most importantly, the model would en-
able realistic simulation of the organ-
ism’s development and behavior (this is
the fourth dimension), and would lend
itself to the kinds of analysis techniques
discussed earlier. All of this could help
uncover gaps, correct errors, suggest



new experiments, and help predict un-
observed phenomena. More generally,
the expectation is that it would allow
researchers to see and understand the
organism, its development, and its be-
havior in ways not otherwise possible.

Of course, this idea might be far too
vast to be practical, but it seems worthy
of consideration, if only as a very dis-
tant holy grail of sorts, toward which it
would be beneficial to aspire.

Challenges for computer science.
The research directions described
in this article are intended, first and
foremost, to yield beneficial results in
biology and medicine, thus enhanc-
ing our ability to improve our lives.
The central challenges they raise are
also biological in nature, involving
the need for biology to become a more
formal, precise, and quantitative sci-
ence, and the need for acquiring and
consolidating sufficient information
about the biology of interest to model
itas areactive system. This is especial-
ly true of the WOP and the work that
is necessary to lead up to it. However,
most readers of this article are com-
puter scientists, who will be primarily
interested in the new challenges this
area of work raises for computer sci-
ence, and in the benefits it can yield
“at home.” The two are linked, of
course: once our field rises to the rele-
vant challenges, the new ideas that are
found to work well in the modeling of
complex biological systems will ben-
efit the development of human-made
computerized software and systems
as well. So, what are the main chal-
lenges for computer science? What
new ideas are needed, and what kinds
of extensions should be sought for the
methods used in the modeling efforts
mentioned earlier?

Our feeling is that we need ways to
build models that seamlessly combine
qualitative and quantitative data, and
which come with appropriately pow-
erful analysis methods. And we need
to find ways to make our models more
robust and less sensitive to faults and
gaps in the available data. In other
words, not only biology needs to be-
come a more quantitative science, also
computer science needs to become
more quantitative. Formal methods
have excelled in structuring and han-
dling large, complex discrete systems,
but we have neglected the incorpora-

tion of quantitative data. Similarly,
we need to move our focus away from
Boolean properties of systems, such as
correctness (which really has no mean-
ing in biology), toward quantitative
properties such as fitness, robustness,
and resilience. We believe the study of
such quantitative properties will greatly
benefit computer science itself which,
as an engineering discipline, ought to
have ways of expressing and measur-
ing quantitative preferences between
different implementations of a system,
and estimating their reliability, cost,
and performance. Preliminary ideas
in this direction can be found in Cerny
et al.” Needless to say, by studying
biological systems in this way, we may
also learn a thing or two about building
more adaptive and robust software and
hardware systems.

Two major deficiencies of current
reactive models that need to be re-
searched thoroughly are genericity and
linkage. Genericity is related to inheri-
tance, but for temporal, reactive be-
havior. We would like to have a generic
model of, say, a cell or a central intra-
cell substance, and be able to specialize
it to specific types of cells or substanc-
esin arelatively painless way; see Amir-
Kroll et al.’ for a preliminary attempt at
this. As far as linkage is concerned, we
attach great importance to developing
means for linking heterogeneous parts
of biological models both horizontally
and vertically, to yield compound mod-
els that can be seamlessly visualized,
executed, and analyzed. Horizontal
linkage refers to compositionality—the
ability to compose side-by-side parts of
the desired model into a whole, which
is a particular challenge when the in-
dividual parts have different execution
semantics,”? an issue that is central
also to embedded-systems design.*
Vertical linkage is related to abstrac-
tion, and is the ability to link higher
levels of the model with lower levels,
for example, models of the intracellu-
lar pathway and network information
with models of the reactive intercel-
lular effects.” Ideally, we hope to pro-
vide biologists with computational “ex-
perimentation environments,” where
they can effortlessly play in a cycle of
changing the model and looking at the
resulting behaviors, all the time zoom-
ing in and out between different levels.
We believe that such experimentation
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environments will go along way toward
efficiently identifying new, interesting
hypotheses, testing them first “in-sili-
co,” and ultimately comparing them
with nature.

We hope this article will help in-
crease interest, within the computer
science community, in the process of
modeling and analyzing biological sys-
tems, viewing them as reactive systems
of the most complex and challenging
kind. The potential benefits of this,
we feel, are difficult to overestimate,
and we believe that concepts and ideas
from software and systems engineer-
ing can form the basis of such work.
Computer science is thus poised to
play arole in the science of the 21 cen-
tury, which will be dominated by the
life sciences, similar to the role played
by mathematics in the science of the
20 century, much of which was domi-
nated by the physical sciences.
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Technical Perspective
Power Efficiency as
the #1 Design Constraint

By Charles Moore

MOORE’S LAW,> AND the associated obser-
vations on scaling by Bob Dennard,!
describe many of the key technical
foundations that have given rise to
the amazing growth of the modern
semiconductor industry. But, taking a
step back from these insightful asser-
tions, we can see an even bigger pic-
ture emerge related to energy usage
and power consumption. The earliest
computers, such as the machine en-
visioned by Charles Babbage in 1822,
were mechanical marvels. Although
simultaneously amazing and under-
appreciated, they certainly set the
stage for modern computing era.

As it turns out, these machines
consumed very large amounts of
power (for the time), and were quick-
ly replaced by more power-efficient,
electro-mechanical, relay-based sys-
tems. This shift enabled larger ma-
chines with more capability, but they
too soon hit the practical “power wall”
of the time. In 1946, the first vacuum
tube-based computers were designed,
and once again, these set a new stan-
dard in capability and power efficien-
cy for the day, eventually replacing
the relay-based systems. This pattern
repeated with the invention of the dis-
crete transistor, the integrated circuit,
the bipolar-based integrated circuits,
and the FET-based integrated cir-
cuits. The key point here is that these
technology transitions were driven in
equal parts by the new capability they
brought to light and the improved
power efficiency they offered.

That brings us to modern VLSI-
based systems. Once again, our cur-
rent technology of choice, CMOS-
basedintegrated circuits in particular,
has hit a modern day “power wall.”
There are, of course, lots of highly in-
novative process technology tweaks
and circuit design tricks to extend
the life of the CMOS-based era, but
these are really only buying time until
a fundamentally new technology op-
tion becomes practical. Unfortunate-

84 COMMUNICATIONS OF THE ACM | OCTOBER 2011

ly, although there are several interest-
ing contenders, it doesn’t appear any
of these will be practical within the
next decade.

While the technologists and cir-
cuit designers continue to extend the
life of CMOS, it is also time for com-
puter architects to innovate on funda-
mentally more power-efficient algo-
rithms and machine organizations.
The following paper by Hameed et
al. provides a deep dive into a spe-
cific application to highlight some
of the most significant differences
in power efficiency between a gener-
al-purpose processor and a special-
purpose ASIC. By looking at a range
of design options associated with
improving the power efficiency of a
general-purpose processor running
H.264 HD video encode, they uncover
an option that effectively uses the in-
struction orchestration aspect of the
general-purpose processor to control
the sequencing through a pipeline of
customized special-purpose blocks.
The new complexity associated with
these customized logic blocks not-
withstanding, they illustrate a power
efficiency improvement of nearly
three orders of magnitude.

N
This paper uncovers
some of the

most significant
differences in power
efficiency between

a general-purpose
processor and a
special-purpose ASIC.

VOL. 54 | NO. 10

The power efficiency and perfor-
mance advantages of special-purpose
ASICs versus general-purpose proces-
sors in not new, nor is it surprising. In
fact, the essence of these differences
isreflected in the computer architects’
mantra of “optimizing for the com-
mon case.” In the 1968 seminar paper
“On the Design of Display Processors” by
T.H. Myer and Ivan Sutherland,’ this
trade-off between generality and com-
plexity is particularly well described
with relevant examples from that time
period. In particular, they observe that
the appropriate solution is both appli-
cation and technology dependent, and
from that, they coin the phrase “The
Wheel of Reincarnation” to illustrate
these shifting optimizations.

But this paper goes a step beyond
the general observation and quan-
titative analysis of a particular ap-
plication. It also sets the stage for
designing future machines that are
prepared for higher-level hardware
abstractions. This proposal implies
some profound implications for ap-
plication analysis, algorithm design,
machine organization, and associat-
ed design methodologies. Combined,
they may offer improvements in pow-
er efficiency, raw performance, and
design productivity. This triple play is
particularly significant at this point in
time, as the industry must simultane-
ously work around the ongoing CMOS
“power wall” while also investing to
find that next technology to reset the
power-efficiency bar.
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Understanding Sources

of Inefficiency in

General-Purpose Chips

By Rehan Hameed, Wajahat Qadeer, Megan Wachs, Omid Azizi, Alex Solomatnikov,
Benjamin C. Lee, Stephen Richardson, Christos Kozyrakis, and Mark Horowitz

Abstract

Scaling the performance of a power limited processor
requires decreasing the energy expended per instruction
executed, since energy/op * op/second is power. To better
understand what improvement in processor efficiency is
possible, and what must be done to capture it, we quantify
the sources of the performance and energy overheads of a
720p HD H.264 encoder running on a general-purpose four-
processor CMP system. The initial overheads are large: the
CMP was 500x less energy efficient than an Application
Specific Integrated Circuit (ASIC) doing the same job. We
explore methods to eliminate these overheads by transform-
ing the CPU into a specialized system for H.264 encoding.
Broadly applicable optimizations like single instruction,
multiple data (SIMD) units improve CMP performance by
14x and energy by 10x, which is still 50x worse than an ASIC.
The problem is that the basic operation costs in H.264 are
so small that even with a SIMD unit doing over 10 ops per
cycle, 90% of the energy is still overhead. Achieving ASIC-
like performance and efficiency requires algorithm-specific
optimizations. For each subalgorithm of H.264, we create a
large, specialized functional/storage unit capable of execut-
ing hundreds of operations per instruction. This improves
energy efficiency by 160x (instead of 10x), and the final cus-
tomized CMP reaches the same performance and within 3x
of an ASIC solution’s energy in comparable area.

1. INTRODUCTION

Most computing systems today are power limited, whether
it is the 1 W limit of a cell phone system on a chip (SoC), or
the 100 W limit of a processor in a server. Since power is ops/
second * energy/op, we need to decrease the energy cost of
each op if we want to continue to scale performance at con-
stant power. Traditionally, chip designers were able to make
increasingly complex designs both by increasing the system
power, and by leveraging the energy gains from technology
scaling. Historically each factor of 2 in scaling made each
gate evaluation take 8x less energy.” However, technology
scaling no longer provides the energy savings it once did,’ so
designers must turn to other techniques to scale energy cost.
Most designs use processor-based solutions because of their
flexibility and low design costs, however, these are usually not
the most energy-efficient solutions. A shift to multi-core sys-
tems has helped improve the efficiency of processor systems
but that approach is also going to hit a limit pretty soon.®

On the other hand, using hardware that has been customized
for a specific application (an Application Specific Integrated
Circuit or ASIC) can be three orders of magnitude better than
aprocessor in both energy/op and ops/area.® This paper com-
pares ASIC solutions to processor-based solutions, to try to
understand the sources of inefficiency in general-purpose
processors. We hope this information will prove to be use-
ful both for building more energy-efficient processors and
understanding why and where customization must be used
for efficiency.

To build this understanding, we start with a single video
compression application, 720p HD H.264 video encode,
and transform the hardware it runs on from a generic mul-
tiprocessor to a custom multiprocessor with ASIC-like spe-
cialized hardware units. On this task, a general-purpose
software solution takes 500x more energy per frame and
500x more area than an ASIC to reach the same perfor-
mance. We choose H.264 because it demonstrates the large
energy advantage of ASIC solutions (500x) and because
there exist commercial ASICs that can serve as a benchmark.
Moreover, H.264 contains a variety of computational motifs,
from highly data-parallel algorithms (motion estimation) to
control intensive ones (Context Adaptive Binary Arithmetic
Coding [CABAC]).

To better understand the potential of producing general-
purpose chips with better efficiency, we consider two broad
strategies for customized hardware. The first extends the
current trend of creating general data-parallel engines on
our processors. This approach mimics the addition of SSE
instructions, or the recent work in merging graphic proces-
sors on die to help with other applications. We claim these
are similar to general functional units since they typically
have some special instructions for important applications,
but are still generally useful. The second approach creates
application-specific data storage fused with functional
units. In the limit this should be an ASIC-like solution. The
first has the advantage of being a programmable solution,
while the second provides potentially greater efficiency.

The results are striking. Starting from a 500x energy pen-
alty, adding relativelywide SSE-like parallel execution engines
and rewriting the code to use them improves performance/

A previous version of this paper was published in
Proceedings of the 37th Annual International Symposium on
Computer Architecture (2010), ACM, NY.
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area by 14 x and energy efficiency by 10 x. Despite these cus-
tomizations, the resulting solution is still 50x less energy
efficient than an ASIC. An examination of the energy break-
down in the paper clearly demonstrates why. Basic arithmetic
operations are typically 8-16 bits wide, and even when per-
forming more than 10 such operations per cycle, arithmetic
unit energy comprises less than 10% of the total. One must
consider the energy cost of the desired operation compared
with the energy cost of one processor cycle: for highly efficient
machines, these energies should be similar.

The next section provides the background needed to
understand the rest of the paper. Section 3 then presents
our experimental methodology, describing our baseline,
generic H.264 implementation on a Tensilica CMP. The per-
formance and efficiency gains are described in Section 4,
which also explores the causes of the overheads and differ-
ent methods for addressing them. Using the insight gained
from our results, Section 5 discusses the broader implica-
tions for efficient computing and supporting application
driven design.

2. BACKGROUND

We first review the basic ways one can analyze power, and
some previous work in creating energy-efficient processors.
With this background, we then provide an overview of H.264
encoding and its main compute stages. The section ends
by comparing existing hardware and software implementa-
tions of an H.264 encoder.

2.1. Power-constrained design and energy efficiency
Power is defined to be energy per second, which can be bro-
ken up into two terms, energy/op * ops/second. Thus there
are two primary means by which a designer can reduce
power consumption: reduce the number of operations
per second or reduce the energy per operation. The first
approach—reducing the operations per second—simply
reduces performance to save power. This approach is analo-
gous to slowing down a factory’s assembly line to save elec-
tricity costs; although power consumption is reduced, the
factory output is also reduced and the energy used (i.e., the
electricity bill) per unit of output remains unchanged. If, on
the other hand, a designer wishes to maintain or improve
the performance under a fixed power budget, a reduction
in the fundamental energy per operation is required. It is
this reduction in energy per operation—not power—that
represents real gains in efficiency.

This distinction between power and energy is an impor-
tant one. Even though designers typically face physical
power constraints, to increase efficiency requires that the
fundamental energy of operations be reduced. Although one
might be tempted to report power numbers when discussing
power efficiency, this can be misleading if the performance
is not also reported. What may seem like a power efficiency
gain may just be a modulation in performance. Using energy
per operation, however, is a performance-invariant met-
ric that represents the fundamental efficiency of the work
being done. Thus, even though the designer may be facing a
power constraint, it is energy per operation that the designer
needs to focus on improving.
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Reducing the energy required for the basic operation
can be achieved through a number of techniques, all of
which fundamentally reduce the overhead affiliated with
the work being done. As one simple example, clock gating
improves energy efficiency by eliminating spurious activity
in a chip that otherwise causes energy waste.® As another
example, customized hardware can increase efficiency by
eliminating overheads. The next section further discusses
the use of customization.

2.2. Related work in efficient computing

Processors are often customized to improve their efficiency
for specific application domains. For example, SIMD archi-
tectures achieve higher performance for multimedia and
other data-parallel applications, while DSP processors are
tailored for signal-processing tasks. More recently, ELM*
and AnySP>* have been optimized for embedded and mobile
signal processing applications, respectively, by reducing
processor overheads. While these strategies target a broad
spectrum of applications, special instructions are some-
times added to speed up specific applications. For example,
Intel’s SSE4' includes instructions to accelerate matrix
transpose and sum-of-absolute-differences.

Customizable processors allow designers to take the
next step, and create instructions tailored to applications.
Extensible processors such as Tensilica’s Xtensa provide
a base design that the designer can extend with custom
instructions and datapath units.*® Tensilica provides an
automated ISA extension tool,® which achieves speedups
of 1.2x to 3x for EEMBC benchmarks and signal process-
ing algorithms.** Other tools have similarly demonstrated
significant gains from automated ISA extension.** While
automatic ISA extensions can be very effective, manually
creating ISA extensions gives even larger gains: Tensilica
reports speedups of 40x to 300x for kernels such as FFT,
AES, and DES encryption.'s %22

Recently researchers have proposed another approach
for achieving energy efficiency—reducing the cost of creat-
ing customized hardware rather than customizing a pro-
cessor. Examples of the latter include using higher levels of
abstraction (e.g., C-to-RTL*) and even full chip generators
using extensible processors.*® Independent of whether one
customizes a processor, or creates customized hardware, it
is important to understand in quantitative terms the types
and magnitudes of energy overheads in processors.

While previous studies have demonstrated significant
improvements in performance and efficiency moving from
general-purpose processors to ASICs, we explore the reasons
for these gains, which is essential to determine the nature
and degree of customization necessary for future systems.
Our approach starts with a generic CMP system. We incre-
mentally customize its memory system and processors to
determine the magnitude and sources of overhead elimi-
nated in each step toward achieving a high efficiency 720p
HD H.264 encoder. We explore the basic computation in
H.264 next.

2.3. H.264 computational motifs
H.264 is a block-based video encoder which divides each



video frame into 16 x 16 macro-blocks and encodes each one
separately. Each block goes through five major functions:
i. IME: Integer Motion Estimation
ii. FME: Fractional Motion Estimation
iii. IP: Intra Prediction
iv. DCT/Quant: Transform and Quantization
v. CABAC: Context Adaptive Binary Arithmetic Coding

IME finds the closest match for an image block versus a
previous reference image. While it is one of the most com-
pute intensive parts of the encoder, the basic algorithm
lends itself well to data-parallel architectures. On our base
CMP, IME takes up 56% of the total encoder execution time
and 52% of total energy.

The next step, FME, refines the initial match from
integer motion estimation and finds a match at quarter-
pixel resolution. FME is also data parallel, but it has some
sequential dependencies and a more complex compu-
tation kernel that makes it more difficult to parallelize.
FME takes up 36% of the total execution time and 40% of
total energy on our base CMP design. Since FME and IME
together dominate the computational load of the encoder,
optimizing these algorithms is essential for an efficient
H.264 system design.

IP uses previously encoded neighboring image blocks
within the current frame to form an alternate prediction for the
current image-block. While the algorithm is still dominated
by arithmetic operations, the computations are much less
regular than the motion estimation algorithms. Additionally,
there are sequential dependencies not only within the algo-
rithm but also with the transform and quantization function.

Next, in DCT/Quant, the difference between a current
and predicted image block is transformed and quantized
to generate coefficients to be encoded. The basic function
is relatively simple and data parallel. However, it is invoked
a number of times for each 16 x 16 image block, which calls
for an efficient implementation. For the rest of this paper,
we merge these operations into the IP stage. The combined
operation accounts for 7% of the total execution time and 6%
of total energy.

Finally, CABAC is used to entropy-encode the coeffi-
cients and other elements of the bit-stream. Unlike the
previous algorithms, CABAC is sequential and control
dominated. While it takes only 1.6% of the execution time
and 1.7% of total energy on our base design, CABAC often
becomes the bottleneck in parallel systems due to its
sequential nature.

2.4. Current H.264 implementations

The computationally intensive H.264 encoding algorithm
poses a challenge for general-purpose processors, and is
typically implemented as an ASIC. For example, T. C. Chen
et al. implement a full-system H.264 encoder and demon-
strate that real-time HD H.264 encoding is possible in hard-
ware using relatively low power and area cost.

H.264 software optimizations exist, particularly for
motion estimation, which takes most of the encoding time.
For example, sparse search techniques speed performance
of IME and FME by up to 10x."* ** Combining aggressive

algorithmic modifications with multiple cores and SSE
extensions leads to highly optimized H.264 encoders on
Intel processors.**?

Despite these optimizations, software implementations
of H.264 lag far behind dedicated ASICs. Table 1 compares
a software implementation of a 480p SD encoder'* to a 720p
HD ASIC implementation.”? The software implementation
employs a 2.8 GHz Intel Pentium 4 executing highly opti-
mized SSE code. This results in very high energy consump-
tion and low area efficiency. It is also worth noting that the
software implementation relies on various algorithmic sim-
plifications, which drastically reduce the computational
complexity, but result in a 20% decrease in compression
efficiency for a given SNR. The ASIC hardware, on the other
hand, consumes over 500x less energy and is far more effi-
cient in its use of silicon area and has a negligible drop in
compression efficiency.

3. EXPERIMENTAL METHODOLOGY

To understand what is needed to gain ASIC level efficiency,
we use existing H.264 partitioning techniques, and modify
the H.264 encoder reference code JM 8.6'! to remove depen-
dencies and allow mapping of the five major algorithmic
blocks to the four-stage macro-block (MB) pipeline shown
in Figure 1. This mapping exploits task level parallelism at
the macro-block level and significantly reduces the inter-
processor communication bandwidth requirements by
sharing data between pipeline stages.

Table 1. Intel’s optimized H.264 encoder versus a 720p HD ASIC.

FPS Area (mm?) Energy/Frame (mJ)
Intel (720 x 480 SD) 30 122 742
Intel (1280 x 720 HD) 11 122 2023
ASIC 30 8 4

The second row gives Intel's SD data scaled to HD. ASIC data is scaled from 180 down
to 90nm.

Figure 1. Four stage macroblock partition of H.264. (a) Data
flow between stages. (b) How the pipeline works on different
macroblocks. IP includes DCT +Quant. EC is CABAC.
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In the base system, we map this four-stage macro-block
partition to a four-processor CMP system where each pro-
cessor has 16KB 2-way set associative instruction and data
caches. Figure 2 highlights the large efficiency gap between
our base CMP and the reference ASIC for individual 720p
HD H.264 subalgorithms. The energy required for each
RISC instruction is similar and as a result, the energy
required for each task (shown in Figure 3) is related to the
cycles spent on that task. The RISC implementation of
IME, which is the major contributor to performance and
energy consumption, has a performance gap of 525x and
an energy gap of over 700x compared to the ASIC. IME
and FME dominate the overall energy and thus need to be
aggressively optimized. However, we also note that while IP,
DCT, Quant, and CABAC are much smaller parts of the total
energy/delay, even they need about 100x energy improve-
ment to reach ASIC levels.

At approximately 8.6B instructions to process 1 frame,
our base system consumes about 140 pJ per instruction—a
reasonable value for a general-purpose system. To further
analyze the energy efficiency of this base CMP imple-
mentation we break the processor’s energy into different
functional units as shown in Figure 4. This data makes it
clear how far we need to go to approach ASIC efficiency.
The energy spent in instruction fetch (IF) is an overhead
due to the programmable nature of the processors and is
absent in a custom hardware state machine, but eliminat-
ing all this overhead only increases the energy efficiency
by less than one third. Even if we eliminate everything but
the functional unit energy, we still end up with energy sav-
ings of only 20x—not nearly enough to reach ASIC levels.

Figure 2. The performance and energy gap for base CMP
implementation when compared to an equivalent ASIC. Intra
combines IP, DCT, and Quant.
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Figure 3. Processor energy breakdown for base implementation, over
the different H.264 subalgorithms. Intra combines IP, DCT, and Quant.
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The next section explores what customizations are needed
to reach the efficiency goals.

4. CUSTOMIZATION RESULTS

At first, we restrict our customizations to datapath exten-
sions inspired by GPUs and Intel’s SSE instructions. Such
extensions are relatively general-purpose data-parallel
optimizations and consist of single instruction, multiple
data (SIMD) and multiple instruction issue per cycle (we
use long instruction word, or LIW), with a limited degree
of algorithm-specific customization coming in the form
of operation fusion—the creation of new instructions that
combine frequently occurring sequences of instructions.
However, much like their SSE and GPU counterparts, these
new instructions are constrained to the existing instruc-
tion formats and datapath structures. This step represents
the datapaths in current state-of-the-art optimized CPUs. In
the next step, we replace these generic datapaths by custom
units, and allow unrestricted tailoring of the datapath by
introducing arbitrary new compute operations as well as by
adding custom register file structures.

The results of these customizations are shown in
Figures 5 through 7. The rest of this section describes these
results in detail and evaluates the effectiveness of these
three customization strategies. Collectively, these results
describe how efficiencies improve by 170x over the base-
line of Section 3.

Figure 4. Processor energy breakdown for base implementation.

IF is instruction fetch/decode. D-$ is data cache. P Reg includes the
pipeline registers, buses, and clocking. Ctrl is miscellaneous control.
RF is register file. FU is the functional units.
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Figure 5. Each set of bar graphs represents energy consumption (uJ)
at each stage of optimization for IME, FME, IP and CABAC respectively.
The first bar in each set represents base RISC energy; followed by
RISC augmented with SSE/GPU style extensions; and then RISC
augmented with “magic” instructions. The last bar in each group
indicates energy consumption by the ASIC.
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4.1. SSE/GPU style enhancements

Using Tensilica’s TIE extensions we add LIW instructions
and SIMD execution units with vector register files of cus-
tom depths and widths. A single SIMD instruction performs
multiple operations (8 for IP, 16 for IME, and 18 for FME),
reducing the number of instructions and consequently
reducing IF energy. LIW instructions execute 2 or 3 opera-
tions per cycle, further reducing cycle count. Moreover,
SIMD operations perform wider register file and data cache
accesses which are more energy efficient compared to nar-
rower accesses. Therefore all components of instruction
energy depicted in Figure 4 get a reduction through the use
of these enhancements.

We further augment these enhancements with opera-
tion fusion, in which we fuse together frequently occurring
complex instruction sub-graphs for both RISC and SIMD
instructions. To prevent the register file ports from increas-
ing, these instructions are restricted to use up to two input
operands and can produce only one output. Operation
fusion improves energy efficiency by reducing the number
of instructions and also reducing the number of register file
accesses by internally consuming short-lived intermediate
data. Additionally, fusion gives us the ability to create more

Figure 6. Speedup at each stage of optimization for IME, FME, IP and
CABAC.
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energy-efficient hardware implementations of the fused
operations, e.g., multiplication implemented using shifts
and adds. The reductions due to operation fusion are less
than 2x in energy and less than 2.5x in performance.

With SIMD, LIW and Op Fusion support, IME, FME and
IP processors achieve speedups of around 15x, 30x and 10x,
respectively. CABAC is not data parallel and benefits only
from LIW and op fusion with a speedup of merely 1.1x and
almostno change in energy per operation. Overall, the appli-
cation gets an energy efficiency gain of almost 10x, but still
uses greater than 50x more energy than an ASIC. To reach
ASIC levels of efficiency, we need a different approach.

4.2. Algorithm specific instructions
The root cause of the large energy difference is that the
basic operations in H.264 are very simple and low energy.
They only require 8-16 bit integer operations, so the funda-
mental energy per operation bound is on the order of hun-
dreds of femtojoules in a 90 nm process. All other costs in a
processor—IF, register fetch, data fetch, control, and pipe-
line registers—are much larger (140 p]) and dominate over-
all power. Standard SIMD and simple fused instructions
can only go so far to improve the performance and energy
efficiency. It is hard to aggregate more than 10-20 opera-
tions into an instruction without incurring growing ineffi-
ciencies, and with tens of operations per cycle we still have
a machine where around 90% of the energy is going into
overhead functions. It is now easy to see how an ASIC can
be 2-3 orders of magnitude lower energy than a processor.
For computationally limited applications with low-energy
operations, an ASIC can implement hardware which both
has low overheads, and is a perfect structural match to the
application. These features allow it to exploit large amounts
of parallelism efficiently.

To match these results in a processor we must amortize
the per-instruction energy overheads over hundreds of these

Figure 7. Processor energy breakdown for H.264. IF is instruction fetch/decode. D-$ is data cache. Pip is the pipeline registers, buses, and
clocking. Ctl is random control. RF is the register file. FU is the functional elements. Only the top bar or two (FU, RF) contribute useful work in
the processor. For this application it is hard to achieve much more than 10% of the power in the FU without adding custom hardware units.
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simple operations. To create instructions with this level of
parallelism requires custom storage structures with algo-
rithm-specific communication links to directly feed large
amounts of data to custom functional units without explicit
register accesses. These structures also substantially
increase data-reuse in the datapath and reduce communica-
tion bandwidth and power at all levels of the memory hierar-
chy (register, cache, and memory).

Once this hardware is in place, the machine can issue
“magic” instructions that accomplish large amounts of
computation at very low cost. This type of structure elimi-
nates almost all the processor overheads for these functions
by eliminating most of the communication overhead asso-
ciated with processors. We call these instructions “magic”
because they can have a large effect on both the energy and
performance of an application and yet they would be dif-
ficult to derive directly from the code. Such instructions
typically require an understanding of the underlying algo-
rithms, as well as the capabilities and limitations of exist-
ing hardware resources, thus requiring greater effort on the
part of the designer. Since the IP stage uses techniques sim-
ilar to FME, the rest of the section will focus on IME, FME,
and CABAC.

IME Strategy: To demonstrate the nature and benefit of
magic instructions we first look at IME, which determines
the best alignment for two image blocks. The best match is
defined by the smallest sum-of-absolute-differences (SAD) of
all of the pixel values. Since finding the best match requires
scanning one image block over a larger piece of the image,
one can easily see that while this requires a large number
of calculations, it also has very high data locality. Figure 8
shows the custom datapath elements added to the IME
processor to accelerate this function. At the core isa 16x16
SAD array, which can perform 256 SAD operations in 1 cycle.
Since our standard vector register files cannot fed enough
data to this unit per cycle, the SAD unit is fed by a custom
register structure, which allows parallel access to all 16-pixel
rows and enables this datapath to perform one 256-pixel
computation per cycle. In addition, the intermediate results
of the pixel operations need not be stored since they can be
reduced in place (summed) to create the single desired out-
put. Furthermore, because we need to check many possible

Figure 8. Custom storage and compute for IME 4 x 4 SAD. Current
and ref-pixel register files feed all pixels to the 16 x 16 SAD array
in parallel. Also, the ref-pixel register file allows horizontal and
vertical shifts.
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alignments, the custom storage structure has support for
parallel shifts in all four directions, thus allowing one to
shift the entire comparison image in only one cycle. This
feature drastically reduces the instructions wasted on loads,
shifts, and pointer arithmetic operations as well as data
cache accesses. “Magic” instructions and storage elements
are also created for other major algorithmic functions in
IME to achieve similar gains.

Thus, by reducing instruction overheads and by amortiz-

ing the remaining overheads over larger datapath widths,
this functional unit finally consumes around 40% of the
total instruction energy. The performance and energy effi-
ciency improve by 200-300x over the base implementation,
match the ASIC’s performance and come within 3x of ASIC
energy. This customized solution is 20-30x better than the
results using only generic data-parallel techniques.
FME Strategy: FME improves the output of the IME stage
by refining the alignment to a fraction of a pixel. To per-
form the fractional alignment, the FME stage interpolates
one image to estimate the values of a 4 x4 pixel block at
fractional pixel coordinates. This operation is done by a
filter and upsample block, which again has high arithme-
tic intensity and high data locality. In H.264, upsampling
uses a six tap FIR filter that requires one new pixel per itera-
tion. To reduce IFs and register file transfers, we augment
the processor register file with a custom 8 bit wide, 6 entry
shift register structure which works like a FIFO: every time
a new 8 bit value is loaded, all elements are shifted. This
eliminates the use of expensive register file accesses for
either data shifting or operand fetch, which are now both
handled by short local wires. All six entries can now be
accessed in parallel and we create a six input multiplier/
adder which can do the calculation in a single cycle and
also can be implemented much more efficiently than the
composition of normal 2-input adders. Finally, since we
need to perform the upsampling in 2-D, we build a shift
register structure that stores the horizontally upsampled
data, and feeds its outputs to a number of vertical upsam-
pling units (Figure 9).

This transformation yields large savings even beyond
the savings in IF energy. From a pure datapath perspective
(register file, pipeline registers, and functional units), this
approach dissipates less than 1/30th the energy of a tradi-
tional approach.

Alook at the FME SIMD code implementation highlights
the advantages of this custom hardware approach versus
the use of larger SIMD arrays. The SIMD implementation
suffers from code replication and excessive local memory
and register file accesses, in addition to not having the most
efficient functional units. FME contains seven different sub-
block sizes ranging from 16 x 16 pixel blocks to 4 x4 blocks,
and not all of them can fully exploit the 18-way SIMD data-
path. Additionally, to use the 18-way SIMD datapath, each
sub-block requires a slightly different code sequence, which
results in code replication and more I-fetch power because
of the larger I-cache.

To avoid these issues, the custom hardware upsam-
pler processes 4 x4 pixels. This allows it to reuse the same
computation loop repeatedly without any code replication,



Figure 9. FME upsampling unit. Customized shift registers, directly
wired to function logic, result in efficient upsampling. Ten integer
pixels from local memory are used for row upsampling in RFIR
blocks. Half upsampled pixels along with appropriate integer pixels
are loaded into shift registers. CFIR accesses six shift registers in
each column simultaneously to perform column upsampling.
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which, in turn, lets us reduce the I-cache from a 16KB 4-way
cache to a 2KB direct-mapped cache. Due to the abundance
of short-lived data, we remove the vector register files and
replace them with custom storage buffers. The “magic”
instruction reduces the instruction cache energy by 54x
and processor fetch and decode energy by 14x. Finally, as
Figure 7 shows, 35% of the energy is now going into the func-
tional units, and again the energy efficiency of this unit is
close to an ASIC.

CABAC Strategy: CABAC originally consumed less than 2%
of the total energy, but after data-parallel components are
accelerated by “magic” instructions, CABAC dominates the
total energy. However, it requires a different set of optimi-
zations because it is control oriented and not data parallel.
Thus, for CABAC, we are more interested in control fusion
than operation fusion.

A critical part of CABAC is the arithmetic encoding stage,
which is a serial process with small amounts of computa-
tion, but complex control flow. We break arithmetic cod-
ing down into a simple pipeline and drastically change it
from the reference code implementation, reducing the
binary encoding of each symbol to five instructions. While
there are several if-then-else conditionals reduced to
single instructions (or with several compressed into one),
the most significant reduction came in the encoding loop,
as shown in Figure 10a. Each iteration of this loop may or
may not trigger execution of an internal loop that outputs
an indefinite number of encoded bits. By fundamentally
changing the algorithm, the while loop was reduced to a
single constant time instruction (ENCODE_PIPE_5) and a
rarely executed while loop, as shown in Figure 10b.

The other critical part of CABAC is the conversion of
non-binary-valued DCT coefficients to binary codes in the
binarization stage. To improve the efficiency of this step, we
create a 16-entry LIFO structure to store DCT coefficients.
To each LIFO entry, we add a single-bit flag to identify zero-
valued DCT coefficients. These structures, along with their

Figure 10. CABAC Arithmetic Encoding Loop (a) H.264 reference
code. (b) After insertion of “magic” instructions. Much of the control
logic in the main loop has been reduced to one constant time
instruction ENCODE_PIPE_5.
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corresponding logic, reduce register file energy by bringing
the most frequently used values out of the register file and
into custom storage buffers. Using “magic” instructions we
produce Unary and Exponential-Golomb codes using sim-
ple operations, which help reduce datapath energy. These
modifications are inspired by the ASIC implementation
described in Shojania and Sudharsanan.” CABAC is opti-
mized to achieve the bit rate required for H.264 level 3.1 at
720p video resolution.

Magic Instructions Summary: To summarize, the magic
instructions perform up to hundreds of operations each
time they are executed, so the overhead of the instruction
is better balanced by the work performed. Of course this is
hard to do in a general way, since bandwidth requirements
and utilization of a larger SIMD array would be problematic.
Therefore we solved this problem by building custom stor-
age units tailored to the application, and then directly con-
necting the necessary functional units to these storage units.
These custom storage units greatly amplified the register
fetch bandwidth, since data in the storage units is used for
many different computations. In addition, since the intra-
storage and functional unit communications were fixed and
local, they can be managed at ASIC-like energy costs.

After this effort, the processors optimized for data-par-
allel algorithms have a total speedup of up to 600 x and an
energy reduction of 60-350 x compared to our base CMP. For
CABAC total performance gain is 17 x and energy gain is 8 x.
Figure 7 provides the final energy breakdowns. The efficien-
cies found in these custom datapaths are impressive, since,
in H.264 at least, they take advantage of data sharing pat-
terns and create very efficient multiple-input operations.
This means that even if researchers are able to a create a pro-
cessor which decreases the instruction and data fetch parts
of a processor by more than 10x, these solutions will not be
as efficient as solutions with “magic” instructions.

Achieving ASIC-like efficiency required 2-3 special
hardware units for each subalgorithm, which is significant
customization work. Some might even say we are just build-
ing an ASIC in our processor. While we agree that creating
“magic” instructions requires a thorough understanding of
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the application as well as hardware, we feel that adding this
hardware in an extensible processor framework has many
advantages over just designing an ASIC. These advantages
come from the constrained processor design environment
and the software, compiler, and debugging tools available in
this environment. Many of the low-level issues, like interface
design and pipelining, are automatically handled. In addi-
tion, since all hardware is wrapped in a general-purpose pro-
cessor, the application developer retains enough flexibility
in the processor to make future algorithmic modifications.

5. ENERGY-EFFICIENT COMPUTERS

Itis important to remember that the “overhead” of using a
processor depends on the energy required for the desired
operation. Floating point (FP) energy costs are about 10x
the small integer ops we have explored in this paper, so
machines with 10 wide FP units will not be far from the
maximum efficiency possible for that class of applica-
tions. Similarly, customizing the hardware will not have
a large impact on the energy efficiency of an application
dominated by memory costs; an ASIC and a processor’s
energy will not be that different. For these applications,
optimization that restructures the algorithm and/or the
memory system is needed to reduce energy, and can yield
large savings.”

Unfortunately, as we drive to more energy-efficient solu-
tions, we will find ways to transform FP code to fixed point
operations, and restructure our algorithms to minimize the
memory fetch costs. Said differently, if we want ASIC-like
energy efficiencies—100x to 1000x more energy efficient
than general-purpose CPUs—we will have to transform
our algorithms to be dominated by the simple, low-energy
operations we have been studying in this paper. Since the
energy of these operations is very low, any overhead, from
the register fetch to the pipeline registers in a processor, is
likely to dominate energy costs. The good news is that this
large overhead per instruction makes estimating the energy
savings easy—you simply look at the performance gains—
but the bad news is that adding state-of-the art data-parallel
hardware like wide SIMD units and media extensions will
still leave you far from the desired efficiency.

It is encouraging that we were able to achieve ASIC
energy levels in a customized processor by creating custom-
ized hardware that easily fit inside a processor framework.
Extending a processor instead of building an ASIC seems
like the correct approach, since it provides a number of
software development advantages and the energy cost of
this option seems small. However, building such custom
datapaths still requires a significant effort and thus the key
challenge now is to build a design system that lets applica-
tion designers create and exploit such customizations with
much greater ease. The key is to find a parameterization of
the space which makes sense to application designers in a
specific application domain.

For example, often a number of algorithms in a domain
share similar data flow and computation structures. In
H.264 a common computational motif is based on a convo-
lution-like data flow: apply a function to all the data, then
perform a reduction, then shift the data and add a small
92 COMMUNICATIONS OF THE ACM

OCTOBER 2011 | VOL.54 | NO.10

amount of new data, and repeat. A similar pattern of con-
volution-like computations also exists in a number of other
image processing and media processing algorithms. While
the exact computation is going to be different for each par-
ticular algorithm, we believe that by exploiting the com-
mon data-flow structure of these algorithms we can create
a generalized convolution abstraction which application
designers can customize. If this abstraction is useful for
application designers, one can imagine implementing it by
creating a flexible hardware unit that is significantly more
efficient than a generic SIMD/SSE unit. We also believe that
similar patterns exist in other domains that may allow us to
create a set of customized units for each domain.

Even if we could come up with such a set of custom-
ized functional units, it is likely that some degree of per
algorithm configurability will be required. For example,
in a convolution engine, the convolution size and result-
ing datapath size could vary from algorithm to algorithm
and thus potentially needs to be tuned on a per proces-
sor basis. This leads to the idea of creating a two-step
design process. The first step is when a set of chip experts
design a processor generator platform. This is a meta-level
design which “knows” about the special functional units
and control optimization, and provides the application
designer an application-tailored interface. The applica-
tion designers can then co-optimize their code and the
interface parameters to meet their requirements. After
this co-optimization, an optimized implementation based
on these parameters is automatically generated. In fact,
such a platform will also help in building the more generic
domain customized functional units mentioned earlier by
facilitating the process of rapidly creating and evaluating
new designs.

A reconfigurable processor generator alone is not a suf-
ficient solution, since one still needs to take one or more
of these processors and create a working chip system.
Designing and validating a chip is an extremely hard and
expensive task. If application customization will be needed
for efficiency—and our data indicates it will be—we need to
start creating systems that will efficiently allow savvy appli-
cation experts to create these optimized chip level solutions.
This will require extending the ideas for extensible proces-
sors to full chip generation systems. We are currently work-
ing on creating this type of system.'®
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Technical Perspective

A Better Way

to Learn Features

By Geoffrey E. Hinton

ATYPICAL MACHINE learning program uses
weighted combinations of features
to discriminate between classes or to
predict real-valued outcomes. The art
of machine learning is in constructing
the features, and a radically new meth-
od of creating features constitutes a
major advance.

In the 1980s, the new method was
backpropagation, which uses the chain
rule to backpropagate error derivatives
through a multilayer, feed-forward,
neural network and adjusts the weights
between layers by following the gradi-
ent of the backpropagated error. This
worked well for recognizing simple
shapes, such as handwritten digits,
especially in convolutional neural net-
works that use local feature detectors
replicated across the image.’ For many
tasks, however, it proved extremely dif-
ficult to optimize deep neural nets with
many layers of non-linear features,
and a huge number of labeled training
cases was required for large neural net-
works to generalize well to test data.

In the 1990s, Support Vector Ma-
chines (SVMs)? introduced a very dif-
ferent way of creating features: the user
defines a kernel function that com-
putes the similarity between two input
vectors, then a judiciously chosen sub-
set of the training examples is used to
create “landmark” features that mea-
sure how similar a test case is to each
training case. SVMs have a clever way
of choosing which training cases to
use as landmarks and deciding how
to weight them. They work remarkably
well on many machine learning tasks
even though the selected features are
non-adaptive.

The success of SVMs dampened
the earlier enthusiasm for neural
networks. More recently, however, it
has been shown that multiple layers
of feature detectors can be learned
greedily, one layer at a time, by using
unsupervised learning that does not
require labeled data. The features in
each layer are designed to model the

94 COMMUNICATIONS OF THE ACM | OCTOBER 2011

statistical structure of the patterns
of feature activations in the previous
layer. After learning several layers of
features this way without paying any
attention to the final goal, many of the
high-level features will be irrelevant
for any particular task, but others will
be highly relevant because high-order
correlations are the signature of the
data’s true underlying causes and
the labels are more directly related to
these causes than to the raw inputs. A
subsequent stage of fine-tuning using
backpropagation then yields neural
networks that work much better than
those trained by backpropagation
alone and better than SVMs for im-
portant tasks such as object or speech
recognition."* The neural networks
outperform SVMs because the limited
amount of information in the labels
is not being used to create multiple
features from scratch; it is only being
used to adjust the class boundaries by
slightly modifying the features.

The following paper by Lee et al.
is the first impressive demonstration
that greedy layer-by-layer feature cre-
ation can be applied to large images.
To make this work, they had to use rep-
licated local feature detectors, and they
had to solve a tricky technical problem
in probabilistic modeling of convo-
lutional neural networks. These net-
works summarize the outputs of near-
by copies of the same feature detector
by simply reporting their maximum
value. For unsupervised learning to
work properly, this operation must be
given a sensible probabilistic interpre-
tation. The authors solve this problem
by using a soft, probabilistic version of
the maximum function, and they show
that this allows them to learn an im-
pressive feature hierarchy in which the
first layer represents oriented edge fil-
ters, the second layer represents object
parts, and the third represents larger
parts or whole objects. They also show
their model can combine bottom-up
and top-down inference, using more

VOL. 54 | NO. 10

global context to select appropriately
between local features.

The learning algorithm used by
the authors is designed to produce a
composite generative model called a
“deep belief net,”® but they perform
top-down inference as if it were a dif-
ferent generative model called a ”deep
Boltzmann machine.” They achieve
quite good results at image comple-
tion, and even better results might be
obtained if they fine-tuned their gen-
erative model as a deep Boltzmann
machine using a recent algorithm de-
veloped by Salakhutdinov.”

Machine learning still has some way
to go before it can efficiently create the
complicated features like SIFT® used
in many leading systems for computer
vision. However, this paper should se-
riously worry those computer vision
researchers who still believe that hand-
engineered features have a long-term
future. Further improvements from
unsupervised learning also seem like-
ly: biology tells us that applying high-
resolution filters across an entire im-
age is not the best way to use a neural
net, even if it has billions of neurons.
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Unsupervised Learning of
Hierarchical Representations
with Convolutional Deep

Belief Networks

By Honglak Lee, Roger Grosse, Rajesh Ranganath, and Andrew Y. Ng

Abstract

There has been much interest in unsupervised learning of
hierarchical generative models such as deep belief networks
(DBNSs); however, scaling such models to full-sized, high-
dimensional images remains a difficult problem. To address
this problem, we present the convolutional deep belief net-
work, a hierarchical generative model that scales to realistic
image sizes. This model is translation-invariant and sup-
ports efficient bottom-up and top-down probabilistic infer-
ence. Key to our approach is probabilistic max-pooling, a
novel technique that shrinks the representations of higher
layers in a probabilistically sound way. Our experiments
show that the algorithm learns useful high-level visual fea-
tures, such as object parts, from unlabeled images of objects
and natural scenes. We demonstrate excellent performance
on several visual recognition tasks and show that our model
can perform hierarchical (bottom-up and top-down) infer-
ence over full-sized images.

1. INTRODUCTION

Machine learning has been highly successful in tackling
many real-world artificial intelligence and data mining prob-
lems, such as optical character recognition, face detection,
autonomous car driving, data mining of biological data, and
Web search/information retrieval. However, the success of
machine learning systems often requires a large amount of
labeled data (which is expensive to obtain) and significant
manual feature engineering. These feature representations
are often hand-designed, require significant amounts of
domain knowledge and human labor, and do not generalize
well to new domains. Therefore, it is desirable to be able to
develop feature representations automatically while using a
small amount of labeled data.

Given these issues, we consider the problem of learn-
ing feature representations from unlabeled data, which
we call unsupervised feature learning. Here, we are inter-
ested in primarily using unlabeled data because we can
easily obtain a virtually unlimited amount of unlabeled
data via the Internet. In fact, even though we do not have
labels, there often exist rich structures in unlabeled data.
For example, if we look at images of a specific object (e.g.,
a face), we can easily discover high-level structures such
as object parts (e.g., face parts). Given natural images, we

may be able to discover low-level structures such as edges,
as well as high-level structures such as corners, local cur-
vatures, and shapes. The main assumption of unsuper-
vised feature learning is that such structures in unlabeled
data can be useful in machine learning tasks. For example,
if the input data have structures generated from specific
object classes (e.g., cars vs. faces), then discovering class-
specific patterns (e.g., car wheels or face parts) will be
useful for classification, possibly combined with a small
amount of labeled data. Similarly, even simple image fea-
tures (e.g., edges or corners) learned from unlabeled natu-
ral images can be useful for object recognition tasks that
deal with completely unrelated images. In this context,
how can we discover such useful high-level features from
unlabeled data?

In recent years, “deep learning” approaches have gained
significant interest as a way of building hierarchical rep-
resentations from unlabeled data.> %1% 2628 Deep architec-
tures attempt to learn hierarchical structures and seem
promising in learning simple concepts first and then suc-
cessfully building up more complex concepts by composing
the simpler ones together. Specifically, deep architectures
consist of feature detector units arranged in layers. Lower
layers detect simple features and feed into higher layers,
which in turn detect more complex features. In particu-
lar, the DBN' is a multilayer generative model where each
layer encodes statistical dependencies among the units in
the layer below, and it can be trained to (approximately)
maximize the likelihood of its training data. DBNs have
been successfully used to learn high-level structures in a
wide variety of domains, including handwritten digits'® and
human motion capture data.’® We build upon the DBN in
this paper because we are interested in learning a genera-
tive model of images that can be trained in a purely unsu-
pervised manner.

While DBNs have been successful in controlled domains,
scaling them to realistic-sized (e.g., 200 x 200 pixel) images
remains challenging for two reasons. First, images are high-
dimensional, so the algorithms must scale gracefully and be

A previous version of this paper appeared in Proceedings
of the 26th International Conference on Machine Learning
(Montreal, Canada, 2009).
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computationally tractable even when applied to large images.
Second, objects can appear at arbitrary locations in images;
thus, it is desirable that representations be invariant at least
to local translations of the input. We address these issues by
incorporating translation invariance. Like LeCun et al.'” and
Grosse et al.,” our algorithm learns feature detectors shared
among all locations in an image because a feature detector
that captures useful information in one part of an image can
pick up the same information elsewhere. Thus, our model
can represent large images using a small number of feature
detectors.

This paper presents the convolutional deep belief network,
a hierarchical generative model that scales to full-sized
images. We also present probabilistic max-pooling, a novel
technique that allows higher-layer units to cover larger
areas of the input in a probabilistically sound way. To the
best of our knowledge, ours is the first unsupervised, trans-
lation-invariant deep learning model that scales to realistic
image sizes and supports full probabilistic inference. The
first, second, and third layers of our network learn edge
detectors, object parts, and objects, respectively. We show
that these representations achieve excellent performance
on several visual recognition tasks and allow hidden object
parts to be inferred from high-level object information.

2. PRELIMINARIES

2.1. Restricted Boltzmann machines
In this section, we briefly review the restricted Boltzmann
machine (RBM) and DBN models.

The RBM is a two-layer, bipartite, undirected graphical
model? with a set of binary hidden random variables (units)
h of dimension K, a set of (binary or real-valued) visible
random variables (units) v of dimension D, and symmet-
ric connections between these two layers represented by a
weight matrix W € R”*X, (See Figure 1 for an illustration of
the RBM.) Intuitively, the RBM can be viewed as a Markov
Random Field that tries to represent the input data (visible
units) with latent factors (hidden units). Here, the weights
encode a statistical relationship between the hidden nodes
and visible nodes. For example, the weights between the
Jjth hidden node (hj) and all visible nodes are denoted as jth
“basis” vector, and £, are assigned to 1 with high probabil-
ity whenever the input data match the jth basis vector (see
Equation 4). The formal probabilistic semantics for an RBM
is defined by its energy function as follows:

P(v,h)= %eXp(—E(V, h)), 8

where Z is a normalization constant. If the visible units are
binary valued, the energy function can be defined as

D K K D
B(v,h)==3.3 wWjh; = 3 b, = 3 e, 2
j=1 i1

i=1j=1

2 See Koller and Friedman'* for background on undirected graphical mod-
els. In short, the undirected graphical models denote probabilistic models
whose joint probability can be written as the product of non-negative poten-
tial functions, as in Equations 1-3.
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Figure 1. An example RBM with three visible units (D = 3) and two
hidden units (K = 2). See text for details.

where b. are hidden unit biases (b € R¥) and ¢, are visible
unit biases (¢ € RP). If the visible units are real-valued,
we can define the energy function by adding a quadratic term
to make the distribution well defined:

1 D ) D K K D
E(v, h)zgzl,”i - zzvﬁ’"yhj - z{bjhj - zl,civi- (3)
i= i= i=

i=1j=1

The above energy function defines a joint probability dis-
tribution and conditional probability distribution. From
the energy function, it is clear that the hidden units are
conditionally independent of one another given the visible
layer, and vice versa. In particular, the units of a binary hid-
den layer (conditioned on the visible layer) are independent
Bernoulli random variables as follows:

P(hj=1|v)=(r[ZWg-vi+bj], (4)

where o(s) = 1 is the sigmoid function. Similarly, if the
visible layer is binary-valued, the visible units (conditioned
on the hidden layer) are independent Bernoulli random vari-
ables as follows:

P(v,=1|h)= U[zwyhi +ci]. (5)
J

If the visible layer is real-valued, the visible units (condi-
tioned on the hidden layer) are independent Gaussians with
diagonal covariance as follows:

P(v, |h)=./\/(2Wyhj +c, 1], (6)
;

where N(-,-) is a Gaussian distribution. Therefore, we can
perform efficient block Gibbs sampling by alternately sam-
pling each layer’s units (in parallel) given the other layer. We
will often refer to a unit’s expected value as its activation.

The RBM is a generative model, so, in principle, its
parameters can be optimized by performing stochastic
gradient descent on the log-likelihood of training data.
Unfortunately, computing the exact gradient of the log-like-
lihood is intractable. Instead, one typically uses the contras-
tive divergence approximation,® which has been shown to
work well in practice.

2.2. Deep belief networks

The RBM by itself is limited in what it can represent. Its
real power emerges when RBMs are stacked to form a DBN,
a generative model consisting of many layers. In a DBN,



each layer comprises a set of binary or real-valued units.
Two adjacent layers have a full set of connections between
them, but no two units in the same layer are connected.
Hinton et al.** proposed an efficient algorithm for train-
ing DBNSs, by greedily training each layer (from lowest to
highest) as an RBM using the previous layer’s activations
as inputs.

For example, once a layer of the network is trained, the
parameters Wl,j, bj, ¢/s are frozen and the hidden unit values
(given the data) are inferred. These inferred values serve
as the input data used to train the next higher layer in the
network. Hinton et al.’® showed that by repeatedly apply-
ing such a procedure, one can learn a multilayered DBN. In
some cases, this iterative greedy algorithm can be shown to
be optimizing a variational lower-bound on the data like-
lihood, if each layer has at least as many units as the layer
below. This greedy layer-wise training approach has been
shown to provide a good initialization for parameters for the
multilayered network.

3. ALGORITHM

Both RBMs and DBNs ignore the 2D structure of images, so
weights that detect a given feature must be learned sepa-
rately for each location. This redundancy makes it difficult
to scale these models to full images. One possible way of
scaling up is to use massive parallel computation, such as
using GPUs, as shown in Raina et al.>> However, this method
may still suffer from having a huge number of parameters.
In this section, we present a new method that scales up
DBNs using weight-sharing. Specifically, we introduce
our model, the convolutional DBN (CDBN), where weights
are shared among all locations in an image. This model
scales well because inference can be done efficiently using
convolution.

3.1. Notation

For notational convenience, we will make several sim-
plifying assumptions. First, we assume that all inputs to
the algorithm are N, x N, images, even though there is no
requirement that the inputs be square, equally sized, or even
2D. We also assume that all units are binary-valued, while
noting that it is straightforward to extend the formulation
to the real-valued visible units (see Section 2.1). We use * to
denote convolution,® and e to denote an element-wise prod-
uct followed by summation, i.e., A @ B = tr A” B. We place a
tilde above an array (4) to denote flipping the array horizon-
tally and vertically.

3.2. Convolutional RBM

First, we introduce the convolutional RBM (CRBM).
Intuitively, the CRBM is similar to the RBM, but the weights
between the hidden and visible layers are shared among all
locations in an image. The basic CRBM consists of two lay-
ers: an input layer V and a hidden layer H (corresponding to
the lower two layers in Figure 2). The input layer consists of

° The convolution of an m x m array with an n x n array (m > n) may result in
an (m+n-1)x(m+n-1)array (full convolution) oran (m-n+1)x(m-n+1)
array (valid convolution). Rather than inventing a cumbersome notation to
distinguish between these cases, we let it be determined by context.

Figure 2. Convolutional RBM with probabilistic max-pooling. For
simplicity, only group k of the detection layer and the pooling layer are
shown. The basic CRBM corresponds to a simplified structure with
only visible layer and detection (hidden) layer. See text for details.

/f N, Pl
7 / J
jN/ ca hffj

Wk

JNVf/ N, fk’l v

P¥(pooling layer)

/ H¥(detection layer)

/ V(visible layer)

an N, x N, array of binary units. The hidden layer consists
of K groups, where each group is an N, x N,, array of binary
units, resulting in N> K hidden units. Each of the K groups
isassociated witha N, x N, filter (N,, A:NV — N, +1); the filter
weights are shared across all the hidden units within the
group. In addition, each hidden group has a bias b, and all
visible units share a single bias c.
We define the energy function E(v, h) as

K Ny Ny K Ny Ny
Ev, ==Y > BiWiv., ;o= Db D B —c Y, v, (7)

k=1i,j=1r,s=1 k=1 i,j=1 i,j=1

Using the operators defined previously,

B0 == S HE e[ 50) S B3 S, (®)
k=1 i

k=1 i

As with standard RBMs (Section 2.1), we can perform block
Gibbs sampling using the following conditional distributions:

P(hi=1|v) =0 (W), +b,), (9)

P(vy-=1|h)=o((ZWk*h") +c), (10)
- )

y

where o(+) is the sigmoid function.© Gibbs sampling forms
the basis of our inference and learning algorithms.

3.3. Probabilistic max-pooling
To learn high-level representations, we stack CRBMs into a
multilayer architecture analogous to DBNs. This architec-
ture is based on a novel operation that we call probabilistic
max-pooling.

In general, higher-level feature detectors need infor-
mation from progressively larger input regions. Existing

¢ For the case of real-valued visible units, we can follow the standard formula-
tion as in Section 2.1 and show that

P(v; |h)=N(2(Wk *h“)ﬁ+c,1} (11
k
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translation-invariant representations (e.g., convolutional
networks) often involve two kinds of alternating layers:
“detection” layers, where responses are computed by
convolving a feature detector with the previous layer, and
“pooling” layers, which shrink the representation of the
detection layers by a constant factor. More specifically,
each unit in a pooling layer computes the maximum acti-
vation of the units in a small region of the detection layer.
Shrinking the representation with max-pooling allows
higher-layer representations to be invariant to small trans-
lations of the input and reduces the computational burden.

Max-pooling was intended only for deterministic and
feed-forward architectures,"” and it is difficult to perform
probabilistic inference (e.g., computing posterior probabili-
ties) since max-pooling is a deterministic operator. In con-
trast, we are interested in a generative model of images that
supports full probabilistic inference. Hence, we designed
our generative model so that inference involves max-
pooling-like behavior.

To simplify the notation, we consider a model with a vis-
ible layer V, a detection layer H, and a pooling layer P, as
shown in Figure 2. The detection and pooling layers both
have K groups of units, and each group of the pooling layer
has N,x N, binary units. For each k € {1, ..., K}, the pooling
layer P* shrinks the representation of the detection layer H*
by a factor of C along each dimension, where C is a small
integer such as 2 or 3. In other words, the detection layer H*
is partitioned into blocks of size C x C, and each block « is
connected to exactly one binary unit p* in the pooling layer
(i.e.,, N,=N,/C). Formally, we define B, &, {(7,j) : hij belongs
to the block o}.

The detection units in the block B and the pooling unit
p, are connected in a single potential which enforces the
following constraints: at most one of the detection units
may be on, and the pooling unit is on if and only if a detec-
tion unit is on. By adding this constraint, we can efficiently
sample from the network without explicitly enumerating all
2¢* configurations, as we show later. With this constraint,
we can consider these C? + 1 units as a single (softmax) ran-
dom variable which may take on one of C* + 1 possible val-
ues: one value for each of the detection units being on, and
one value indicating that all units are off.

We formally define the energy function of this simplified
probabilistic max-pooling-CRBM as follows:

E(v,h) ==Y (rf,(W"xv), ,+BAf, ) =Y,
k i iJ

subjectto Y hf <1, Vo

(i,j)€ By

(12)

We now discuss sampling the detection layer H and the pool-
ing layer P given the visible layer V. Note that hidden units in
group k receive the following bottom-up signal from layer V:

1) & b, + (W* v),. 13)

Now, we sample each block independently as a multinomial
function of its inputs. Suppose %% is a hidden unit contained
in block « (i.e., (,j) € B,), the increase in energy caused by
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turning on unit hf] is —I(hﬁj) , and the conditional probability
is given by

)
. hk . _ exp (I( i,] (14)
s = = s e
) 1
P(p,=0]v)= -

143 e p, eXPU(R; ;) )

In our implementation, we sample the random variables
{h}} and pf in each block « from a multinomial distribu-
tion, and this can be done in parallel since the blocks are
disjoint (i.e., each hidden unit belongs to only one block).
Sampling the visible layer V given the hidden layer H can
be performed in the same way as described in Section 3.2
(e.g., Equation 10 or 11).

3.4. Training via sparsity regularization

Our model is overcomplete in that the size of the representa-
tion is much larger than the size of the inputs. In fact, since
the first hidden layer of the network contains K groups of
units, each roughly the size of the image, it is overcomplete
roughly by a factor of K. In general, overcomplete models run
the risk of learning trivial solutions, such as feature detectors
representing single pixels. One common solution is to force
the representation to be “sparse,” meaning only a tiny frac-
tion of the units should be active in relation to a given stimu-
lus. Following Lee et al.,'® we regularize the objective function
(log-likelihood) to encourage each hidden unit group to have
a mean activation close to a small constant. Specifically, we
find that the following simple update (followed by contras-
tive divergence update) works well in practice:

ABP o p—izzp(h; =1|v),
H L]

where p is a target sparsity, and each image is treated as a
mini-batch. The learning rate for sparsity update is chosen
as a value that makes the hidden group’s average activa-
tion (over the entire training data) close to the target spar-
sity, while allowing variations depending on specific input
images. The overall training algorithm for the convolu-
tional RBM (with probabilistic max-pooling) is described in
Algorithm 1.4

(16)

3.5. Convolutional deep belief network

Finally, we are ready to define the CDBN, our hierarchi-
cal generative model for full-sized images. Analogous
to DBNs, this architecture consists of several max-pool-
ing-CRBMs stacked on top of one another. The network
defines an energy function by summing the energy func-
tions for all the individual pairs of layers. Training is
accomplished with the same greedy, layer-wise procedure
described in Section 2.2: once a given layer is trained, its
weights are frozen, and its activations are used as input
for the next layer. There is one technical point about
learning the biases for each intermediate hidden layer.

4 To reduce the variance, we followed Hinton and Salakhutdinov'' by setting
vru=F [V|H"")]; also, we used 1-step CD (N, = 1).

(v 1)y



Algorithm 1 A training algorithm for the convolutional RBM

repeat {over the training data (e.g., a set of training images) }
Set V® :=V (e.g., set the current image as a mini-batch)
Compute the posterior Q© £ P(H|V©®) (Equations 14
and 15).
Sample H® from Q©.
forn=1toN_do
Sample V" from P(V|H ") (Equation 10 or 11).
Compute the posterior Q¥ £ P(H|V") (Equations 14
and 15).
Sample H™ from Q™.
end for
Update weights and biases with contrastive divergence
and sparsity regularization:

AW o %@(m,k £VO Gy imy (17)

H
1 sparsi

Ab, o< FZ(Q;’%k - Q" ) + Ape (18)

H §
1 n
Ace< FZ(V;O) =" (19)
v oy

until convergence

Specifically, the biases of a given layer are learned twice:
once when the layer is treated as the “hidden” layer of the
CRBM (using the lower layer as visible units), and once
when it is treated as the “visible” layer (using the upper
layer as hidden units). We resolved this problem by sim-
ply fixing the biases with the learned hidden biases in
the former case (i.e., using only the biases learned when
treating the given layer as the hidden layer of the CRBM).
However, we note that a potentially better solution would
be to jointly train all the weights for the entire CDBN,
using the greedily trained weights as the initialization
(e.g., Hinton et al.'®?).

3.6. Hierarchical probabilistic inference

Once the parameters have all been learned, we compute the
network’s representation of an image by sampling from the
joint distribution over all of the hidden layers conditioned
on the input image. To sample from this distribution, we use
block Gibbs sampling, where each layer’s units are sampled
in parallel (see Sections 2.1 and 3.3).

To illustrate the algorithm, we describe a case with one
visible layer V, a detection layer H, a pooling layer P, and
another, subsequently higher detection layer H'. Suppose H'
has K’ groups of nodes, and there is a set of shared weights
r={r+,.., r*€} where I'*! is a weight matrix connecting
pooling unit P* to detection unit H’*. The definition can be
extended to deeper networks in a straightforward way.

Note that an energy function for this sub-network con-
sists of two kinds of potentials: unary terms for each of
the groups in the detection layers and interaction terms
between V and H and between P and H':*

¢ To avoid clutter, we removed all the terms that do not depend on h and p.

(20)
E(v,h,p,h)==Y ve(W"«h")-> b, hf
k k ij

=Y pre(IM «n" )= By 1
kI 1 i

To sample the detection layer H and pooling layer P, note
that the detection layer H* receives the following bottom-up
signal from layer V:

I(hj) 2 b +(Wsv) (21)

i

and the pooling layer P* receives the following top-down signal
from layer H':

I(pf) 2 Y (¥ «1"or.

1

(22)

Now, we sample each of the blocks independently as a mul-
tinomial function of their inputs, as in Section 3.3. If (i, ) €
B, the conditional probability is given by

k k
P(h{;=1|v,h) = expU(fy )”fp ) . (23)
, 1+2 e 5, ©PU(R ) +1(py))
P(p(’;=0|v,h’)= 1 (24)

14 s, eXPUCRE )+ (L)

As an alternative to block Gibbs sampling, mean-field (e.g.,
Salakhutdinov et al.*®) can be used to approximate the
posterior distribution. In all our experiments except for
Section 4.5, we used the mean-field approximation to esti-
mate the hidden layer activations given the input.f

3.7. Discussion
Our model used undirected connections between layers.
This approach contrasts with Hinton et al.,’® which used
undirected connections between the top two layers, and
top-down directed connections for the layers below. Hinton
et al.’ proposed approximating the posterior distribution
using a single bottom-up pass. This feed-forward approach
can often effectively estimate the posterior when the image
contains no occlusions or ambiguities,® but the higher lay-
ers cannot help resolve ambiguities in the lower layers. This
is due to feed-forward computation, where the lower layer
activations are not affected by the higher layer activations.
Although Gibbs sampling may more accurately estimate
the posterior, applying block Gibbs sampling would be dif-
ficult because the nodes in a given layer are not condition-
ally independent of one another given the layers above and
below. In contrast, our treatment using undirected edges
enables combining bottom-up and top-down information
more efficiently, as shown in Section 4.5.

In our approach, probabilistic max-pooling helps to
address scalability by shrinking the higher layers. Moreover,
weight-sharing (convolutions) speedsup the algorithm further.

f We found that a small number of mean-field iterations (e.g., five iterations)
sufficed.

¢ In our experiments, this feed-forward approximation scheme also resulted
in similar posteriors of the hidden units and classification performance in
most cases.
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For example, convolutions between K filters and an input
image are more efficient both in memory and time than
repeating K N,? times of inner products between the input
image and each of the basis vectors (without weight shar-
ing). As a result, inference in a three-layer network (with
200 x 200 input images) with weight-sharing but without
max-pooling is about 10 times slower. Without weight-
sharing, it is more than 100 times slower.

In contemporary work that was done independently of
ours, Desjardins and Bengio*and Norouzi etal.*' also applied
convolutional weight-sharing to RBMs. Our work, however,
developed more sophisticated elements such as probabilis-
tic max-pooling to make the algorithm more scalable.

In another contemporary work, Salakhutdinov and
Hinton® proposed an algorithm to train Boltzmann machines
with layer-wise connections (i.e., the same topological struc-
ture as in DBNs, but with undirected connections). They called
this model the deep Boltzmann machine (DBM). Specifically,
they proposed algorithms for pretraining and fine-tuning
DBMs. Our treatment of undirected connections is closely
related to DBMs. However, our model is different from theirs
because we apply convolutional structures and incorporate
probabilistic max-pooling into the architecture. Although
their work is not convolutional and does not scale to as large
images as our model, we note that their pretraining algorithm
(a modification of contrastive divergence that duplicates the
visible units or hidden units when training the RBMs) or fine-
tuning algorithm (joint training of all the parameters using a
stochastic approximation procedure*>**37) can also be applied
to our model to improve the training procedure.

4. EXPERIMENTAL RESULTS

4.1. Learning hierarchical representations from
natural images

We first tested our model’s ability to learn hierarchical rep-
resentations of natural images. Specifically, we trained a
CDBN with two hidden layers from the Kyoto natural image
dataset." The first layer consisted of 24 groups (or “bases”)
of 10 x 10 pixel filters, while the second layer consisted of
100 bases, each one 10 x 10 as well. Since the images were
real-valued, we used Gaussian visible units for the first-
layer CRBM. The pooling ratio C for each layer was 2, so the
second-layer bases covered roughly twice as large an area
as the first-layer bases. We used 0.003 as the target sparsity
for the first layer and 0.005 for the second layer.

As Figure 3 (top) shows, the learned first layer bases are
oriented, localized edge filters; this result is consistent
with much previous work." % 22232833 We note that sparsity
regularization during training was necessary to learn these
oriented edge filters; when this term was removed, the algo-
rithm failed to learn oriented edges. The learned second
layer bases are shown in Figure 3 (bottom), and many of
them empirically responded selectively to contours, corners,
angles, and surface boundaries in the images. This result is
qualitatively consistent with previous work.!> 1318

b Available at http: //www. cnbe. cmu.edu/cplab/data_kyoto.html
I We will call one hidden group’s weights a “basis.”
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Figure 3. The first layer bases (top) and the second layer bases
(bottom) learned from natural images. Each second layer basis
(filter) was visualized as a weighted linear combination of the first
layer bases.
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Table 1. Test classification accuracy for the Caltech-101 data.

Training size (per class) 15 30
CDBN (first layer) 53.2% +1.2% 60.5% +1.1%
CDBN (first + second layer) 57.7% + 1.5% 65.4% + 0.5%
Raina et al.* 46.6% —
Ranzato et al.” — 54.0%
Mutch and Lowe? 51.0% 56.0%
Lazebnik et al.*® 54.0% 64.6%
Zhang et al.®® 59.0% + 0.56% 66.2% + 0.5%

4.2. Self-taught learning for object recognition

In the self-taught learning framework,* a large amount of
unlabeled data can help supervised learning tasks, even
when the unlabeled data do not share the same class labels
or the same generative distribution with the labeled data. In
previous work, sparse coding was used to train single-layer
representations from unlabeled data, and the learned rep-
resentations were used to construct features for supervised
learning tasks.

We used a similar procedure to evaluate our two-layer
CDBN, described in Section 4.1, on the Caltech-101 object
classification task. More specifically, given an image from
the Caltech-101 dataset,® we scaled the image so that its
longer side was 150 pixels and computed the activations
of the first and second (pooling) layers of our CDBN. We
repeated this procedure after reducing the input image
by half and concatenated all the activations to construct
features. We used an SVM with a spatial pyramid match-
ing kernel for classification, and the parameters of the
SVM were cross-validated. We randomly selected 15 or
30 images per class for training test and testing set, and
normalized the result such that classification accuracy for
each class was equally weighted (following the standard
protocol). We report results averaged over 10 random tri-
als, as shown in Table 1. First, we observe that combin-
ing the first and second layers significantly improves the


http://www.cnbc.cmu.edu/cplab/data_kyoto.html

Table 2. Test error for MNIST dataset.

Labeled Training Samples 1,000 2,000 3,000 5,000 60,000
CDBN 262%+012% 213%+0.10% 1.91%+0.09% 1.59%+0.11% 0.82%
Ranzato et al.”” 3.21% 2.53% — 1.52% 0.64%
Hinton and Salakhutdinov*! — — — — 1.20%
Weston et al.® 2.73% — 1.83% — 1.50%

Figure 4. Columns 1-4: the second layer bases (top) and the third layer

bases (bottom) learned from specific object categories. Column 5: the

second layer bases (top) and the third layer bases (bottom) learned from a mixture of four object categories (faces, cars, airplanes, motorbikes).
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classification accuracy relative to the first layer alone.
Overall, we achieve 57.7% test accuracy using 15 training
images per class, and 65.4% test accuracy using 30 training
images per class. Our result is competitive with state-of-
the-art results using a single type of highly specialized fea-
tures, such as SIFT, geometric blur, and shape-context.*
16,38 In addition, recall that the CDBN was trained entirely
from natural scenes, which are completely unrelated to
the classification task. Hence, the strong performance of
these features implies that our CDBN learned a highly gen-
eral representation of images.

We note that current state-of-the-art methods use mul-
tiple kernels (or features) together, instead of using a single
type of features. For example, Gehler and Nowozin® rve-
ported a better performance than ours (77.7% for 30 train-
ing images/class), but they combined many state-of-the-art
features (or kernels) to improve performance. In another
approach, Yu et al.*® used kernel regularization using a (pre-
viously published) state-of-the-art kernel matrix to improve
the performance of their convolutional neural network
model (achieving 67.4% for 30 training examples/class).
However, we expect our features can also be used in both
settings to further improve performance.

4.3. Handwritten digit classification

We also evaluated the performance of our model on the
MNIST handwritten digit classification task, a widely used
benchmark for testing hierarchical representations. We
trained 40 first layer bases from MNIST digits, each 12 x 12
pixels, and 40 second layer bases, each 6 x 6. The pooling
ratio C was 2 for both layers. The first layer bases learned pen-
strokes that comprise the digits, and the second layer bases
learned bigger digit-parts that combine the pen-strokes. We

constructed feature vectors by concatenating the first and
second (pooling) layer activations, and used an SVM for clas-
sification using these features. For each labeled training set
size, we report the test error averaged over 10 randomly cho-
sen training sets, as shown in Table 2. For the full training
set, we obtained 0.8% test error. Our result is comparable to
the state of the art.””

4.4. Unsupervised learning of object parts

We now show that our algorithm can learn hierarchical
object-part representations without knowing the position of
the objects and the object-parts. Building on the first layer
representation learned from natural images, we trained two
additional CDBN layers using unlabeled images from single
Caltech-101 categories. Training was performed on up to 100
images, and testing was performed on images different than
those in the training set. The pooling ratio for the first layer
was set as 3. The second layer contained 40 bases, each 10 x 10,
and the third layer contained 24 bases, each 14 x 14. The
pooling ratio in both cases was 2. We used 0.005 as the target
sparsity level in both the second and third layers. As shown in
Figure 4, the second layer learned features that corresponded
to object parts, even though the algorithm was not given any
labels that specified the locations of either the objects or
their parts. The third layer learned to combine the second
layer’s part representations into more complex, higher-level
features. Our model successfully learned hierarchical object-
part representations of most of the other Caltech-101 catego-
ries as well. We note that some of these categories (such as
elephants and chairs) have fairly high intra-class appearance
variation, due to deformable shapes or different viewpoints.
Despite this variation, our model still learns hierarchical,
part-based representations fairly robustly.
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Figure 5. (top) Histogram of the area under the precision-recall curve
(AUC-PR) for three classification problems using class-specific
object-part representations. (bhottom) Average AUC-PR for each
classification problem.
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Area under the PR curve (AUC) Area under the PR curve (AUC) Area under the PR curve (AUC)
Features Faces Motorbikes Cars
First layer 0.39+0.17 0.44+0.21 043+0.19
Second layer 0.86£0.13 0.69+£0.22 0.72+£0.23
Third layer 0.95+0.03 0.81£0.13 0.87+£0.15

Higher layers in the CDBN learn features that are not only
higher level, but also more specific to particular object cat-
egories. We quantitatively measured the specificity of each
layer by determining how indicative each individual feature is
of object categories. (This setting contrasts with most work in
object classification, which focuses on the informativeness of
the entire feature set, rather than individual features.) More
specifically, we considered three CDBNs trained on faces,
motorbikes, and cars, respectively. For each CDBN, we tested
the informativeness of individual features from each layer for
distinguishing among these three categories. For each fea-
ture, we computed the area under the precision-recall curve
(larger means more specific). In detail, for any given image,
we computed the layer-wise activations using our algorithm,
partitioned the activation into LxL regions for each group,
and computed the g% highest quantile activation for each
region and each group. If the g% highest quantile activation
inregion i was y, we then defined a Bernoulli random variable
X,, , with probability y of being 1. To measure the informa-
tiveness between a feature and the class label, we computed
the mutual information between X, and the class label. We
report results using (L, g) values that maximized the average
mutual information (averaging over 7). Then for each feature,
by comparing its values over positive and negative examples,
we obtained the precision-recall curve for each classification
problem. As shown in Figure 5, the higher-level representa-
tions are more selective for the specific object class.

We further tested if the CDBN can learn hierarchical
object-part representations when trained on images from
several object categories, rather than just one. We trained
the second and third layer representations using unlabeled
images randomly selected from four object categories (cars,
faces, motorbikes, and airplanes). As shown in Figure 4 (far
right), the second layer learns class-specific and shared
parts, and the third layer learns more object-specific repre-
sentations. The training examples were unlabeled, so, in a
sense, the third layer implicitly clusters the images by object
category. As before, we quantitatively measured the specific-
ity of each layer’s individual features to object categories.
Since the training was completely unsupervised, whereas
the AUC-PR statistic requires knowing which specific
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Figure 6. Histogram of conditional entropy for the representation
learned from the mixture of four object classes.
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Figure 7. Hierarchical probabilistic inference. For each column:
(top) input image; (middle) reconstruction from the second layer
units after single bottom-up pass, by projecting the second layer
activations into the image space; (bottom) reconstruction from
the second layer units after 20 iterations of block Gibbs sampling.
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object or object parts the learned bases should represent,
we computed the conditional entropy instead. Specifically,
we computed the quantile features yfor each layer as previ-
ously described, and measured conditional entropy H(class
|y > 0.95). Informally speaking, conditional entropy mea-
sures the entropy of the posterior over class labels when
a feature is active. Since lower conditional entropy corre-
sponds to a more peaked posterior, it indicates greater spec-
ificity. As shown in Figure 6, the higher-layer features have
progressively less conditional entropy, suggesting that they
activate more selectively to specific object classes.

4.5. Hierarchical probabilistic inference

Lee and Mumford® proposed that the human visual cortex
can be modeled conceptually as performing “hierarchical
Bayesian inference.” For example, imagine that you observe
a face image with its left half in dark illumination, then you
would still be able to recognize the face and further infer
the darkened parts by combining the image with your prior
knowledge of faces. In this experiment, we show that our
model can tractably perform such (approximate) hierarchical
probabilistic inference in full-sized images. More specifically,
we tested the network’s ability to infer the locations of hidden
object parts.

To generate examples for evaluation, we used Caltech-101
face images (distinct from the ones the network was trained
on). For each image, we simulated an occlusion by zero-
ing out the left half of the image. We then sampled from
the joint posterior over all the hidden layers by performing



Gibbs sampling. Figure 7 shows a visualization of these sam-
ples. To ensure that the filling-in required top-down infor-
mation, we compared with a control condition where only a
single upward pass was performed.

In the control (upward-pass only) condition, since there
is no evidence from the first layer, the second layer does
not respond to the left side. However, with full Gibbs sam-
pling, the bottom-up inputs combine with the context pro-
vided by the third layer which has detected the object. This
combined evidence significantly improves the second layer
representation. Selected examples are shown in Figure 7.
Our method may not be competitive to state-of-the-art face
completion algorithms using significant prior knowledge
and heuristics (e.g., symmetry). However, we find these
results promising and view them as a proof of concept for
top-down inference.

5. CONCLUSION
We presented the CDBN, a scalable generative model for
learning hierarchical representations from un-labeled
images, and showed that our model performs well in a vari-
ety of visual recognition tasks. We believe our approach
holds promise as a scalable algorithm for learning hierarchi-
cal representations from high-dimensional, complex data.
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Technical Perspective
Visual Reconstruction

By Carlo Tomasi

THE PAGES THAT FOLLOW boast impressive
numbers: 496 processors with a total of
1,984 gigabytes of memory and 62 tera-
bytes of disk digested nearly 460,000
Flickr pictures of Rome, Venice, and
Dubrovnik. After 2.5 days, the proces-
sors output the detailed three-dimen-
sional geometry and colors of famous
landmarks and monuments in these
cities. To computer vision research-
ers, these automatic visual reconstruc-
tions—awesome in their detail, magni-
tude, and fidelity—are a dream come
true, never mind the occasional gaps
that give the resulting scenes a faintly
war-torn look.

It took decades to get here. In 1959,
Edgar Hynes Thompson, then Profes-
sor of Photogrammetry at University
College London, worked out the al-
gebra for the smallest instance of the
geometric side of visual reconstruc-
tion: If we take two pictures of the same
scene from different viewpoints, the
image coordinates of five world points
are enough to compute where both
points and cameras are in space. To
this end, we need to know where each
of the five points in one image shows
up in the other, a task—called point
correspondence—that in those days
was performed by human operators.
In 1934, Thompson himself, a young
Captain of the British Royal Engineers,
had designed a double microscope
with reference grids and moving tables,
the Cambridge Stereo-Comparator. An
operator peering into the microscope
wrote down coordinates of correspond-
ing points in the two photographs. This
elaborate apparatus did not just satisfy
military exactness: Applied mathema-
ticians soon proved visual reconstruc-
tion to be numerically ill-conditioned,
thereby requiring extremely accurate
data and carefully calibrated cameras
toyield reasonable results.

In 1981, to lessen this difficulty,
the British theoretical chemist and
cognitive scientist Hugh Christopher
Longuet-Higgins developed the first
of a class of algorithms that use a large
number of point pairs to solve an ap-

proximate but convex least-squares
version of visual reconstruction. Un-
fortunately, the resulting estimates
are statistically inconsistent, mean-
ing that the output error does not van-
ish even as the amount of input data
grows indefinitely. The modern way
out is to compute an initial solution
by one of the approximate methods—
together with robust estimation tech-
niques to confront omnipresent data
outliers—and then refine that solu-
tion through numerical, local optimi-
zation. This refinement, called bundle
adjustment, operates efficiently on
large but sparse matrices with tech-
niques that can be traced back to the
1880 work on nested dissection—a di-
vide-and-conquer heuristic based on
graph partitioning methods—by the
German geodesist Friedrich Robert
Helmert. Fortunately, bundle adjust-
ment restores statistical consistency,
thus opening the way to automatic
computation on common imagery.
The topic of point correspondence—
the other grand challenge of visual
reconstruction—originated with the
advent of digital cameras. People can
easily judge if two image details look
similar to each other, or if two pictures
as awhole depict the same scene. Com-
puters, however, find either task very
difficult. In 1999, David Lowe, a profes-

I
How can visual
reconstruction
possibly work with
images taken by
unknown, disparate,
uncalibrated cameras
under varying
weather, lighting, and
exposure settings?
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sor of computer science at the Univer-
sity of British Columbia, showed how to
describe image details well for comput-
ing point correspondences. Together
with fast data structures for approxi-
mate nearest-neighbor search, Lowe’s
feature descriptors are the workhorse
of visual matching in this paper—and
of much else in computer vision.

Yet the automated, bulk photo-
grammetry described here still seems
an improbable achievement in the
face of the difficulties of geometry and
correspondence mentioned earlier.
How can visual reconstruction pos-
sibly work with images taken by un-
known, disparate, uncalibrated cam-
eras under varying weather, lighting,
and exposure settings?

In a way, success reveals as much
about the input as it does about the
computation. In a telltale statistic, only
about 20% of the input images were
eventually used in the reconstructions,
the others being discarded at the many
stations along the processing pipeline:
Does the scene in this image match that
of any other image in the set? Can indi-
vidual features in this image be placed
in accurate correspondence with those
of other images? Is the resulting cloud
of 3D points consistent with computed
camera positions? Are colors similar
enough across images to allow for tex-
ture mapping? A picture is about as
likely to join the final elite as a high
school senior is to make it into Duke
or Cornell. Success, then, is in part tied
to a sort of converse Murphy’s Law that
seems to hold for massive collections of
tourist photographs: If something can
go right, it will. If high-quality images
are needed, taken under similar weath-
er conditions and exposure settings,
and from appropriately separate view-
points that provide just the right cover-
age, then there are enough pictures out
there that such a set will be found—if
you know how.

Carlo Tomasi (tomasi@cs.duke.edu) is professor and chair
of computer science at Duke University.
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Building Rome in a Day

By Sameer Agarwal®, Yasutaka Furukawa?®, Noah Snavely, Ian SimonP, Brian Curless, Steven M. Seitz, and Richard Szeliski

Abstract

We present a system that can reconstruct 3D geometry
from large, unorganized collections of photographs such
as those found by searching for a given city (e.g., Rome) on
Internet photo-sharing sites. Our system is built on a set
of new, distributed computer vision algorithms for image
matching and 3D reconstruction, designed to maximize
parallelism at each stage of the pipeline and to scale grace-
fully with both the size of the problem and the amount of
available computation. Our experimental results demon-
strate that it is now possible to reconstruct city-scale image
collections with more than a hundred thousand images in
less than a day.

1. INTRODUCTION

Amateur photography was once largely a personal endeavor.
Traditionally, a photographer would capture a moment on
film and share it with a small number of friends and family
members, perhaps storing a few hundred of them in a shoe-
box. The advent of digital photography, and the recent growth
of photo-sharing Web sites such as Flickr.com, have brought
about a seismic change in photography and the use of photo
collections. Today, a photograph shared online can poten-
tially be seen by millions of people.

As a result, we now have access to a vast, ever-growing
collection of photographs the world over capturing its cit-
ies and landmarks innumerable times. For instance, a
search for the term “Rome” on Flickr returns nearly 3 mil-
lion photographs. This collection represents an increasingly
complete photographic record of the city, capturing every
popular site, facade, interior, fountain, sculpture, paint-
ing, and café. Virtually anything that people find interesting
in Rome has been captured from thousands of viewpoints
and under myriad illumination and weather conditions. For
example, the Trevi Fountain appears in over 50,000 of these
photographs.

How much of the city of Rome can be reconstructed in
3D from this photo collection? In principle, the photos of
Rome on Flickr represent an ideal data set for 3D modeling
research, as they capture the highlights of the city in exqui-
site detail and from a broad range of viewpoints. However,
extracting high quality 3D models from such a collection is
challenging for several reasons. First, the photos are unstruc-
tured—they are taken in no particular order and we have no
control over the distribution of camera viewpoints. Second,
they are uncalibrated—the photos are taken by thousands
of different photographers and we know very little about
the camera settings. Third, the scale of the problem is

* This work was done when the author was a postdoctoral researcher at the
University of Washington.
b Part of this work was done when the author was a graduate student at the
University of Washington.

enormous—whereas prior methods operated on hundreds
or at most a few thousand photos, we seek to handle collec-
tions two to three orders of magnitude larger. Fourth, the
algorithms must be fast—we seek to reconstruct an entire
city in a single day, making it possible to repeat the process
many times to reconstruct all of the world’s significant cul-
tural centers.

Creating accurate 3D models of cities is a problem of
great interest and with broad applications. In the govern-
ment sector, city models are vital for urban planning and
visualization. They are equally important for a broad range
of academic disciplines including history, archeology, geog-
raphy, and computer graphics research. Digital city models
are also central to popular consumer mapping and visual-
ization applications such as Google Earth and Bing Maps,
as well as GPS-enabled navigation systems. In the near
future, these models can enable augmented reality capabili-
ties which recognize and annotate objects on your camera
phone (or other) display. Such capabilities will allow tour-
ists to find points of interest, driving directions, and orient
themselves in a new environment.

City-scale 3D reconstruction has been explored previ-
ously.> &% 2 However, existing large scale systems operate
on data that comes from a structured source, e.g., aerial
photographs taken by a survey aircraft or street side imagery
captured by a moving vehicle. These systems rely on photo-
graphs captured using the same calibrated camera(s) at a
regular sampling rate and typically leverage other sensors
such as GPS and Inertial Navigation Units, vastly simplify-
ing computation. Images harvested from the Web have none
of these simplifying characteristics. Thus, a key focus of our
work has been to develop new 3D computer vision tech-
niques that work “in the wild,” on extremely diverse, large,
and unconstrained image collections.

Our approach to this problem builds on progress made
in computer vision in recent years (including our own recent
work on Photo Tourism'® and Photosynth), and draws from
many other areas of computer science, including distrib-
uted systems, algorithms, information retrieval, and scien-
tific computing.

2. STRUCTURE FROM MOTION

How can we recover 3D geometry from a collection of
images? A fundamental challange is that a photograph is a
two-dimensional projection of a three-dimensional world.
Inverting this projection is difficult as we have lost the depth
of each point in the image. As humans, we can experience
this problem by closing one eye, and noting our diminished

The original version of this paper was published in the
Proceedings of the 2009 IEEE International Conference on
Computer Vision.
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depth perception. Fortunately, we have two eyes, and our
brains can estimate depth by correlating points between
the two images we perceive. This gives us some hope that
from multiple photos of a scene, we can recover the shape
of that scene.

Consider the three images of a cube shown in Figure
la. We do not know where these images were taken, and
we do not know a priori that they depict a specific shape
(in this case, a cube). However, suppose we do know that
the corners of the cube as seen in the images, i.e., the 2D
projections of the 3D corners, are in correspondence: we
know that the 2D dots with the same color correspond to
the same 3D points. This correspondence gives us a power-
ful set of constraints on the 3D geometry of the cameras
and points.’® One way to state these constraints is that
given scene geometry (represented with 3D points) and
camera geometry (a 3D position and orientation for each
camera), we can predict where the 2D projections of each
point should be in each image via the equations of perspec-
tive projection; we can then compare these projections to
our original measurements.

Concretely, let X, i=1,..., 8 denote the 3D positions of the
corners of the cube and let R,c, andfj,j =1, 2, 3 denote the

Figure 1. (a) Three images of a cube, from unknown viewpoints.
The color-coded dots on the corners show the known
correspondence between certain 2D points in these images;
each set of dots of the same color are projections of the same
3D point. (b) A candidate reconstruction of the 3D points

(larger colored points) and cameras for the image collection
shown above. Each image in the collection has an associated
position and orientation. This reconstruction largely agrees
with the observed 2D projections; when the red 3D point is
projected into each image (depicted with the dotted lines),

the predicted projection is close to the observed one. In the case
of Camera 3 the projection is slightly off; the resulting residual
is called the reprojection error, and is what we seek to minimize.

Camera 3

Camera 1
(b) Camera 2
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orientation, position, and the focal length of the three cam-
eras. Then if x,_ is the image of point X, in image j, we can
write down the image formation equations as

x, = FITR(X, - ¢), ()

where ITis the projection function: I(x, y, 2) = (x/z, y/z). The
Structure from Motion (SfM) problem is to infer X, Rj, ¢, and];
from the observations x;;.

The standard way to do this is to formulate the problem as
an optimization problem that minimizes the total squared
reprojection error:

. 2

arg, min, 3y~ I®RE-)-
Here, i ~j indicates that the point X, is visible in image j. An
example reconstruction, illustrating reprojection error, is
shown in Figure 1. While this toy problem is easily solved,
(2) is in general a difficult nonlinear least squares problem
with many local minima, and has millions of parameters in
large scenes. Section 5 describes the various techniques we

use to solve (2) at scale.

3. THE CORRESPONDENCE PROBLEM

In the cube example above, we assumed that we were given
as input a set of 2D correspondences between the input
images. In reality, these correspondences are not given
and also have to be estimated from the images. How can we
do so automatically? This is the correspondence problem.

To solve the correspondence problem between two
images, we might consider every patch in the first image and
find the most similar patch in the second image. However,
this algorithm quickly runs into problems. First, many
image patches might be very difficult to match. For instance,
a patch of clear blue sky is very challenging to match
unambiguously across two images, as it looks like any other
patch of sky, i.e., it is not distinct. Second, what happens if
the second image is taken at a different time of day or with a
different level of zoom?

The last 10 years have seen the development of algo-
rithms for taking an image and detecting the most dis-
tinctive, repeatable features in that image. Such feature
detectors not only reduce an image representation to
a more manageable size, but also produce much more
robust features for matching, invariant to many kinds
of image transformations. One of the most success-
ful of these detectors is SIFT (Scale-Invariant Feature
Transform).'?

Once we detect features in an image, we can match
features across image pairs by finding similar-looking
features. While exhaustive matching of all features
between two images is prohibitively expensive, excellent
results have been reported with approximate nearest
neighbor search'®; we use the ANN library.* For each pair
of images, the features of one image are inserted into a
k-d tree and the features from the other image are used as
queries. For each query if the nearest neighbor returned
by ANN is sufficiently far away from the next nearest
neighbor, it is declared a match.*?



Despite their scale invariance and robustness to appear-
ance changes, SIFT features are local and do not contain
any global information about the image or about the loca-
tion of other features in the image. Thus feature matching
based on SIFT features is still prone to errors. However,
since we assume that we are dealing with rigid scenes,
there are strong geometric constraints on the locations of
the matching features and these constraints can be used to
clean up the matches. In particular, when a rigid scene is
imaged by two pinhole cameras, there exists a 3 x 3 matrix
F, the Fundamental matrix, such that corresponding points
x; and x,, (represented in homogeneous coordinates) in two
imagesj and k satisfy'®:

x; Fx; =0. (3)
A common way to impose this constraint is to use a greedy
randomized algorithm to generate suitably chosen ran-
dom estimates of F and choose the one that has the larg-
est support among the matches, i.e., the one for which the
most matches satisfy (3). This algorithm is called Random
Sample Consensus (RANSAC)® and is used in many com-
puter vision problems.

4. CITY-SCALE MATCHING

Section 3 describes how to find correspondences between
a pair of images. However, given a large collection with
tens or hundreds of thousands of images, our task is to
find correspondences spanning the entire collection. One
way to think about this image matching problem is as a
graph estimation problem where we are given a set of ver-
tices corresponding to the images and we want to discover
the set of edges connecting them. In this graph an edge
connects a pair of images if and only if they are looking at
the same part of the scene and have a sufficient number of
feature matches between them. We will call this graph the
match graph.

A naive way to determine the set of edges in the match
graph is to perform all O(n?) image matches; for large col-
lections, however, this is not practical. For a set of 100,000
images, this translates into 5,000,000,000 pairwise com-
parisons, which with 500 cores operating at 10 image
pairs per second per core would require about 11.5 days
to match, plus all of the time required to transfer the
image and feature data between machines. Further, even
if we were able to do all these pairwise matches, it would
be a waste of computational effort since an overwhelming
majority of the image pairs do not match, i.e., the graph is
sparse. We expect this to be the case for images from an
entire city.

Instead, our system uses a multiround scheme: in
each round we propose a set of edges in the match graph,
then verify each edge through feature matching. If we
find more than a minimum number of features, we keep
the edge; otherwise we discard it. Thus, the problem
reduces to that of formulating a method for quickly predict-
ing when two images match. We use two methods to gener-
ate proposals: whole image similarity and query expansion.

4.1. Whole image similarity

A natural idea is to come up with a compact representation
for computing the overall similarity of two images, then use
this metric to propose edges to test.

For text documents, there are many techniques for
quickly comparing the content of two documents. One com-
mon method is to represent each document as a vector of
weighted word frequencies'!; the distance between two such
vectors is a good predictor of the similarity between the cor-
responding documents.

Inspired by this work in document analysis, computer
vision researchers have recently begun to apply similar
techniques to visual object recognition with great suc-
cess.” 1617 The basic idea is to take the SIFT features in a
collection of photos and cluster them into “visual words.”
By treating the images as documents consisting of these
visual words, we can apply the machinery of document
retrieval to efficiently match large data sets of photos. We
use a fast tree-structured method for associating visual
words with image features.'* Each photo is represented as
a sparse histogram of visual word which we weight using
the well-known “Term Frequency Inverse Document
Frequency” (TFIDF) method''; we compare two such his-
tograms by taking their inner product. For each image,
we determine the k, + k, most similar images, and verify
the top k, of these. This forms the proposals for the first
round of matching.

At this stage, we have a sparsely connected match
graph. To derive the most comprehensive reconstruction
possible, we want a graph with as few connected compo-
nents as possible. To this end, we make further use of the
proposals from the whole image similarity to try to con-
nect the various connected components in this graph. For
each image, we consider the next k, images suggested by
the whole image similarity and verify those pairs which
straddle two different connected components. We do
this only for images which are in components of size two
or more.©

4.2. Query expansion

After performing the two rounds of matching based on
whole image similarity, we have a sparse match graph, but
this graph is usually not dense enough to reliably produce
a good reconstruction. To remedy this, we use another
idea from text and document retrieval research—query
expansion.’

In its original form, query expansion takes a set of docu-
ments that match a user’s query, then queries again with
these initial results, expanding the initial query. The final
results are a combination of these two queries. If we define
a graph on the set of documents (including the query), with
similar documents connected by an edge, then query expan-
sion is equivalent to finding all vertices that are within two
steps of the query vertex.

In our system, for every vertex j in the match graph, if
vertices i and k are connected toj, we propose thatiand k are
also connected, and verify the edge (i, k). This process can be

¢ We use k, = k, =10 in all our experiments.
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repeated a fixed number of times or until the match graph
converges.

4.3. Distributed implementation

We now consider a distributed implementation of the ideas
described above. Our matching system is divided into three
distinct phases: (1) pre-processing (Section 4.3.1), (2) veri-
fication (Section 4.3.2), and (3) track generation (Section
4.3.3). The system runs on a cluster of computers (nodes)
with one node designated as the master node, responsible
for job scheduling decisions.

4.3.1. Preprocessing and feature extraction
We assume that the images are available on a central store
from which they are distributed to the cluster nodes on
demand in chunks of fixed size. Each node down-samples
its images to a fixed size and extracts SIFT features. This
automatically performs load balancing, with more power-
ful nodes receiving more images to process. This is the only
stage requiring a central file server; the rest of the system
operates without using any shared storage.

Atthe end of this stage, the set of images (along with their
features) has been partitioned into disjoint sets, one for
each node.

4.3.2. Verification and detailed matching
The next step is to propose and verify (via feature matching)
candidate image pairs, as described in Section 3.

For the first two rounds of matching, we use the whole
image similarity (Section 4.1), and for the next four rounds
we use query expansion (Section 4.2).

If we consider the TFIDF vectors corresponding to the
images to be the rows of a huge matrix T, then the process
of evaluating the whole image similarity is equivalent to
evaluating the outer product § = TT'. Each node in the clus-
ter evaluates the block of rows corresponding to its images,
chooses the top &, + k, entries in each row and reports them
to the master node. Query expansion is a simple and cheap
enough operation that we let the master node generate
these proposals.

If the images were all located on a single machine, veri-
fying each proposed pair would be a simple matter of run-
ning through the set of proposals and performing SIFT
matching, perhaps paying some attention to the order of
the verifications so as to minimize disk I/O. However, in
our case, the images and features are distributed across
the cluster. Asking a node to match the image pair (i, j)
may require it to fetch the image features from two other
nodes of the cluster. This is undesirable due to the large
difference between network transfer speeds and local disk
transfers, as well as creating work for three nodes. Thus,
the candidate edge verifications should be distributed
across the network in a manner that respects the locality
of the data.

We experimented with a number of approaches with sur-
prising results. Initially, we tried to optimize network trans-
fers before performing any verification. In this setup, once the
master node knows all the image pairs that need to be verified,
it builds another graph connecting image pairs which share
108 COMMUNICATIONS OF THE ACM
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an image. Using MeT1iS," this graph is partitioned into as
many pieces as there are compute nodes. Partitions are then
matched to the compute nodes by solving a linear assignment
problem that minimizes the number of network transfers
needed to send the required files to each node.

This algorithm worked well for small problems, but
not for large ones. Our assumption that verifying every
pair of images takes the same constant amount of time
was wrong; some nodes finished early and idled for up to
an hour.

Our second idea was to over-partition the graph into
small pieces, then parcel them out to nodes on demand.
When a node requests a chunk of work, it is assigned the
piece requiring the fewest network transfers. This strategy
achieved better load balancing, but as the problem sizes
grew, the graph we needed to partition became enormous
and partitioning itself became a bottleneck.

The approach that gave the best result was to use a
simple greedy bin-packing algorithm where each bin rep-
resents the set of jobs sent to a node. The master node
maintains a list of images on each node. When a node asks
for work, it runs through the list of available image pairs,
adding them to the bin if they do not require any network
transfers, until either the bin is full or there are no more
image pairs to add. It then chooses an image (list of fea-
ture vectors) to transfer to the node, selecting the image
that will allow it to add the maximum number of image
pairs to the bin. This process is repeated until the bin is
full. A drawback of this algorithm is that it can require mul-
tiple sweeps over all the remaining image pairs: for large
problems this can be a bottleneck. A simple solution is to
consider only a fixed sized subset of the image pairs for
scheduling. This windowed approach works very well in
practice and our experiments use this method.

4.3.3. Track generation

Until now, we have only compared two images at a time.
However, when a 3D point is visible in more than two
images and the features corresponding to this point have
been matched across these images, we need to group these
features together so that the geometry estimation algorithm
can estimate a single 3D point from all the features. We call
a group of features corresponding to a single 3D point a fea-
ture track (Figure 2); the final step in the matching process
is to combine all the pairwise matching information to

Figure 2: A track corresponding to a point on the face of the central
statue of Oceanus (the embodiment of a river encircling the world in
Greek mythology).




generate consistent tracks across images.

The problem of track generation can be formulated as
the problem of finding connected components in a graph
where the vertices are the features in all the images and
edges connect matching features. Since the matching
information is stored locally on the compute node where
the matches were computed, the track generation process
is distributed and proceeds in two stages. First, each node
generates tracks from its local matching data. This data is
gathered at the master node and then broadcast over the
network to all the nodes. Second, each node is assigned a
connected component of the match graph (which can be
processed independently of all other components), and
stitches together tracks for that component.

5. CITY-SCALE SFM

Once the tracks are generated, the next step is to use a SfM
algorithm on each connected component of the match
graph to recover the camera poses and a 3D position for
every track.

Directly solving Equation 2 is a hard nonlinear optimi-
zation problem. Most SfM systems for unordered photo
collections are incremental, starting with a small recon-
struction, then growing a few images at a time, triangulat-
ing new points, and doing one or more rounds of nonlinear
least squares optimization (known as bundle adjustment®°)
to minimize the reprojection error. This process is repeated
until no more images can be added. However, due to the
scale of our collections, running such an incremental
approach on all the photos at once was impractical.

To remedy this, we observed that Internet photo col-
lections by their very nature are redundant. Many photo-
graphs are taken from nearby viewpoints (e.g., the front of
the Colosseum) and processing all of them does not nec-
essarily add to the reconstruction. Thus, it is preferable
to find and reconstruct a minimal subset of photographs
that capture the essential geometry of the scene (called a
skeletal set in Snavely et al.’). Once this subset is recon-
structed, the remaining images can be added to the recon-
struction in one step by estimating each camera’s pose
with respect to known 3D points matched to that image.
This process results in an order of magnitude or more
improvement in performance.

Having reduced the SfM problem to its skeletal set,
the primary bottleneck in the reconstruction process is
the solution of (2) using bundle adjustment. Levenberg-
Marquardt (LM) is the algorithm of choice for solving
bundle adjustment problems; the key computational bot-
tleneck in each iteration of LM is the solution of a sym-
metric positive definite linear system known as the normal
equations.

We developed new high-performance bundle adjust-
ment software that, depending upon the problem size,
chooses between a truncated or an exact step LM algo-
rithm. In the first case, a preconditioned conjugate gra-
dient method is used to approximately solve the normal
equations. In the second case, CHOLMOD,* a sparse direct
method for computing Cholesky factorizations, is used.
The first algorithm has low time complexity per iteration,

but uses more LM iterations, while the second converges
faster at the cost of more time and memory per iteration.
The resulting code uses significantly less memory than the
state-of-the-art methods and runs up to an order of magni-
tude faster. The runtime and memory savings depend upon
the sparsity of the linear system involved.!

6. MULTIVIEW STEREO

SfM recovers camera poses and 3D points. However, the
reconstructed 3D points are usually sparse, containing only
distinctive image features that match well across photo-
graphs. The next stage in 3D reconstruction is to take the
registered images and recover dense and accurate models
using a multiview stereo (MVS) algorithm.

MVS algorithms recover 3D geometric information
much in the same way our visual system perceives depth
by fusing two views. In the MVS setting, we may have many
images that see the same point and could be potentially
used for depth estimation. Figure 3 illustrates how a basic
algorithm estimates a depth value at a single pixel. To
recover a dense model, we estimate depths for every pixel
in every image and then merge the resulting 3D points into
a single model.

For city-scale MVS reconstruction, the number of photos
is well beyond what any standard MVS algorithm can oper-
ate on at once due to prohibitive memory consumption.
Therefore, a key task is to group photos into a small number
of manageable sized clusters that can each be used to recon-
struct a part of the scene well.

Concretely, if we consider the SfM points as a sparse
proxy for the dense MVS reconstruction, we want a cluster-
ing such that

1. Each SfM point is visible from enough images in a
cluster.

2. The total number of clusters is small.

3. The size of each cluster is constrained to be lower than

Figure 3. A standard window-based multiview stereo algorithm.
Given a pixel and an image window around it, we hypothesize a finite
number of depths along its viewing ray. At each depth, the window is
projected into the other images, and consistency among textures at
these image projections is evaluated. At the true depth (highlighted
in green), the consistency score is at its maximum.
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o depths
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a certain threshold, determined by the memory limita-
tions of the machines.

The resulting clustering problem is a constrained dis-
crete optimization problem (see Furukawa et al.’ for algo-
rithmic details).

After the clustering, we solve for scene geometry
within each cluster independently using a MVS algo-
rithm, and then combine the results.’ This strategy not
only makes it possible to perform the reconstruction, but
also makes it straightforward to do so in parallel on many
processors.

7. EXPERIMENTS

We report the results of running our system on three city-
scale data sets downloaded from Flickr: Dubrovnik, Rome,
and Venice.

The SfM experiments were run on a cluster of 62 nodes
with dual quad-core processors, on a private network with
1GB/s Ethernet interfaces. Each node had 32GB of RAM and
1TB of local hard disk space with the Microsoft Windows
Server 2008 64-bit operating system. For encoding the
images as TFIDF vectors, we used a set of visual words, cre-
ated from 20,000 images of Rome. The images used to cre-
ate the visual word vocabulary were not used in any of the
experiments.

Figure 4 shows reconstructions of the largest con-
nected components of these data sets. Due to space con-
siderations, only a sample of the results are shown here.
Complete result are posted at http://grail.cs.washington.
edu/rome.

For whole image similarity proposals, the top k, = 10 were
used in the first verification stage, and the next k, = 10 were
used in the second component matching stage. Four rounds
of query expansion were done. In all cases, the ratio of the
number of matches performed to the number of matches
verified starts dropping off after four rounds. Table 1 sum-
marizes statistics of the three data sets.

The SfM timing numbers in Table 1 bear some
explanation. Itis surprising that running SfM on Dubrovnik
took so much more time than for Rome, and is almost the
same as Venice, both of which are much larger data sets.
The reason lies in the structure of the data sets. The Rome
and Venice sets are essentially collections of landmarks
which mostly have a simple geometry and visibility struc-
ture. The largest connected component in Dubrovnik, on
the other hand, captures the entire old city. With its com-
plex visibility and widely varying viewpoints, reconstruct-
ing Dubrovnik is a much more complicated SfM problem.
This is reflected in the sizes of the skeletal sets associated
with the largest connected components shown in Table 2.

Figure 4 also shows the results of running our MVS® on
city-scale reconstructions produced by our matching and
SfM system. Figure 4 shows MVS reconstructions (ren-
dered as colored points) for St. Peter’s Basilica (Rome),
the Colosseum (Rome), Dubrovnik, and San Marco Square
(Venice), while Table 3 provides timing and size statistics.

The largest dataset—San Marco Square—contains
14,000 input images which were processed into 67
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clusters and yielded 28 million surface points in less than
3h. While our system successfully reconstructs dense
and high quality 3D points for these very large scenes,
our models contain holes in certain places. For exam-
ple, rooftops where image coverage is poor, and ground
planes where surfaces are usually not clearly visible. On
the other hand, in places with many images, the recon-
struction quality is very high, as illustrated in the close-
ups in Figure 4.

8. DISCUSSION

A search on Flickr.com for the keywords “Rome” or “Roma”
results in over 4 million images. Our aim was to be able to
reconstruct as much of the city as possible from these pho-
tographs in 24 h. Our current system is about an order of
magnitude away from this goal. Since the original publica-
tion of this work, Frahm et al. have built a system that uses
the massive parallelism of GPUs to do city scale reconstruc-
tions on a single workstation.’

In our system, the track generation, skeletal sets,
and reconstruction algorithms are all operating on the
level of connected components. This means that the larg-
est few components completely dominate these stages.
We are currently exploring ways of parallelizing all three of
these steps, with particular emphasis on the SfM system.

Another issue with the current system is that it pro-
duces a set of disconnected reconstructions. If the images
come with geotags/GPS information, our system can try and
geo-locate the reconstructions. However, this information is
frequently incorrect, noisy, or missing.

The runtime performance of the matching system
depends critically on how well the verification jobs are
distributed across the network. This is facilitated by
the initial distribution of the images across the cluster
nodes. An early decision to store images according to the
name of the user and the Flickr ID of the image meant
that mostimages taken by the same user ended up on the
same cluster node. Looking at the match graph, it turns
out (quite naturally in hindsight) that a user’s own pho-
tographs have a high probability of matching amongst
themselves. The ID of the person who took the photo-
graph is just one kind of meta-data associated with these
images. A more sophisticated strategy would exploit all
the textual tags and geotags associated with the images
to predict what images are likely to match distributing
the data accordingly.

Finally, our system is designed with batch operation in
mind. A more challenging problem is to make the system
incremental.
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Table 1. Matching and SfM statistics for the three cities.

Time (h)
Data set Images Cores Registered Pairs verified Pairs found Matching Skeletal sets SfM
Dubrovnik 57,845 352 11,868 2,658,264 498,982 5 1 16.5
Rome 150,000 496 36,658 8,825,256 2,712,301 13 1 7
Venice 250,000 496 47,925 35,465,029 6,119,207 27 215 16.5
Table 2. Reconstruction statistics for the largest connected components in the three data sets.
Data set CC1 cc2 Skeletal set Reconstructed
Dubrovnik 6,076 4,619 977 4,585
Rome 7,518 2,106 254 2,097
Venice 20,542 14,079 1,801 13,699
CClis the size of the largest connected component after matching, CC2 is the size of the largest component after skeletal sets.
The last column lists the number of images in the final reconstruction.
Table 3. MVS reconstruction statistics for the four view clusters.
Time (min)
Landmark Images Images in clusters Clusters MVS points Clustering Reconstruction
St. Peter’s Basilica 1,275 333 4 5,107,847 1.3 94.2
Colosseum 1,167 528 7 5,747,083 15 59.2
Dubrovnik 6,304 2,628 28 14,051,331 211 221.4
San Marco Square 13,709 5,917 67 27,707,825 39.3 176.3
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American Association for the
Advancement of Science
AAAS Science & Technology Policy
Fellowships

Apply your science to serve society!

Since 1973, more than 2,200 scientists and
engineers have contributed their analytical
skills to policymaking in Washington, DC, while
learning about the role of science in the federal
government.

Career-enhancing opportunities are available
in more than 30 Congressional offices and 15 fed-
eral agencies for science and engineering profes-
sionals at all career stages.

Applicants must be US citizens and hold a
doctoral level degree (PhD, MD, DVM, etc.) in
any scientific discipline, or a master’s degree in
engineering with three years of post-degree expe-
rience.

Application Deadline: December 5

Visit _http://fellowships.aaas.org for more

details.

Duke University
Department of Computer Science

The Department of Computer Science at Duke
University in Durham, North Carolina, invites
applications and nominations for tenure-track
faculty positions at the assistant professor level,
to begin August 2012. We are interested in strong
candidates in all active research areas of comput-
er science, as well as interdisciplinary areas.

The department is committed to increasing
the diversity of its faculty, and we strongly en-
courage applications from women and minority
candidates.

A successful candidate must have a solid
disciplinary foundation and demonstrate prom-
ise of outstanding scholarship in every respect,
including research and teaching. Please refer
to www.cs.duke.edu for information about the
department and to _www.provost.duke.edu/
faculty/ for information about the advantages
that Duke offers to faculty.

Applications should be submitted online
through the link provided at www.cs.duke.edu/
facsearch. A Ph.D. in computer science or related
area is required. To guarantee full consideration,
applications and letters of reference should be re-
ceived by December 1, 2011.

Durham, Chapel Hill, and the Research Tri-
angle of North Carolina are vibrant, diverse, and
thriving communities, frequently ranked among
the best places in the country to live and work.
Duke and the many other universities in the area
offer a wealth of education and employment op-
portunities for spouses and families.

Duke University is an affirmative action, equal
opportunity employer.
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Fordham University
Assistant Professor, Computer &
Information Science

The Department of Computer and Information
Science (DCIS) invites applications for a tenure-
track Assistant Professor to begin in Fall 2012. A
Ph.D. in Computer Science or closely related field
is required. The position requires excellence in
teaching undergraduate and graduate courses,
good communication skills, and demonstrated
research potential with the ability to attract ex-
ternal research funding. Exceptional candidates
in all areas are encouraged to apply but we are
especially interested in candidates with expertise
in informatics and data mining, bioinformatics,
computational neuroscience, computer security,
data communications and networking, and data-
bases.

DCIS offers graduate and undergraduate
programs at Fordham’s Rose Hill campus in the
Bronx and Lincoln Center campus in Manhattan.
For information about the department please
visit http://www.cis.fordham.edu.

Review of applications will begin February
1st. Please send a letter of application, research
summary, curriculum vitae, statement of teach-
ing philosophy, and three letters of reference to
faculty_search@cis.fordham.edu, or to:

Faculty Search Committee Chair

CIS Department

Fordham University, JMH 340

441 E. Fordham Road

Bronx, NY 10458

Fordham is an independent, Catholic Univer-
sity in the Jesuit tradition that welcomes applica-
tions from men and women of all backgrounds.
Fordham is an Equal Opportunity/Affirmative Ac-
tion Employer.

Institute for Pure and Applied
Mathematics (IMPA)
Research Position in Visual Computing

The Institute for Pure and Applied Mathematics
(IMPA) invites applications for a research posi-
tion in Visual Computing. This appointment
has an initial duration of one year, with a pos-
sible extension to two years, and monthly take-
home earnings RS 7,500.00 (approximately US$
4,500.00).

We seek an excellent researcher whose in-
terests match the activities of the VISGRAF
Laboratory at IMPA. Detailed information on
the application procedures can be found at
http: . i - i
2011/computacao grafica.html

Further inquiries should be addressed to

pdopen@impa.br.
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Indiana University
School of Informatics and Computing

The School of Informatics and Computing at In-
diana University, Bloomington, invites applica-
tions for five positions beginning in Fall 2012, in
the areas of bioinformatics, computer science (all
subareas), computer science education research
(joint position with School of Education), com-
puter security, and social informatics. The School
expects continued hiring in the coming years.

Positions are open at all levels. Applicants
should have a Ph.D.in the relevant area and a well-
established record (senior level) or demonstrable
potential for excellence in research and teaching
(junior level).

The IU Bloomington School of Informatics and
Computing is the first of its kind and among the
largest in the country, with unsurpassed breadth.
It includes more than 70 faculty members, 500
graduate students, and strong undergraduate pro-
grams. Degrees offered include M.S. degrees in
Computer Science, Bioinformatics, Human Com-
puter Interaction Design, and Security Informat-
ics, and Ph.D. degrees in Computer Science and in
Informatics. The School has received public recog-
nition as a “top-ten program to watch” (Comput-
erworld) thanks to its excellence and leadership
in academic programs, interdisciplinary research,
placement, and outreach. The school offers excel-
lent work conditions, including attractive salaries
and research support, and low teaching loads in a
setting of strong student growth.

Located in the wooded rolling hills of south-
ern Indiana, Bloomington is a culturally thriv-
ing college town with a moderate cost of living
and the amenities for an active lifestyle. IU is
renowned for its top-ranked music school, high
performance computing and networking facili-
ties, and performing and fine arts.

Applicants should submit a curriculum vitae, a
statement of research and teaching, and the names
of 3 references (junior level) or 6 references (senior
level) using the recruit link at http://hiring.soic.in-

diana.edu (preferred) or by mail to Faculty Search

Committee, School of Informatics and Computing,
919 E 10th Street, Bloomington, IN 47408. Ques-
tions may be sent to_faculty-search@soic.indiana.
edu. To receive full consideration completed ap-
plications must be received by November 15, 2011.

Indiana University is an Equal Opportunity/
Affirmative Action employer. Applications from
women and minorities are strongly encouraged.
IU Bloomington is vitally interested in the needs
of Dual Career couples.

Ozyegin University
Faculty Positions

Ozyegin University, Istanbul, invites applications
for faculty positions at all levels in
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Computer Science. For details please see:
http://www.ozyegin.edu.tr/Hakkimizda/Birimler-
ve-Hizmetler/Insan-Kaynaklari/Is-Olanaklari/
Faculty-Positions-in-Computer-Science

SAIC HPC Careers

SAIC, a FORTUNE 500® scientific, engineering,
and technology applications company, is current-
ly forming a dedicated team of large and small
companies, as well as academic institutions,
to advance the goals and objectives of the Maui
High Performance Computing Center (MHPCC)
Program.

The MHPCC Program objectives include soft-
ware application engineering, in scalable com-
puting technology, image and signal processing,
large-scale data management, space physics,
open source exploitation, and other key areas of
science and engineering. SAIC is seeking experi-
enced professionals and incumbent staff to join
our team in Maui, Hawaii.

Opportunities available in the following areas:
» Administrative Support

» Applications Engineering/Visualization

» Computer Center Operations

Configuration Management/Quality Assurance
Data Analysis

Facilitie/Office Management

HPC Applications Training Specialists
Information Assurance/Security

Project Management

Safety/OSHA Compliance

vy Yy VY VY VY VvYYy

> Software/Database Engineering
» System/Network Engineering

» Technical Publications

» User/Technology Services

SAIC values the highly talented incumbent
staff currently supporting MHPCC. All inquiries
handled with strict confidentiality.

Please submit your resume at:

http://jobs.saic.com/job/Schofield-Barracks-
Maui-High-Performance-Computing-
Center-Job-HI-96857/1386209/?utm.
source=ACM&amp;utm_campaign=
MHPCC

SAIC

© Science Applications International
Corporation. All rights reserved.

Equal Opportunity Employer.

The iSchool at Drexel
Full-Time Tenure-Track Faculty Positions

The iSchool at Drexel University invites appli-
cations for several tenure-track positions at
the assistant, associate, or full professor level.
We welcome applications with a wide variety of
teaching and research interests. We are particu-
larly interested in applicants in the following ar-
eas; Information Security/Cyber, Security/Foren-
sics, Archival Studies and Digital preservation &
Curation. The successful candidate will have a
completed doctorate in a related field, evidence

of excellence in teaching and research and an in-
terest in working with a highly collaborative, in-
terdisciplinary faculty. To apply for this position,
please apply online at: www.drexeljobs.com/ap-
Jplicants/Central?quickFind=74903 or visit www.
drexeljobs.com and search for position number
4229.

The Johns Hopkins University
Tenure-track Faculty Positions

The Department of Computer Science at The
Johns Hopkins University is seeking applications
for tenure-track faculty positions. The search
is open to all areas of Computer Science, with a
particular emphasis on candidates with research
interests in machine learning, systems, informa-
tion security, computational biology, and data-
intensive or health-related applications.

All applicants must have a Ph.D. in Comput-
er Science or a related field and are expected to
show evidence of an ability to establish a strong,
independent, multidisciplinary, internationally
recognized research program. Commitment to
quality teaching at the undergraduate and grad-
uate levels will be required of all candidates.
Preference will be given to applications at the
assistant professor level, but other levels of ap-
pointment will be considered based on area and
qualifications. The department is committed
to building a diverse educational environment;
women and minorities are especially encour-
aged to apply.

A more extensive description of our search

@ VirginiaTech
Invent the Future

Tenure-track Faculty Positions in
Computer Science at Virginia Tech
www.cs.vt.edu

Artificial Intelligence/Machine Learning Faculty Position

The Department of Computer Science at Virginia Tech invites applications for

a full-time tenure-track position at any rank from candidates with expertise in
artificial intelligence having specific emphasis on machine learning or probabilistic
reasoning. The department plans on making multiple hires over multiple years in
this area.

Candidates should have a record, appropriate to the desired rank, of scholarship,
leadership, and collaboration in computing and interdisciplinary areas;
demonstrated ability to contribute to teaching at the undergraduate and graduate
levels in Al and related subjects; sensitivity to issues of diversity in the campus
community; and the skills to establish and grow a multidisciplinary research group.

Salary for suitably qualified applicants is competitive and commensurate with
experience. Applications must be submitted online to_https://jobs.vt.edu for
posting #0110872. Applicant screening will begin December 15, 2011 and
continue until the position is filled. Inquiries should be directed to Dr. Dennis
Kafura, kafura@cs.vt.edu.

Data-Intensive Computing Faculty Position

The Department of Computer Science at Virginia Tech invites applications from
candidates in data-intensive computing for a full-time tenure-track position at
any rank. Examples of research foci in the area of data-intensive computing
include, but are not limited to, streaming and sensor data management,
scientific databases, networked data management, query languages, workflow/
provenance modeling, information integration, and database designs for
modern architectures such as the cloud and pervasive appliances. The
successful candidate must be able to conduct an active research program in the
management and processing of massive data, such as arise in social networks,
biology, GIS, astronomy, text, and/or other emerging large-scale applications.

Candidates should have a record, appropriate to their rank, of scholarship,
leadership, and collaboration in computing and interdisciplinary areas;

demonstrated ability to contribute to teaching at the undergraduate and
graduate levels in data-related subjects (e.g., database design and system
architectures); sensitivity to issues of diversity in the campus community; and
the skills needed to establish and grow a multidisciplinary research group.

Salary for suitably qualified applicants is competitive and commensurate with
experience. Applications must be submitted online to_https://jobs.vt.edu

for posting #0110874. Applicant screening will begin December 15, 2011
and continue until the position is filled. Inquiries should be directed to

Dr. Lenwood S. Heath, heath@vt.edu.

Assistant Professor Computer Science

(Compilers/Systems Software Engineering)

The Department of Computer Science at Virginia Tech invites applications for a
full-time tenure-track position at the Assistant Professor rank from candidates
with a research focus in the area of compilers, programming languages, or
software engineering. The department plans to strategically grow its research
presence in these areas over the coming years. Preference is given to
candidates whose research efforts lie in applied domains with relevance to
computer systems software, particularly for emerging architectures such as
many-core processors and GPGPUSs.

Candidates should have a doctoral degree in Computer Science or a cognate
area, a record of significant research achievement and publication, a coherent
research and teaching plan showing the potential to secure research funding,
build a research program in their area of specialty, and contribute to the
department’s graduate/undergraduate teaching mission, and sensitivity to issues
of diversity in the campus community.

The position is part of a coordinated cluster hire of a total of five positions on
both the Blacksburg and National Capital Region campuses of Virginia Tech
that is intended to synergistically increase research momentum in computer
systems, software engineering, security, and cybersecurity by the Department of
Computer Science (CS) and the Bradley Department of Electrical and Computer
Engineering (ECE). The successful candidate will join the Department of
Computer Science on the Blacksburg campus.
Applications must be submitted online to_https://jobs.vt.edu for posting
#0110873. Applicant screening will begin December 15, 2011 and continue
until the position is filled. Inquiries should be directed to Dr. Godmar Back,
_gback@cs.vt.edu.

Virginia Tech is an Equal Opportunity/Affirmative Action Institution

See_http://www.cs.vt.edu/FacultySearch for more details
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and additional supporting information can be
found at http://www.cs.jhu.edu/Search2012. More
information on the department is available at
http://www.cs.jhu.edu.

Applicants should apply using the online ap-
plication which can be accessed from_http://www.
cs.jhu.edu/apply. Applications should be received
by Dec 15, 2011 for full consideration. Questions
should be directed to _fsearch@cs.jhu.edu. The
Johns Hopkins University is an EEO/AA employer.

Faculty Search

Johns Hopkins University

Department of Computer Science

Room 224 New Engineering Building

Baltimore, MD 21218-2694

Fax: 410-516-6134
Phone: 410-516-8775

fsearch@cs.jhu.edu
http://www.cs.jhu.edu/apply

UMBC - University of Maryland
Baltimore County

An Honors University in Maryland
Information Systems Department

The Information Systems Department at UMBC
invites applications for a tenure-track faculty po-
sition at the Assistant Professor level in the area
of software engineering starting August 2012.
Outstanding candidates in other areas will also
be considered.

Candidates must have an earned PhD in In-
formation Systems or a related field no later than

August 2012. Individuals engaged in software en-
gineering research with emphasis on empirical
research, process and quality improvement, and
cybersecurity are especially encouraged to ap-
ply. Ideal candidates will be engaged in research
that spans two or more of these areas. Candidates
should have a strong potential for excellence in
research, the ability to develop and sustain an ex-
ternally funded research program, and the ability
to contribute to our graduate and undergraduate
teaching mission.

The Department offers undergraduate de-
grees in Information Systems and Business
Technology Administration as well as both the
MS and PhD in Information Systems. In addi-
tion, the Department offers an MS and PhD in
Human-Centered Computing. Consistent with
the UMBC vision, the Department has excellent
technical support and teaching facilities as well
as outstanding laboratory space and state of the
art technology. UMBC’s Technology Center, Re-
search Park, and Center for Entrepreneurship are
major indicators of active research and outreach.
Further details on our research, academic pro-
grams, and faculty can be found at http://www,

_ds.umbc.edu/, Under-represented groups includ-
ing women and minorities are especially encour-
aged to apply.

Applications will not be reviewed until the
following materials are received: a cover letter, a
one-page statement of teaching interests, a one-
page statement of research interests, one or more
sample research papers, and a CV. Applicants
should also arrange to have three letters of recom-
mendation sent to the department as soon as pos-

sible. Electronic submission of materials as PDF
documents is preferred. Electronic copies should
be sent to bmorris@umbc.edu. Copies can also be
sent to: Dr. Aryya Gangopadhyay, Chair of Faculty
Search Committee, Information Systems Depart-
ment, UMBC, 1000 Hilltop Circle, Baltimore, MD
21250-5398. For inquiries, please contact Barbara
Morris at (410) 455-3795 or bmorris@umbc.edu.
Review of applications will begin immediately
and will continue until the position is filled. This
position is subject to the availability of funds.
UMBC is an Affirmative Action/Equal Opportu-
nity Employer and welcomes applications from mi-
norities, women and individuals with disabilities.

University of Chicago
Faculty Positions

The Department of Computer Science at the
University of Chicago invites applications from
exceptionally qualified candidates in all areas
of Computer Science for faculty positions at the
ranks of Professor, Associate Professor, Assistant
Professor, and Instructor. However, strongest
consideration will be given this year to candidates
in the following three areas: (1) systems and net-
working, (2) natural language processing, and (3)
theory of computing.

The University of Chicago has the highest
standards for scholarship and faculty quality, and
encourages collaboration across disciplines. We
encourage strong connections with researchers
across the campus in such areas as mathematics,
natural language processing, bioinformatics, log-

for more information

ACCEPT THE NAVY CHALLENGE

Become a member of an elite research and development community involved in basic and
applied scientific research and advanced technological development for tomorrow’s Navy.

NAVAL RESEARCH LABORATORY

Senior Scientist for Advanced Computing Concepts
ST-1310, $119,554 to $179,700* per annum

*Rate limited to the rate for level Il of the Executive Schedule (5U.S.C. 5304(g)(2))

Serves as the technical expert in the diverse areas of high performance computing, networking, and storage. Applicants should be recognized as national/international authorities and have
demonstrated the scientific vision and organizational skills necessary to bring long term, multi-faceted research programs to successful completion.

As a distinguished scientist and recognized leader, the incumbent will provide vision and technical direction to research efforts in highly integrated and optimized massively parallel
computing technology, high performance network technology, and massive storage technology -- including prototype and proof of concept systems. The incumbent must have expertise in
all three of these technology areas and application expertise with respect to Department of Defense memory- and speed-intensive computational problems. Specific duties include:

 Developing advanced concepts that will directly improve the ability of the US Department of Defense (DoD) and Intelligence Community (IC) to push computer technology limits.

 Providing technical oversight to a small, talented, highly-motivated research team to push the envelope of high-performance computing (10’s to 100’s TeraFLOPS with scaling to
PetaFLOPS), high-performance networking (100’s Giga-bps to Tera-bps), distributed storage and global file systems (100’s Petabytes to Exabytes), and advanced visualization and
graphics (from handheld PDAs to graphics walls), with data sets range from small transaction sizes, to multigigabyte sizes and very large video and related realtime streams.

 Support and accommodate information system security technologies from data-at-rest to very high speed national security link encryption, as appropriate.

* Briefing DoD senior officials regarding Laboratory research efforts in the above areas; serving as liaison among NRL, the Navy, and other national and international organi-
zations; and consulting on important scientific and programmatic issues.

This position offers enormous potential for advancing the state of the art with respect to high performance computing, networking, and storage technology, and for applying that technology
to improve national security. Examples of past accomplishments of this position include:

e Extending High Performance Computing, Networking, and Storage technologies. Examples include NRL's on-going “Large Data” project, which provides Petabyte storage
and both tactical and 10-Gbps access to DoD and IC clients across the globe, and NRL's winning the bandwidth challenge at Super Computing 2009.

 Working with academia, industry, and other government in the early 2000’s and late 1990’s to develop a precursor to Google Earth and to develop and prove out the first
progressive HDTV cameras with partners like ABC and Disney to make HDTV progressive imagery the standard for the DoD and IC.

* Developing in the mid-1990’s the Joint Broadcast System, a precursor to the Global Broadcast System, to return high-bandwidth data from theater to CONUS.

e Driving industry, DoD, and IC adoption of ATM technology in the early 1990’s for core networks and assisting in the development and testing of high-speed Type-1
cryptographic devices to drive dramatic increases in DoD netcentric capabilities.

Because of the sensitivity of some of the research application areas the incumbent must be eligible for TS-SCI security clearance.

For information regarding this vacancy and specific instructions on how to apply, go to www.usajobs.gov, log in and enter the following announcement number: NW1-XXXX-00-K9138767-FL.
Please carefully read the announcement and follow instructions when applying. The announcement closes on 10/31/2011. Please contact Ginger Kisamore at ginger.kisamore@nrl.navy. mil

Navy is an Equal Opportunity Employer
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ic, molecular engineering, and machine learning,
to mention just a few.

The Department of Computer Science (cs.
uchicago.edu) is the hub of a large, diverse com-
puting community of two hundred researchers
focused on advancing foundations of computing
and driving its most advanced applications. Long
distinguished in theoretical computer science
and artificial intelligence, the Department is now
building a strong Systems research group. This
closely-knit community includes the Computa-
tion Institute, the Toyota Technological Institute,
and Argonne’s Mathematics and Computer Sci-
ence Division.

The Chicago metropolitan area provides a di-
verse and exciting environment. The local econ-
omy is vigorous, with international stature in
banking, trade, commerce, manufacturing, and
transportation, while the cultural scene includes
diverse cultures, vibrant theater, world-renowned
symphony, opera, jazz, and blues. The University
is located in Hyde Park, a Chicago neighborhood
on the Lake Michigan shore just a few minutes
from downtown on an electric commuter train.

All applicants must apply through the Univer-
sity’s Academic Jobs website. For applicants in:
(1) systems and networking, the LINK is

Central?quickFind=51727;

(2) natural language processing, the LINK is

academiccareers.uchicago.edu/applicants/
Central?quickFind=51728;

(3) the theory of computing, the LINK is

deadline info, please contact:

ADVERTISING IN CAREER OPPORTUNITIES

How to Submit a Classified Line Ad: Send an e-mail to
acmmediasales@acm.org. Please include text, and indicate the issue/or
issues where the ad will appear, and a contact name and number.

Estimates: An insertion order will then be e-mailed back to you. The ad
will by typeset according to CACM guidelines. NO PROOFS can be sent.
Classified line ads are NOT commissionable.

Rates: $325.00 for six lines of text, 40 characters per line. $32.50 for each
additional line after the first six. The MINIMUM is six lines.

Deadlines: 20th of the month/2 months prior to issue date. For latest

acmmediasales@acm.org

Jemi bi ) i

Central?quickFind=51729;
(4) all other areas, the LINK is_academic-
hi 1 li

ntral?quickFind=517

A cover letter, curriculum vitae including a
list of publications, a statement describing past
and current research accomplishments and out-
lining future research plans, and a description
of teaching experience must be uploaded to be
considered as an applicant. Candidates may also
post a representative set of publications, as well
as teaching evaluations, to this website. The refer-
ence letters can be sent by mail to:

Chair, Department of Computer Science

The University of Chicago

1100 E. 58th Street, Ryerson Hall

Chicago, IL. 60637-1581

Or by email to: Recommend@mailman.
cs.uchicago.edu (letters can be in pdf, postscript

or Microsoft Word).

Three reference letters are required. They
need to be need to be mailed or e-mailed to the
above addresses and one of them must address
the candidate’s teaching ability. Applicants must
have completed all requirements for the PhD ex-
cept the dissertation at time of application, and
must have completed all requirements for the
PhD at time of appointment. The PhD should be
in Computer Science or a related field such as
Mathematics or Statistics. To ensure fullest con-

Career Opportunities Online: Classified and recruitment display ads
receive a free duplicate listing on our website at:
http://jobs.acm.org

Ads are listed for a period of 30 days.
For More Information Contact:
ACM Media Sales
at 212-626-0686 or
acmmediasales@acm.org
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sideration of your application all materials, in-
cluding supporting letters, should be received by
November 19. However, screening will continue
until all available positions are filled. The Univer-
sity of Chicago is an Affirmative Action/Equal Op-
portunity Employer.

University of Kentucky
Computer Science Department

The University of Kentucky Computer Science
Department expects to hire one or more tenure-
track faculty to begin employment August 15,
2012. Candidates must have earned a PhD in
Computer Science or closely related field at the
time employment begins. Review of credentials
will begin 1 October 2011 and continue until a
suitably qualified candidate is found.

The department seeks to hire energetic re-
searcher/educators who are interested in the ap-
plication of advanced computing to challenging
and relevant problems. We are especially inter-
ested in researchers who can collaborate to solve
multidisciplinary problems. Areas of interest in-
clude, but are not limited to:

» Optimal application of high-performance com-
puting and database systems to problems in the
sciences, medicine, engineering, business and
the humanities.

» Design of scalable distributed computing,
communication, and storage systems that pro-
tect the economic and privacy interests of both
providers and users;

» Specification, design and engineering of robust,
maintainable and evolvable software systems.

The University of Kentucky Department of
Computer Science, one of the oldest CS depart-
ments in the United States, has 22 faculty mem-
bers committed to excellence in education, re-
search and service. It is one of the occupants of
the brand-new, LEED Gold-certified Davis Marks-
bury Building. The Department awards B.S., M.S.,
and Ph.D. degrees.

To apply, a University of Kentucky Academic
Profile must be submitted at www.uky.edu/uk-
jobs using job # SM537241 or SM537246. For
more detailed information about these positions,
go to www.cs.uky.edu/opportunities/faculty.

Questions should be directed to HR/Employ-
ment (phone 1-859-257-9555 press 2 or email
ukjobs@email.uky.edu, or Diane Mier (diane@
cs.uky.edu) in the Computer Science Department.

Applications will be accepted as of 19 August.
The application deadline is March 1, 2012, but
may be extended as needed. Upon offer of em-
ployment, successful applicants must undergo a
national background check as required by Uni-
versity of Kentucky Human Resources.

The University of Kentucky is an equal op-
portunity employer and encourages applications
from minorities and women.

University of Massachusetts Lowell
Computer Science Department
Nontenure-Track Faculty Position

at the Rank of Lecturer

The University of Massachusetts Lowell is 25
miles northwest of Boston in the high-tech cor-
ridor of Massachusetts. The Computer Science
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Department has 15 tenured and tenure-track fac-
ulty, serving 250 BS students, 110 MS students,
and 55 PhD students. It also offers bioinformatics
options at all levels, a robotics minor, and a PhD
in computational mathematics. The department
has four NSF CAREER Award recipients. More in-
formation about the department can be found at
www.cs.uml.edu.

The Computer Science Department invites
applications for one full-time, nontenure-track
faculty position at the rank of Lecturer to start
January 15, 2012. Primary responsibilities are to
provide high quality teaching and service to the
department. This position is renewable annually,
potentially leading to an appointment as Senior
Lecturer following six consecutive years of out-
standing performance evaluations.

Qualifications: Applicants must hold a doc-
toral degree in Computer Science or a closely
related discipline. Experience and demonstrated
excellence teaching Computer Science at the un-
dergraduate level is required.

How to Apply: Please submit a cover letter, a
current CV, teaching statement, and at least three
names and contact information of references
who have agreed to write letters of recommen-
dation through the University of Massachusetts
Lowell’s website at _http://jobs.uml.edu under
“Faculty Positions”. Direct submissions to the de-
partment will not be accepted.

Review of applications will begin on Novem-
ber 15, 2011 and continue until the position is
filled. However, the position may close when an
adequate number of qualified applications are
received.

The University of Massachusetts Lowell is com-
mitted to increasing diversity in its faculty, staff, and
student populations, as well as curriculum and sup-
port programs, while promoting an inclusive envi-
ronment. We seek candidates who can contribute to
that goal and encourage you to apply and to identify
your strengths in this area.

University of Oregon
Department of Computer
and Information Science
Professor/Department Head

The Computer and Information Science (CIS)
Department at the University of Oregon invites
applications for Professor/Department Head.
We seek an outstanding scholar who will be ex-
cited to head a computer science department
in a strong public research university. A num-
ber of senior faculty have recently or will soon
retire, creating an opportunity for regeneration
through multiple hires over the next several
years. The department is currently developing
and implementing a strategic plan for increased
research prominence in the context of a college-
wide plan for excellence.

We seek an individual with strategic vision
and leadership abilities. The ideal candidate will
be a prominent scholar with a sustained record
of publication and research funding in an area of
software or intelligent systems that complements
existing research strengths of the department.
We are looking for an innovative thinker who is
eager to advance interdisciplinary scholarship,
build bridges between academia and industry,
mentor faculty to achieve excellence, teach at the
undergraduate and graduate levels, and commu-

nicate the intellectual excitement of computer
science and its broad, evolving role in contem-
porary society. A PhD in Computer Science or a
closely related field is required.

The University of Oregon is an AAU compre-
hensive research university with many nation-
ally and internationally renowned programs. It is
located in Eugene, two hours south of Portland,
and within one hour’s drive of both the Pacific
Ocean and the snow-capped Cascade Mountains.
The CIS Department is part of the College of Arts
and Sciences and is housed within the integrated
Lorry Lokey Science Complex. The department
offers B.S., M.S. and Ph.D. degrees. More informa-
tion about the department, its programs and fac-

ulty can be found at_http://www.cs.uoregon.edu,
or by contacting the search committee atfaculty.

search@cs.uoregon.edu.

Applications will be accepted electronically
through the department’s web site (only). Appli-
cation information can be found at_http://www.
cs.uoregon.edu/Employment/. Review of applica-
tions will begin January 4, 2012 and continue un-
til the position is filled. Please address questions
to faculty.search@cs.uoregon.edu.

The University of Oregon is an equal opportu-
nity/affirmative action institution committed to
cultural diversity and is compliant with the Amer-
icans with Disabilities Act. We are committed to
creating a more inclusive and diverse institution
and seek candidates with demonstrated potential
to contribute positively to its diverse community.

Yale University
Faculty Position

The Department of Computer Science at Yale is
seeking to fill a faculty position at the level of As-
sistant Professor (tenure track). We are interested
in applicants from any of the following areas: Arti-
ficial Intelligence, Economics and Computation,
Human Computer Interaction, Machine Learn-
ing, Networking, Operating Systems, Program-
ming Languages, Robotics, and Theory of Com-
puting. Applicants whose research spans two or
more of these areas are particularly encouraged
to apply. We seek excellent researchers who are
also committed to excellence in teaching.

Members of the Yale Computer Science fac-
ulty have many opportunities to collaborate. In-
terdisciplinary work is encouraged with Yale’s
world-class faculty in such computationally ac-
tive fields as biology, chemistry, economics, en-
gineering, geophysics, management, mathemat-
ics, medicine, psychology, physics, and statistics.
Yale faculty members teach excellent students,
both graduate and undergraduate, in relatively
small classes.

Candidates should hold a Ph.D. in computer
science or a related discipline. Review of applica-
tions will begin on December 15, 2011, and candi-
dates are encouraged to apply early. Applications
from qualified women and minority candidates are
especially welcome. Yale is an affirmative-action/
equal-opportunity employer. The department’s
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statements of research and teaching, and the con-
tact information for three references. Applications
should be submitted online at https://academic-
jobsonline.org/ajo/Yale. Questions should be di-

rected to faculty-recruiting@cs.yale.edu.
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[CONTINUED FROM P. 120] of dots and
connections. Where would all this in-
formation about me, or anyone else,
come from?”

I started to answer, but Lydia
jumped in. “That’s the greatest irony
of all. Nobody would let us have it, of
course, but everyone, I mean everyone,
just gives it to Ubatoo.” It was a well-
rehearsed line, every word dripping
with satisfaction. “Each action, email
message, trip, search, thought—all
there, stored on the company’s servers
somewhere.”

I wondered if I needed to say what
should have been obvious, especially
with the daily privacy fears and fiascos
in the news. Ubatoo would never grant
them access to the data, its most cher-
ished possession. Only the thought of
him spouting some cliché like, “Don’t
worry, kid. It’s above your pay grade,”
kept me silent.

“That makes life easier,” Doug said
with inexplicable relief.

Instantly, Doug realized his inadver-
tent comment may have revealed more
than he intended. Quickly changing
the topic, he turned to me, saying, “So
you’re the one from Ubatoo who came
up with all this? Does it really work?”

“Yes,” I said, grateful for the chance
to speak, “but not the way you...”

Lydia cut me off again. “Just take a
look at this small example, Doug.” A
few red dots were now floating among
thousands of black ones. An impene-
trable jumble of thick and thin lines—
connections—blanketed the screen
like cartons of spilled toothpicks in a
puzzle designed for Rain Man.

The “red influence,” as Lydia
called it, perhaps a reference to the
Cold War, was now unleashed. We
all watched as the red permeated the
page. “Like a biological infection
through water pipes,” she said. “You
see, if you’re connected to enough
bad things, at some point, your dot
is going to glow bright red, too. And
when it does, we’ll know you’re worth
the resources to investigate. Just like
ranking Web pages at Ubatoo, it all
comes down to your connections.”

Lydia was on a roll. “Let’s zoom
into this person’s red dot. You can see
the books he’s read. His connections
to them made them red, too. See how
some are brighter than others? Those
were read by others on our lists as well.

Even the soft drinks we’ve seen him
drink are all redder because of him. It’s
allin our graph.”

“Zoom in on the drinks,” Doug said,
amused. “Let’s see which are, um, sus-
picious.”

Lydia did as she was told, despite re-
gretting her choice of example. On the
screen were a dozen circles, each its
own shade of red. She worked her way
down the list until she got to the red-
dest of all—the most suspicious in the
set. She breathed the name reverently
and stepped back from the table to let
the discovery sink in.

I couldn’t take it anymore. “No. No.
You can’tjust...”

This time it was Doug who cut me
off, “Relax, Stephen, I get it. Of course
the system doesn’t work for drinks.” As
I began to ease back in my chair, Doug
began issuing commands to Lydia.
“Use this to put together a list of the
most suspicious people, books, Web
sites, music, whatever you can think of,
and send it to me ASAP!”

I think I mumbled something
about how the system was never
meant to be used like this. But what
was the point? Doug was no longer
paying attention; he stared at a sea of
red circles, desperately trying to recall
his daughter’s favorite soda, fearing
he had just connected her to Lydia’s
mess. Lydia was standing proudly at
the head of the table with an enor-
mous grin. Her gaze rested trium-
phantly on my hand, which was now,
I realized, clutching a “most suspi-
cious” choice of soft drink.

Ubatoo.com is a ubiquitous, and entirely fictional, Internet

company providing email, search, social networking, online
credit cards, and shopping services through a single Web
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that explores the friction at the intersection of privacy, civil
rights, security, and ethics.
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their boundaries limited only by our ability to imagine what will and could be.

Future Tense
A Person of Influence

Inferred connections map our past and predict our future.

WITHIN MINUTES OF arriving at NSA
headquarters, I had already aggravat-
ed my host, Lydia. It started the mo-
ment I offered to get her a soft drink
only to realize I had no money to pay
for hers—or even for my own. As she
grudgingly paid for both, her irritation
only grew as I explained I was so ac-
customed to the free food and drinks
at Ubatoo I didn’t realize some offices
were still so antiquated in their treat-
ment of employees.

Ubatoo.com, my former employer,
epitomized Silicon Valley. Early on, it
set the standard for perks and eccen-
tricities and had grown to be synony-
mous with the Internet itself. Write an
email message, update your personal
status, buy something online, watch a
video, upload a picture, search a secret
desire you've never shared with any-
one—Ubatoo made it all possible.

Today’s meeting was intended as a
brainstorming session on deploying
Ubatoo’s Web-ranking algorithms to
help NSA rank “suspects” on its ever-
growing watch lists. Lydia, however,
was in pure selling mode.

“We live in a connected world,” she
said, the moment Doug, her boss, was
seated. “It’s not just about the people
you say are your ‘friends’ but about all
the connections we infer.”

An ode to minimalism, her first slide
was a white screen with two tiny dots
in the center. “One is you, Doug,” she
said. “The other is your daughter, Deir-
dre. When you make a phone call to
her, we connect the dots.” She tapped a
key and a connecting line materialized.

“We know you write her an email
message every day.” The connection
between them grew thicker.
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“Deirdre calls and texts her boy-
friend, Josh, right?” A dot for Josh
emerged, already connected to Deir-
dre. “He’s taking a course.” A line be-
tween Josh’s dot and his professor, Dr.
Kione, appeared.

“And this Kione teaches political
media by examining half a dozen Web
sites, one of which is a known extrem-
ist breeding ground.” Six new dots
popped up, one for each site, five black,
one red, indicating “under surveil-
lance,” all connected back to Kione.

“Now it’s just a game of ‘connect
the dots’; it’s unlikely he supports the
extremist groups he’s encountered,
but he might have mentioned them
in class.” Like a slow drip across the
screen, the red seeped outward from
the lone red dot, flowing through all
the connections it touched. “It’s possi-
ble Josh talked about it with Deirdre.”
The red continued its crawl through
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the thick and thin connections be-
tween other dots along the way, getting
fainter with each one. “It’s unlikely
she would talk about it with you. Un-
likely, but not impossible.” The red
had almost disappeared by the time it
reached back to Doug’s no-longer pris-
tine black dot.

“You’re not terribly red, so you're
okay,” said Lydia, “but imagine we
repeated this procedure with every
Web site you visited, every person you
called or emailed, every product you
purchased—each represented here by
a tiny dot, connected by thick and thin
lines back to you. Some connections
will inevitably link you to persons of
interest, to things and events we moni-
tor. You'll be connected to all those
little red dots we’ve worked so hard to
identify.”

Doug was skeptical. “There would
be billions [CONTINUED ON P. 119]
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