
Confidentiality Audit Signoff Checklist

Goal: To prevent release of variables in any given dataset that might compromise respondent confidentiality if released to the general public.

1. Provide identifying details for the HRS product under review.

	Product Information

	Name:
	     

	Field Dates:
	     

	Planned Release Date:
	     

	Processing Team:
	     

	File Locations

	Original data:
	     

	Intermediate data:
	     

	Release data:
	     

	Release metadata:
	     


2. Before processing begins, review all variables and identify possible risk factors inherent in releasing each to the public in unmodified form. Variables that present such risks include, but are not limited to, the following content types:

· Name(s)

· Address (lot/street, city, state, Zip Code) 

· Exact dates (birth date, date of death, interview date, date married/divorced, military service dates, disability periods)

· Identifying sample information (PSU, segment, CMSA, census tract)

· Geographic identifiers other than Census Region in any context (state, county, census tract, congressional district, centroid information)

· Numeric identifiers (SSN, Medicare ID, Medicaid ID, employer ID, badge number, telephone number, driver’s license or vehicle registration information).

· Internet identifiers (IP address, email address, MAC, login identifier, username)

· Biometric information (blood type, DNA information; fingerprints; retina patterns; weight/height)

· Indirect identifiers (employer name and/or address, detailed industry/occupation codes, religious affiliation, race/ethnicity, education level) that in combination could expose a respondent’s identity.

· Any collection of respondent information that could potentially be matched in a commercial database (earnings records as reported to federal, state or local authorities; housing assessments; medical conditions)

· Detailed medical information as defined in HIPAA

· Interviewer comments

This step has been completed:       (initials of reviewer)

3. List all variables in the data file(s) being processed and code each for ultimate disposition. Disposition options follow:  

· Remove from dataset

· Remove from dataset and release in separate restricted dataset

· Recode/bracket/collapse

· Top/bottom code, blur

· Mask

· Keep

This step has been completed:       (initials of reviewer)

4. Obtain access to the data file(s) under review, including all associated meta-data files and processing narratives. 
· Input

· Questionnaire and/or interview flow documentation
· Programming specifications for data collection instrument (Blaise, Illume, etc.)
· Data as collected by interviewers

· Variable list created in Steps 1 and 2

· Processing

· Processing notes (if any)
· Intermediate data files and accompanying data definition statements

· File transformation source code

· Documentation database (used by automated audit procedures)

· Output

· Question text and user notes matching the data definitions

· Code frames

· Descriptive statistics (N, MIN, MAX, MEAN, SD, NMISS) and frequencies

· Files containing data for release

This step has been completed:       (initials of reviewer)

5. Initiate testing Process

· Scan all output data files for alphanumeric content

· Generate descriptive statistics for all variables with a width > 8; review for inappropriate content (Step 1)  

· Use Review Database to apply automated procedures in order to detect problem variables as described below:

· Review label and question text of all variables flagged by the audit script (audit3.pl)
· If applicable, review data collection program specifications

· If applicable, review the paper questionnaire (question text and code frame)

· Review processing files and notes

· Examine frequency counts and descriptive statistics for variables flagged by audit program

· Determine data file content for problem variable indications.

This step has been completed:       (initials of reviewer)

6. Audit process results; submit to HRS Principal Investigator for final review and action.
· No problems found; public release recommended (Go to Step 7).

· Problems found; make recommendations for file modifications and/or documentation revisions, notify processing staff and HRS Principal Investigator
This step has been completed:       (initials of reviewer)

7. Dataset is approved for distribution

_______________________________________________ 
(Signature of Principal Investigator)
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